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interference at his or her own expense.

The user is cautioned that changes and modifications made to the equipment without approval of
the manufacturer could void the user's authority to operate this equipment.

Changes or modifications to this device not explicitly approved by Lantronix will void the user's
authority to operate this device.

Revision History
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to set port viewing for Lantronix devices, and updated CLI commands.
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1: About This Guide

Purpose and Audience

This guide provides the information needed to install, configure, and use the Lantronix® vSLM™
secure management software. The vSLM 2 software enables IT professionals to remotely and
securely configure and administer multiple Lantronix and non-Lantronix devices.

Chapter Summaries

The remaining chapters in this guide include:

Chapter 2: Introduction Describes the vSLM 2 software’s main features and the protocols
it supports.
Chapter 3: Quick Setup Utility Provides instructions for getting your unit up and running.

Describes connection formats and power supplies and how to
configure network, date, and time settings so you can use the
VvSLM 2 secure management software on the network.

Chapter 4: vSLM 2 Deployment Provides directions on how to deploy vSLM 2 secure
management software.

Chapter 5: Web and Command Line Describes the web and command line interfaces available for

Interfaces configuring the unit.

Note: The configuration chapters (6-9) provide detailed
instructions for using the web interface and include command
line interface commands.

Chapter 6: Configuration and Operation = Outlines the process of setting up and using the vSLM 2 software

Overview and explains the responsibilities of administrators and other user
groups.

Chapter 7: Network and Modem Settings Provides instructions on entering network, date, and time
information.

Chapter 8: User Management Provides instructions for configuring user authentication methods
and setting up user accounts and account groups.

Chapter 9: Ethernet Device Provides instructions for detecting devices on the network,

Management entering information about the devices and ports, granting read/

write permissions for devices and ports, and auto-saving an
VSLM 2 configuration to another vSLM 2 secure management
software.

Chapter 10: Managed Devices Explains how to add, update, and delete Managed Device
Groups as well as how to create and "fuse" individual managed
devices. Provides information about connecting to and
configuring managed devices via the vSLM 2 software.
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1: About This Guide

Chapter 11: Operation and Maintenance

Chapter 12: Using vSLM 2 Software on a
Mobile Browser
Appendix A: Command Reference

Appendix B: Security Considerations

Appendix C: Protocol Glossary

Additional Documentation

Explains how the user can search for devices, access notes and
logs about the SLC™ console manager and its ports, and open
the RPM/SLP™ power manager, SLK™ remote KVM manager
and SLC device interfaces using SSH, secure channel (SLC
console manager only), or a browser.

Provides instructions for upgrading firmware, viewing system
logs and diagnostics, and generating reports. Includes
information about web pages and commands used to shut down
and reboot the vSLM 2 secure management software.

Provides instructions for accessing and monitoring the vSLM 2
secure management software using a mobile phone.

Lists and describes all of the commands used on the vSLM 2
software command line interface.

Provides tips for enhancing vSLM 2 secure management
software security.

Briefly describes networking protocols.

Visit the Lantronix website at www.lantronix.com/support/documentation for the latest

documentation and the following additional documentation.

vSLM 2 Secure Management Software
Product Brief

VSLM 2 Secure Management Software
- Installation Procedure for ESX, ESXi
from vSphere Client

VSLM 2 Secure Management Software
- Installation Procedure for VMware
Workstation

SLM Management Appliance Online
Help for the Command Line Interface

SLM Management Appliance Online
Help for the Web Interface

Provides basic overview of product information for the vSLM 2
secure management software.

Provides installation procedures for ESX and ESXi from vSphere
Client for use with the vSLM 2 software.

Provides installation procedures for the VMware workstation for
use with the vSLM 2 software.

Provides online Help for configuring and operating the vSLM 2
software using commands.

Provides online Help for configuring and operating the vSLM 2
software using the web interface.
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Terminology

In this User Guide, we use the following terms:

Ethernet Device

Port

Managed Device

Managed Device Group

Account

Account Group

A Lantronix or non-Lantronix device that the vSLM 2 secure management
software discovers on the network. Ethernet devices include:

¢ Secure IT Management Devices: Members of the secure IT management
family of products include the SLC console manager, remote power
manager (RPM), SLP power manager, SLK KVM manager, WiBox®
device, SLB™ branch office manager, and Spider™ device. These devices
enable you to remotely and securely access and manage networking
equipment.

Note: "RPM/SLP” in the document refer to remote power managers (PDU.)

¢ Management Devices: Lantronix devices that enable you to manage
networking equipment. The SCS™Q05/20 secure console server is an
example.

¢ Lantronix Devices: Other Lantronix products that network-enable serial
devices so you can remotely control, monitor, diagnose, and troubleshoot
your equipment over a network or the Internet.

¢ Other Devices: Non-Lantronix Ethernet devices.

A connector (e.g., serial, power, or KVM) on a management device (e.g., SLC,
RPM/SLP, SLK, SCS devices) that allows for control of another device.

A device (such as a Unix server) that has one or more of its connections (e.g.,
serial, power, or KVM) exposed to allow control and configuration changes by
Managed Device Users. A managed device belongs to a Managed Device
Group.

A group created to allow logical clustering of managed devices (e.g., devices
of the same type or devices in the same physical location). A managed device
may not be created until at least one Managed Device Group has been
defined.

Individual users; must belong to an account group, from which they inherit
permissions.

A group of accounts (users) with the same privileges. The four types of
account groups include:

Administrators Group: The sysadmin account, which has all privileges and
others with specified configuration privileges.

Note: Throughout this user guide, the term "administrator" means the person
using the sysadmin user name and those members of the Administrators
Group permitted to perform the task.

Ethernet Device Account Groups: Have access to specified Ethernet
devices and the managed devices connected to them.

Managed Device Account Groups: Have access to devices attached to
specified Ethernet device ports.

Menu Only Account Groups: May only access the command line interface
and use a limited menu of options.
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1: About This Guide

Figure 1-1 Rights of Ethernet Device Group and Managed Device Group to Devices

Ethernet
Connections

B Ethernet Device

Account Group |
\

i Managed Device |

Account Group

Ethernet device group users
. may access both Ethernet

devices and managed devices
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2: Introduction

The vSLM 2 secure management software is a member of the secure IT management family of
products. There are three models of SLM: the vSLM 2 model which is the virtual, software-only
version of the vSLM 2 secure management software as well as the SLM-01 and SLM-02 models
which include both the hardware and software. This user guide provides information on only the
VSLM 2 software. Other products in the Lantronix secure IT management family include, but are
not limited to: the SLC 8000 Console Managers, the SLB Branch Office Managers, and Spiders.
These products offer systems administrators and other IT professionals a variety of tools for
remotely and securely accessing and managing their networking equipment.

Note: For more information about the vSLM 2 software, please see the Lantronix
website at www.lantronix.com/vsim.

The vSLM 2 software manages Lantronix and non-Lantronix devices. It "auto-detects" and then
displays them in a single, concise view through a web or a command line interface (CLI). A user
can search the web view for a desired device or device port (in the case of an SLC console
manager or SLK KVM manager) and then connect to a found device or port without using a
separate interface. With an SLC device, the user logs in only once, to the vSLM 2 software, and
then any subsequent device logins are automatic. The SLM management device can also use
LDAP, RADIUS, NIS, Kerberos, TACACS+, and SSH public key to authenticate users connecting
remotely to the command line interface.

Benefits
With the vSLM 2 software, you can:

¢ Consolidate management of IT infrastructure through a simple browser interface.
¢ Maintain a secure, central point of access to all equipment with centralized console logging.

¢ Reduce equipment diagnosis and repair time while minimizing the cost of ownership and
administrative resources.

¢ Maintain more network up time.
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IT Management Application

The following diagram shows how a user can perform management activities through the vSLM 2
secure management software.

Figure 2-1 vSLM 2 Overview

Remote Management Technologiaa
Serial Conzaolea, KVM and AC Powar

WAN/Internet

SLC 8000 or SLB
Network Equipment

| Storage Equipment

I Security Equipment

Telecom Equipment

il

Depariment Server Rack | Main Infrastructure Rack
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Firmware

The SLM firmware has the following features:

User and events logging

Email notification of trap events, log file events, and Ethernet down
ID/Password security, configurable access rights

SSH and SSL security

External authentication through RADIUS, LDAP, NIS, Kerberos, and TACACS+
Shared authentication among SLM and SLC devices

SLC firmware version storage and updates

Local access through a console port

Web presentation of SLC device and ports in a user-configured view
Web administration (using most browsers)

Direct SSH access to SLC devices or SLC ports from the web view

Support for an internal PCI or external USB modem
SNMP MIB2 and private MIB
SNMP trap target

® 6 O 6 6 O 6 O O O O O O o 2

Mobile phone WAP browser access

Protocols Supported

Auto-discovery of devices and other Lantronix and non-Lantronix Ethernet devices

In addition to supporting the TCP/IP network protocol, the vSLM 2 secure management software

supports:

SSH for connections in and out of the SLM

SMTP for mail transfer

SNMP for remote monitoring and management

SFTP and FTP for file transfers and firmware upgrades
DHCP and BOOTP for IP address assignment

HTTPS (SSL) for secure browser-based configuration

NTP for time synchronization

® 6 O 6 6 O o o

user authentication
¢ WAP for mobile phone access

For brief descriptions of these protocols, see Appendix C: Protocol Glossary.

LDAP, NIS, RADIUS, Kerberos, and TACACS+, and SSH public key encryption for remote
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3:  Quick Setup Utility

This chapter provides instructions for entering basic network settings so you can configure and
use the SLM on a network. For instructions on setting up the vSLM 2 secure management
software, go to Chapter 4: vSLM 2 Deployment.

Quick Network Setup

This section helps get the IP network port up and running quickly, so you can administer the vSLM
2 secure management software using your network. Your vSLM 2 software must have a unique IP
address on your network. The vSLM 2 secure management software receives an IP address in
one of three ways:

Automatically: The first time you power up the vSLM 2 software, Network Port 1 tries to obtain its
IP address via DHCP. If you have connected Network Port 1 to a network with a DHCP server, it
acquires an IP address. Smaller networks may use BOOTP.

Using Devicelnstaller™ Utility: This software allows you to quickly assign a static IP address to
a unit that has an automatically assigned IP address. This utility can be downloaded from the
Lantronix website, by selecting the Management Platform product from the Firmware/Downloads
page: www.lantronix.com/support/downloads.

Manually: If the vSLM 2 secure management software cannot obtain an IP address by means of
DHCP, you must manually enter one using the vSLM 2 console port window, which is the window
display by the virtualization software.

The administrator generally provides the IP address and corresponding subnet mask and
gateway. If you assign an IP address manually, it must be within a valid range and unique to
your network.

Required Information

To set up the vSLM 2 software quickly so you can use it on your network, you must first enter
some basic information about one network port and the network.

IP address (if not already assigned):

Subnet mask (if not already assigned):

Gateway:

Using Quick Setup on the Command Line Interface

If the vSLM 2 secure management software does not have an IP address, you can use the vSLM 2
console port window to access the command line interface. If the unit already has an IP address,

you can use SSH to connect to the command line interface and add or change the IP address or

other network-related information.

To complete the command line interface Quick Setup script:

Note: Chapter 5: Web and Command Line Interfaces describes the command line
interface in detail.

1. Do one of the following:

¢ With a serial terminal connection, power up, and when the command line displays, press
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Enter.

¢ With a network connection, use an SSH program to connect to xx.xX.xx.xx (the 1P
address in dot quad notation) and press Enter. The login prompt displays.

2. Type sysadmin (case sensitive) as the user name and press Enter.

3. Type pASS (case sensitive) as the password and press Enter.

Figure 3-1 Beginning of Quick Setup Script

Firmware revision: 4.1.0.0 (FW update success - 08/20 15:58)
Login name: sysadmin

Group name: Administrators

Authentication type: Local User

VSLM License: 28 days remaining

Login time: Thu Aug 20 16:34:18 2015
For a list of commands, type "help”.

Do you want to do quick setup? [no] yes

4. Inresponse to the prompt asking whether you want to do the quick setup, type yes and press
Enter.

Note: The prompt displays the first time you log in only. If you want to run the script
again, type admin quicksetup.

5. Enter the following information at the prompts:

Note: To accept a default or to skip an entry that is not required, press Enter.

Table 3-2 Quick Setup Script

Configure Port 1 or 2 Select one of the following:

<1> obtain IP Address from DHCP: The unit will acquire the IP address
and gateway from the DHCP server. (The DHCP server may provide the
gateway, depending on its setup.) This is the default setting.

<2> obtain IP Address from BOOTP: Permits a network node to request
configuration information from a BOOTP "server" node.

<3> static IP Address: Requires you to assign a static IP address
manually. The administrator generally provides the IP address.

Note: For SLM-01, Network Port 1 is 10/100/1000Base-T, while Network
Port 2 is 10/100Base-T. For SLM-02, both Network Ports 1 and 2 are 10/
100/1000Base-T.

IP Address (if specifying)  An IP address that will be unique and valid on your network and in the same
subnet as your PC. There is no default.

If you selected DHCP or BOOTP, this prompt does not display.

Note: Enter all IP addresses in dot quad notation.
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Subnet Mask The subnet mask specifies the network segment on which the SLC console
manager resides. There is no default. If you selected DHCP or BOOTP, this
prompt does not display.

Gateway IP Address IP address of the router for this network.

Hostname The default host name is vSLM 2 secure management software. The host
name can be a short host name or a fully qualified domain name. For
example, we might add lantronix.com to the factory default name of vSLM 2
software to get SLM.lantronix.com. There is a 64-character limit (contiguous
characters).

Time Zone If the time zone displayed is incorrect, enter the correct time zone and press
Enter. If the entry is not a valid time zone, the system guides you through
selecting a time zone. A list of valid regions and countries displays. At the
prompts, enter the correct region and country.

Date/Time If the date and time displayed are correct, type n and continue. If the date
and time are incorrect, type y and enter the correct date and time in the
formats shown at the prompts.

Sysadmin password Enter a new password for the sysadmin account. It can be up to 128
characters and is case sensitive.

Figure 3-3 Completed Quick Setup

Quick Setup will now step you through configuring a few basic settings.

The current settings are shown in brackets ("[]17)-
You can accept the current setting for each question by pressing
<return>.

Ethernet Port and Default Gateway
The SLM has two ethernet ports, Port 1 and Port 2.
Current settings are:

Port State IP address Subnet mask Mode IPv4 Filter
1 DHCP 172.19.100.216 255.255.0.0 Auto-negotiate (None)
2 Disabled 0.0.0.0 0.0.0.0 Auto-negotiate (None)

Port Static IPv6 address Link IPv6 address

1 e80::20c:29ff:fe98:ed25/64

Configure Port 1 or 2: [1]

Configure Port 1: (1) obtain IP Address from DHCP(172.19.100.216)
(2) obtain IP Address from BOOTP
(3) static IP Address

Enter 1-3: [1]

Specify a hostname: [SLM1F4F]

Time Zone
The current time zone is "US/Pacific”.
Enter time zone: [US/Pacific]

Date/Time
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The current time is Thu Aug 20 16:34:33 2015
Change the current time? [n]

Sysadmin Password
The default sysadmin (administrator user) password is “PASS-.
New password: [PASS]
Network settings will be updated, the current terminal may not work.
Please re-connect to SLM with new settings as needed.

[sysadmin@SLM1F4F]>

Once you complete the Quick Setup script, the changes take effect immediately.
Quick Setup Command

admin quicksetup

Syntax
admin quicksetup

Description
Displays the quick setup script on the CLI; only the sysadmin account can use this command.

Using the Web Interface
Note: Chapter 5: Web and Command Line Interfaces describes the web interface in detail.

Once the vVSLM 2 secure management software has an IP address, you can use the web interface
to configure required network parameters that determine how the vSLM 2 software interacts with
the attached network. The unit might have a DHCP-assigned IP address or one assigned
manually using Detector software or a serial connection to the command line interface.

To log in to the web interface:

1. Open a web browser (Internet Explorer® 6.0. and later, or Firefox® 1.5 and later, with
JavaScript enabled).

2. Inthe URL field, type https:// followed by the IP address of your vSLM 2 secure
management software.

3. Login using sysadmin as the user name and PASS as the password. The SLM Configuration
page opens.

Figure 3-4 SLM Home Page

Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
Ethernet Device ~ ~ Name - Search || Reset Logout

Configuration

# _| configuration Banner
# _|Accounts

# _levents

# _IFiles

e R Welcome to the vSLM™ 2 Secure Management Software

1+ _IManaged Devices
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To enter settings for one network port:
1. Onthe menu (in the pane on the left), click Configuration > Network Settings. The following

page opens:
Figure 3-5 Network - Settings Page
Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device = MName - Search || Reset Logout
SILM
‘ [ [ | Network Settings
=1 _A configuration Settings o i Keep Aliv Statistics Routing Help
=1 _4 Network Settings
[ _l1Pv4 Filters
[+ _l1Psec Management
+ __IModem Management _! Disabled @' Disabled
[#1__IAuthentication Network Port 1 (@) Obtain from DHCP Network Port 2 (*) Obtain from DHCP
£ L senvices Settings: () optain from BOOTP Settings: () optain from BOOTP
[+ _| Device Management N
S T A ' Speciy:  Specify
& _lEevent:
A IP Address: [172.19.100.216 IP Address: |0.0.0.0
# _IFiles
2 | Ethernet Devices Subnet Mask: |255.255.0.0 Subnet Mask: |0.0.0.0
[# __IManaged Devices
Port 1 Mode: Auto - Port 2 Mode: | Auto -
Port 1 IPv4 Filterr None - Port 2 IPv4 Filter: | None -
Static IPv6 1: Static IPv6 2:
MAC Address 1: 00:0C:29:98:ED:25 MAC Address 2: 00:0C:29:98:ED:2F
_ 2001:db80:ac13:d91e:20c:29ff.fe98:ed25/64 .
Port 11PVE: (e80-20¢ 201 fe98-ed25/64 ot o
Default Gateway: 172.19.0.1 Ethernet Bonding: Disabled -
DNS Servers:  #1: 172.18.0.11 DHCP-Acquired DNS Servers: #1: 172.19.1.1
#2: #2:17219.1.2
#3: #3. None

Note: The hostname will be used as the

Hostname: SLM1F4F prompt in the Command Line Interface.

Update

2. Enter the following information for one network port:

Table 3-6 Network Port Settings

Network Port Settings & Disabled: This is the default setting for Network Port 2.

¢ Obtain from DHCP: Acquires IP address, subnet mask, and gateway from the
DHCP server. (The DHCP server may provide the gateway, depending on its
setup.) This is the default setting for Network Port 1. If you select this option,
skip to step 3.

¢ Obtain from BOOTP: Lets a network node request configuration information
from a BOOTP "server" node. Skip to step 3.

¢ Specify: Requires you to assign a static IP address manually. The administrator
generally provides the IP address.

IP Address If specifying an IP address, enter an IP address that will be within a valid range,
unique to your network, and in the same subnet mask as your workstation. There
is no default.

Note: Enter all IP addresses in dot quad notation.

Subnet Mask If specifying an IP address, enter the network segment on which the vSLM 2
secure management software resides. There is no default.
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3. To save your entries, click Apply. Clicking Apply commits these changes immediately.
Next, enter network gateway information.
To enter gateway information:

1. On the Network - Settings page, click the Gateways tab. The following page opens:

Figure 3-7 Network Settings - Gateways Tab

Table Field: Value: sysadmin@SLM1F4F  Group: ini s
Ethernet Device ~ ~ Name - | search | [ Reset Logout
SLM
‘ \ (7] Network Settings

=l A configuration Settin Gateways Keep Aliv Statistics | Routin Notes | Help

¥ _I Network Settings

[ _lauthentication

[+ _Iservices

[* __lpevice Management HetworcGotaway=
[# _| Accounts
= _events Default: 172.19.0.1 Alternate: 172.19.0.1
# _IFiles
# _|ethernet Devices DHCP Acquired: 172.19.0.1 IP Address to Ping: 172.19.39.247
H _Im d Devi

dllayer.tewios Precedence: @ pHCP () Default Ethernet Port for Ping: (@) Ethernet 1 Ethernet 2

Delay between Pings:

e

Number of Failed Pings:

v

[ Update |
2. Enter the following:

Table 3-8 Network Gateway Settings

Default IP address of the router for this network.

If this has not been set manually, any gateway assigned by DHCP for Network Port 1
or Network Port 2 displays.

All network traffic that matches the Network Port 1 IP address and subnet mask goes
out Network Port 1. All network traffic that matches the Network Port 2 IP address and
subnet mask goes out Network Port 2.

If you set a default gateway, the vSLM 2 software sends any network traffic that does
not match Network Port 1 or Network Port 2 to the default gateway for routing.

DHCP Acquired Gateway assigned by DHCP for Network Port 1 or Network Port 2. The default setting
(view only) is None.

Precedence Indicates whether the gateway assigned by DHCP or the default gateway takes
precedence. The default setting is Default. If you select DHCP, and both network
ports are configured for DHCP, the vSLM 2 secure management software gives
precedence to the Network Port 1 gateway.

Note: You have configured only the settings required to get the vSLM 2 software up and
running. To complete the network configuration, see Chapter 7: Network and Modem
Settings.

To view the current IPv4 and IPv6 routing information:

1. On the Network - Settings page, click the Routing tab. The following page opens:

vSLM™ 2 Secure Management Software User Guide 33



3: Quick Setup Utility

Figure 3-9 Network Settings - Routing Tab

LANTRONIXT S mtguene i
Ethernet Device  ~  Name - | Search || Reset | Logout
SLM
AR FGR i *ooN Network Settings

Contents of route.ta

Fernel IF routing table

Destination Gateway Genmask Flags MSS Window irtt Iface

172.19.39.247 172.159.0.1 255.255.255.255 UGH 00 0 ethl

172.1%9.0.0 0.0.0.0 255.255.0.0 u 00 0 ethl

0.0.0.0 172.19.0.1 0.0.0.0 UG 00 0 sth

Kernal IPvé routing cabla

Destination Naxt Hep Flage Matric Ref Uza Iface
1:1/128 HE U L] 23 1 lo
2001:db80:acl3:dSle:20c: 251 : fa98:0d25/128 :: u 0 o 1 lo
2001:dbB0:acl3:d9le:: /64 i UA 256 5281 0 eth0
feB0;::20c:25£f;: fed8:0d25/128 H 1] 0 0 1lo
fe80::/64 Tt o 258 o 0 athl
££02::1/128 ££02::1 uc o 158 0 eth0
£F00::/8 Iz o 258 o 0 athd
£3/0 foB0::20c:29£f:foe%:bc25 UGDA 1024 1 0 ethd

To set the local date, time, and time zone:

You can specify the current date, time, and time zone at the vSLM 2 secure management
software's location (default), or the vSLM 2 software can use NTP to synchronize with an NTP
server on your network.

1. Onthe menu, click Configuration > Services > Date & Time. The following page opens:

Figure 3-10 Date & Time Page

LANT?ON I X Table: Field: i Value: | sysadmin@SLM1F4F  Group: Admini TS
Ethernet Device ~ Name - Search Reset Logout
SLM

D E Date & Time
= _A configuration Configure w ."Iﬁ n

__INetwork Settings
) Authentication
= _dsenvices

Change Date/Time: [|

Date:‘August |20 ¥|(2015 ~

[E] Firmware Updates Time: |18 v |:|25 v |:|32 ~
__IDevice Management = = :
) Accounts Time Zone:  US/Pacific -
_lEvents

SLW Up Time: 0 days, 2 hours, 12 minutes
__IFiles

__|Ethernet Devices
__IManaged Devices

The SLM can synchronize its clock
Syl

Ekie NI with a remote time server using NTP.

() Broadcast from NTP Server

Synchronize via.
@ Poll NTP Server:

Public: @ US/San Jose: clocksjche.net (216.218.254.202) ¥

Local: ()

2. Enter the following information:
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Table 3-11 Date & Time

Change Date/Time

Date

Time

Time Zone
SLM Up Time

Select the check box to manually enter the date and time at the vSLM 2 secure

management software's location.

From the drop-down lists, select the current month, day, and year.

From the drop-down lists, select the current hour and minute.

From the drop-down list, select the appropriate time zone.

Indicates how long the vSLM 2 software has been up and running.

3. To save, click Update.

To change the administrator password:

The default sysadmin password is PASS.

1. Onthe menu, click Accounts > Administrators > sysadmin. The following page opens:

Figure 3-12 Account Page for Sysadmin

Table: Field:
Ethernet Device  ~ Name

sysadmin@SLM1F4F Group: Administrators

‘ Search || Reset

| \ ] \ Manage Account "sysadmin”
i+ I configuration Configure | Hel;
= _dAccounts o
= administrators
2 buguser = s :
2 glemn Name: [sysadmin Allow Network Modifications:
& erberos Password: esesesss Allow Authentication Modifications:
£ T
s Retype: ssecesss Allow Service Modifications
R rADIUS
2 securd Email: Allow Device Management:
2 sysadmin Allow Password Change: Allow Account Modification:
R acacs
[# _JEthgrp1 Password Never Expires: Allow Event Modification
[+ _IEthgrp2 Change Password on Mext Login: Allow Log File Management:
[ __IEthgrp3
% I Mgdgrp1 Synchronize Password:
& _Imgdgrp2 Enable Dial-Back: Dial Back Number:
# [_Imgdgrp3
[ _IMnugrpt Authentication: | Local Only i
B ror
I Mniorp2 Account Group: Administrators
& __IMnugrp3
# _ltestmenu

il‘FM—Engmeermg
[+ {88 rM-Finance
[+ (8 Long Group Name Number 6300
[+ __Jevents
# _IFiles
¥ _IEthernet Devices
[# _IManaged Devices

| Update ‘ Reset

2. Enter the new administrator password in Password and (Retype). The password can be up to
128 characters and is case sensitive.

3. Click the Update button. When the update is complete, a confirmation message displays.
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Next Steps

After quickly getting the vSLM 2 secure management software up and running, you can complete
the configuration on the web pages.

¢ Tolearn more about the interfaces, go to Chapter 5: Web and Command Line Interfaces.

¢ To continue configuring the vSLM 2 software for your needs, start with Chapter 7: Network
and Modem Settings.
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The vSLM 2 secure management software is a virtual appliance that runs under a variety of virtual
machine managers, including VMware. vSLM 2 software can be downloaded from the Lantronix
website and launched on a desktop or server, and used to administer secure IT management
products. This chapter describes the differences between the SLM and vSLM 2 software.

VSLM 2 software is available as a 32-bit VMware version or a OVF (Open Virtualization Format)
version. The VMware version can be launched on VMware Player or VMware Workstation; it can
also be converted for use on VMware ESX and ESXi (see http://kb.vmware.com/kb/900 for more
information on converting the VMware version to a format used by ESX or ESXi). The OVF
version can be launched on VMware ESX and ESXi, both virtual machine managers that support
importing the OVF format.

Minimum Hardware Requirements

3.0 Ghz or faster single core speed
RAM: 2GB

Disk Space: 60 GB

Ethernet: 1 Bridged

* 6 o o

Deployment Instructions

Below is an example of instructions for deploying a vSLM VM from the VMware or OVF
distribution. The names of the deployment files will update to show the latest firmware revision with
each software release. Refer to the documentation for your virtualization manager for specific
instructions on opening or launching a VM.

To deploy the VMware version:

1. Download the SLM-<firmware versions>.vmware.zip distribution from the Lantronix
website.

2. Unpack vslm-4.0.0.0-5.vmware. zip for distribution:

¢ SLM-4.0.0.0-5.vmwarevm/

¢ SIM-4.0.0.0-5.vmwarevm/SLM-4.0.0.0-5.vmdk

¢ SIM-4.0.0.0-5.vmwarevm/SILM-4.0.0.0-5.vmx

¢ SLM-4.0.0.0-5.vmwarevm/SLM-VMware-README. txt

3. Launch your virtualization manager and open the unpacked VM. Do not upgrade the virtual
machine if the virtualization manager asks if the virtual machine should be upgraded.

4. Before starting the VM, configure the following settings:
¢ A minimum of 2GB of RAM
¢ USB enabled
¢ MAC addresses assigned to both network interfaces BEFORE the first boot of the vSLM
.

Sound, floppy disk, and printer support removed
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5. Start the VM.

To deploy the OVF version:

1. Download the SLM-<firmware versions>.OVF. zip distribution from the Lantronix
website.

2. Unpack SLM-4.0.0.0-5.0VF. zip for distribution:

* o6 o o

2

SLM-4.
SLM-4.
SLM-4.
SLM-4.

SLM-4.

0
0
0.
0
0

o O o o

.0.

.OVF/
.OVF/SLM-4.0.0.0-5-diskl.vmdk
.OVF/SLM-4.0.0.0-5.mf
.OVF/SLM-4.0.0.0-5.0ovf

.OVF/SLM-OVF-README. txt

3. Launch your virtualization manager and open or import the unpacked .zip files
(see SLM-OVF-README. txt for instructions for using VMware ovftool). Do not upgrade the
virtual machine if the virtualization manager asks if the virtual machine should be upgraded.

4. Before starting the VM, configure the following settings:
A minimum of 2GB of RAM

2

2

2

2

5. Start the VM

USB enabled

MAC addresses assigned to both network interfaces BEFORE the first boot of the vSLM 2
software

Sound, floppy disk and printer support removed

After the VM boots (this may take a few minutes while it is performing its initial setup), the login
prompt will be displayed on the console. The initial credentials are username "sysadmin” and
password "PASS". After logging in, the settings for the first network interface can be displayed
with the command "show network port 1". The web interface can be accessed with the URL:

https://<IP Address of the first network interface>

At this point you can follow the instructions from Chapter 3: Quick Setup Utility for Quick Setup
starting with Quick Setup Utility on page 28.

It is recommended that the vSLM 2 software be shutdown or restarted using its "admin shutdown"
and "admin reboot" commands, rather than using the virtualization manager to shutdown or restart
the vSLM 2 secure management software.
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30-Day Trial License

The vSLM 2 software has a 30-day trial period during which all features are available. At the end
of the 30 day trial period, most features will be disabled, and a license will be required to reenable
the features. The current license options can be viewed at the CLI with the "admin showoptions"

command:

[sysadmin@SLM1F4F]> admin showoptions

Physical device location: Disabled

Auto Firmware update expiration: aug2017

Virtual Machine: Disabled (27 days remaining in trial
period)

Maximum concurrent users: 25

[sysadmin@SLM1F4F]>

To obtain a perpetual vSLM 2 license, contact your regional Lantronix Sales Representative or go
to the Lantronix Online Store at store.lantronix.com and search for vSLM in the search bar or
under IT/Data Center Management -> Management Platform to make the purchase. Once
purchased, you will need to provide the unique signature of your vSLM 2 software to your
Lantronix Sales Representative to receive the perpetual license activation key.

[sysadmin@SLMB1DC]> admin signature show
Signature: 632deb993d767081dada4ff9a2b27c2
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The vSLM 2 secure management software offers two interfaces for configuring the vSLM 2
software: a web interface and a command line interface (CLI). This chapter introduces you to both.

Web Interface

A web interface allows the administrator to configure and manage the vSLM 2 secure
management software using most web browsers (Internet Explorer 6.0. and later or Firefox 1.5
and later with JavaScript enabled).

Note: Certain features, for example Browse http and Browse https access to some non-
Lantronix devices, require IE 7.

Logging in
To log in to the vSLM 2 web interface:

1. Open a web browser (Internet Explorer 6.0. and later or Firefox 1.5 and later with JavaScript
enabled).

2. Inthe URL field, type https: // followed by the IP address of your vSLM 2 software.
3. To configure the vSLM 2 secure management software, use sysadmin as the user name and
PASS as the password. (These are the default values.)

Note: The administrator may have changed the password using the method described
in the previous chapter.
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Typical vSLM 2 Web Page

The following figure shows a typical web page:

Figure 5-1 Web Page Layout

Home, Reload, Progress buttons

Search area
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Sutnet Uask | 265 25500 Subnet Mask Entry fields
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The web page has the following components:

Search Fields: Enable you to search for devices (e.g., SLC,
RPM/SLP, and SLK devices), ports, managed devices, users

and persistent connections in the vSLM 2 database.

Menu/Tree: Enables you to display a page to configure settings

or to perform a function.

Figure 5-2 Menu/Tree

M ol R

= A cConfiguration
- _ANetwork Settings
_1IPv4 Fiters
+ __]IPsec Management

¢ Clicking the expand (plus sign) or contract (minus sign) icon = _AModem Management
causes the tree structure to toggle between expanded and jModems
; Modem Profiles
contracted views but does not populate the page. 5 ) Authentication
+ Clicking the folder or document icon causes the tree i jse“."ces
. i Device Management
structure to toggle between expanded and contracted views # _ Accounts
(for folders) and populates the page. +_Events
= _4Filas
¢ Clicking the text only populates the page; the tree structure + _IFirmware Upgrade

remains unchanged.

Tabs: Display a series of pages related to a particular entity
(e.g., account group, network settings, and Ethernet devices).

Home Button: Displays the Lantronix web site home page.

+ _I Configuration
+ _|Log
= _] Session
+ _| Trap
+ _:JEthemet Devices
+ __IManaged Devices

Reload Button: Use to refresh the tree structure after auto-detect, or if some other process
(another logged-in user) makes changes that affect the database.

Progress Button: Indicates status of background processes such as bulk updates and automatic
detection for SLC, SLM, SLK, RPM/SLP, and SCS devices.
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Entry Fields and Options: Enable you to enter data and select configuration options.
Update Button: Makes and saves the changes immediately.
Reset Button: Sets field contents to their original values.

Message area: Displays messages such as update confirmations or error messages.

Notes

Administrators and authorized users can add, update, and delete information about any of the
entities in the system (e.g., account, account group, device, and event) in the form of a note. All
users with permission to view the entity can view notes about it. In this example, we add a note to
an account group.

To view, add, update, and delete a note:

1. On the page for the entity to which you want to add a note (e.g., Account Group page), click
the Notes tab. The following page opens.

Figure 5-3 Note for an Account Group

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - Logout

SLM

C] C] E Manage Account "sysadmin”

+ _ configuration Notes
= _dAccounts
= {4 Administrators
2 buguser
2 glenn
2 Kerberos

2104pP
25
£ RADIUS
2 securd
2 sysadmin
 RTACACS
+ _JEthgmpt
+ __| Ethgrp2
£ JEthgrpB
+ ;IMgdgrpl
+ ;IMgdgrnZ
+ _‘lMgdgrp3
+ __| Mnugrpl
+ _|Mnugrp2

+ __|Mnugrp3 . .
+ _| testmenu Update This note last updated: new

ITM-Engineering
+ [ ITM-Finance
i Long Group Mame Number 6300
+_|Events
+|_IFiles
+ _|Ethernet Devices
+__IManaged Devices

2. Inthe text box, type the information you want to associate with the entity.
3. Do one of the following:
¢ To reset the note to its previous contents, click the Reset button.

¢ To delete a saved note, click in the box, press CTRL+A (or your browser's key sequence
to "select all text"), press Delete, and then click the Update button.

¢ To save a new note, click the Update button. A confirmation message displays. The next
time you open the page, it displays the note and the date and time of the update.
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Web Page Help
To view context sensitive information about any vSLM 2 web page:

1. Click the Help tab. A Help page opens for the tab you are viewing. The Contents and Search
buttons are above the pane on the left.

Figure 5-4 Example of a Help Page
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FJ Wb Interf aecount, aecount group, device, event) in the form of a note. All users with permission (o view the entity can view notes about it
FI‘J Notes Tab In this example, we add a note to an account group.
[7] Viewing Task Progress To view, add, update, and delete a note:
[7] Changing Current Password 1. On the page for the entity to which you want to add, update, delete, or view a nols (8 g , Accounl Group page), dick the
[] Logging Out Motes lab. The following page appears.
) T
% Configuration and Operation C Hote for an Account Group
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Account Groups and Accounts P = - a ]
Auto-Detection and Searches i N T
Connecti e Trve tat e
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Files
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o et
2. To add a nate, type the you want o with the enlity in the text box
3. Do one of the following:
& Toresal the note 0 15 previous contents, click the Resat button.
. = . » Todelete a saved note, click in the box, press CTRL#A, press Delete, and then click the Update bution I,

To search for information:
1. Click the Search button. A search field displays.
2. Enter the word(s) you want to search for and press Enter.

Note: You can also enter the word in the search field to the left of the Lantronix logo and
press Enter.
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Logging Out of the Web Interface
A Logout link is available in the upper right corner of every page.
To log out of the vSLM 2 web interface:

1. Click Logout to the right of the search buttons on the vSLM 2 page banner.

Figure 5-5 Logout on the Page Header
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Command Line Interface (CLI)

A command line interface is available for entering the commands for the vSLM 2 software. You
can access the CLI using SSH or the virtualization manager console window.

In this User Guide, after each section of instructions for using the web interface, you will find
related CLI commands. Not all web page entries have corresponding commands, and vice versa.
The sysadmin user has access to the complete command set, while all other users have access to
a reduced command set.

Logging into the CLI
To log in to the vSLM 2 command line interface:
1. Do one of the following:

¢ With the console window of the virtualization manager, power up, and when the command
line displays, press Enter.

¢ Ifthe vSLM 2 secure management software already has an IP address (manually
assigned previously or assigned by DHCP), SSH to xx.xx.xx.xx (the IP address in dot
guad notation) and press Enter. The login prompt displays.

2. Tolog in as the administrator for setup and configuration:
a. Type sysadmin as the user name and press Enter.
b. Type PASS as the password and press Enter.

Note: The administrator may have changed the password using the methods
described in the previous chapter.
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3. Tolog in as any other user:
a. Enter your vSLM 2 user name and press Enter.

b. Enter your vSLM 2 password and press Enter.

Commands

Commands have the following format:

<action> <category> <parameter(s)>

where

<actions is set, show, connect, diag, admin, or logout.

<category> is a group of related parameters you want to configure or view. Examples are
devicegroup, account, and network.

<parameter (s) > iS one or more name-value pairs in one of the following formats:

Table 5-6 CLI Commands

<parameter Specify one of the values (aa or bb) separated by a vertical line (| ). The values are
names> <aa bb> alllowercase and must be entered exactly as shown. Bold indicates a default value.

<parameter Specify an appropriate value, for example, a device group name.
name> <Value>  This User Guide shows parameter values in mixed case to indicate they are case

sensitive. For example, if you saved a device group name in mixed case, you must
enter it in mixed case; if you saved it in lowercase, you must enter it in lowercase.

Square brackets [ ] | Indicate optional parameters.

Table 5-7 Actions and Category Options

set network | service | ipfilter | account | accountgroup |
auth | nis | Idap | radius | kerberos | tacacs+
| ethernetdevice | manageddevice | mgroup | datetime |
cli | menu | sshkey | history | modem | dialaccount |
persistent | ipmi | ilo

show network | service | ipfilter | iptables | account |
accountgroup | auth | nis | ldap | radius | Kerberos |
tacacs+ | device | port | ethernetdevice | manageddevice
| auditlog | syslog | portlog | traplog | eventlog |
sessionlog | datetime | cli | menu | sshkey | history |
connection | progress | sysconfig | sysinfo | modem |
dialaccount | routing | persistent | ipmi | ilo | user

connect device | remote | index | ssh | telnet | tn3270 |
terminate | persistent | wakeonlan

diag ping | ping6 | arp | traceroute | netstat | nettrace |
internals
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admin autodetect | locallog | version | option | showoptions |
config | quicksetup | securechannel | signature | banner
| reboot | shutdown | showbootbank | switchbank |
copybank | web

logout Terminates CLI session.

Command Help
For general command help, type: help

For more information about a specific command, type help followed by the command, for example:
help set network

OR
type ? after the command:

set network ?

Tips

¢ Type enough characters to identify the action, category, or parameter name uniquely. For
parameter values, type the entire value. For example,
set network port 1 state static ipaddr 122.3.10.1 mask 255.255.0.0
can be shortened to:

se net po 1 st static ip 122.3.10.1 ma 255.255.0.0

¢ Use the Tab key to automatically complete action, category, or parameter names. Type a
partial name and press Tab to complete the name if only one is possible, or to display the
possible names if more than one is possible.

¢ Should you make a mistake while typing, backspace by pressing the Backspace key or the
Delete key, depending on how you accessed the interface. Both keys work if you use VT100
emulation in your terminal access program when connecting to the console port. Use the left
and right arrow keys to move within a command.

¢ Use the up and down arrows to scroll through previously entered commands. If desired, select
one and edit it. You can scroll through up to 100 previous commands entered in the session.

¢ When the number of lines displayed by a command exceeds the size of the window (the
default is 20), the "Type more to see the next page" message displays. To display the next
page, type more and press Enter. You can override the number of lines (or disable the feature
altogether) with the set cli command.

¢ Toclear an IP address, type 0.0.0.0.

Logging Out of the CLI
To log out of the vSLM 2 command line interface:

1. Type logout and press Enter.
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CLI Commands

The following commands relate to the CLI itself.
set cli terminallines
Syntax

set cli terminallines <disable]1-1000>

Description

Sets the number of lines that display in a page for the auditlog, syslog, portlog, traplog, and device
list. Default is 20.

set history clear
Syntax

set history clear
Description

Clears the CLI command history.
show cli

Syntax

show cli

Description

Displays the terminal lines settings. Shows the number of lines "more" will allow to be displayed in
a page, for the auditlog, syslog and device list.

show history
Syntax
show history

Description

Displays the 100 most recent CLI commands.
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Session Commands

connect terminate

Syntax
connect terminate <connect ID> <one or more parameters>

Parameters

outbound <outbound I1D>
You must specify connection ID (inbound ID) to terminate an outbound connection.

Use show connection to view the current connections and their ID.

Examples

connect terminate 3
connect terminate 3 outbound 1

Description

Terminates a user connection to the vSLM 2 session. Use show connection to view the current
connections and IDs.

show connection
Syntax
show connection

Description

Displays active user connections and connection IDs.
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To best use the vSLM 2 secure management software, review the setup and configuration process
outlined below before undertaking the tasks detailed in Chapters 6-10.

Note: Throughout this user guide, the term "administrator" means the person using the
sysadmin user hame and those members of the Administrators Account Group permitted
to perform the task.

Following is an overview of the tasks the administrator and other users perform to configure and
use the vSLM 2 secure management software, in roughly the order performed.

The typical user employs vSLM 2 software as follows:

¢ Searches for Lantronix Devices and other Ethernet devices.

¢ Connects by browser, SSH, or Telnet to Lantronix Devices and other Ethernet devices, and
additionally, by secure channel to SLC devices and other vSLM 2 secure management
software.

¢ Accesses notes and logs about the management devices and their ports.

The administrator performs the following configuration and maintenance activities:

¢ Updates vSLM 2 firmware and configurations.

¢ Configures properties of the log files.

Manages syslog, portlog, auditlog, upgrade, configuration, session, and trap files.
Configures an SNMP agent.

Configures and views events.

* & o o

Updates firmware on Lantronix Ethernet devices (including SLM, WiBox, UDS™, Spider,
RPM/SLP, and SLC devices).

Step 1: Configure Network Settings

The administrator enters the network settings that enable the vSLM 2 secure management
software to access the network, manages modems, and sets up IPv4 filter sets

Step 2: Define Authentication Methods

The vSLM 2 software supports LDAP, RADIUS, NIS, Kerberos, TACACS+, and SSH public key
authentication. Remote authentication is optional. The administrator can opt to use only local
authentication.

Step 3: Set Up User Account Groups and Accounts

The vSLM 2 secure management software comes with four types of account groups:
Administrators, Ethernet Device, Managed Device, and Menu Only users. Administrators create
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account groups of each type (except Administrators) and create and assign accounts to the
account groups.

The administrator can create additional administrator accounts that have the following rights
enabled or disabled:

Network Settings

Authentication

Services (e.g., SNMP and syslog, Date and Time, and Maintenance)
Device Management

Accounts

Events

® 6 ¢ 6 o o o

File Management

Step 4: Auto-Detect Devices

The administrator uses auto-detection methods to find Lantronix devices and other devices on the
network and to add them to the vSLM 2 database for the vSLM 2 secure management software to
manage. There is no need to add a device manually, although that option is available. Currently,
auto-detect supports Lantronix Discovery Protocol (LDP) for SLC console managers and other
Lantronix devices, the Lantronix SCS05/20 device discovery protocol, and SNMP for RPM/SLP,
SLK, and all other Ethernet devices.

Step 5: Associate Account Groups with Ethernet and Managed
Devices

Once the vSLM 2 administrator adds account groups and Ethernet devices, the next step is to
associate the account groups with the Ethernet devices and managed devices (devices attached
to Ethernet device's ports) to which they will have access. In the case of SLC console manager or
SCS console servers, permissions also allow specific account groups listen-only access or full
bidirectional control.

Step 6: Manage Devices

The user selects Ethernet devices from the menu's tree structure or enters search criteria to
search for Ethernet devices, ports, and managed devices. The user then views port settings (if the
device has ports) and can connect to an attached device through a web browser or the CLI.

For ease of communication and management, managed devices that link together device ports
(e.g., SLC, SCS, SLK, and RPM/SLP device) may be created or "fused" together. Users may then
manage all of these ports through the managed device on a single web page. In the case of an
SLC or another vSLM 2 software, the user can make a secure channel connection through which
the vSLM 2 secure management software forwards user permission information so a secondary
login is not required. For SLC devices, once a secure channel has been set up, the user can make
a web channel connection.
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Step 7: Maintain the vSLM 2 Software

The vSLM 2 secure management software enables the following maintenance tasks:
SLM Firmware Updates: The SLM administrator updates the SLM firmware.

Auto-Save: The administrator saves the configuration of one vSLM 2 software on another SLM. If
there is a need, the second vSLM 2 secure management software can "become" the first vSLM 2
software.

Configuration Save and Restore: The administrator saves and restores system configurations,
providing rapid recovery of inadvertent configuration changes.

User Log (Audit Trail): Every successful login, logout, and command on the command line
interface and web is logged into a database table. The administrator reads this information from
the CLI or web and creates an audit report for one or multiple users.

Events: The administrator defines alarms and triggers that constitute an event. Events are sent to
specific users or recorded on the syslog or on another device through an SNMP trap.

Files: The administrator manages (imports, exports, deletes, and renames) and views upgrade,
configuration, syslog, audit log, port log, sysconfig, device session, and trap files.
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Network and Modem Settings

This chapter is primarily for the administrator. It explains how to enter the network configuration,
IPv4 filters, and modem settings for the vSLM 2 secure management software using the vSLM 2
web interface or the CLI. If you used a procedure in Chapter 3: Quick Setup Utility to get your unit
up and running on the network, you can add or update settings here.

IP Address and Other Required Information

Note: The vSLM 2 secure management software supports two bridged network
adapters.

To configure the unit for use on the network, you need the following information:
Network Port 1:

IP address (if not already assigned):

Subnet mask:

Network Port 2: (optional)

IP address (if not already assigned):

Subnet mask:

Default Gateway:
DNS Server:

Your vSLM 2 software must have a unique IP address on your network. If you assign an IP
address manually, it must be within a valid range and unigque to your network. The administrator
generally provides this information.

The vSLM 2 secure management software receives an IP address in one of the following ways:

Automatically: The first time you power up the vSLM 2 software, Network Port 1 tries to obtain its
IP address automatically through DHCP. If you have connected the network port to a network with
a DHCP server, the network port acquires an IP address. Smaller networks may use BOOTP.

Using Detector Utility: This software allows you to quickly assign a static IP address to a unit that
has an automatically assigned IP address. This utility can be downloaded from the Lantronix
website, by selecting the vSLM 2 product from the Firmware/Downloads page: www.lantronix.com/
support/downloads.

Manually: If the vSLM 2 secure management software cannot obtain an IP address by means of
DHCP, you can use the vSLM 2 console port window, which is the window displayed by the
virtualization software.

Once the vSLM 2 software has an IP address, you can configure the remaining settings (and
change the IP address, if desired) using the CLI or the web interface.
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Using the Web Interface

After the unit has an IP address, you can configure network parameters that determine how the
VvSLM 2 secure management software interacts with the attached network and enter the date,
time, and timezone.

Note: Chapter 5: Web and Command Line Interfaces describes the web interface in
detail.

To log in:

1. Open a web browser (Internet Explorer 7.0. and later or Firefox 15.0 and later with JavaScript
enabled).

2. Inthe URL field, type https:// followed by the IP address of your vSLM 2 software.

3. Loginusing sysadmin as the user name and PASS as the password. The SLM Configuration
page opens.

Figure 7-1 SLM Configuration Page

LANT N | X Table: Field: Value: sysadmin@SLM1F4F  Group: Admini: s
Ethernet Device ~ ~ Name - Search Reset Logout

SLM
|:] [:] D Configuration
__l configuration Banner Password Notes Help
_lAccounts e
_lEvents
__IFiles
jE‘"e““ P Welcome to the vSLM™ 2 Secure Management Software
Managed Devices
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Network Port(s)

Notes:

¢ One possible use for the two Ethernet ports is to have one port on a private, secure
network, and the other on an unsecured network.

¢ Both Ethernet ports should not be on the same subnet.

To enter settings for one or both network ports:

1. Onthe menu, click Configuration > Network Settings. The following page opens:

Figure 7-2 Network Settings Page

Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
Ethernet Device ~ ~ Name - | search || Reset | Logout
SLM
| | Network Settings
[=l _dconfiguration Settings G rays || KeepAlive | Statistics | Routing Notes | Help
= _dNetwork Settings
[ _l1Pvé Filters
12l _l1Psec Management
# __IModem Management _' Disabled '@ Disabled
EJMWE““C“W Network Port 1@ Obtain from DHCP Network Port 2 () Obtain from DHCP
[ " .
= e Settings: ) Optain from BOOTP Settings: ) optain from BOOTP
# _IDevice Management - "
| Accounts - Specify: - Specify
Event:
o IP Address: [172.19.100.216 IP Address: |0.0.0.0
:_JEthemet Devices Subnet Mask: |255.255.0.0 Subnet Mask: |0.0.0.0
[+ _|Managed Devices
Port 1 Mode: Auto - Port 2 Mode: | Auto -
Port 1 IPv4 Filter. None - Port 2 IPv4 Filter: | None v
Static IPvG 1: Static IPvG 2:

MAC Address 1: 00:0C:29:98:ED:25 MAC Address 2: 00:0C:29:98:ED:2F

2001:db80:ac 13:d91e:20c:29ff fe98:ed25/64

e80::20c:20ff fe98:ed25/64 Port 2 IPvé:

Port 1 IPvé:

Default Gateway: 172.19.0.1 Ethernet Bonding: Disabled -

DNS Servers:  #1: 172.18.0.11 DHCP-Acquired DNS Servers:  #1: 172.19.1.1
#2: #2: 172.191.2
#3: #3: None

Note: The hostname will be used as the

Hostname: SLM1F4F prompt in the Command Line Interface.

| Update |

2. Enter the following information for one or both network ports:

Table 7-3 Network Port Settings

Network Port Settings Disabled: This is the default setting for Network Port 2.
Obtain from DHCP: Acquires IP address, subnet mask, and gateway from the
DHCP server. (The DHCP server may provide the gateway, depending on its
setup.) This is the default setting for Network Port 1. If you select this option, skip
to step 3.
Obtain from BOOTP: Lets a network node request configuration information from
a BOOTP "server" node. Skip to step 3.
Specify: Requires you to assign a static IP address manually. The administrator
generally provides the IP address.
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IP Address

Subnet Mask

Port Mode

Port 1 and Port 2 IPv4
Filter

Static IPv6

MAC Address
(display only)
Port IPv6 (display
only)

Default Gateway

If specifying an IP address, enter an IP address that is within a valid range, unique
to your network, and in the same subnet mask as your workstation. There is no
default.

Note: Enter all IP addresses in dot quad notation.

If specifying an IP address, enter the network segment on which the vSLM 2
secure management software resides. There is no default.

The method of data transmission (Auto, Half-Duplex, or Full-Duplex).

If you have added filter sets on the IPv4 Filter Definitions page, select the desired
one. (See IPv4 Filters.)

IPv6 addresses are written as 8 sets of 4-digit hexadecimal numbers separated by
colons. There are several rules for modifying the address. For example,

1234:0BCD:1D67:0000:0000:8375:BADD:0057 may be shortened to
1234:BCD:1D67::8375:BADD:57.

Note: The vSLM 2 software stores all IP addresses internally using IPv6 format.
When rendering these addresses for display, the vSLM 2 software uses IPv4
unless the address cannot be displayed in that format, in which case it uses
shortened IPv6.

Also referred to as the Hardware or Ethernet address.

IPv6 addresses active on this network port.

IP address of the router for this network.

If this has not been set manually, any gateway acquired by DHCP for Network Port
1 or Network Port 2 displays.

All network traffic that matches the Network Port 1 IP address and subnet mask
goes out Network Port 1. All network traffic that matches the Network Port 2 IP
address and subnet mask goes out Network Port 2.

If you set a default gateway, the vSLM 2 secure management software sends any
network traffic that does not match Network Port 1 or Network Port 2 to the default
gateway for routing.
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Ethernet Bonding Ethernet bonding is a way of joining two Ethernet interfaces into a single virtual
interface for redundancy and/or load balancing. The vSLM 2 software supports
four types of Ethernet bonding in addition to the default state of disabled.

Note: With bonding enabled, the IP/netmask settings for network port 1 are
applied to the virtual bonding interface.

Select one of the following:

Active Backup: Only one of the two Ethernet interfaces will be active (involved in
transmitting and receiving data) at any one time. If the vSLM 2 secure
management software detects that the Ethernet interface has lost network
connectivity, the system makes the secondary interface the new active one after a
few seconds (~3.5 - 4) of delay. (This delay length is also used with the other
bonding settings.)

802.3ad Layer 2: IEEE 802.3ad-compliant dynamic link aggregation. This is a
load-balancing strategy that uses the destination MAC address as the criterion for
determining which interface to send each data frame out of.

802.3ad Layer 3+4: Much like 802.3ad Layer 2, but uses the destination IP and
TCP/UDP port number to determine which interface to send data from.

Note: Both 802.3ad bonding modes require that both network interfaces share the
same speed/duplex modes. This rule is currently enforced by the web interface,
but not by the CLI.

Adaptive Load Balancing: This mode determines which interface to send data
from by looking at the current load on each interface. It also controls which
interface will receive a response by modifying the vSLM 2 secure management
software's ARP replies before they are sent out. If a link failure occurs on one of
the network ports, the system will fail over to the other interface.

Note: In theory, the active-backup and adaptive load balancing modes do not
require any special network switch configuration, while the two 802.3ad modes do.
The active-backup mode is recommended for most situations, as redundancy
tends to be a more important goal than the relatively small increase in bandwidth
(note that bonding two interfaces for load balancing does not double the available
bandwidth because of protocol overhead issues).

3. Configure up to three name servers, either by entering the IP addresses or by accepting the IP
addresses assigned by DHCP:

Table 7-4 DNS Servers

#1 IP address of the primary name server. This entry is required if you choose to
configure DNS (Domain Name Server) servers. Note: Assigning DNS servers allows
FQDNSs to be used in place of most IP addresses throughout the system.

#2 (optional) IP address of the secondary DNS name server.
#3 (optional) IP address of the tertiary DNS name server.

DHCP-Acquired DNS servers automatically assigned by DHCP. The default setting for up to three
DNS Servers (view servers is None.

only)

4. Enter the following:
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Table 7-5 Hostname

Hostname The default hostname is “SLM”. You can specify a fully qualified domain name (for
example, SLM.lantronix.com). There is a 64-character limit (contiguous characters,
no spaces).

Note: The hostname becomes the prompt in the command line interface.

5. To save your entries, click the Update button.

Network Gateways
You can enter network gateway information.
To enter gateway information:

1. On the Network - Settings page, click the Gateways tab. The following page opens:

Figure 7-6 Network Settings - Gateways Tab

Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device  ~ Name - [ search || Reset | Logout

T " NetworkSettngs

= A configuration i Gateways
# _INetwork Settings P T B
# _Authentication
+ _lservices
[* _Ipevice Management
# _lAccounts

Network Gateways

= _IEvents Default: 172.19.0.1 Alternate: 172.19.0.1

[# _IFiles

[+ Ethernet Devices DHCP Acquired: 172.19.0.1 IP Address to Ping: 172.19.39.247
Ll

[*] __Imanaged Devices
Precedence: (@ DHCP Default Ethernet Port for Ping: @) Ethernet 1 Ethernet 2

Delay between Pings: 5

Number of Failed Pings: 5

Update

2. Enter the following:

Table 7-7 Network Gateway

Default IP address of the router for this network.

If this has not been set manually, any gateway assigned by DHCP for Network Port
1 or Network Port 2 displays.

All network traffic that matches the Network Port 1 OIP address and subnet mask
goes out Network Port 1. All network traffic that matches the Network Port 2 IP
address and subnet mask goes out Network Port 2.

If you set a default gateway, the vSLM 2 secure management software sends any
network traffic that does not match Network Port 1 or Network Port 2 to the default
gateway for routing.

DHCP Acquired Gateway assigned by DHCP for Network Port 1 or Network Port 2. The default
(view only) setting is None.
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Precedence Indicates whether the gateway assigned by DHCP or the default gateway takes
precedence. The default setting is Default. If you select DHCP, and both network
ports are configured for DHCP, the vSLM 2 software gives precedence to the
Network Port 1 gateway.

Alternate An alternate IP address of the router for this network, to be used if an IP address
usually accessible through the default gateway fails to return one or more pings.

IP Address to Ping  IP address to ping to determine whether to use the alternate gateway.

Ethernet Port to Ethernet port to use for the ping.
Ping

Delay between Number of seconds between pings
Pings

Number of Failed Number of pings that fail before the vSLM 2 secure management software uses the
Pings alternate gateway.

3. To save your entries, click the Update button.
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Keep Alive

Keep Alive settings keep TCP connections active and monitor for connections that are no longer
active.

To enter Keep Alive settings:
1. Click the Keep Alive tab.

2. Enter the following information:

Table 7-8 Keep Alive Settings

Start Probes Number of seconds the vSLM 2 software waits after the last transmission before
sending the first probe to determine whether a TCP session is still alive. The default
is 600 seconds (10 minutes).

Number of Probes Number of probes the vSLM 2 secure management software sends before closing
a session. The default is 5.

Interval The number of seconds the vSLM 2 software waits between probes. The default is
60 seconds.

3. To save your entries, click the Submit button.

Viewing Network Statistics
You can check Ethernet counters for the network port(s).
To view network statistics:

1. On the Network - Settings page, click the Statistics tab. The following page opens:

Figure 7-9 Network Settings - Statistics Tab

Table: Field: Value: sysadmin@SLM1F4F Group: ini rs
Ethemet Device  ~ Name - | search || Reset | Logout
SLM
\ \ Network Settings

=l _d configuration ‘Settings G ays | Keep Alive JE1#1CHLIEN Routing ‘Notes | Help

[# _| Network Settings

¥ _| authentication

[+ _IServices

[# _IDevice Management Ethernet Counters
*_lAccounts Rx Tx
# _lEvents =
@ Clrles Bytes Packets Errors Multicast Bytes Packets Errors
# _IEthernet Devices Eth1 53800540 598973 0 0 24079551 309892 0
[# __IManaged Devices Eth? 0 0 0 0 0 0 0

Refresh
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Statistics include the following:

Table 7-10 Counters for Rx and Tx Transmissions

Bytes
Packets

Errors

Multicast (Tx only)

Routing

Number of bytes received or transmitted through this Ethernet interface.
Number of Ethernet packets received or transmitted through the interface.

Number of received or transmitted packets with physical layer errors.

to a multicast address.

To view the current IPv4 and IPv6 routing information:

1. On the Network - Settings page, click the Routing tab. The following page opens:

Figure 7-11 Network Settings - Routing Tab

Table: Field Value: sysadmin@SLMIF4F  Group: Administrators
Ethernet Device * MName - Ssarch Reseat Logout

SLM

Number of received or transmitted packets with the destination address equivalent

A Configuration
1 __ Network Settings
] Authentication
= dservices
(& Maintenance
{4 bate & Time
1l S & Sysleg
1] Fiemware Updates
= Device Management
1] Auto Detect Devices
# | Accounts
+ _lEvents
IFiles
| Ethernet Devices
| Managed Devices

Network Settings

Routing

tes | Help |
Contents of route.ta
Flags M55 Window irtt Iface
55.255 UGH 1] 0 0
u 0o
oG e
Naxt Hep Flage Matric Ref Uza Iface
e o 0 23 1 lo
y: 2 1 lc
:acli:d9le::/64 i UA 256 5281 o
29ff:fe%8:ed25/128 s u 0

c:29£f:fo08:bc25 GDA 1024 1 0 ethl
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Changing the Current User's Password

Users logged in locally (not using remote authentication) may change passwords at any time,
unless the administrator has disabled this option.

To change your password:
1. Onthe menu, click Configuration. The Configuration Home page opens.

2. Click the Password tab. The following page opens:

Figure 7-12 Configuration Page - Password Tab

LANT N | X i Field: value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - Logout
C] C] C] Configuration
= configuration | Banner |REll Sl Notes | Help |
+ _| Network Settings
+ __| Authentication
+ _| Services Change Current User
+ __| Device Management Password
# _JAccounts New Password: eees
+ __|Events
+ _IFiles Retype:
+ __|Ethernet Devices Update

+ _|Managed Devices

3. Enter the New Password and Retype fields.
4. Click the Update button.

Network Commands

admin quicksetup

Syntax

admin quicksetup
Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.

set network dns

Syntax
set network dns <1]2]3> ipaddr <IP Address>
Description

Configures up to three DNS servers.

set network gateway

Syntax

set network gateway <parameters>
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Parameters

default <IP Address>
precedence <dhcp|]default>
alternate <IP Address>
pingip <IP Address>
ethport <1 or 2>
pingdelay <1-250 seconds>
failedpings <1-250>

Description

Sets the default gateway.

set network host

Syntax
set network host <Hostname>
Description

Sets the vSLM 2 secure management software hostname.

set network bonding

Syntax

set network bonding <disabled]active-backup]802.3ad-2]802.3ad-
34]adaptive-balancing>

Description

Configures Ethernet bonding.

set network port

Syntax

set network port <1]2> <parameters>

Parameters

state <dhcp|bootp|static|disable>

[ipaddr <IP Address> mask <Mask>]

ipvb6addr <IPv6 Address|CLEAR>

mode <auto]1Ombit-half]100mbit-half|10mbit-full]100mbit-full>
[ipfilter <IPv4 Filter Name | CLEAR>]

CLEAR removes the IP filter assignment.

Description

Configures Network Port 1 or 2.
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show network all

Syntax
show network all
Description

Displays all network settings.

show network bonding

Syntax

show network bonding

Description

Shows all network bonding settings.

show network port

Syntax
show network port <I|2>
Description

Displays Network Port 1 and Network Port 2 connection information.

show network settings

Syntax
show network settings
Description

Displays all network settings.
show routing

Syntax
show routing
Description

Display the kernel IP routing tables:.
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IPv4 Filters

Warning: IPv4 filters configuration is a feature for advanced users. Adding and
enabling IPv4 filter sets incorrectly can disable your vSLM 2 secure
management software.

IPv4 Filters act as a firewall to allow or deny individual or a range of IP addresses, ports, and
protocols. On the IPv4 Filter Definitions pages, the administrator defines and edits IPv4 filter sets
and displays the current system-recognized filters.

Viewing a List of IPv4 Filters
Each IPv4 filter set is composed of one or more filter rules.
To view a list of available IPv4 filters sets:

1. Onthe menu, click Configuration > Network Settings > IPv4 Filters. The following page
displays a list of existing filters.

Figure 7-13 IPv4 Filter Definitions - List Tab

LANT“"* i.\ | I \/ Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
\ {(,_ ) J I\ Ethernet Device ~ ~ Name - Logout
IPv4 Filter Definitions
S T e i i i
[=] A Network Settings
1 1Pv4 Filters Name Comment
[+ _l1Psec Management -
HTTP_SSH
__IModem Management u =
# _| authentication 4 SSH
_Iservices 2items
[+ | pevice Management Add New Filter

| Accounts

[# _lEvents

__IFiles

#1 _| ethernet Devices
I Managed Devices

2. View the list of filters and the associated comments.

Adding an IPv4 Filter

Note: User-created IPv4 filter sets display on the menu tree and are composed of one or
more filter rules. When a network connection or modem is configured to use an IPv4 filter
set, all network traffic through that connection is compared, in order, to the rules of that
filter set. Network traffic may be allowed to pass, it may be dropped (without notice), or it
may be rejected (sends back an error packet) depending upon the rules of that filter set.
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To add an IPv4 filter:
1. Onthe List tab, click the Add New Filter button. The Configure tab displays.

Figure 7-14 New IPv4 Filter Definition - Configure Tab

Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device  ~ Name - | search || Reset | Logout
SLM
FAR FO§ PN New IPv4 Filter Definition
= _d configuration Configure

=l _dNetwork Settings
# _I1Pv4 Filters
# __l1Psec Management

& _| Modem Management 0.0.0.0/0;TCP Established;;Allow
[+ __| Authentication |P[/mask] or IP1-IP2- —_ |0.0.0.0/0:All;;Drop P
# _Iservices ‘ * ‘ | * ‘
# __IDevice Management Protocol: All - N —
# _| Accounts
R Port Range: ‘ ‘ ‘ | ‘
IFiles Action: @ Drop Reject "/ Allow
__|Ethernet Devices ‘
# _IManaged Devices |ﬂ ¥
Filter Name: Comment:
Save as new filter definition
Q/LDP LV SLeiSiE =) SSH | Telnet _' Samba
Generate filter to allow the . e .
specified protocol or service: NFS _/ SMTP SNMP HTTPS JHTTP
Add Filter 'ETP ' Syslog BOOTP/DHCP NTP NIS
OTACACS+ (O Kerberos | LDAP _RADIUS _)DNS
Update Delete

Note: A new filter set is initialized with a rule to allow all established TCP connections.
You may remove this rule from your filter set, but do so with caution as loss of connectivity
may result.

2. Enter the following for each filter in the set:

Table 7-15 IPv4 Filter Definition - Configuration Tab

IP[/mask] or IP1- Specify any IP address, IP prefix with mask, or IP range.
IP2 (optional) Examples:
172.19.220.64 - this specific IP address only
172.19.0.0/16 - IP addresses 172.19.0.0 - 172.19.255.255
172.19.0.128 - 172.19.64.0 - IP addresses in this range

Protocol From the drop-down list, select the type of protocol (if any) through which the filter will
operate. The default setting is All.

Port Range Enter a range of destination port numbers to be tested. An entry is required for TCP,
TCP New, TCP Established, and UDP, and is not allowed for other protocols.
Separate multiple ports with commas. Separate ranges of ports by colons.

Examples:

22 - filter on port 22 only

23,64,80 - filter on ports 23, 64 and 80

23:64,80,143:150 - filter on ports 23 through 64, port 80 and ports 143 through 150
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Action Select whether to drop, reject, or allow communications from IPv4 addresses within
the specified range. Drop ignores the packet with no notification. Reject ignores the
packet and sends back an error message. Allow permits the packet through the filter.

Filter Name Name that identifies a filter. The name may be composed of letters, numbers and
hyphens only. (The name cannot start with a hyphen.)

Example: FILTER-2

Save as new filter | Select to make small changes to an existing filter set and then save it as a new filter

definition set. If you select this option, you must supply a Filter Name that does not already
exist.

Comment Enter information related to the filter. It displays next to the filter name on the List tab.

(optional)

Generate filter to  You may wish to "punch holes" in your filter set for a particular protocol or service. For

allow the specified ' instance, if you have configured your NIS server and wish to create an opening in your

protocol or service filter set, select the NIS option and click the Add Filter button. This entry adds a new
rule to your filter set using the NIS -configured IP address. Other services and
protocols added automatically generate the necessary rule to allow their use.

3. Click the right arrow button to add the new rule to the bottom of the list box on the right, or
click the Add Filter button to add a predefined rule to the bottom of the list box.

4. Toremove a rule from the filter set, highlight that line and click the left arrow. The rule
populates the rule definition fields, allowing you to make minor changes before reinserting the
rule. To clear the definition fields, click the Clear button.

5. To change the order of priority of the rules in the list box, select the rule to move and use the
up or down arrow buttons on the right side of the filter list box.

6. To save, click the Update button. A confirmation message displays, and the new filter displays
in the menu tree.

Note: To add another new filter, return to the List tab (step 1).

Updating or Deleting an IPv4 Filter
The administrator can update or delete IPv4 filters.

To update or delete an IPv4 filter:

1. Onthe List tab, click the Edit £ icon to the left of the filter. The Configure tab displays.
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Figure 7-16 IPv4 Filter - Configure Tab

[_MTQON | X Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
Ethernet Device * Name - Logout

SLM

FARRRFCR N F%"

[=1' Y configuration
=) _dnetwork Settings
__I1Pv4 Filters
__lPsec Management
__IModem Management
__ Authentication
__lservices
__IDevice Management
| Accounts
_JEvents
__IFiles
_Ethernet Devices
__Imanaged Devices

2. To delete afilter:

New IPv4 Filter Definition

Configure “i’: h . s | | 'i'-:;'-‘.

Port Range:

IP[/mask] or IP1-1P2: E
Protocol:  All -

Action: -@‘Dmp ‘:'Reject © Allow

Clear

0.0.0.0/0:TCP Established:;Allow
0.0.0.0/0;All;;Drop

£l
EX

Filter Name: Comment:

Save as new filter definition

@ Lop e G
Generate filter to allow the . n_ggmg .
specified protocol or service: CONFS ) SMTP ' SNMP
Add Filter @ FP © syslog GOINCD
()7ACACS+  (Kerberos  (/LDAP

Delete

) Telnet
CIHTTPS
CNTP

I RADIUS

) samba

O urTP

NIS

") DNS

Note: You may not delete a filter set currently referenced by a network interface or a

modem.

a. Click the Delete button.

b. Inresponse to the request for confirmation, click OK.

c. Click IPv4 Filters on the menu tree. The deleted filter is no longer on the menu tree or
listed on the List tab.

3. To update an IPv4 filter:

a. Edit the information as desired.

b. Click the Update button. A confirmation message displays.
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Viewing the System IPv4 Filter Sets

The administrator may view a list of all IPv4 filter sets (user and system) or an individual IPv4 filter
set.

To view all filter sets:
1. Onthe menu, click IPv4 Filters. The List tab displays.
2. Click the Show tab. The following page opens:

Figure 7-17 IPv4 Filter Definitions - Show Tab
LANT?ON IX Table: Field: Value: sysadmin@SLM1F4F  Group: Admini s
Ethernet Device ~ Name - Search Reset Logout
SLM
RN FON PR IPv4 Filter Definitions

= _4 configuration w Show Helf
= _dNetwork Settings
El _{ P4 Filters Contents of sim_ipfilter.txt
B HTTP_SSH
B ssy Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
) 1Psec Management pkts bytes target prot opt in out source destination
B _IModem Management 15008 161M ACCEDPT A & 0.0.0.0/0 0.0.0.0/0
0 0 ACCEPT CHEL SRR ] = 0.0.0.0/0 0.0.0.0/0

__ Authentication
_lservices

__IDevice Management
| Accounts

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination

#_Jevents Chain OUTPUT (policy ACCEDT 995K packets, 86M bytes)
# _|Files pkts bytes target prot opt in out source destination
& _| ethernet Devices 343K  38M ACCEPT all — * lo 0.0.0.0/0 0.0.0.0/0

__I Managed Devices
Chain HTTP_SSH (0 references)

pkts bytes target prot opt in out source destination
0 0 ACCEPT tep - * * 0.0.0.0/0 0.0.0.0/0 tep dpt:22
0 0 ACCEPT tep -- * * 0.0.0.0/0 0.0.0.0/0 tep dpt:B0
0 0 ACCEPT Eomy X 0.0.0.0/0 0.0.0.0/0 tcp flags:!10:
a 0 REJECT CHLEEC % 0.0.0.0/0 0.0.0.0/0 reject-with !
Chain 8SH (0 references)
pkts bytes target prot opt in out source destination
0 0 ACCEPT tep - * * 0.0.0.0/0 0.0.0.0/0 tep dpt:22
0 0 ACCEPT \Essafs =P <5 0.0.0.0/0 0.0.0.0/0 tcp flags:!D:
o 0 DROP ally == W % 0.0.0.0/0 0.0.0.0/0

IP Filter Mode: Not in Test Mode
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To view an individual IPv4 filter set:
1. On the menu, click the individual filter set name. The IPv4 Filter page for the filter set displays.
2. Click the Show tab.

Figure 7-18 IPv4 Filter - Show Tab

dasmesllN Field: Value: in@SLM1C77 Group: Admini: ors.
Ethernet Device * Name - Search Reset Logout

SLM
o O N 7] IPv4 Filter "judy”
= _dconfiguration Configure [BECTOTEM Notes | |

= _dNetwork Settings

= _AIPv4 Fiters Contents of sim_ipfilter.txt

B judy

[+ __|IPsec Management Chain INPUT (policy ACCEPT 10 packets, 1850 bytes)

# __IModem Management pkts bytes target prot opt in out source destination
# _ | Authentication 773K 1%3M ACCEPT 1. 8 B e 2 0.0.0.0/0 0.0.0.0/0
& _]Senvices 0 0 ACCEPT SIS *- 0.0.0.0/0 0.0.0.0/0
[+ __|Device Management L

O N Accounts Chain judy (0 references) ‘ ‘ )

[0 B Adminstrators pkts bytes target prot opt in out source destination
* _)Ethgrpl 0 0 ACCEPT tep, —— = = 0.0.0.0/0 0.0.0.0/0 tep flags:!0x17/0x02

ClEthgmz 0 0 DRoP all -- * - 0.0.0.0/0 0.0.0.0/0
# _]Ethgrp3
# _IMgdgrp1 IP Filter Mode: Not in Test Mode
1 _IMgdarp2
4 _IModarp3

oot

& _Mnugrp2

__IMnuarp3

# _Jtestmenu

TFM-Engineering

ITM-Finance

E Long Group Mame Number 6300
# _JEvents
B _IFiles

[+ _lEthemnet Devices
+ __IManaged Devices
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Setting Properties of an IPv4 Filter

For IPv4 filters to be in effect, the Enable IPv4 Filters check box must be selected on the
Properties tab.

To enable and test the IPv4 filter:
1. Onthe menu, click IPv4 Filters. The IPv4 Filter Definitions page displays.
2. Click the Properties tab.

Figure 7-19 IPv4 Filter Definitions - Properties Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - Search Logout
IPv4 Filter Definitions
= _Aconfiguration Properties
= A Network Settings
= _41Pv4 Filters
B judy )
+ _|1Psec Management Enable IPv4 Filters: [
+ _IModem Mznagement Filter Test Period (minutes) 0
+ _| Authentication
+ _| Services
+ _| Device Management T
Submit
+ _JAccounts ;]
+ |_|Events
+ |_IFies

+ __|Ethernet Devices
+ __IManaged Devices

3. Enter the following:

Table 7-20 IPv4 Filter Definitions - Properties Tab

Enable IPv4 Filters To enable the filters, select the check box. Disabled by default.
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Filter Test Period (minutes) = Note: There may be times when a complex IPv4 filter set may accidentally
lock all users out of the vSLM 2 secure management software. To allow
testing of new filter sets, the administrator can enable and test the filter sets
for a specified period.

Before enabling an untested complex filter, enter the number of minutes you
would like filters to be active before being automatically disabled.

¢ A zero (0) in this field indicates that filtering will not be automatically
disabled, and the Enable IPv4 Filters state you specified will take place
immediately.
¢ A non-zero value is the number of minutes until IPv4 filters are disabled,
whether or not a lockout condition occurs.
» Example:
You set this value to 5 and enable IPv4 filters. If your system locks up
because of a bad filter set definition, then in five minutes, filtering will
automatically be disabled. Note that even if there are no problems with
the filter set, IPv4 filtering will still be disabled in 5 minutes. Once you
are satisfied with the IPv4 filter definitions, return to this page and set
the Filter Test Period to 0 and resubmit to enable 1Pv4 filtering
permanently.

Note: If you submit a new Filter Test Period (larger than 0) when the IP filter
is already in test mode, the test timer resets to the new test period and starts
test mode again. If you submit a zero Filter Test Period when the IP filter is
in test mode, the test mode stops, and the specified Enable IPv4 Filters
state takes effect immediately. If you have physical access to the vSLM 2
software, you can always disable IPv4 from the console using the CLI.

4. To save, click the Submit button.
5. Inresponse to the confirmation request, click OK. A confirmation message displays in the
message area.

Note: To determine whether the IPv4 filter is still in test mode, when the test mode was
started, and how long until the test mode ends, click the Show tab on the IPv4 Filters page
or on an individual IPv4 Filter Set page.

IPv4 Filter Commands

set ipfilter delete

Syntax

set ipfilter delete <Name> [rule <rule number>]
Example:

set ipfilter delete MyFilter
Description

Deletes IPv4 filter set by specified name.
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set i1pfilter delete all

Syntax
set ipfilter delete all
Description

Deletes all references to filters.

set ipfilter delete interactive

Syntax
set ipfilter delete interactive
Description

Deletes IPv4 filters by interactive mode.

Example

set ipfilter delete MyFilter rule 3
Description

Deletes IPv4 filter rule by specified name and rule number.

set ip filter state

Syntax
set ipfilter state <enable|disable>
Description

Enables or disables IPv4 filters.

set i1pfilter test

Syntax
set ipfilter test <number of minutes>
Description

Enables or disables IPv4 filter test mode.

show ipfilter

Note: Type show ipfilter to display index.

Syntax
show ipfilter <parameters>
Parameters

[name <Filter Name>]
[index <number>]
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Examples

show ipfilter
show ipfilter name MyFilter
show ipfilter index 2

Description

Displays IPv4 filter information.

show iptables

Syntax
show iptables
Description

Displays all IP filtering rules for all chains.

IPsec Management

Internet Protocol Security (IPsec) for the vSLM 2 secure management software includes IKE
certificates and policies for internet key exchanges and Virtual Private Network connections.

Internet Key Exchange (IKE) Policies
The administrator can view, add, and update one or more IKE policies.

Viewing a List of IKE Policies
The administrator can view IKE Policies.
To view a list of available IKE policies:

1. Onthe menu, click IPsec Management > IKE Policies. The following page displays, listing
current IKE policies.

Figure 7-21 Internet Key Exchange Policies Page

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - Logout
SLM
Y o Y Internet Key Exchange Policies
=1 A configuration S Notes | Help |
=l A Network Settings
+ _|1Pv4 Filters Name Gateway Authentication Exchange Local Remote Certificate PFS DH Auth Encrypt Lifetime XAUTH
= _dIPsec Management Type Type Peer PeerlID Group Algorithm Algorithm
_JIKE Certificates D Type
_JIKE Policies Type
__IWPN Connections 0 items
+ __IModem Management
- Add New Poli
+ _l Authentication =)
+ | sarvices
+_lDevice Management
+ _JAccounts
+ __|Events

+ _IFiles
+ _IEthemet Devices
+ __IManaged Devices

2. View the list of policies and associated information:
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Table 7-22 Ike Policy Exchange Information

Name Name identifying the IKE policy.
Gateway Type IPv4 or IPv6 type of address.
Authentication Method of verifying data integrity:

PSK: Pre-Shared Key uses a password exchange and matching process.
Exchange Type Mode during the security association phase of the key exchange.
Note: Aggressive mode will be available in a future release.

Local Peer ID Type  Local SLM identification type:
IPv4: Internet Protocol version 4
IPv6: Internet Protocol version 6
FQDN: Fully Qualified Domain Name
User Email: Email address of the local user

Remote Peer ID Type Remote host or gateway identification type.

Certificate Note: This feature will be available in a future release.

PFS Perfect Forward Secrecy (PFS) ensures that a given IPsec SA key was not derived
from any other secret, such as another key. Enabled by default.

DH Group Diffie-Hellman key group (DHXx) used for an encryption key.

Authentication From the drop-down list, select an algorithm for verifying data integrity:

Algorithm SHA1: Secure Hash Algorithm 1

MD5: Message Digest
SHA2-256: 256-bit Secure Hash Algorithm

Encryption Method of encrypting data, in order of security level provided:
Algorithm 3DES: Data Encryption Standard

AES: Advanced Encryption Standard
AES-192: 192-bit key with AES encryption
AES-256: 256-bit key with AES encryption

Lifetime Duration in seconds before a key expires.
XAUTH XAUTH in use.

Adding an IKE Policy:

The administrator can add an IKE policy.

To add a new IKE policy:

1. Onthe List tab, click the Add New Policy button. The Configure tab displays.
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Figure 7-23 Add Internet Key Exchange Policy Page

Table: Field Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - Search Reset Logout
E E E Add Internet Key Exchange Policy
= _dconfiguration Configure
= _4 Network Settings
+ _I1Pv4 Filters
- _AIPsec Management )
_)IKE Certificates Policy Name:
| iEenkass Gateway Address Type: [Pvd « Remote Gateway Address:
__IVPN Connections
+ __|Modem Management . (@ Main Mode
Authentication Method: PSK Exchange Type:
+ _| Authentication ge Tvp Aggressive Mode
+ | Senices Local Peer ID Type: IPv4 A4 Local Peer ID Value:
+/ _| Device Management
+ _lAccounts Remote Peer ID Type: 1Pv4 - Remote Peer ID Value:
+ _|Events . .
B _IFies Certificate File: | ~ PSK Value:
+ __|Ethemnet Devices PFS: [ DH Group: MODP1024 ~
+ __IManaged Devices
E Authentication Algorithm: SHA1 - Encryption Algorithm: 3DES -

HAUTH: (client only) Lifetime: 3600
Login: Password: (esssssss
Submit Delete

2. Enter the following information:

Table 7-24 Add Internet Key Exchange Policy - Configure Tab

Policy Name

Gateway Address
Type

Remote Gateway
Address

Authentication
Method

Exchange Type

Local Peer ID Type

Local Peer ID Value

Enter a name to identify the IKE policy. Must be 1-63 characters, including digits,
letters, hyphens, and underscores.

From the drop-down list, select the version of the Internet Protocol used for
theaddress:

IPv4: Internet Protocol version 4 (default)
IPv6: Internet Protocol version 6

Enter the IP address of the remote end of the gateway.

From the drop-down list, select the method of verifying data integrity:

PSK: Pre-Shared Key uses a password exchange and matching process. (default)
RSA Signature: Uses a private and public key that together comprise a digital
signature.

Note: This feature will be available in a future vSLM 2 release.

Select the mode during the security association phase of the key exchange:
Main Mode: (default)

Note: Aggressive mode will be supported in a future release.

From the drop-down list, select the method of filtering incoming data.

IPv4: Internet Protocol version 4

IPv6: Internet Protocol version 6

FQDN: Fully Qualified Domain Name

User Email: Email address of the local user

Enter the local vSLM 2 identification value. This value depends on the Local Peer ID
Type setting.
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Remote Peer ID
Type

Remote Peer ID
Value

Certificate File
PSK Value
PFS

DH Group

Authentication
Algorithm

Encryption
Algorithm

XAUTH

Lifetime
Login

Password

Select the method of filtering outgoing data:
IPv4: Internet Protocol version 4 (default)
IPv6: Internet Protocol version 6

FQDN: Fully Qualified Domain Name

User Email: Email address of the remote user

Enter the identification value of the remote host or gateway.

Note: This feature will be available in a future release.
Enter the value of a pre-shared key.

Select the checkbox to enable PFS (Perfect Forward Secrecy). PFS ensures that a
given IPsec SA key was not derived from any other secret, such as another key.
Enabled by default.

Initial Diffie-Hellman value.

MODP1024

MODP1536

MODP2048

From the drop-down list, select an algorithm for verifying data integrity:

SHAZ1: Secure Hash Algorithm 1.

MD5: Message Digest 5.

SHA2-256: 256-bit Secure Hash Algorithm

From the drop-down list, select the method of encrypting data (listed below in order
of security level provided):

3DES: Data Encryption Standard

AES: Advanced Encryption Standard
AES-192: 192-bit key with AES encryption
AES-256: 256-bit key with AES encryption

Select to use a "group” shared secret rather than digital certificates for
authentication. Disabled by default.

Note: This feature will be available in a future vSLM 2 release.
Enter the duration in seconds before a key expires. Default is 3600.
Enter the username for XAUTH.

Enter the password for XAUTH.

3. To save your entries, click the Submit button.
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Updating or Deleting an IKE Policy
The administrator can update or delete IKE policies.

To update or delete a policy:

1. Onthe List tab, click the Edit &2 icon to the left of the policy. The Configure tab displays.

Figure 7-25 Internet Key Exchange Policiy - Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
LANT?ON | X Ethermnet Device ~ Name - Logout
SLM
MY o ey Add Internet Key Exchange Policy
= JC_onﬁgurat\on Configure | Notes | Help |

= A Network Settings
+ _|1Pv4 Fitters
= _{IPsec Management

_JIKE Certificates Policy Name-
| IKE Policies . .
Gateway Address Type: |Pv4 Remote Gateway Address:
__|VPN Connections Y ype: v i
+ _|Modem Management . (@ Main Mode
Authentication Method: PSK v Exchange Type: =
+ _| Authentication ge Type () Aggressive Mode
¥ services Local Peer ID Type: 1Pv4 - Local Peer ID Value:
i __| Device Management
+ __|Accounts Remote Peer ID Type: [Pv4 - Remote Peer ID Value:
+ _lEvents . . .
% _IFies Ceriificate File:| ~ PSK Value:
+ __|Ethemat Devices PFS DH Group: MODP1024 =
+ __IManaged Devices
. Authentication Algorithm: SHAT - Encryption Algorithm:  3DES -
XAUTH: [ (client only) Lifetime: 3600
Login: Password: |esssesse

2. To delete a policy:
Note: You may not delete a policy currently referenced by a VPN.
a. Click the Delete button.
b. Inresponse to the request for confirmation, click OK.
c. Click IKE Policies on the menu bar.
3. To update a policy:
a. Edit the information as desired.
b. Click the Update button. A confirmation message displays.

4. To save your entries, click the Save button.
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VPN Connections

The administrator can view, add, or update one or more Virtual Private Networks (VPNs). Each
VPN must reference an IKE Policy. You can only delete an IKE Policy that is not referenced by a
VPN.

Viewing a List of VPNs
The administrator can view a list of VPNs.

To view a list of VPNs:

1. On the menu, click Configuration > Network Settings > IPsec Management > VPN
Connections. The following page displays:

Figure 7-26 VPN Connections Page

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device » Name - Search Reset Logout
VPN Connections
= _cConfiguration List
=1 _dNetwork Settings
+ _1Pv4 Filters Name IKE Encapsulation Remote Network Local Local Subnet Auth Encrypt Lifetime Active Status
= _AIPsec Management Policy Mode Address Port Protocol Port Prefix Algorithm Algorithm
_JIKE Certificates Type
__|IKE Policies 0 items

__IWPN Connections
+ __IModem Management
+ _| authentication
+ _IServices
+_lDevice Management
+ _JAccounts
+ __|Events
+ _|Files
+ __|Ethemet Devices
+ __IManaged Devices

New VPN Connection

2. View the following information about each VPN:

Table 7-27 VPN Connection Settings

Name Name that identifies VPN.
IKE Policy IKE policy that references this VPN.

Encapsulation Mode Tunnel mode: Used when the remote peer is an IPSec gateway.
Host mode: Used when the remote peer is an IPsec host.

Remote Address Subnet type: The subnet that is the destination of the IPsec traffic.

Type Single: The single host that is the destination of the IPsec traffic.

Network Port Network port on the vSLM 2 secure management software that connects to the
VPN.

Local Protocol IP protocol selected to protect data traffic.

Local Port Method selected to protect data traffic on the TCP port of the vSLM 2 software.

Subnet Prefix Subnet prefix length for Subnet type clients.

Auth Algorithm Algorithm for verifying data integrity.
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Encrypt Algorithm Method of encrypting data, in ascending order of security level provided:

¢ 3DES (Data Encryption Standard)

¢ Advanced Encryption Standard (AES)

¢ AES-192: 192-bit key with AES encryption
¢ AES-256: 256-bit key with AES encryption

Lifetime Duration in seconds before a key expires.

Active Indicates whether the VPN is ready to be connected.
Status Indicates whether the VPN is connected or disconnected.
Adding a VPN

Administrators may add VPNs.
1. On the List tab, click the New VPN Connection button. The Configure tab displays.

Table 7-28 Add VPN Connection Settings

VPN Name Enter a name to identify the VPN.

Encapsulation Mode Tunnel mode: Used when the remote peer is an IPSec gateway.
Host mode: Used when the remote peer is an IPsec host.

Network Port Select the network port connecting to the VPN.

Protocols Select the protocol used in the VPN connection:

¢ ALL: All of the listed protocols are used.

¢ TCP: Transmission Control Protocol

¢ UDP: User Datagram Protocol

¢ ICMP: Internet Control Message Protocol

¢ ICMPv6: Internet Control Message Protocol version 6
¢ IGMP: Internet Group Management Protocol

Port Select the type of security used on the port:

All

SSH

Telnet

FTP Data
FTP Control
HTTP
RLOGIN

¢ TFTP

IKEPolicy IKE Policy that references this VPN.

L 2R 2 R R K 2R 4

Remote Peer Subnet type: The subnet that is the destination of the IPsec traffic.
Address Type Single: The single host that is the destination of the IPsec traffic.

Remote Peer IP Start Starting IP address in a range of remote IP addresses.

Subnet Prefix Prefix of the subnet for Subnet Type peers.
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Authentication From the drop-down list, select the algorithm for verifying data integrity:
Algorithm None
SHAL:
MD5:
SHA2-256:
Encryption From the drop-down list, select the method of encrypting data:
Algorithm 3DES (Data Encryption Standard)
AES
AES-192
AES-256
SA Lifetime Duration in seconds before an IPsec Security Association (SA) expires. The default
is 28800.
Active Select to activate the VPN.

2. To save, click the Submit button.

Updating or Deleting a VPN
To update or delete a VPN:

1. Onthe List tab, click the Edit £4 icon to the left of the policy. The Configure tab displays.

Figure 7-29 VPN Connection - Configure Tab

Table: Field Vvalue: sysadmin@SLM1C77 Group: Administrators
Ethemet Device + Name - | search || Reset Logout

= VPN Connection "VPName"
=] 4 Configuration Configure
= _AMetwark Settings
El_d1Pv4 Filters
B Allow-55H
= _dIPsec Management VPN Name: [VPRName IKE Folicy: | IKEPolicy-1 -
__IKE Certificates q
e Encapsulation Mode: | Tunnel Rernote Peer Address Type: | Single »
(= 4PN Connections w1 l—
B Metwark Port 2 Rerote Peer IP Start [172.18.220 71
__IModem Management
Subnet Prefiz: [32
1 _lauthentication Protocals r“:A” (‘:TCF‘ ((: uop Hanet e
I Services IChP ICMPvE 1GMP Authentication Algarithm; | MNone -
__IDevice Managsment
s Sl & Eneryption Algorithm: | 3DES =
jEVE"tS port 1 Telnet " FTP-Data SA Lifetime: [26600
s o e FTP-Control o HTTP -
IEthernet Devices ~ RLOGIN £~ TFTP Active
__IManaged Devices
Submit Delete Connect

2. To delete a VPN:
a. Click the Delete button.
b. Inresponse to the request for confirmation, click OK.
c. Click VPN Connections on the menu bar.
3. To update a policy:
a. Edit the information as desired.
b. Click the Update button. A confirmation message displays.

4. To save your entries, click the Save button.
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Connecting a VPN
To connect a VPN:

1. Onthe List tab, click the Edit £ icon to the left of the VPN. The VPN Connection page
displays.

2. Make sure you have updated the connection.
Select the Active checkbox (if not already selected).

4. Click the Connect button. It will take a couple of seconds before the connection is established.

Modem Management

Dial-up modem support ensures access when the network is not available. vSLM 2 secure
management software supports dial-in (text mode and PPP mode) and dial-out (PPP mode) as
follows:

¢ The administrator can configure dial-in and dial-out from either the web interface or the CLI.
¢ Auser dialing in from a remote computer in text mode can access the CLI on the SLM module.

¢ A userdialing in from a remote computer in PPP mode can access the CLI and the web
interface on the vSLM 2 secure management software. Depending on the PPP settings, the
user may access all devices that the vSLM 2 software has access to as well.

¢ A user can dial out from the CLI and the web interface in PPP mode.

Viewing a List of Modems

The administrator can view a list of the vSLM 2 secure management software's internal and
external modems.

Note: The vSLM 2 software supports USB modems only. See Discovering a USB
Modem. vSLM 2 secure management software does not support plug-and-play.

To view a list of available modems:
1. Onthe menu, click Configuration > Network Settings > Modem Management > Modems.

The following page displays.

Figure 7-30 Modems Page

Table: Field: Value: sysadmin@SLM1C77  Group: Administrators
Ethernet Device » Name - m Logout
Kah KAl A Modems
=1 _Aconfiguration List
= _dNetwork Settings
+ _I1Pv4 Fitters Name Modem Baud Data  Parity Stop  Flow Mount Connection IPv4 Filter Inbound Status o
+ _lIPsec Management Type Bits Bits Control Point Set Enabled
= _dModem Management 0 items

__IModems
__IModem Profiles
+ _l Authentication
+ _IServices
+ _| Devica Management
+ | Accounts
+ _|Events
+ _IFles
+ _|Ethernet Devices
+ __IManaged Devices

Disconnect
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2. View the following information about each modem:

Table 7-31 Modem - List Tab

Name
Modem Type
Baud

Data Bits
Parity

Stop Bits
Flow Control
Mount Point

Connection

IPv4 Filter Set
Inbound Enabled

Status

Name that identifies the modem.
Identifies the type of modem (e.g., PCl or USB).

Communication speed between the vSLM 2 secure management software and a
modem.

Number of data bits used to transmit a character.

Type of parity checking. Parity checking detects simple, single-bit errors.
Number of stop bit(s) used to indicate that a byte of data has been transmitted.
Method of preventing buffer overflow and loss of data.

Name of the serial interface device to which the modem is assigned.

Name of connection assigned for dial-in. See Enabling or Disabling Dial-in
Connections on page 83.

IPv4 filter being used.
Indicates whether the modem is enabled to receive dial-in calls.

Indicates whether the modem is currently connected.

3. To disconnect a connection, select its check box and click the Disconnect button.

Configuring a Modem
The administrator can configure the modem for an incoming connection from a remote device or

computer.

To configure a modem:

1. Select the modem and click the Configure tab. The following page opens:

Figure 7-32 Modem Page - Configure Tab

# _] Authentication
# _|Services
=1 _dDevice Management
[E autn Detect Devices
*l _laccounts
__JEvents
i+ _IFiles
# _JEthernet Devices
__IManaged Devices

Table Field, Value: sysadmin@sLMC413
Ethernst Device v || Name v [ search | Logout
SLM
RS BLE] Profie “Amazon
= _Nconfiguration Configure
iy
= _AMetwork Settings
# _I1Pv4 Filters
=1 _AIPsec Management Profile
__IIKE certificates . .
JIKE Folicies Profile Name: | DI-PPP-PAP-12 Mode: O Text ® ppp
VPN Connections - ONo ® Yes, minutes (1-30) :
=l _4Modsrm Management Timeout Logins: 20 SLC/SLB Call Back: Auto SLC Login:
_IModems
= _iModem Profiles Text Mode
E Dial-Back Number:
e Dial-Back Only:

Employ user account settings:

PPP Mode
Negotiate IP Address: O ¥es Local P-[12.1.11
®nNo Remote IP:[12.1.1.2
Enable NAT: []
Authentication: @ pap () cHAP Host/User Name: I@
Secret/User Password: |[eeesseee
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2. Enter the following information:

Note:

In most cases, you do not need to change these settings.

Table 7-33 Modem - Configure Tab

Modem Name

Modem Type (view
only)

Model (view only)

Initialization Script

Baud

Data Bits

Parity

Stop Bits

Flow Control

Current Status (view
only)

You may change the modem name assigned by the vSLM 2 software.

Displays PCI or USB.

Manufacturer's name for the modem.

Commands sent to configure the modem may have up to 100 characters. Consult
your modem's documentation for recommended initialization options. If you do not
specify an initialization script, the vSLM 2 secure management software uses a
default initialization string of AT S7=45 S0=0 V1 X4 &D2 &Cl1 E1 QO.

Note: We recommend that the modem initialization script always be preceded with
AT and include E1 V1 x4 QO so that the vSLM 2 software can properly control the
modem.

Communication speed between the SLM appliance and the modem. From the
drop-down list, select the baud rate. The default setting is 115200.

Number of data bits used to transmit a character. From the drop-down list, select
the number of data bits. The default is 8 data bits.

Parity checking detects simple, single-bit errors. From the drop-down list, select the
parity. The default is none.

Number of stop bit(s) used to indicate that a byte of data has been transmitted.
From the drop-down list, select the number of stop bits. The default is 1.

Method of preventing buffer overflow and loss of data. The available methods
include none, XON/XOFF (software), and RTS/CTS (hardware). The default is
RTS/CTS.

Status of the connection.

3. To save, click the Update button. A confirmation message displays.

Enabling or Disabling Dial-in Connections

The system administrator can enable the modem to answer incoming calls and can set the mode
to use when establishing these connections.

To enable or disable dial-in connections to a modem:

1. Click the Dial in tab. The following page opens:

Figure 7-34 Modem - Dial in Tab
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2. Enter the following information:

Table 7-35 Modem - Dial-In Tab

Profile From the drop-down list, select the desired profile. The default is none.

IPv4 Filter From the drop-down list, select an IPv4 filter for the connection. The default is
none.

Enabled Select this check box to allow incoming connections on this modem. Disabled

until a connection is selected.

3. To save, click the Submit button. A confirmation message displays.

Viewing a List of Profiles
The administrator can view a list of modem connections.

1. Onthe menu, click Configuration > Network Settings > Modem Management > Modem
Profiles. The following page opens:

Figure 7-36 Modem Profiles - List Tab

Table: Field: Value: sysadmin@SLM1F4F  Group: Admini: s
Ethernet Device ~ ~ Name - | search || Reset Logout

Modem Profiles

= A configuration List UL
(=1 _dnetwork Settings - -
1 _1Pv4 Filters Name Modem Mode Timeout Negotiate Local IP Remote IP Modem Authentication Host/User Name NAT
e e et 4 DLPPPAPNAT172  PPP 20 Na 172.19.39.17 172.19.39.23 PAP sysadmin Yes
=l _4Modem Management
s £4 D-PPP-CHAP-12  PPP 20 No 12111 12112  CHAP test No
I I Modem Profiles 4 D-PPP-CHAP172  PPP 20 No 172.19.30.17 172.19.39.23 CHAP test No
: j:“t“_e”“ﬂ‘“’” £2 DI-PPPCHAPNAT12 PPP 20 No 12.1.1.1 12112 CHAP test Yes
s | ervices -
£ [ e 2 D-PPPCHNAT172  PPP 20 No 172.19.30.17 172.19.39.23 CHAP test Yes
# _l Accounts £4 DI-PPP-PAP-12 PPP 20 No 12111 12112  PAP sysadmin No
:jE‘:E”‘E £4 DI-PPP-PAP172 PPP 20 No 172193917 172.19.39.23 PAP sysadmin No
#_IFiles =
] e Dt 4 DI-PPP-PAPNAT1Z  PPP 20 No 12111 12112  PAP sysadmin Yes
I Managed Devices £2 Di-Text-TO Text 20 Yes 0000 0000 PAP No
£4 DI-Text-T1 Text 1 Yes 0.0.0.0 00.00 PAP No
£4 DO-PPPAPNAT172 PPP 20 No 172.19.39 17 172.19.39.23 PAP sysadmin Yes
£4 DO-PPP-CHAP-12  PPP 20 No 12411 12112  CHAP test No
4 DO-PPP-CHAP172 PPP 20 No 172.19.39 17 172.19.39.23 CHAP test No
£4 DO-PPPCHAPNAT12 PPP 20 No 12111 12112  CHAP test Yes
4 DO-PPPCHNAT172 PPP 20 No 172.19.39 17 172.19.39.23 CHAP test Yes
£3 DO-PPP-PAP-12  PPP 20 No 12111 12112  PAP sysadmin No
4 DO-PPP-PAP172  PPP 20 No 172.19.3917 172.19.39.23 PAP sysadmin No
£ DO-PPP-PAPNAT12 PPP 20 No 12111 12112  PAP sysadmin Yes
£2 test Text 20 Yes 0000 0000 PAP No
19 items

| Add New Profile |

2. View the following information about each connection:

Table 7-37 Modem Profile - List Tab

Name A name identifying the specific connection.
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Modem Mode The format in which the data flows back and forth:

Text: In this mode, the vSLM 2 secure management software assumes that the
modem is for remotely logging into the CLI. Text mode is only for dialing in.

PPP: This mode establishes an IP-based link over the modem. Dial-out mode uses
PPP connections (e.g., the vSLM 2 software connects to an external network). You
can dial out from both the CLI and the web interface.

Timeout Indicates whether the connection times out logins after the connection is inactive
for a specified number of minutes (1-30).

Negotiate If Yes, the remote device or PC specifies the local (vSLM 2 secure management
software) IP and remote addresses.

If No, the vSLM 2 software assigns the local (vSLM 2 secure management
software) IP and remote IP addresses.

Local IP IP address of the vSLM 2 software.

Remote IP IP address of the remote device or remote PC.

Modem Indicates whether the vSLM 2 secure management software uses PAP or CHAP to

Authentication authenticate modem logins.

Host/User Name Username for dial-ins or dial-outs between the vSLM 2 software and a remote
system.

NAT If Yes, the vSLM 2 secure management software uses Network Address

Translation (NAT) for dial-in PPP connections. Users dialing into the vSLM 2
software access the network connected to Eth1 and/or Eth2.

Note: This does not apply to dial-out PPP.

Adding a Profile
The administrator can define a Text or PPP profile for use by an appropriate modem in the system.
To add a profile:

1. Onthe menu, click Configuration > Network Settings > Modem Management > Modem
Profiles, and then click the Add New Profile button. The following page opens:

vSLM™ 2 Secure Management Software User Guide 85



7: Network and Modem Settings

Figure 7-38 New Profile-Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethermnet Device « Name - Search Reset Logout
Y FCT % New Profile
= _AConfiguration Configure
= _4 Network Settings
+ _11Pw4 Fitters
+ __|IPsec Management )
=/ _4Modem Management FrEe
_IModerns Profile Name: Mode: @ Text ) ppp
—IModem Profiles D No @ ves, minutes (1-30): SLC/SLB Call Back: | Auto SLC
+ _| Authentication Timeout Logins: 20 Loin:
+ _lSenvices gin:
+ _l Device Management
+ | Accounts Text Mode
Dial-Back Number-
e e Dial-Back Only:
+ |_|Files

+ _|Ethernet Devices
+__IManaged Devices

Employ user account settings:

PPP Mode

Ye Local IP:
Negotiate IP Address: es

Remote IP:
Enable NAT.
Authentication: Host/User Name:

PAP () CHAP

Secret/User Password: |essssses

Update || Delete

2. Enter the following information:

Table 7-39 New Profile - Configure Tab - Profile

Profile Name
Mode

Timeout Logins

Call Back

Auto Login

A name identifying the specific profile.

The format in which the data flows back and forth:

Text: In this mode, the vSLM 2 secure management software assumes that the
modem is for remotely logging into the CLI. Text mode is only for dialing in.
Enabled by default.

PPP: This mode establishes an IP-based link over the modem. Dial-out mode uses
PPP connections (e.g., the vSLM 2 software connects to an external network). You
can dial out from both the CLI and the web interface.

For both Text and PPP modes, you can enable logins to time out after the
connection is inactive for a specified number of minutes (1-30).

Select to enable this security feature. When the vSLM 2 secure management
software user calls an SLC console manager and logs in, the SLC device hangs up
and calls the user back. The vSLM 2 software then logs in again. This feature is
currently available in text mode only.

If you select the check box, when the vSLM 2 software attempts to connect to an
SLC console manager via a text mode connection, it automatically uses the Login
and Password specified on the SLC Device page. If you do not select it, the user
will have to enter the password and login manually.
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Table 7-40 New Profile - Configure Tab - Text Mode

Dial-Back Only Select to grant a local user dial-back access. Users with dial-back access can dial
into the vSLM 2 secure management software and enter their login and password.
Once the vSLM 2 software authenticates them, the modem hangs up and dials
them back. Disabled by default.

Following are the rules the vSLM 2 software follows concerning Dial-Back Only in
Text mode.

If both Dial-Back Only and Use User Profile are not selected, users can dial in
text mode. (Regular usage).

If Dial-Back Only is not selected and Use User Profile is selected:

¢ If Enable Dial-back is selected on the Manage Account page, the user can only
dial in using dial-back with the number defined on the Manage Account page.
¢ If Enable Dial-back is not selected, the user can dial in using text mode.

If Dial-Back Only is selected and Use User Profile is not selected, users can only
dial in using dial-back. vSLM 2 secure management software dials back to the
number defined on the Modem Connection.

If Dial-Back Only is selected and Use User Profile is selected

¢ If Enable Dial-back on the Manage account page is selected, the user can only
dial in using dial-back with the number defined on the Manage account page.

¢ If Enable Dial-back on the Manage account page is not selected, the user can
only dial in using dial-back. vSLM 2 software dials back to the number defined
on the Modem connection page.

Dial-Back Number Enter the phone number the modem dials back on. It can be a fixed number or a
number associated with the user's login. If you select Fixed Number, enter the
number in the format 2123456789.

Employ User Account  Select to indicate that the vSLM 2 secure management software takes dial-back
Settings rules from the local user account on the Manage Account page (see Accounts on
page 125).

Table 7-41 New Profile - Configure Tab - PPP Mode

Negotiate IP Address For the remote device or PC to specify the local (vSLM 2 software) IP and remote
addresses, select Yes. Defaults to Yes.

For the vSLM 2 secure management software to assign the local (vSLM 2 software)
IP and remote IP addresses, select No, and enter the local IP (IP address of the
VSLM 2 software) and remote IP (IP address of the remote device or PC).

Local IP IP address of the vSLM 2 secure management software.

Remote IP IP address of the remote device or remote PC.

Enable NAT Select to enable Network Address Translation (NAT) for dial-in PPP connections.
Users dialing into the vSLM 2 software access the network connected to Eth1 and/
or Eth2.

Note: This does not apply to dial-out PPP.

Authentication Enables PAP or CHAP authentication for modem logins. PAP is the default.

¢ With PAP, if you do not specify username and password, users are authenticated
by means of the Local Users and any of the remote authentication methods that
are enabled.

+ With CHAP, the CHAP Handshake fields authenticate the user. You must specify
the username and password.
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Host/User Name

system for PAP or CHAP authentication.

Secret/User
Password

Updating and Deleting a Profile
The administrator can update or delete profiles.

To update or delete a modem profile:

1. Onthe menu, click Configuration > Network Settings > Modem Management > Modem

User name for dial-ins or dial-outs between the vSLM 2 software and a remote

Password for dial-ins or dial-outs between the vSLM 2 secure management
software and a remote system for PAP or CHAP authentication.

Profiles, and then click the Edit ££ icon to the left of the modem profile you want to update or

delete. The Configure tab displays.

Figure 7-42 Modem Profile Page - Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device + Name - Search Reset Logout
% N o5 Now Protte
=1 _dConfiguration Configure
=1 _{ Network Settings
+ _|1Pv4 Filters
+ __|IPsac Management _
= _AModem Management Bectile
_ IModems Profile Name: Mode: @ Text PPP
| Modem Profiles ) . Dno @ ves, minutes (1-30): SLC/SLB Call Back: Auto SLC
+! _| Authentication Timeout Logins: 20 .
+__| Services B
+ _| Device Management
+ __| Accounts Text Mode
Dial-Back Number:
#IB EErs Dial-Back Only:
H _|Files
+_lEthemet Devices Employ user account settings:
+ __|Managed Devices
PPP Mode
Ve Local IP:
Negotiate IP Address: |~
No Remote IP:
Enable NAT:
Authentication: PAP CHAP Host/User Name:

2. To delete a profile:
a. Click the Delete button.

Update || Delete

b. Inresponse to the request for confirmation, click OK.

Secret/lUser Password: |seesssse

c. Click Modem Profiles on the menu tree. The deleted connection is no longer on the menu

tree or listed on the List tab.
3. To update a profile:

a. Edit the information as desired.

b. Click the Update button. A confirmation message displays.

Note:
Connection to a Managed Device on page 218.

For information about configuring a dial-out profil, see Configuring a Modem
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Discovering a USB Modem

The system administrator can attach a USB modem to an vSLM 2 secure management software
and configure it into the system without rebooting the vSLM 2 software. For the vSLM 2 software,
a USB modem must first be connected to the vSLM VM prior to discovery of the modem; refer to
the documentation for your virtualization manager for instructions on connecting a USB device to a VM.

To "discover" a USB Modem:

1. On the menu, click Configuration > Network Settings > Modem Management > Modems
and then click the Discover tab. The Discover tab displays.

2. Click the Discover button. A message displays indicating that the task (discovering USB
modems) has started.

3. After a few moments, refresh the tree structure. Any new USB modems display in the tree.

Modem Commands

set modem reset

Note: You may only use this command when the modem is completely stuck. Wait for
minimum timeout period (3 minutes) before you use this command when:

¢ You dial out via PPP and encounter no dial tone.

¢ You dial out via PPP and encounter a busy signal.

Syntax

set modem reset

Description

Resets a modem connection.

set modem disconnect

Note: Type show modem to view the current modem connections.

Syntax
set modem disconnect <Name>
Example

set modem disconnect MyPCIModem
Description

Terminates modem dial-out connection.

set modem edit

Syntax

set modem edit <Modem Name> <parameters>

vSLM™ 2 Secure Management Software User Guide 89



7: Network and Modem Settings

Parameters

name <New Name>

baud <300-115200>

flowcontrol <none]xon/xoff|rts/cts>

speaker <enable]disable>

initscript <Modem Initialization Script>
defaultinitscript <Modem Default Initialization Script>
dialin <Dial Account Name|CLEAR]disable]enable>

dialin CLEAR removes the dial account assignment.

dialin disable disables dial-in.
dialin enable enables dial-iIn
ipfilter <IPv4 Filter Name]|CLEAR>

ipfilter CLEAR removes the ipfilter assignment.
number <modem telephone number |CLEAR>
Description

Configures a currently loaded modem.

show modem

Syntax
show modem
Description

Displays all modems.

show modem connection

Syntax

show modem connection <parameters>
Parameters

[index <number>]

Description

Displays active (established) modem connections.

show modem settings

Syntax
show modem <parameters>
Parameters

[name <Modem Name>]
[index <number>]

Description

Displays modem settings.
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show modem status

Syntax
show modem status
Description

Displays the status of the modem.

Dial Account Commands

set dialaccount add

Syntax
set dialaccount add <Dial Account Name> <parameters>
Parameters

modemmode <text]ppp>

localipaddr <negotiate|lP Address>
remoteipaddr <negotiate]lP Address>
auth <pap|]chap>

username <User Name>

password <Password>

nat <enable]disable>

callback <disable]enable> (text mode for SLC dialback)
dialbacknumber <dial-back number|CLEAR> (apply only text mode)

useraccount <disable]enable> (text mode dialback)
timeout <disable]|1-30 minutes>

Default is 20.

The parameter "dialbacknumber CLEAR" remove the dial-back number.

The parameter "useraccount enable" use local user defined dial-back configuration.
Use "set modem" command to assign dial account to modem dialin.

Use "set manageddevice" command to assign dial account to modem dialout.
Description

Creates a new dial account.

set dialaccount delete

Syntax
set dialaccount delete <Dial Account Name>
Description

Delete a dial account.
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set dialaccount edit

Syntax
set dialaccount edit <Dial Account Name> <parameters>
Parameters

modemmode <text]ppp>

localipaddr <negotiate|lIP Address>
remoteipaddr <negotiate|]lP Address>
auth <pap|chap>

username <User Name>

password <Password>

nat <enable]disable>

callback <disable|enable> (text mode for SLC dialback)
dialbacknumber <dial-back number |CLEAR> (apply only text mode)
CLEAR removes the dial-back number.

useraccount <disable|enable> (apply only text mode)

Uses local user-defined dial-back configuration

timeout <disable]|1-30 minutes>

Description

Modifies a dial account's settings.

set manageddevice config

Syntax

set manageddevice config <Device Name> [dialout <Dial Account
Name]enable]disable> modem <Modem Name> phonenumber
<phonenumber>J]application <ssh]telnet]|http|none>]

Description

Configures modem and dial account settings for a managed device. Find managed device by
device name and modify device parameters.

set manageddevice index

Syntax
Type show manageddevice all to display index.

set manageddevice index <number> fuse
ethernetdevice <EthernetDeviceName]IP>
[port <Port Name]Port Number>]

set manageddevice index <number> defuse

[device]serial |kvm]powerl|power2]

Examples

set ma add MD-1 group “MD Group A" eth slcl6
set ma fuse MD-1 eth slb-04 port 9
set ma defuse MD-1 serial
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set ma index 2 fuse eth 172.19.220.64 port 8
Find managed device by device name and modify device parameters:

set manageddevice config <Device Name>
<one Or more parameters>

Find managed device by index and modify device parameters:
Type 'show manageddevice all' to getindex.
set manageddevice iIndex <number>

<one or more parameters>

Parameters

[name <New Name>]
[powerport <1]2> state <on]off|cyclepower>]
[delete]
[dialout <Dial Account Name]enable]disable>
modem <Modem Name>
phonenumber <phone number>]
application <ssh]telnet]http]|none>]

To set modem parameters, you must specify dialout option. Other modem options follow.

Examples

set ma config port-1 name waimea-port-1

set ma config slp-sunset-portl powerport 1 state off

set ma index 1 delete

set ma index 1 dialout myaccount modem pci-s4 phone 3334444

Find managed device by device name and disconnect modem:

set manageddevice config <Device Name> disconnect modem
Find managed device by index and disconnect modem:

Type 'show manageddevice all' to getindex.

set manageddevice index <number> disconnect modem
set ma index 2 disconnect modem

Assign or remove permissions for a managed device by name:

set manageddevice assign <managedDeviceName>
group <managedDeviceGroup>
[write]remove]

Assign or remove permissions for a managed device by index:

set manageddevice index <number> assign
group <managedDeviceGroup>
[write]remove]
set ma assign MD-device group MD-group
set ma assign MD-device group MD-group remove
set ma index 1 assign group MD-group write

Description

Finds managed device by index and modifies or defuses an Ethernet device or port.
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To set modem parameters, you must specify a dial-out option.

show dialaccount

Note: Type show dialaccount to display index.

Syntax
show dialaccount <parameters>
Parameters

[name <Dial Account Name>]
[index <number>]

Examples

show dialaccount
show dialaccount name ppp-pap
show dialaccount index 2

Description

Displays dial account settings.

show dialaccount mapping
Syntax
show dialaccount mapping

Description

Shows dial account used by dial-in and dial-out.
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This chapter is primarily for administrators, who configure authentication methods, add, update,
and delete accounts and account groups, and grant account and account group permissions.

By default, local authentication is enabled and is the first method the vSLM 2 secure management
software uses to authenticate users. The administrator can select additional authentication
methods, such as NIS, LDAP, RADIUS, and SSH public key or CLI login. The ability to assign
different degrees of access to individual users or user groups provides another level of security.

The vSLM 2 software supports management of a variety of remote power managers (RPMs),
including the Lantronix SLP and the ServerTech Sentry3 and Sentry4/PRO2 devices. A main unit
and up to 3 expansion units are supported, with each unit having up to 96 outlets.

User Authentication Methods

On this page you may enable, disable and order methods for authenticating users attempting to
log in to the vSLM 2 software. The methods include NIS, LDAP, RADIUS, Kerberos, TACACS+,
and Local. The authentication method selection on the vSLM 2 software does not affect devices or
VSLM 2 software interaction with devices.

By default, local authentication is enabled and is the first method the vSLM 2 secure management
software uses to authenticate users. The ability to assign different degrees of access to individual
users or user groups provides another level of security.

The authentication method selection on the vSLM 2 software does not affect devices or
vSLM 2 software interaction with devices.

Note: For a user to be authenticated using one of the remote methods, the user's
account must be configured for remote access (Remote Only or Local & Remote), or there
must be an account defined whose login name is the same as the protocol (e.g., "NIS" for
NIS).

If you enable multiple authentication methods, the vSLM 2 secure management software attempts
login authentication in the order specified. When Attempt next method on authentication rejection
is enabled, login authentication continues until a configured method reports success or all
configured methods have been exhausted. When Attempt next method on authentication rejection
is disabled, login authentication continues until a configured method reports success or failure,
skipping non-responding methods.

Note:  Adding an NIS user with the same user name as a local user may result in
undefined behavior. For this reason, the vSLM 2 software prevents the addition of such
accounts when NIS is configured and enabled, but it is unable to stop the creation of such
accounts when NIS is disabled. The other remote authentication types are not affected by
this issue.
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To enable, disable, and set the precedence of authentication methods:

1. Onthe menu, click Configuration > Authentication. The following page opens:

=1 _dConfiguration

+ __| Network Settings
+ __| Authentication

+ |_] Services

+ __| Device Management
| Accounts

|Events

|Files

|Ethernet Devices
I|Managed Devices

O

Figure 8-1 User Authentication - Configure Tab

Table: Value:

Ethernet Device

Field:
+ Name -

sysadmin@SLM1C77 Group: Administrators

Search || Reset Logout

User Authentication

Configure

The SLM can be configured to use one or more authentication methods
in addition to local users. Each authentication method is assigned a
precedence, indicating the order that the method is used to
authenticate a user who attempts to login to the SLM via Web, SSH or
Telnet.
Enabled methods Disabled methods:

(in order of precedence).

Local B NIS -

RADIUS

LDAP

Kerberos

TACACS

Rl Kl
» 3

Y| Attempt next method on authentication rejection
Limit sysadmin account logins to system console

| Update |

2. Toenable a method currently in the Disabled methods list, select the method and click the left

arrow.

Table 8-2 User Authentication - Configure Tab

Local

NIS (Network
Information
System)

LDAP (Lightweight
Directory Access
Protocol)

RADIUS (Remote
Authentication
Dial-In User
Service)

The vSLM 2 secure management software authenticates users in the local database
by user name and password. If this method is enabled, it always responds.

A network naming and administration system developed by Sun Microsystems for
smaller networks. Each host client or server computer in the system has knowledge
about the entire system. A user at any host can access files or applications on any
host in the network with a single user name and password.

NIS uses the client/server model and the Remote Procedure Call (RPC) interface for
communication between hosts. NIS consists of a server, a library of client programs,
and some administrative tools. NIS is often used with the Network File System
(NFS).

A set of protocols for accessing information directories, specifically X.500-based
directory services. LDAP runs over TCP/IP or other connection-oriented transfer
services.

An authentication and accounting system used by many Internet Service Providers
(ISPs). This client/server protocol enables remote access servers to authenticate
dial-in users and authorize their access to the requested system or service.

RADIUS allows a company to maintain user profiles in a central database that all
remote servers can share. It increases security, allowing a company to set up a
policy that can be applied at a single administered network point.
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Kerberos Kerberos is a network authentication protocol that enables two parties to exchange
private information across an unprotected network.

It works by assigning a unique electronic credential, called a ticket, to each user who
logs on to the network. The ticket is embedded in messages to identify the sender.

TACACS+ TACACS+ allows a remote access server to communicate with an authentication
(Terminal Access  server to determine whether the user has access to the network. TACACS+ is a
Controller Access  completely new protocol and is not compatible with TACACS or XTACACS. The
Control System) VSLM 2 software supports TACACS+ only.

3. To disable a method currently in the Enabled methods list, select the method and click the
right arrow between the lists.

4. To set the order in which the vSLM 2 software will authenticate users, click the up and down
arrows to the left of the Enabled methods list.

5. Toinstruct the vSLM 2 secure management software to attempt authentication using the next
configured method in the list when an authentication method responds to, and fails, a login,
select the Attempt next method on authentication rejection check box.

6. Check the box to Limit sysadmin account logins to the system console.
7. Click the Apply button.

Now that you have enabled one or more authentication methods, you must configure them.

NIS

The administrator can configure the vSLM 2 software to use NIS to authenticate users attempting
to log in to the vSLM 2 software through the web interface, SSH, Telnet, or the console port.

Note: For a user to log in remotely using NIS, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is NIS. See Accounts on page 125 for information on setting up accounts.
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To configure the vSLM 2 software to use NIS to authenticate users:

1. On the menu, click Configuration > Authentication > NIS. The following page opens.

Figure 8-3 NIS Authentication Page - Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - Search Reset Logout
NIS Authentication
= A configuration Configure
+ __| Metwork Settings
= A Authentication
Domain: Master Server:
Slave Server #1: Slave Server #2
Slave Server #3: Slave Server #4:
[£I55H Keys .
¥ | Sanvices Slave Server #5:
+_| Device Management Broadcast for Server: Enabled:
+ | Accounts
+ _|Events I I
+ _IFiles Update Reset

+ __|Ethernet Devices

| B T B S Note: Individual Remote Users must be added fo the SLM Account database, or a specific account by the

name of "NIS" has to be added to the SLM Account database prior to the SLM allowing "NIS" remote
Users access.

2. Enter the following:

Table 8-4 NIS Authentication - Configure Tab

Domain The NIS domain of the vSLM 2 secure management software must be the same as
the NIS domain of the NIS server.

Master Server The IP address or hostname of the master server.
(required)

Slave The IP addresses or hostnames of up to five slave servers.
Server #1 -5

Broadcast for Server  Select the check box for the vSLM 2 software to send a broadcast datagram to find
the NIS Server on the local network.

Enabled Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User Authentication
page. If you enable it here, it is assigned the lowest priority on the User
Authentication page.

3. To save, click the Update button. A confirmation message displays.
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LDAP

The administrator can configure the vSLM 2 secure management software to use LDAP to
authenticate users attempting to log in to the vSLM 2 software through the web interface, SSH
public key, Telnet, or the console port.

LDAP allows vSLM 2 software users to authenticate using a wide variety of LDAP servers, such as
OpenLDAP and Microsoft Active Directory. The LDAP implementation supports LDAP servers that
do not allow anonymous queries.

Note: For a user to log in remotely using LDAP, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is LDAP. See Accounts on page 125 for information on setting up accounts.

Users that are authenticated via an LDAP server may automatically be created and assigned to
SLM account groups. There are two methods for this: one using any type of group name of the
LDAP server, and one using groups prefixed with "SLM_" (for backward compatibility).

For the method using any type of group name, if an LDAP account is a member of a group AND an
account group exists on the SLM with the same name, then a user logging into the SLM using
LDAP authentication will have an account automatically created for them in the matching account
group, and the user will inherit all permissions assigned to that group. If a user is a member of
more than one group, the SLM will try each group (in the order they were received from the LDAP
server) until it finds one that matches.

For the method using groups prefixed with "SLM_", if an LDAP account is a member of a group
and the name has the format "SLM_xxxxx" AND an account group exists on the SLM named
"xxxxx" (without the "SLM_" prefix), then a user logging into the SLM using LDAP authentication
will have an account automatically created for them in the matching account group, and the user
will inherit all permissions assigned to that group. Example: user "dsmith" has an account on the
LDAP server and is a member of group "SLM_musers". The account group "musers" has been
defined on the SLM. When user dsmith logs into the SLM, a "dsmith" account will be created in
the "musers" account group and user dsmith will log into the SLM using that account. If the dsmith
LDAP acccount is a member of more than one group starting with "SLM_", the first one received
from the LDAP server will be used; any other "SLM_xxxxx" groups will be ignored.

If later, the LDAP account dsmith is assigned to a different group, then at the next login, the dsmith
account on the SLM will be moved to the new account group.

If a user is a member of both groups prefixed with "SLM_xxxxx" and groups that are not, the
groups that are prefixed with "SLM_xxxxx" will be used to assign group membership.

For some LDAP servers, such as Microsoft Active Directory LDAP servers, the User Login
Attribute, Group Filter Objectclass and Group Member Attribute/Group Member Value may need
to be specified for the group assignment features. See these fields below for their use and
suggested values.

To configure the vSLM 2 secure management software to use LDAP to authenticate users:

1. Onthe menu, click Configuration > Authentication > LDAP. The following page opens.
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=" _AConfiguration
+ __| Network Settings
= _1 Authentication
Elnis
[ZILDAP

[Z155H Keys
+ I Services
+ __| Device Management
| Accounts
|Events
|Files
|Ethernet Devices
|Managed Devices

O

Figure 8-5 LDAP Authentication Page - Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - | search || Reset | Logout
LDAP Authentication
Configure
Server: 172.19.211.15 Port: 636
. - - - Active Directory
Base: dc=patdomain,dc=local Support
Bind Name: cn=ldapbind,cn=Users,dc=patdomain Disabled
Bind Password: esesesss Encrypt: Start TLS
Retype Password. esssssss Q@551
User Login Attribute: sAMAccountName Enabled: ¥
Group Filter
Objectclass: CTOUP
Group Member member
Attribute:
Group Member
Value: & DN £ Name
| update | | Reset |

Note: Individual Remote Users must be added to the SLM Account database, or a specific account by
the name of "LDAP" has to be added to the SLM Account database prior to the SLM allowing "LDAP"
remote Users access.

2. Enter the following:

Server

Base

Bind Name

Bind Password and
Retype Password

User Login
Attribute

Group Filter
Objectclass

Table 8-6 LDAP Authentication Settings

The IP address or host name of the LDAP server.

The name of the LDAP search base (e.g., dc=company, dc=com). May have up
to 80 characters.

The name for a non-anonymous bind to an LDAP server. This item has the same
format as LDAP Base. One example is
cn=administrator, cn=Users,dc=domain,dc=com

Password for a non-anonymous bind. This entry is optional. Acceptable characters
are a-z, A-Z,and 0-9.
The maximum length is 127 characters.

The attribute used by the LDAP server for user logins. If nothing is specified for the
user filter, the SLM will use "uid". For AD LDAP servers, the attribute for user logins
is typically "sAMAccountName".

The objectclass used by the LDAP server for groups. If nothing is specified for the
group filter, the SLM will use "posixGroup". For AD LDAP servers, the objectclass
for groups is typically "Group".
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Group Member
Attribute

Group Member
Value

Port

Active Directory
Support

Encrypt

Enabled

The attribute used by the LDAP server for group membership. This attribute may be
used in two ways to search for a user's group membership:

1. When the user's login record is retrieved (see User Login Attribute), the SLM will
search for an attribute that matches the Group Member Attribute in the user's
record. If nothing is specified for the group member attribute, the SLM will use
"memberUID". For AD LDAP servers, the value used for this is typically
"memberOf".

2. To search through group records for group membership by a name (ie,
"msmith") or a Distinguished Name (ie,

"uid=msmith, ou=People,dc=1tx, dc=com"). Select either Name or DN as
appropriate for the LDAP server. If nothing is specified for the group member
attribute, the SLM will use "memberUID" for name and "uniqueMember" for DN.
For AD LDAP servers, the Group Member Value is typically DN, with the Group
Member Attribute of "member".

Number of the TCP port on the LDAP server to which the vSLM 2 secure
management software talks. The default setting is 389.

Select to enable. Active Directory is a directory service from Microsoft that is a part of
Windows® 2000 and later versions of Windows. It stores information about network
resources within a domain. It is LDAP- and Kerberos- compliant. Disabled by default.

Select Start TLS or SSL to encrypt messages between the SLM and the LDAP
server. Disabled by default.

¢ If Start TLS is selected, the port will automatically be set to 389 and the StartTLS
extension will be used to initiate a secure connection.

¢ If SSL is selected, the port will automatically be set to 636 and a SSL tunnel will
be used for LDAP communication. The port number can be changed to a non-
standard LDAP port; if the port number is set to anything other than 636, Start
TLS will be used as the encryption method.

Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User Authentication
page. If you enable it here, it is assigned the lowest priority on the User
Authentication page.

3. To save, click the Update button. A confirmation message displays.

RADIUS

The administrator can configure the vSLM 2 secure management software to use RADIUS to
authenticate users attempting to log in to the vSLM 2 software through the web interface, SSH
public key, Telnet, or the console port.

Note: Forauser to log in remotely using RADIUS, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is RADIUS. See Accounts on page 125 for information on setting up accounts.

To configure the vSLM 2 software to use RADIUS to authenticate users:

1. Onthe menu, click Configuration > User Authentication > RADIUS. The following page

opens.
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=1 _Configuration
+ __I Network Settings
= A Authentication
Enis
[ELDap
[Z rADIUS
[ Kerberos
[E TACACS+
[ 55H Keys
+ _ISenices
+ __|Device Management
| Accounts
|Events
JFiles
|Ethernet Devices
IManaged Devices

O

Figure 8-7 RADIUS Authentication Page - Configure Tab

Table: Field Value: sysadmin@SLM1C77 Group: Administrators
Ethemnet Device + Name - Search || Reset Logout
RADIUS Authentication
Configure
Server#1: 172.19.39.20 Server#2: 172.18.0.80
Server #1 Port: 1812 Server #2 Port: 1645
Server #1 Secret. 1234 Server #2 Secret: 1234
Timeout: 5 Enabled: |
| update | | Reset

Note: Individual Remote Users must be added to the SLM Account database, or a specific account by the
name of "RADIUS" has to be added to the SLM Account database prior to the SLM allowing "RADIUS"
remote Users access.

2. Enter the following:

Server #1
Server #1 Port

Server #1 Secret

Server #2
Server #2 Port

Server #2 Secret

Timeout

Enabled

Table 8-8 RADIUS Authentication Settings

IP address or hostname of the primary RADIUS server.

Number of the TCP port on the RADIUS server used for the RADIUS service. If you
do not specify an optional port, the vSLM 2 secure management software uses the
default RADIUS port (1812).

Note: Older RADIUS servers may use 1645 as the default port. Check your
RADIUS server configuration.

Text that serves as a shared secret between a RADIUS client and the server (vSLM
2 software). The shared secret is used to encrypt a password sent between the
client and the server. May have up to 128 characters.

IP address or hostname of the secondary RADIUS server.

Number of the TCP port on the RADIUS server used for the RADIUS service. If you
do not specify an optional port, the vSLM 2 software uses the default RADIUS port
(1812).

Note: Older RADIUS servers may use 1645 as the default port. Check your
RADIUS server configuration.

Text that serves as a shared secret between a RADIUS client and the server (vSLM
2 software). The shared secret is used to encrypt a password sent between the
client and the server. May have up to 128 characters.

The number of seconds after which the connection attempt times out. The default
setting is 30.

Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User
Authentication page. If you enable it here, it is assigned the lowest priority on the
User Authentication page.

3. To save, click the Update button. When the update is complete, a confirmation message displays.
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Kerberos

Kerberos is a network authentication protocol that provides strong authentication for client/server
applications by using secret-key cryptography.

The administrator can configure the vSLM 2 secure management software to use Kerberos to
authenticate users attempting to log in to the vSLM 2 software through the web interface, SSH,
Telnet, or the console port.

Note: Forauserto log in remotely using Kerberos, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is Kerberos. See Accounts on page 125 for information on setting up
accounts.

To configure the vSLM 2 software to use Kerberos to authenticate users:

1. Onthe menu, select Configuration > Authentication > Kerberos. The following page opens.

Figure 8-9 Kerberos Authentication Page - Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethemet Device ~ Name - Search || Reset Logout
Kerberos Authentication
=" _Aconfiguration Configure
+ __| Network Settings
=" _4 Authentication
EInis
ELpAP Realm: PATDOMAIN.LOCAL KDC: patdomain.local
ERaDIUS IP Address: 172.19.211.15 Port: 88
[Zl Kerberos
[ TACACS+ Use LDAP: Enabled: [V
[£155H Keys
+ | services ——— ——
+ _| Device Management | Update ‘ | Reset |
+ _JAccounts
# B =5 Note: Individual Remote Users must be added to the SLM Account database, or a specific account by the
+ _IFies name of "Kerberos" has to be added to the SLM Account database prior to the SLM allowing "Kerberos"
* __IEthemet Devices remote Users access.
7

IManaged Devices

2. Enter the following:

Table 8-10 Kerberos Authentication Settings

Realm Enter the name of the logical network served by a single Kerberos database and a
set of Key Distribution Centers. Usually, realm names are all uppercase letters to
differentiate the realm from the Internet domain. Realm is similar in concept to an NT
domain.

KDC A key distribution center (KDC) is a server that issues Kerberos tickets. A ticket is a
temporary set of electronic credentials that verify the identity of a client for a
particular service.

Enter the KDC in the fully qualified domain name format (FQDN). An example is

SLC.local.
IP Address Enter the IP address of the Key Distribution Center (KDC).
Port Port on the KDC listening for requests. Enter an integer with a maximum value of

65535. The default setting is 88.
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Use LDAP Indicate whether Kerberos should rely on LDAP to look up user IDs and Group IDs.
This setting is disabled by default.

Note: Make sure to configure LDAP if you select this option.

Enabled Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User
Authentication page. If you enable it here, it is assigned the lowest priority on the
User Authentication page.

3. To save, click the Update button. A confirmation message displays.

TACACS+

Similar to RADIUS, the main function of TACACS+ is to perform authentication for remote access.
The vSLM 2 software supports the TACACS+ protocol (not the older TACACS or XTACACS
protocols).

The administrator can configure the vSLM 2 secure management software to use TACACS+ to
authenticate users attempting to log in to the vSLM 2 software through the web interface, SSH,
Telnet, or the console port.

Note: For a user to log in remotely using TACACS+, the user's account must have
remote access (Remote Only or Local & Remote), or there must be an account defined
whose login name is TACACS.

To configure the vSLM 2 software to use TACACS+ to authenticate users:

1. Onthe menu, select Configuration > Authentication > TACACS. The following page opens.

Figure 8-11 TACACS+ Authentication Page - Configure Tab

Table: Field Value: sysadmin@SLM1C77 Group: Administrators
Ethemnet Device + Name - Search || Reset Logout
TACACS+ Authentication
=1 _dconfiguration Configure
+ __I Network Settings
thentication
Server 1: 172.19.39.20 Secret: bla
Server 2: 172.19.242.1 Encrypt Messages: v
Server 3: 172.19.39.21 Enabled: |
[l SSH Keys
+ _lSenvices S I
+ _| Device Management ‘ Update | ‘ Reset ‘
+ __|Accounts
= 'E_Ve”ts Note: Individual Remote Users must be added to the SLM Account database, or a specific account by the
+ _IFiles name of "TACACS" has to be added to the SLM Account database prior to the SLM allowing "TACACS"
+ _|Ethemet Devices remote Users access.
[

IManaged Devices
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2. Enter the following:

Table 8-12 TACACS+ Authentication Settings

Servers 1-3 IP address or host name of up to three TACACS+ servers.

Secret Shared secret for message encryption between the vSLM 2 software and the
TACACS+ server. Enter an alphanumeric secret of up to 127 characters.

Encrypt Messages Select the check box to encrypt messages between the vSLM 2 software and the
TACACS+ server. Selected by default.

Enabled Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User Authentication
page. If you enable it here, it is assigned the lowest priority on the User Authentication

page.

3. To save, click the Update button. A confirmation message displays.

SSH Keys

The vSLM 2 secure management software can import and export SSH keys to facilitate shared
key authentication for all incoming and outgoing SSH connections. By using a public/private key
pair, a user can access multiple hosts with a single passphrase, or, if a passphrase is not used, a
user can access multiple hosts without entering a password.

For imported and exported SSH keys, the vSLM 2 software supports both RSA and DSA keys and
can import and export keys in OpenSSH and SECSH formats. Both imported and exported keys
must be associated with a local vSLM 2 software user.

Imported Keys

Imported SSH keys must be associated with an vSLM 2 software local user. The key can be
generated on host "MyHost" for user "MyUser," and when the key is imported into the vSLM 2
software, it must be associated with either "MyUser" (if "MyUser" is an existing vSLM 2 software
local user) or an alternate vSLM 2 software local user. The public key file can be imported through
SCP or FTP; once the file is imported, you can view or delete the public key. Any SSH connection
into the vSLM 2 secure management software from the designated host/user combination uses
the SSH key for authentication.

Exported Keys

The vSLM 2 software can generate SSH keys for SSH connections out of the vSLM 2 software for
any vSLM 2 software user. The vSLM 2 secure management software retains both the private and
public key on the vSLM 2 software, and makes the public key available for export through SCP,
FTP, or copy and paste. The name of the key is used to generate the name of the public key file
that is exported (for example, <keyname>.pub), and the exported keys are organized by user and
key name. Once a key is generated and exported, any SSH connection out of the vSLM 2 software
for the designated host/user combination uses the SSH key for authentication.
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To configure the vSLM 2 secure management software to use SSH keys to authenticate

users:
1. On the menu, select Configuration > Authentication > SSH Keys. The following page
opens.
Figure 8-13 Manage SSH Keys - SLM Keys Tab
Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device - Name - Search Reset Logout
SLM
Manage SSH Keys
= A configuration SLM Keys
+ __| Metwork Settings
= _4 Authentication
Host & Login Imported Keys (SSH In) Exported Keys (SSH Out)
Host: Host: User:
B TACACE+ Path: User: Key Type:| DSA 512 ~
[£| S5H Keys Login: Import via: SCP « Key Name:
* _lsenf‘ces Password: Filename: Passphrase:
+__| Device Management
+ _|Accounts Retype: Retype:
+ JEyents SECSH Format:
+ _|Files
+ __|Ethernet Devices Submit Q) import Export Export via:| SCP -
+ __|Managed Devices
Imported SSH Keys View  Delete Exported SSH Keys view | Delete
User Host Type User Key Name Type
sysadmin SLM1F4F RSA 1024
sysadmin SLM5T73E RSA 1024

2. To the right of the Submit button, click Import or Export to indicate the type of keys you are
setting.

3. Enter the following:

Table 8-14 Host and Login SSH Key Settings

Host IP address of the remote server from which to SCP or FTP the public key file.
Path Optional pathname to the public key file.
Login User ID to use to SCP or FTP the file.

Password/Retype  Password to use to SCP or FTP the file.

Imported Keys (SSH In)
These entries (the Host, User, Import via, and Filename fields are always required for importing
keys) are required in the following cases:

¢ The imported key file does not contain the host from which the user will be making an SSH
connection.

¢ The vSLM 2 software local user login for the connection is different from the user name from
which the key was generated or is not included in the imported key file.

If either of these conditions is true, or the imported file is in SECSH format, you must specify the
host and user. The following is an example of a public key file that includes the host and user:
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ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAEEApPUHCX9EWSHt+JmUGXalYC3us
ABYX I XUhSUIN+NU9HNaUADUFfd8LYz8/gUnUSH4Ksm8GRT7/8/Sn9jCVFGPh
UQ== asallaway@winserver

Table 8-15 Imported Key Settings

Host Host name or IP address from which the SSH connections to the vSLM 2 software
will be made.

User User ID of the person given secure access to the remote server.

Import via Select SCP or FTP as the method for importing the SSH keys. The default is SCP.

Filename Name of the public key file (for example, mykey.pub).

Exported Keys (SSH Out)

Table 8-16 Exported Keys Settings

User User ID of the person given secure access to the remote server.

Key Type Select either the RSA or the DSA encryption standard followed by the number of
bits (512 or 1024) in the key. DSA 512 is the default. All export fields are disabled
during import and vice versa.

Key Name Name of the key. This will generate the public key filename (e.g., <keyname>.pub).

Passphrase/Retype | Optionally, enter a passphrase associated with the key. The passphrase may have
up to 50 characters. The passphrase is an optional password that can be associated
with an SSH key. It is unique to each user and to each key.

SECSH Format Indicate whether the keys will be exported in SECSH format. The default is
OpenSSH.
Export via Select the method (SCP, FTP, or Cut and Paste) of exporting the key to the remote

server. Cut and Paste, the default, requires no other parameters for export.

4. Click the Submit button. The keys display in the list below.

5. To view a user's key, select the user and click the View button.

6. To delete a user's key, select the user and click the Delete button.
To add or view export SLC keys:

You can enable the vSLM 2 secure management software to retrieve all the public keys (each with
a specific user and host name) from a particular SLC console manager and store them in the
VSLM 2 software database. Then you can push those public keys to other SLC devices, allowing
those particular users to access the other SLC devices from those particular hosts.

Note: Forinformation about importing and exporting keys, see Using the Actions Tab on
page 275.

1. Onthe menu, select Configuration > Authentication > SSH Keys, and click the SLC/SLB
Keys tab. The following page opens:
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Figure 8-17 Manage SSH Keys - SLC/SLB Keys Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device = Name - Search Reset Logout
Manage SSH Keys
= A configuration SLC/SLB Keys
+ __| Metwork Settings
= A Authentication
ElE
[ZlLDAP SLC/SLB SSH Keys View Delete
[ZRADIUS
User Host e
[E|Kerberos Typ
[EI TACACS+ 0 keys
[ 55H Keys
+ _IServices
+ _| Device Management User:
+ | Accounts .
+ _|Events Host:
2B Type: DSA512 ~
+ __|Ethernet Devices
+__IManaged Devices Key:
Add Key | [ Reset |

2. Enter the following information:

Table 8-18 Manage SSH Keys - SLC Keys Tab

User User login of the person given secure access to the SLC console manager.

Host Host name or IP address from which the SSH connections to the SLC device will
be made.

Type Select either the RSA or the DSA encryption standard followed by the number of

bits (512, 1024 or 2048) in the key. DSA 512 is the default. All export fields are
disabled during import and vice versa.

Key Enter the SSH key content.

3. Click the Add Key button. The key information (except the key itself) displays in the table on
the top of the page.

4. To view the key, select the check box for the user, and click the View button in the top right of
the page. The SLC key displays.

Example of an SLC key:
SLC key for sysadmin@SLM_tpham17

RSA 1024:
AAAAB3NzaClyc2EAAAABIWAAAQEAVY7zXy+11YDbaXalMYVRKGPBue+HdR+ihmdZZgGcN8xc
02Lqdwb61yJ04QN4PcQ6n88VwWLMO/UEJgW1PF3vp/Z+kKw4v48NHIUOZSKRFTe jMssgplS6
TTF+YWzHCrimX/+yRUyA+19VXb9c12r9uqgl IMK/GVTgp1/8YERNASQ9AeRFy/20MX0SGg895
tdBW6p i LKWOoJI5P6NRCcXsFIScmowGXNU4snUpk2cvVNyGiVMe9 jb454Fb080+/ IphmMrIMUPY
X3uG22QsmOKZGosnLFKtYzimDaOoRQ2Q19my19i/baFX9RiH2yda+vLmBsTchaEx30Dp7Pw
baHi17gf8Rb9Q==

5. To delete one or more keys:
a. Select the check box for each key to be deleted and click the Delete button.

b. Inresponse to the request for confirmation, click OK.
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Copy Keys

If your vSLM 2 secure management software is set up with dual booting, you can move SSH keys
from one boot partition to another.
To copy a key:

1. Onthe menu, select Configuration > Authentication > SSH Keys, and then click the Copy

Keys tab.
Figure 8-19 Manage SSH Keys - Copy Keys Tab
Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name - Logout
SLM
oY Manage SSH Keys
= elilrgin [ SLMKeys | SLCISLE Keys JResi i L) Notes | Help |
+ __I Network Settings
= _{ Authentication
Einis -
AP (@ Copy SSH keys from current boot bank to alternate boot bank
DIUS (") Copy SSH keys from alternate boot bank to current boot bank
rberos
ACACS+
155H Kers [ suomit | [ Reset |

*+ I senvices
+ __| Device Management
+ _lAccounts
+_|Events
+_IFiles
+ _|Ethemet Devices
+ __|Managed Devices

2. Select one of the following:
¢ Copy SSH keys from current boot bank to alternate boot bank.
¢ Copy SSH keys from alternate boot bank to current boot bank.
Click the Submit button.

4. To return to the original settings, click the Reset button.

Authentication Commands

set auth

Syntax
set auth <one or more parameters>
Parameters

local <1-6>

nis <1-6>

ldap <1-6>

radius <1-6>

kerberos <1-6>

tacacs+ <1-6>

authusenextmethod <enable|disable>
limitsysadmin <enable]disable>
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Description
Sets ordering of authentication methods and how authentication methods are used.

Authentication can occur using all methods, in the order of their precedence, until a successful
authentication is obtained, or using only the first authentication method that responds (in the event
that a server is down).

Any methods omitted from the set auth command will be disabled if at least one method is
selected.

set kerberos

Syntax

set kerberos <one or more parameters>

Parameters

state <enable]disable>

realm <Kerberos Realm>

kdc <Key Distribution Center>

ipaddr <Key Distribution Center IP Address>
port <Key Distribution Center TCP Port>
useldap <enable|disable>

Description

Configure the vSLM device to use Kerberos to authenticate users who login to the vSLM via SSH,
Telnet, the Web or the Console Port.

set ldap

Syntax
set ldap <one or more parameters>
Parameters

state <enable]disable>

server <IP Address or Name>

port <TCP Port>

base <LDAP Base>

bindname <Bind Name>

bindpassword <Bind Password>

adsupport <enable|disable>

encrypt <starttls|ssl|disable>

Ffilteruser <User Login Attribute|CLEAR>
Ffiltergroup <Group Filter Objectclass|CLEAR>
grmemberattr <Group Member Attribute]CLEAR>
grmembervalue <dn|name>

Description

Configures the vSLM 2 software to use LDAP to authenticate users who log in to the vSLM 2
software via SSH, Telnet, the web, or the console port.
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set nis

Syntax
set nis <one or more p
Parameters

state <enable]disable>
domain <NIS Domain Nam
broadcast <enable|disa
master <IP Address or
slavel <IP Address or
slave2 <IP Address or
slave3 <IP Address or
slave4 <IP Address or
slave5 <IP Address or

Description

arameters>

e>
ble>
Name>
Name>
Name>
Name>
Name>
Name>

Configures the vSLM 2 software to use NIS to authenticate users who log in to the vSLM 2 secure

management software via SSH, Telnet, the web, or the console port.

set radius

Syntax

set radius <one or more parameters>

Parameters

state <enable]disable>
timeout <1-30 seconds>
serverl <IP Address or
portl <TCP Port>
secretl <Secret>
server2 <IP Address or
port2 <TCP Port>
secret2 <Secret>

Description

Name>

Name>

Configures the vSLM 2 software to use RADIUS to authenticate users who login to the vSLM 2

software via SSH, Telnet, the web, or the console port.

set tacacs+

Syntax

set tacacs+ <one or more parameters>

Parameters

state <enable]disable>
serverl <IP Address or
server2 <IP Address or
server3 <IP Address or

Name>
Name>
Name>
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secret <TACACS+ Secret>
encrypt <enable]disable>

Description

Configure the SLM to use TACACS+ to authenticate users who login to the SLM via SSH, Telnet,
the Web or the Console Port.

set sshkey import

Syntax

set sshkey import <copypaste>

Note: RSA keys must be 1024 bits.

Description

Imports an SSH key.

set sshkey copybank dest

Syntax

set sshkey copybank dest <alt]cur>

Description

Copy ssh keys between boot banks.

set sshkey delete keyuser

Syntax
set sshkey delete keyuser <SSH Key User> keyhost <SSH Key Host>
Description

Delete imported SSH key.

show auth

Syntax
show auth
Description

Displays all authentication methods. Set ordering of authentication methods and how
authentication methods are used. Authentication can occur using all methods, in the order of their
precedence, until a successful authentication is obtained, or using only the first authentication
method that responds (in the event that a server is down). Any methods omitted from 'set auth’
command will be disabled if at least one method is selected.

Parameters

local <1-6>
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nis <1-6>

ldap <1-6>

radius <1-6>

kerberos <1-6>

tacacs+ <1-6>

authusenextmethod <enable|disable>
limitsysadmin <enable]disable>

show kerberos

Syntax

set kerberos <one or more parameters>

Parameters

state <enable]disable>

realm <Kerberos Realm>

kdc <Key Distribution Center>

ipaddr <Key Distribution Center IP Address>
port <Key Distribution Center TCP Port>
useldap <enable|disable>

Description

Configure the SLM to use Kerberos to authenticate users who login to the SLM via SSH, Telnet,
the Web or the Console Port.

show ldap

Syntax
show ldap
Description

Displays all LDAP information. Configure the SLM to use LDAP to authenticate users who login to
the SLM via SSH, Telnet, the Web or the Console Port.

Parameters

state <enable]disable>

server <IP Address or Name>

port <TCP Port>

base <LDAP Base>

bindname <Bind Name>

bindpassword <Bind Password>

adsupport <enable|disable>

encrypt <starttls|ssl|disable>

Ffilteruser <User Login Attribute|CLEAR>
Ffiltergroup <Group Filter Objectclass|CLEAR>
grmemberattr <Group Member Attribute]CLEAR>
grmembervalue <dn|name>
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show nis

Syntax
show nis

Description

Displays all NIS information. Configure the SLM to NIS to authenticate users who login to the SLM

via SSH, Telnet, the Web or the Console Port.

Parameters

state <enable]disable>
domain <NIS Domain Name>
broadcast <enable]disable>
master <IP Address or Name>
slavel <IP Address or Name>
slave2 <IP Address or Name>
slave3 <IP Address or Name>
slave4 <IP Address or Name>
slave5 <IP Address or Name>

show radius

Syntax
show radius

Description

Displays all RADIUS information. Configure the SLM to NIS to authenticate users who login to the

SLM via SSH, Telnet, the Web or the Console Port.

Parameters

state <enable]disable>
domain <NIS Domain Name>
broadcast <enable|disable>
master <IP Address or Name>
slavel <IP Address or Name>
slave2 <IP Address or Name>
slave3 <IP Address or Name>
slave4 <IP Address or Name>
slave5 <IP Address or Name>

show tacacs+

Syntax

show tacacs+ <one or more parameters>

Parameters

state <enable]disable>
serverl <IP Address or Name>
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server2 <IP Address or Name>
server3 <IP Address or Name>
secret <TACACS+ Secret>
encrypt <enable]disable>

Description

Configure the SLM to use TACACS+ to authenticate users who login to the SLM via SSH, Telnet,
the Web or the Console Port.

show sshkey import

Syntax
show sshkey import <one or more parameters>
Parameters

[keyuser <SSH Key User>]
[keyhost <SSH Key IP Address or Name>]
[viewkey <enable|disable>]

Description

Displays imported SSH keys.

Account Groups

The administrator organizes accounts into account groups to simplify the task of assigning
permissions. Accounts inherit device rights from the account group to which they belong. To
assign unique permissions to an individual account, it must be the only member of an account
group. The sysadmin account always has all permissions enabled.

Note: Only functions and devices for which the user has rights display in that user's
menu on the web interface or on the CLI.

Account Group Types

There are four types of account groups: Administrators, Ethernet Device, Managed Device, and
Menu Only.

Administrators Account Group: Has rights and permissions to configure the vSLM 2 secure
management software and to add, edit, and delete account groups within the Ethernet Device,
Managed Device, and Menu Only categories. Administrators cannot delete or rename the
Administrators Group, although they can add additional accounts to it. Administrators have access
to configuration, events, logs, and files, can create groups of managed devices, and interact with
Ethernet and managed devices. Administrators can log into both the web interface and the CLI.

Ethernet Device Account Groups: Can interact with SLC, SLK, RPM/SLP, and other vSLM 2
software, other Lantronix devices, some non-Lantronix device, the ports of the devices, and the
managed devices created from these ports to which the group has rights. Ethernet Device Account
groups can log into both the web interface and the CLI. Ethernet Device Account groups may also
create, update, and delete Managed Device Groups and assign managed devices to which they
have rights (by having rights to their parent Ethernet device) to those groups.
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Managed Device Account Groups: Have access to the managed devices (e.g., servers and
switches) connected to Ethernet device ports to which the group has rights. Managed Device
Account Groups can log into both the web interface and the CLI.

Device Permissions Account Groups: These groups are similar in function to the Ethernet

Device groups, but have an additional set of permissions for SLC and SLB devices. These groups
can be pulled from SLC and SLB devices (creating or overwriting Device Permission groups on the
SLM software) or pushed to SLC and SLB devices (creating or overwriting groups on the SLC and

SLB).

Menu Only Account Groups: These groups can log into the CLI but not the web interface. They
can interact with managed devices only. The administrator assigns a restricted menu of numbered

options that these users can select.

Viewing Account Groups
Administrators can view account groups.

To view account groups:

1. On the menu, click Accounts.

The following page opens:

Figure 8-20 Account Groups Page - Accounts Tab

Value:

sysadmin@SLMICTT  Group: Administrators

LANTRONIX
W Fa Ethernet Device = Name = Swarch | Reset Logout
SLM
Account Groups

ey [ wembers | Group | assworss | connections | wotes | weip |

+ | Accounts

H _IEvents HName Email Address Config  Config Config  Device Config  Config Config Authentication Password Password Next  Synchronize Last Access

+ _IFles Hetwoark ces Events Log CThange Login

+ | Ethemnet Devices Files

*_IMaragod ewces 4 buguser  buguser@iesicom  Yes Yes Yes Yes Yes Yes Yes  Local Only Yes Yes Mo Mo 2014-12-01 00:40-35
fd chrsti No No No No No No HNo Remole Only Ho No No No 2014-12-02 10 2308
L2 eth1 1 ethi_1@test com No No No No No No No Local Only Yes Yes No No 2014-12-01 00°4314
Ld &int_2 athl_2@test com NO NO No No HNO No HO Local Only Yes Yes L] NO 20141201 00:43119
Ld eth1 3 ethl_3ghtest com No No No No No No Ho Local Only Yes Yes o No 2014-12-01 0043 24
i eth1 4 eth1_d@leslcom No No Mo Ha Ho Ho No Local Onty Yes Yes No Mo 2014-12-01 00,4328

& ibems

2. Click the Members tab. A list of existing account member names displays.
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Figure 8-21 Account Groups Page - Members Tab

MICTT  Group:
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Adding an Account Group
1. On the Account Groups page, click the Group tab. The following page opens:

Figure 8-22 Account Group Page - Group Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device » Name - Search | Reset | Logout
o] el ] Account Groups
+ _l configuration Group Ip
+ _| Accounts
4 _JEvents
+ _|Files

+ _|Ethermet Devices Account Group Name:

L m d D
—IManaged Devices Account Group Type: Ethemnet Device -

Add || Delete

All users must be removed prior fo account group deletion.

2. Enter the following:

Table 8-23 Account Group - Group Tab

Account Group The name of the new account group.
Name

Account Group
Type

From the drop-down list, select the type of account group. The default setting is
Ethernet Device.

3. To save, click the Add button. A confirmation message displays and the new group displays in
the Accounts menu tree.

4. To display the list of account groups, click Accounts on the menu. The new group displays.

Updating or Deleting an Account Group
The administrator can update or delete any group except for sysadmin.

To update or delete an account group:
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1. Onthe Members tab, click the Edit £4 icon to the left of the group you want to update or
delete. The Group tab displays.

Figure 8-24 Account Groups - Group Tab

L/\NTQOI\“X Tahle: Field valle: sysadmin@SLMC413
| Ethernet Device v | Name v |[(search |[ Reset | Logout
SLm

E E [:] Account Groups

+1 _|Configuration
= _VAccounts
=l _I Administrators
2 sysadmin

T ST S L =M. = i

__JEvents Account Group Name l:l
+_IFiles
] |Ethernst Devices Account Group Type: | Ethermet Device v
__IWanaged Devices Add Delete

All users must be removed prior to account group deletion

2. To delete an account group:

Note: You can rename an account group but not change its type. You cannot delete
an account group if it contains any accounts; delete the accounts first.

a. Click the Delete button.
b. Inresponse to the request for confirmation, click OK. A blank Group tab opens.

c. Click Accounts on the menu tree. The deleted group is no longer on the menu tree or
listed on the Members tab.

3. To update the name of an account group:
a. Edit the name as desired.
b. Click the Update icon. A confirmation message displays.

c. Click Accounts on the menu tree. The updated group is on the menu tree and listed on
the Members tab.

Setting Password Requirements for User Accounts
The administrator sets parameters for passwords that apply to all accounts.

1. On the Account Groups page, click the Passwords tab.

Figure 8-25 Account Groups Page - Passwords Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~» Name - Logout
SLM
FaY FO %N Account Groups
? Olzriiseeie | Accounts | Members | Group WRUEg LUl Connections § Notes | Help
+ _|Accounts
+ __|Events
+! _IFiles
4 |Ethemet Devices Allow Reuse: Reuse History: 4
= BT Lifetime (days): 90 Warning Period (days): 7
Max Login Attempts: 0 Lockout Time (minutes): 0
Session Length :
(Minutesy 2000 Enforce Complexity Rules: [ |

2. Enter the following information:
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Table 8-26 Password Requirement Settings

Allow Reuse

Reuse History

Lifetime (days)

Warning Period
(days)

Max Login Attempts

Lockout Time
(minutes)

Session Length
(minutes)

Enforce Complexity
Rules

Select to enable users to continue to reuse old passwords. If you disable the check
box, the user cannot use any of the Reuse History number of passwords. Enabled
by default.

The number of passwords the user must use before reusing an old password. The
default is 4.

For example, if you set reuse history to 4, the user may reuse an old password after
using 4 other passwords.

The number of days until the password expires. The default setting is 90.

The number of days ahead that the system warns that the user's password will
expire. The default setting is 7.

The number of times the user can attempt to log in unsuccessfully before the
system locks the user out. The default setting is O (disabled).

The number of minutes the locked-out user must wait before trying to log in to the
web interface again. The default setting is O (disabled).

The number of minutes a session can be idle before it times out. The minimum is
five minutes. The default setting is 20. This applies to both web and CLI sessions.

Note: The vSLM 2 secure management software ships with a default maximum of
25 concurrent user sessions (or "seats"). If you require more than 25 concurrent
user sessions, please contact your sales associate to order them. When all seats
are in use, the sysadmin can still log in one more time, from the CLI interface only,
and terminate other connections.

Select to enable the vSLM 2 secure management software to enforce rules
concerning the password structure (e.g., alphanumeric requirements, number of
characters, punctuation marks). Disabled by default.

Complexity rules:

¢ Passwords must be at least eight characters long.

¢ Passwords must contain one upper case letter (A-Z), one lower case letter (a-z),
one digit (0-9), and one punctuation character (()’~!@#$%"&*-+=\{}{]:;"'<>,.?/).

3. To save, click the Update button. When the update is complete, a confirmation message

displays.

Assigning Account Group Device Rights

Accounts inherit the device rights of the account group to which they belong. Administrators can
add or remove permission to an account group to view, configure, or interact with specific Ethernet
devices or specific ports and the managed devices connected to them.

¢ Administrators Account Group: Can view, configure, and interact with all Ethernet devices
and with the managed devices connected to the Ethernet device's ports.

¢ Ethernet Device Account Groups and Device Permissions Account Groups: Can view,
configure, and interact with specific Ethernet devices, their ports, and the managed devices
connected to the ports.

¢ Managed Device Account Groups: Can view, configure, and interact with specific managed

devices.

¢ Menu Only Account Groups: Can view and interact with specific managed devices,
according to the menu they have permission to use.
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To assign permissions to an Ethernet Device Account Group:

The administrator assigns permissions to an Ethernet Device Account Group to access specific
Ethernet devices. All members of the group inherit these permissions.

1. Select the account group from the menu. The following page opens.

Figure 8-27 Ethernet Device Account Group - Accounts Tab

Table: Field valug Epsac AL MICTT) Gronp.
LANTRONIX i T — e e

SLM
| | Ethernet Device Account Group "Ethgrp1”
[ _configuration LU Assign | Notes | Heip |
B _Aaccounts
#1 ) adminstraton Mame  Emall Address  Config Config Config  Device Config  Config Config Authentication Password Fassword Next Synchronize Last Access
+ _| Ethgmt Network Events Log Change Expira  Legin
+ _| Ethoro2 Files
# _lEthgma 64 efh1 1 ein1_i@testcom  No Ho Ho o Ho Ho Ho  Local Only Yes Yes Mo HNo 2014-12-01 00:4314
g jw; 4 eth1 2 elh1_2@lestcom  No No No No No Ho No Local Only Yes Yes Mo  Ne 2014-12-01 004310
= I Modornd L4 eth1 3 elih1_3@lestcom  No HNo No Mo No Ho No Local Only Yes Yes No  MNe 2014-12-01 004324
# _Imnugm1 £ el 4 eihl_d@lestcom  No Ho No Mo No L No Local Only Yes s Ko He 2014-12-01 00:43:20
o jm“""” & glenn_ad glenn_ad@lest com o Ho No Ho Ho Ho  Ne  RemoleOnly Mo Ho Mo Mo 2014-12-01 00AT-44
& I testmenu & Hemy
[ TH-Engneerng | Add Account |
= [ W Fnance
% [ Long Group Hame Humber 6300
#l _JEvents
# _IFies

# _|Ethemat Davices
i _IManiaged Devices
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2. Click the Assign tab. The following page opens:

Figure 8-28 Ethernet Device Account Group - Assign Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device « Name - Logout
Ethernet Device Account Group "Ethgrp1"
# —Iconfguration | Accounts JRRScibig) Notes § Help |
=1 _JAccounts
+ ] Administrators
+ _1Ethgrpl . L ;
# | Ethgrp2 Permission Enabled Permission Disabled
+ _|Ethgm3 slb08 250 54_1(172.19.39.250) - ?(172.19.100.47) -~
= 2(172.19.100.162) —
+ 4Mgdgrpl ?{172.19.100.57) |E‘
+ [ Mgdgrp2 7(172.19.100.128) 4
# 1 Mgdgrp3 \E 2(172.19.100.118)
+ I Mnugrp1 33%13%%
+ | Mnugrp2 7(172.19.100132)
+ _I Mnugrp3 ?(172.19.100.241)
+ _| testmenu 7(172.19.225.237)
(8 rTM-Engineering :,"gglg}%%
+ (@ ITM-Finance 7(172.19.100.9)
i Long Group Name Number 6300 7(172.15.100.6)
: APS4TN-AKD (172.18.0.110)
! _lEvents
::II ‘I’e” \E CiscoSwitch (172.18.39.40)
Fiies DSM-Access (172.19.39.248)
+ __IEthernet Devices EDS16PR (172.15.223.75)
+ _IManaged Devices - Egglggg Hg }gg‘g?ﬁ) ad
Update

This tab displays two lists: Permission Enabled and Permission Disabled.

Note: You can use Ctrl+click to select multiple devices from these lists.

3. To enable access to a device listed in Permission Denied, select the device and click the left
arrow. The device is now in the Permission Enabled list.

4. Toremove access to a device, select the device in the Permission Enabled list and click the
right arrow. The device is now in the Permission Disabled list.

5. Click the Update button. When the update is complete, a confirmation message displays.
When the user logs in, only Ethernet and managed devices for which the user has permission
display in the menu tree.
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To assign permissions to a Managed Device Account Group:

The administrator assigns permissions that allow a Managed Device Account Group to access
specific managed devices. All members of the group inherit these permissions.

1. Select the account group from the menu. The following page opens:

Figure 8-29 Managed Device Account Group - Accounts Tab

_,'\ '-.\ |_ h N, [ Tabile: Field. alue! sadmi LMC412
4 MM NN ’] b Ethermet Device  + | Name v Search || Resat Logout
SLM
Managed Device Account Group "Managed Device”
+ _lconfiguration Accounts o
= JAccounts
# ) Administrators Hame Email Config Config Config  Device Config Config Config Authentication Password Password Mext Synchronize Last
_ | Eihamet Devka Address Metwork Services Events Log Change  Expire  Login Access
Flles
—l Managed Device
_IMenu Oy D items
—JEvents Add Account
+ _IFiks
+ _IEthernat Davices
—IManaged Devices

2. Click the Assign tab.

Figure 8-30 Managed Device Account Group - Assign Tab

Tahle Field: Walue: sysadmin@sSLMC413
Ethernet Device |~ |[Name v Logout
SLM
LI N e A ] Managed Device Account Group "Managed Device"
[+ _|Configuration Assign

=l _NAccounts
# ] Administrators
__)Ethernet Device
__Imanaged Device
__IMenu only
_|Events
# _IFiles
1+ _|Ethernet Devices

IManaged Devices E

Cuonnect Direct Devices Permission Disabled

Listen-only Devices

3. To enable permission to read from and write to a managed device connected to an Ethernet
device port, select it from the Permission Disabled list and click the top left arrow. The
device displays in the Connect Direct Devices list.

Note: You can use Ctrl+Right click to select multiple devices.

4. To enable permission to listen only to a managed device, select it from the Permission
Disabled list and click the bottom left arrow. The device displays in the Listen-only Devices
list.

5. To disable permission for a managed device, select it from the Connect Direct Devices or
Listen-only Devices list, and click the corresponding right arrow. The device displays in the
Permission Disabled list.

6. Click the Update button. When the update is complete, a confirmation message displays.
When the user logs in, only managed devices for which the user has permission display on the
menu tree.
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Viewing Currently Logged-In Accounts

Administrators can see which users are currently logged into the vSLM 2 secure management
software and whether they are connected to any managed devices. The page also displays the
maximum number of concurrent users for which this vSLM 2 software is licensed.

To view logged-in accounts:

1. Onthe menu, click Accounts, and then click the Connections tab. The following page opens:

Figure 8-31 Account Groups - Connections Tab

Table: Field Value: sysadmin@SLM1C77 Group: inistrators
Ethemet Device ~+ Name - | Search H Reset | Logout
SLM
\ Account Groups
+ _lConfiguration F Connections
= _4Accounts o
+ _J Administrators
+ __| Ethgrpl
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+ I Mgdarp3 Web 17219.39.247 slc247™ 12/10/2014 12:26
+ _I Mnugrp1
] Mnugr2 Web 172.19.100.87 slb8Ref 120-6100" 12/10/2014 16:39
: ::In;tugrpE sysadmin Web 17220197125 12/10/2014 18:01 651 Web 172.19.39.249 slovz249_glenn** 12/10/2014 16:45
i testmenu
EITM*EHQIHEEHHQ Web 1721910087 slb8Ref 120-6100 12/10/2014 16:51
*; ﬁl‘rM—an:e " .
*ﬁLUng Group Name Number 6300 Web 1721930249 slbvz249 glenn 12/10/2014 16:47
e -:a’e”“ Web 172.19.100.87 slb8Ref 120-6100~ 12/10/2014 17:29
+ _IFiles
+ __|Ethemnet Devices sysadmin Web 172.20.197.103 12/11/2014 04:53 0 (none})
M d D
et d Doy sysadmin CL 17220197125 12/10/2014 1416 876 (none)
sysadmin CL 17220197125 12/10/2014 15:08 824 (none)
Licensed for 25 concurrent users Terminate checked sessions: | Terminate

**unmanaged device

2. View the following information:

Table 8-32 Inbound Connections

User Account User name for logging in to the vSLM 2 software.

u.l. Type of interface (web or command line) the user is logged in to.
Location IP address of the client.

Last Access Date and time the user last accessed the vSLM 2 software.
Minutes Idle Number of minutes since the user last took an action in the session.

Table 8-33 Outbound Connections

App Application used to manage the device.

Destination IP address of the managed device.
Managed Device Name of the managed device.

Start Time Time the vSLM 2 secure management software made the connection.
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2. Toterminate a session, select the scheck box for the inbound or outbound session(s) and click
the Terminate button

Note: All outbound connections associated with a closed inbound session will also close.

3. To refresh the page only, click the Terminate button with no sessions selected.

Account Group Commands

set accountgroup add

Syntax

set accountgroup add <Group Name> type <ethernet|managed|menu]device>
<parameters>

Parameters

[menu <Menu Name>]

[dataports <Port List>]
[listenports <Port List>]
[clearports <Port List>]
[accessoutlets <Outlet List>]
[escapeseq <1-10 Chars>]
[breakseq <1-10 Chars>]
[custommenu <Menu Name>]
[displaymenu <enable]disable>]
[allowdialback <enable|disable>]
[dialbacknumber <Phone Number>]
[permissions <Permission List>]

Description

Creates and configures a local account group. Group type includes Ethernet user, maanged user,
menu user, or device permissions.

set accountgroup edit

Syntax
set accountgroup edit <Group Name> <one or more parameters>
Parameters

[name <new name>]

[menu <Menu Name|CLEAR>]
[dataports <Port List]CLEAR>]
[listenports <Port List]CLEAR>]
[clearports <Port List]|CLEAR>]
[accessoutlets <Outlet List|CLEAR>]
[escapeseq <1-10 Chars>]
[breakseq <1-10 Chars>]
[custommenu <Menu Name|CLEAR>]
[displaymenu <enable]disable>]
[allowdialback <enable|disable>]
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[dialbacknumber <Phone Number|CLEAR>]
[permissions <Permission List]|CLEAR>]

Description

Configures a local account group. Group type is Ethernet user, managed user, or menu user or
device permission.

show accountgroup

Syntax

show accountgroup <Group Name>
show accountgroup name <Group Name>

Description

Displays account group information.

show accountgroup all

Syntax

show accountgroup all
show accountgroup

Description

Displays information about all account groups.

show accountgroup index

Note: Type show accountgroup all to display the index.

Syntax
show accountgroup Index <number>
Description

Displays account groups by index number.

Accounts

The Accounts page is for administrators who add, update, and delete accounts. Accounts inherit
device rights from the account group to which they belong. To assign unique permissions to an
individual account, create the account as the sole member of an account group. The sysadmin
account always has all permissions enabled.

Note: Only functions and devices for which the user has rights display in that user's
menu on the web interface or on the CLI.

Viewing Accounts

1. Onthe menu, click Accounts. The Accounts tab on the Account Groups page displays a list of
authenticated users with the functions each user has permission to perform.
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* | Configuration
+ | Accounts

H ] Events

+ _IFles

+ __Ethemet Devees
# _IMaraged Devices

2.

Note:

Figure 8-34 Account Groups - Accounts Tab
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Files

4 buguser  buguser@iesicom  Yes Yes Yes Yes Yes Yes  Yes  Local Only Yes Yes Mo  HNo 2014-12-01 00:40-35
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View the following information about each user:

Modification of user access rights can only be performed through Administrator

accounts. See Figure 8-36.

Table 8-35 Account Groups - Accounts Tab

Name
Email Address
Config Network

Config
Authentication

Config Services

Device
Management

Config Accounts

Config Events
Config Log Files

Authentication

Password Change
Password Expire

Change Password
Next Login

The user name for logging in to the vSLM 2 software.
User's email address; may be used for event notification.

Indicates whether the user has permission to open the Network Settings page and
configure network settings.

Indicates whether the user has permission to select and prioritize authentication
methods and to configure related settings.

Indicates whether the user has permission to configure services such as date and
time and SNMP Agent & syslog and to update SLC console managers to which the
user has access.

Indicates whether the user has permission to configure settings for auto-detecting
devices and ports and for managing alternate vSLM 2 software.

Indicates whether the user has permission to add, update, and delete all accounts
and to grant account permissions.

Indicates whether the user has permission to set alarms and triggers.
Indicates whether the user has permission to view, copy, and delete various log files.

Indicates whether authentication for this user is Local Only, Remote Only, Local &
Remote, or Disabled.

Indicates whether the user has permission to use the current password indefinitely.
No allows the user to keep a password indefinitely.

Indicates whether the user has permission to change the password the next login.
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Synchronize When the Push Passwords check box on the Maintenance page is selected, the
VSLM 2 secure management software uses the password on all accounts with
Synchronize Password enabled to update accounts on remote SLM, SLC, SCSxx05/
20, and RPM/SLP devices. The accounts must have access rights to and local user
accounts on the devices.

Note: RPM/SLP password synchronization uses SSH and CLI commands not an
SNMP command, so you must provide the sysadmin login and password in the
RPM/SLP device page for RPM/SLP password synchronization to work.
Rebooting the vSLM 2 software for any reason causes it to ignore user account
password changes made but not yet pushed before the reboot.

Last Access Date and time the account group was last updated.

3. click the Edit 2&& icon to the left of a user. The following page opens:

Figure 8-36 Account Page - Configure Tab

Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
Ethernet Device ~ ~ Name » | Search || Reset ‘ Logout
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Adding an Account to the Administrators Account Group

The sysadmin account can add other administrators to the Administrators Group, assigning a user
name and email address for each user. The name is for logging in over the web interface or the
command line interface. The vSLM 2 secure management software uses the email address to
send emails to users based on configured alarm settings.

To add a user to the Administrators Group:

1. Onthe menu, click Accounts > Administrators. The following page opens.

Figure 8-37 Administrator Account Group - Accounts Tab
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Ay B items
H _JEthemet Devices _ Add Account

[ _IManaged Devices

2. Click the Add Account button at the bottom of the table. The following page opens:

Figure 8-38 Add New Account to Group “Administrators”- Configure Tab
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3. Enter the following information:

Table 8-39 Add New Account to an Administrator Group - Configure Tab

Name

Password and
Retype

Email

Allow Password
Change

Password Never
Expires

Change Password
on Next Login

Synchronize
Password

Enable Dial-Back

Dial Back Number

Authentication

Account Group
(link)

User ID for logging into the vSLM 2 software. Must be alphanumeric, start with an
alpha character, and may include an underscore (_ ).

User's password for logging in to the vSLM 2 software.

User's email address.

Select to allow user to change passwords. Enabled by default.

Selected by default. Select to allow the user to use current password indefinitely.
Selected by default.

Select to require the user to change the password the next time the user logs in.
(You may change this setting at any time.)

When the Push Passwords check box on the Maintenance page is selected, the
VSLM 2 secure management software uses the password on all accounts with
Synchronize Password enabled to update accounts on remote SLM, SLC,
SCSxx05/20, and RPM/SLP devices. The accounts must have access rights to and
local user accounts on the devices.

Note: RPM/SLP password synchronization uses SSH and CLI commands not an
SNMP command, so you must provide the sysadmin login and password on the
RPM/SLP device page for RPM/SLP password synchronization to work.
Rebooting the vSLM 2 software for any reason causes it to ignore user account
password changes made but not yet pushed.

Users with dial-back access can dial into the vSLM 2 secure management software
and enter their login and password. Once the SLC console manager authenticates
them, the modem hangs up and dials them back.

Select the phone number the modem dials back on. It can be a fixed number or a
number associated with their login. If you select Fixed Number, enter the number
(in the format 2123456789).

From the drop-down list, select how the user will be authenticated (Local Only,
Remote Only, or Local & Remote). The default setting is Local Only.

Click the link to view the Administrator Account group.

Table 8-40 Add New Account to Group (Administrator) - Configure Tab - Permissions

Allow Network
Modifications

Allow
Authentication
Modifications

Allow Service
Modifications

Select to allow the user to configure network settings.

Select to allow the user to configure authentication settings.

Select to allow the user to configure settings for services.
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Allow Device Select to allow the user to auto-detect and to auto-save a configuration to another
Management VSLM 2 software.

Allow Account Select to allow the user to set up accounts and account groups.

Modification

Allow Event Select to allow the user to modify event settings.

Modification

Allow Log File Select to allow the user to manage log files.

Management

4. To save, click the Add button. A confirmation message displays, and the account displays in
the Administrators Group on the menu tree.

5. Click Administrators on the menu tree. The Account Group Accounts tab opens. The added
user displays in the list.

Adding an Account to an Ethernet or Managed Device Account Group

Administrators assign a user name and email address for each user. The name is for logging in
over the web interface or the command line interface. The vSLM 2 software uses the email
address to send emails to users based on configured alarm settings.

To add an account to an Ethernet Device, Managed Device, or Menu Only Account Group:
Note: In this section, we use the example of an Ethernet account.
1. On the menu, select the account group.

2. Click the Add Account button at the bottom of the table. The following page opens:

Figure 8-41 Add New Accounts to Group (Nonadministrative) - Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device + Name - Reset Logout
A TN P Add New Account to Group "Mgdgrp1*
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+ _|Ethaip3 Password: eess
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+ I Mgdgrp2 Retype:
SICLEEE Email
+ _IMnugrp1
+ _IMnugrp2 Allow Password Change: [+
£ 2 I Password Never Expires: [
+ __ltestmenu
[ 17M-Engineering Change Password on Next Login:
+ X
ITM Finance .
Synchronize Password:
L) Lnng Group Mame Mumber 6300 Y
+ _|Events Enable Dial-Back: Dial Back Mumber-
+ |_|Files 7
# _ ) Ethernet Devices Authentication: Local Only -

+_|Managed Devices Account Group: Mgdgrp1

Add Reset
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3. Enter the following:

Table 8-42 Add New Account to Group - Configure Tab

Name

Password and
Retype

Email

Allow Password
Change

Password Never
Expires

Change Password
on Next Login

Synchronize
Password

Enable Dial-Back

Dial Back Number

Authentication

Account Group
(link)

User ID for logging into the vSLM 2 secure management software. Must be
alphanumeric, start with an alpha, and may include an underscore (_ ).

User's password for logging in to the vSLM 2 software.

User's email address.

Select to allow the user to change passwords. Selected by default.

Select to allow the user to use the current password indefinitely. Disabled by
default.

Select to require the user to change the password the next time the user logs in.
(You may change this setting at any time.)

When the Push Passwords check box on the Maintenance page is selected, the
VSLM 2 software uses the password on all accounts with Synchronize Password
enabled to update accounts on remote SLM, SLC, SCSxx05/20, and RPM/SLP
devices. The accounts must have access rights to and local user accounts on the
devices.

Note: RPM/SLP password synchronization uses SSH and CLI commands not an
SNMP command, so you must provide the sysadmin login and password in the
RPM/SLP device page for RPM/SLP password synchronization to work.
Rebooting the vSLM 2 secure management software for any reason causes it to
ignore user account password changes made but not yet pushed.

Once the vSLM 2 software authenticates them, users with dial-back access can dial
into the vSLM 2 software and enter their login and password. Once the SLC console
manager authenticates them, the modem hangs up and dials them back.

Select the phone number the modem dials back on. It can be a fixed number or a
number associated with their login. If you select Fixed Number, enter the number
(in the format 2123456789).

From the drop-down list, select how the user will be authenticated (Local Only,
Remote Only, or Local & Remote). The default setting is Local Only.

Click the link to view the parent Account Group page.

4. To save, click the Add button. A confirmation message displays.

5. Click the account group name on the menu tree. The account displays in the list of accounts
and in the list on the Accounts tab.

vSLM™ 2 Secure Management Software User Guide 131



8: User Management

Updating or Deleting an Account

Administrators can edit the password, email information, and configuration permissions for an
account and remove accounts from an account group (except for the sysadmin account from the
Administrators Group).

Note: In this section, we use the example of an Ethernet account.

To update an account or remove it from an account group:

1. Inthe menu tree, click a specific account. The following page opens:

Figure 8-43 Manage Account - Configure Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device + Name - Logout
E E C] Manage Account "buguser”
* _lconfiguration Configure | Move | Notes | Help |
= JAFtounts
=4 Administrators
2 buguser
g Name: |buguser Allow Network Modifications:
iKerberos Password: sesssess Allow Authentication Modifications:
LDAP
201 Retype: ssssssss Allow Service Modifications:
RRADIUS Email: buguser@test.com Allow Device Management:
R securd
2 5vsdmin Allow Password Change: Allow Account Modification:
R TACACS ; )
8 Password Never Expires: Allow Event Modification: [
+ _|Ethgrpl pi ]
+ __lEthgrp2 Change Password on Mext Login: || Allow Log File Management:
+ __| Etharp3 .
~ Synchronize Password:
+ I Mgdgrp1 y o
+ _‘IMgdgrpZ Enable Dia-Back: | | Dial Back Number
+ _ImModgmp3 :
| Mnugrpt Authentication: Local Only -
+ _IMnugrp2 Account Group: Administrators
+ _IMnugrp3
+ __ltestmenu
[ 1TM-Engineering Update | | Delete || Reset |

+ [ rTM-Finance
+ [ Long Group Name Number 6300
+_|Events
+ _IFies
¥ __|Ethernet Davices
il _.JManaged Devices

2. To update the account:
a. Make changes as desired.
b. Click the Update button.

3. To remove the account from the account group:
a. Click the Delete button.

b. Inresponse to the confirmation request, click OK. A message confirming the deletion
displays.

c. To verify the deletion, click the account group in the menu. The user is no longer listed.
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Account Commands

Use the following commands to configure local accounts (including sysadmin) to authenticate
users who login to the vSLM 2 software by means of SSH, Telnet, the web, or the console port.

set account add

Syntax
set account add <User Name> group <Group Namel]admin> <parameters>
Parameters

[email <Email Address>]

[auth <local|remote]localremote]disable>]
[allowdialback <enable|disable>]
[dialbacknumber <dial-back number>]

[al lowpwchange <enable|disable>]
[pwneverexpires <enable]disable>]
[changepwnextlogin <enable|disable>]

Description

Creates a new user account.

set account delete

Syntax
set account delete <User Name>
Description

Deletes a user account.

set account edit

Syntax
set account edit <User Name> group <Group Name]admin> <parameters>
Parameters

[email <Email Address|CLEAR>]

[auth <local|remote|localremote]disable>
[allowdialback <enable|disable>]
[dialbacknumber <dial-back number|CLEAR>]
[allowpwchange <enable|disable>]
[pwneverexpires <enable]disable>]
[changepwnextlogin <enable]disable>]

Note: The parameter "email CLEAR"removes the current email.

Description

Modifies a user account.
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set account password

Syntax

set account password <User Name>

Note: Administrators with permission to change passwords must enter the username.
Other users may not enter a username (they are changing their own password).
Description

Configures a user account's password for the vSLM 2 secure management software.

show account

Syntax

show account <User Name>
show account user <User Name>

Description

Displays account information by user name.

show account all

Syntax

show account all
show account

Description

Displays all account names and information.

show account index

Note: Type show account all to display the index.

Syntax
show account index <number>
Description

Displays accounts by index number.
show account search

Syntax

Note: All searches are case insensitive.

show account search name <name>
show account search email <email address>
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Examples

show account search name sys

Description

Searches for accounts by name or email address and displays account information.
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The vSLM 2 database contains information about SLC console managers and other secure IT
management devices (SLK, RPM/SLP, and other SLM units) connected on the network. It may
also contain information about other Lantronix and even non-Lantronix devices on the network, but
you may have limited ability to manage them.

Administrators can enter vSLM 2 software one at a time or, preferably, let the vSLM 2 secure
management software auto-detect them. The vSLM 2 software uses the Lantronix discovery
protocol to auto-detect SLM appliances and other Lantronix devices, Lantronix SCS05/20
discovery protocol to auto-detect Lantronix SCS05/20 devices within a specified IP range, and
SNMP to detect all other devices within a specified IP range.

Auto-Detecting Devices

Auto-detect enables the vSLM 2 software to search for and register Ethernet devices
automatically. When the vSLM 2 software detects an Ethernet device, it also scans the device for
ports and port information. You only need to define search protocols and parameters once; they
are saved for use in any future searches. When the vSLM 2 secure management software
performs a device search, it uses all defined protocols simultaneously.

After performing an auto-detect search once, you need to run it again only if the search protocols
change, or if new (undetected) devices are added to the network.

To add auto-detect devices:

1. Onthe menu, click Configuration > Device Management > Auto-Detect Devices. The
following page opens.

Figure 9-1 Automatic Device Detection Page - Configure Tab

Tahle Field Walue: sysadmin@SLMC413
Ethernet Device v || Name v Logout
SLM
il 0G0 [l Automatic Device Detection
1= _configuration Configure
4 __|Network Settings
#) _| duthentication
+ _Services
= _ADevice Management
B & DetE?:t Devices Lantronix discovery protocal
o IP address Optional Ending IP Timeout
B E LT 265 255 255 255
__JEvents
* _IFiles
# _|Ethernet Devices
__IManaged Devices SMMP an IP range
Starting IP address Ending IP address Timeout  Community IE
100 public

SC5035/20 discovery on IP range
Starting IP address Ending IP address Timeout E
100

Web configuration [https] must be enabled for SC5 detection [d] Atternpt secure channel connections

Use 255.255.255 255 for LDP broadcast Use default password
Use 233.255 255 251 far LDP multicast Use password
All timeout values are in millisecands
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2. Enter the following information:

Notes: The maximum range of IP addresses to enter is 64K entries. We strongly
recommend that you break the intended discovery range into several smaller ranges, to
speed up the discovery process.

The discovery process may take up to 17 hours (1 second timeout for each entry) to
complete for a full range of 64K IP entries; there is no option to cancel during discovery
process.

Table 9-2 Automatic Device Detection - Configure Tab

Lantronix discovery  This protocol discovers SLC console managers and other Lantronix-built devices
protocol on the network.

Note: To discover RPM/SLP and SLK devices, use SNMP; to discover SCSs,
use SCS05/20 discovery. Use IP address 255.255.255.255 to discover all
Lantronix-built devices on the local subnet, and use a remote subnet broadcast
address if the routers in the network forward subnet broadcast packets.

The Lantronix IP multicast address is 239.255.255.251. Any device can join the
239.255.255.251 multicast group by notifying or registering to its subnet router.
vSLM 2 software then sends out a single discovery request, which is delivered to
all devices in that multicast group by routers on different subnets. Once vSLM 2
software gets a discovery response from members, it queries each individual
device for further information.

Note: See [RFC1112] for a description of the basic IGMP protocol.

IP address: Specify the subnet (e.g., 255.255.255.255) to be searched, or if
specifying a range of IP addresses, the IP address at the beginning of the range in
which the vSLM 2 secure management software is to detect devices.

Optional Ending IP: If specifying a range of addresses, enter the IP address at
the end of the range.

Timeout: Number of milliseconds the vSLM 2 software will continue to look for a
device before moving on. The default is 1000.

Note: You may specify more than one protocol search definition before the
search.

SNMP on IP range Simple Network Management Protocol (SNMP) is a set of protocols for managing
complex networks. Enter the following to discover all devices within one or more
ranges of IP addresses on the network.

SNMP requires that you specify a range of IP addresses.

Starting IP Address: The IP address at the beginning of the range in which the
vSLM 2 software is to detect devices.

Ending IP Address: The IP address at the end of the range in which the vSLM 2
software may detect devices.

Timeout: Number of milliseconds the vSLM 2 secure management software will
continue to look for a device before moving on. The default is 100.

Community: An SNMP community is the group to which devices and
management stations running SNMP belong. The default setting is public.

vSLM™ 2 Secure Management Software User Guide 137



9: Ethernet Device Management

SCS05/20 discovery  To locate Lantronix SCS05/20 products on the network, specify:

on IPrange Starting IP Address: The IP address at the beginning of the range in which the
vSLM 2 secure management software is to detect devices.

Ending IP Address: The IP address at the end of the range in which the vSLM 2
software is to detect devices.

Timeout: Number of milliseconds the vSLM 2 software will continue to look for a
device before moving on. The default is 100.

Note: Web configuration must be enabled on an SCS device for the vSLM 2
secure management software to discover it.

Attempt secure To establish a secure channel connection to discovered SLC and vSLM 2
channel connections  software, select the check box and one of the following options:

Use default password: If you select this option, the vSLM 2 software attempts to
set up a secure channel to discovered SLC and vSLM 2 software using the default
sysadmin password of PASS. This is the default option.

Use password: Enter a password to use for secure channel connections to
discovered SLC and vSLM 2 software. If the password has been changed, the
user must manually establish secure channels on the device pages (using the
appropriate password) later.

To add an entry to the current search list, click the right arrow.
To remove an entry from the current search list, select the entry and click the Delete button.

After defining all the searches, click the Search button.

o o M w

If desired, check the progress of the search by clicking the Progress button above the menu.
The table shows how far along the search is towards completion.

Note: You can continue working while the auto-detect process takes place in the
background.

7. To add the detected devices to the menu tree, click the Reload button. When you open the
device groups, the devices display in the proper place on the menu tree.

Note:  When you first auto-detect devices, all devices that respond are entered into the
vSLM 2 software database. You may decide to change the names of these devices (and
ports) to something more meaningful than "SLC" or "Port-1." If you then auto-detect again,
and auto-detect notices these devices again, the vSLM 2 secure management software
retains the names you assigned. If you want to rename a device back to its original name,
change the device name to ? before running the auto-detect. If auto-detect finds a device
with the name ?, the vSLM 2 updates the name to the value the device returns.

Auto-Detect Commands

admin autodetect filter delete

Syntax
admin autodetect filter delete
Description

Deletes one of the current auto-detect search filters.
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admin autodetect filter ltrx

Syntax
admin autodetect filter ltrx <IP range> [timeout <number of
milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155 timeout 1500
timeout: default is 1000ms; range is 1000-60000ms

Description

Sets Lantronix discovery protocol search filters. The ending IP address is optional.

admin autodetect filter scs

Syntax
admin autodetect Ffilter scs <IP range> [timeout <number of
milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155
timeout: default is 100 msec; range is 100-60000 msec

Description

Sets SCS discovery protocol search filters.

admin autodetect filter show

Syntax
admin autodetect filter show
Description

Displays the current auto-detect search filters.

admin autodetect filter snmp

Syntax
admin autodetect Filter snmp <IP range> [community <name>] [timeout
<number of milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155
name: public (default)
timeout:default is 100 msec; range is 100-60000 msec

Description

Sets SNMP protocol search filters.
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admin autodetect start

Syntax
admin autodetect start <one or more parameters>
Parameters

[securechannel <default]password>]
[option <ltrxonly|delnonltrx>}

ltrxonly detects only Lantronix devices

delnonltrx detects only Lantronix devices and removes existing non-Lantronix devices.
Examples

admin autodetect start securechannel default

Attempts secure channel using the default password

admin autodetect start securechannel mypass option delnonltrx

Attempts secure channel using password mypass. Detects only Lantronix devices and removes
existing non-Lantronix devices.

Description

Starts the vSLM 2 auto-detect device process, using the protocol and filters configured.

show progress

Syntax
show progress
Description

Shows the progress of background tasks.

Ethernet Devices

The vSLM 2 secure management software enables you to list all devices, groups of devices, and
individual devices in the vSLM 2 database. These devices have been auto-detected or added
manually. This section shows how the Administrator and Ethernet Device Account groups add
devices manually, edit device settings, and delete devices.

Listing Devices

You can view a list of all devices in the vSLM 2 database. The list may include other Lantronix-built
devices and even non-Lantronix devices.

To list all devices on the network:
1. To view all of detected devices, click Ethernet Devices on the menu.
¢ The All Ethernet Devices page displays all devices in the database to the right.

¢ Product-specific folders are nested beneath the Ethernet Devices folder according to
settings under Properties (Ethernet Device Menu Tree) (on page 166), and all discovered
Ethernet devices are organized within these folders.
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Figure 9-3 All Ethernet Devices Page - List Tab

2. If there are more products than can fit on the screen, scroll forward and backward through the
data using the mouse scroll wheel or the scroll bar in your vSLM window on the far right.

3. Sort the list of products by specific column header by clicking the column header. The list will
be sorted by either alphabetical or numerical values, depending on the column header type.

4. Toggle between ascending and descending product order listing by clicking it again. The
devices will re-order according to that column header in either ascending or descending order.

To list all Ethernet devices of a specific product type:
1. Click Ethernet Devices to expand this folder and view all product-specific folders.

2. Click the product folder representing the product type you wish to view. All products specific to
that folder will appear to the right.

3. Ifthere is more data in a table than fits on the screen, scroll forward and backward through the
data using the mouse scroll wheel or the scroll bar in your vSLM window on the right.

4. Sort the list of products by specific column header by clicking the column header.
5. Toggle between ascending and descending product order listing by clicking it again. The
devices will re-order according to that column header in either ascending or descending order.

For example:

1. Tolistall SLC console managers managed by the vSLM 2 secure management software, click
Ethernet Devices > SLC on the menu tree (see Figure 9-4).

2. Ifyou click the Name column header, all products will list in ascending alphabetical order by
the name of the products.

Clicking the Name column header again will list the products in descending alphabetical order.

4. Clicking the IP Address column header, all products will list in ascending numerical order by
the IP Address of the product.

5. Clicking the IP Address column header again will list the products in descending numerical
order.
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Figure 9-4 Manage “SLC” Group Page - List Tab
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Adding a Device Manually

If you know there is a new device on the network, or for some reason, the vSLM 2 software does
not auto-detect a device, the administrator can manually add it.

To add a device:

Note: Ethernet device pages may differ slightly, depending on the type of device. The
procedure below the examples notes these differences.

1. Onthe menu tree, click Ethernet Devices and then the type of device you are adding (e.g.,
SLC, SLK, Spider, or other Lantronix devices).

2. Click the Add tab. Depending on the device type, one of the following pages or a similar page
displays.

Note: The connection buttons on the right are inactive until the Ethernet device has
been added to the system. See Connecting to Ethernet and Managed Devices (on page
237) for instructions on using the buttons. The TN3270 button is inactive for all Lantronix
devices.
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Figure 9-5 Add SLM Device Page - Configure Tab
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Figure 9-6 Add SLC Device Page - Configure Tab
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LANTRONIX" %

Figure 9-7 Add SLK Device Page - Configure Tab
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Figure 9-9 Add Spider Device Page - Configure Tab
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Figure 9-10 Add Other Lantronix Device Page - Configure Tab
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Figure 9-11 Add Non Lantronix Device Page - Configure Tab

Table: Field: Value: sysadmin@SLM1F4F Group: Administrators

Ethernet Device  ~ Name - | search || Reset | Logout
SLM
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3. Enter the following as required by the device type:

Table 9-12 Manually Added New Device Details

Name (required)

MAC Address
(required)

IP Address
(required)

Model

Location
FW Version
Sub-Location

Secure Channel
(view only)

Link Status
(view only)
Login

(not on VSLM 2)
Password and

Retype Password
(not on VSLM 2)

TCP Port for SSH

Name that identifies the device.
Network (Ethernet) number of the device (on the device label).

Note: Enter all Ethernet addresses in hexadecimal, colon-separated format (e.g.,
12:34:56:AB:CD:EF).

IP address that uniquely identifies the device on the network. There is no default.
Note: Enter all IP addresses in dot quad notation.

Model number of the device. Required for both the RPM/SLP, SCS05/20 and SLB
devices.

Place where the device is installed (e.g., city, building, or room).
Release number of the firmware.
Sub region or location where the device is installed.

Indicates whether the vSLM 2 software has a Lantronix secure channel connection
from the web interface to the command line interface of an SLC console manager
and its ports. The default is No.

Indicates whether or when the vSLM 2 software polled the connection from the
VSLM 2 secure management software to the device.

User name for logging into any Ethernet device that can be logged into using http or
https.

Password for logging into any Ethernet device that can be logged into using http or
https.

Number of the port for establishing an SSH connection to the device or its ports. The
default setting is 22.

vSLM™ 2 Secure Management Software User Guide

146



9: Ethernet Device Management

TCP Port for Telnet

TN3270 Logical Unit

SNMP Read
Community
(SLC, SLB,
RPM/SLP only)

SNMP Write
Community
(SLC, SLB,
RPM/SLP only)

SNMP Trap
Community
(SLC, SLB,
RPM/SLP only)

Current load (SLB
and RPM/SLP - view

only)

Managed Device
(SLC, SLB, SCS,
SLM, and
RPM/SLP only)

Read info from
device

(SLC, SLB, SCs,
SLM, and
RPM/SLP only)

Number of the port for establishing a Telnet connection to the device or its ports.
The default setting is 23 for all devices except WiBox and UDS, which use 9999.

Used by devices that support TN3270 connections.

An SNMP community is the group to which devices and management stations
running SNMP belong. The default setting is public..

A string that acts like a password for an SNMP manager to modify data where
permitted.

A string that is sent along when a trap is broadcast. Only management devices that
are listening for that value process the trap. Management devices that are not
listening for that trap community ignore the trap.

Displays the total current voltage (Amps) for each tower or unit on the SLB or RPM/
SLP devices. A negative value indicates that the current load could not be read from
the device.

If desired, create a managed device from the Ethernet device. For more information,
see Configuring a Managed Device (on page 220).

Note: This field is unavailable if no Managed Device Groups exist in the system.

To associate the Ethernet device with a managed device or managed device group,
select either a specific managed device or a managed device group and click the
Create button. The associated managed device or managed device group will
display in a link providing access to the configuration page for the managed device
or managed device group.

To disassociate the Ethernet device and an associated managed device or
managed device group, click the Defuse button.

If selected, the vSLM 2 software will attempt to update its internal database by
interrogating the physical device. The vSLM 2 software must have a Secure
Channel established to the Ethernet device (or provide the sysadmin login and
password of the Ethernet devices) for this function to work.

Currently, the vSLM 2 secure management software can read the following
information:

¢ SLC: SLC host name, firmware version, device port names, device port
parameters (e.g. baud, flow control), and the vSLM 2 logging parameters for each
port

SCSxx05/20: SCS host name and the port names

vSLM 2: vSLM 2 host name and firmware version

RPM/SLP: RPM/SLP outlet names, wakeup state (if applicable) and outlet IDs
SLB: SLB host name, firmware version, device port names, device port
parameters (e.g. baud, flow control), and the vSLM 2 logging parameters for each
port

L 2R 2R 2R 2

vSLM™ 2 Secure Management Software User Guide 147



9: Ethernet Device Management

Write info to device If selected, the vSLM 2 software will attempt to update the physical device using the

(SLC, SLB, SCs, values currently in its internal database. The vSLM 2 software must have a Secure
SLM, and Channel established to the Ethernet device (or provide the sysadmin login and
RPM/SLP only) password of the device) for this function to work.

Currently, the vSLM 2 secure management software can write the following

information:

¢ SLC: SLC host name, device port names, device port parameters (e.g. baud, flow
control), and the vSLM 2 logging parameters for each port

¢ SCSxx05/20: SCS port names

¢ VSLM 2: vSLM 2 software host name

¢ RPM/SLP: RPM/SLP outlet name and wakeup state (if applicable)

¢ SLB: SLB host name, device port names, device port parameters (e.g. baud,
flow control), and the vSLM 2 logging parameters for each port.

Synchronized If you make a change to an SLC or SLB configuration but only save the change to

(SLC and SLB only) the local database, this field displays No. It will change to Yes if you push the
configuration to the physical device or read or write information to make the
database match the physical device.

Poll If selected, the vSLM 2 software will include this device when performing periodic
polling of Ethernet devices. Selected by default.

Device Ports Select the number of device ports on the Ethernet device.
4. Click the Add button.

5. Click Ethernet Devices and then the device group (e.g., SLC console manager) to which you
added the device. The added device displays at the end of the list and on the menu tree.

Updating or Deleting Ethernet Device Settings

The Administrator and Ethernet Device Account groups can edit settings for secure IT
management (including SLC, SLB, SLK, RPM/SLP, SLB, Spider, and other SLM units) and other
Ethernet devices. They can also delete a device from the vSLM 2 database so that the vSLM 2
secure management software will no longer manage it.

To update an Ethernet device:

1. Onthe All Ethernet Devices or the Manage Group page, click the Edit £4 icon to the left of the
desired device,

OR
On the menu tree, click the name of the desired device. The Configure tab for the device
opens.

Note: An example of the Configure tab for updating an SLC console manager is shown
below.
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Figure 9-13 Update SLC Device Page - Configure Tab

L/\NT NI\,‘J-' Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
/. Ethernet Device ~ Name - Search Logout

SLM
Device "mlislc8048™
E‘_]Conﬁgurﬂﬂ:m CDnﬁgurE orts PerCons | ocalCons Utilities Display Traps \/ v n Notes "Help
Dlrioe i i Wi WS e ety Wi
ccounts
# __|Events
__IFiles
=l JEthernet Devices Name: mislc8048 o MAC 00:20:4A:9D:03:64
Device Locator i
#_lstm IP Address: 172.18.21.61 Model: SLC8048-01
#_lsie B
stk Location: location Version: /-1:0-OR1L
lersion:
[+ __IRPM/SLP
_lsis Sub-Location:
+ _|spider 2 SLM
__lscsos/20 Secure channel: No Link Status: ngV;éast cheched LU EU L Proxy
#_Iscswno 5 : Browse http
_lwiBox Login: sysadmin Password: sessssse
[+ __lups/sps TGP Port for 5 Retype Browse https £l
# _lens SSH: Password. **®***ee
+ __|eps-MD TCP Port for Rick Web Channel

23 Not assigned

__IxPort Telnet: Location:

#1 _|Premier Wave G Secure Channel

(1 _lother Lantronix SNMP Read ublic L ——

[+l __INon Lantronix Community: P

Community:

[#] __IManaged Devices
SNMP Trap Telnet
Community: pubic
TN3270
Managed Device New Device * mgroup_l ~ | Create

Read info from B Write info to B

device: — device: —

Synchronized: No Poll: [¥]

Note: See Connecting to Ethernet and Managed Devices (on page 237) for instructions
on how to use the active connect buttons.

2. Add or update information as desired. In addition to the fields described on Configuring a
Managed Device (on page 220), enter the following for the SLC, SLB, SCS, SLM, and RPM/
SLP devices (see Table 9-12):

¢ Managed Device
¢ Read info from device
¢ Write info to device
3. Click the Update button. When the update is complete, a confirmation message displays.
To delete the device:
1. Click the Delete button.
2. Inresponse to the request for confirmation, click OK. A blank device page opens.

3. Click Ethernet Devices on the menu tree. The deleted device is no longer on the menu tree or
listed on the Device Group page.
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Device Locator

Note: Use of Device Locator is not included with your vSLM 2 installation. Please
contact Lantronix Sales at 800-422-7055 for additional information on enabling Device
Locator.

At times it is desirable for the user to know the physical location of Ethernet devices that are being
managed by the vSLM 2 secure management software. Device Locator takes advantage of the
VSLM 2 software management to assign a specific Row, Cluster and Rack Position to any device
in the vSLM 2 database. Once the physical location of the device has been entered into the
device record (or determined during the discovery process for an SLC/SLB device), users can:

¢ Immediately determine where the device is located on a map representation of the machine
room

¢ Check the names and types of all devices in a specific rack
¢ Access any device using any valid protocol with a single mouse click

To take advantage of this feature, the user must first determine the physical makeup of the
machine room to be managed. How many rows of racks are there? How many clusters exist
within each row (may be 1)? And, finally, how many racks are there in each cluster? The user
should use the actual number or rows, the maximum number of clusters, and the average number
of racks, as these can be added to or deleted from later.

Configuring Device Racks

Click on the Device Locator icon in the tree pane, directly below Ethernet Devices, then click on
the Configure tab. You will be presented with:

vSLM™ 2 Secure Management Software User Guide 150



9: Ethernet Device Management

Figure 9-14 Device Locator - Configure Tab

H {‘\ ], ]‘"‘ ”‘J(“‘h}r‘_’ ﬂ l Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
b Al \ \ - N1 Ethernet Device + Name - Logout
SLM
D D \ Rack and Device Locations
#_I configuration | View | Configure | Assign | Notes | Help |
i+ | Accounts
# _levents
# _IFiles
=l _dEthernet Devices Betine oo
Device Locator Rows: 4
B _Isim
® [ lsic Clusters/Row: 3
gji‘;’:ﬂsw Racks/Cluster: 4
¥ _Isia | submit || Reset |
[ _Ispider —
[+ __Iscsos/20 Add Rack
FJ_ _lscswdo Row:
B _IwiBox
[ _lups/sps Cluster:
B _leps
& _lEps-mp Paosition:
B _Ixport
) Jpramier Wove | Submit | | Reset |
® :
& S RemoveEnp ks
¥ _IManaged Devices RO1CO1P0O2 *
ROICO1PO3 =
ROTCO1PO4 —
RO1C02P01
‘SI.IE RO1C02P02
RO1C0O2P03
RO1CO2P04
RO1CO3P01
RO1CO3P02
RO1CO3P0O3 ~

Enter these values in the "Define Room" section and presses "Submit". The racks are all created
and assigned names based upon their location. For instance, if the machine room is defined with
3 rows, 2 clusters per row, and 5 racks per cluster, then 30 rack objects will be added to the
database. Each rack object will be assigned a name in the format "RrrCccPpp" where "rr" is the
row number, "cc" is the cluster and "pp" is the position within the cluster. Additional racks may be
added at this time should some clusters contain more racks than typical, and empty racks may
also be removed. Note that if a rack is removed from the end of a cluster, then the other racks are
"enlarged" to physically fill out the cluster. If a rack is removed from the middle of a cluster, then a
"hole" is shown in the cluster to indicate an available space.

Assigning Devices to Racks

Once the racks have been configured, you may now assign the Ethernet devices to their
respective racks.

Click on the Assign tab. The Ethernet device assignment page shows:
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Figure 9-15 Device Locator - Assign Tab

LANT NI‘ 4 Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
U ~ermet Device:  ~ [ mame = i
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j z:ﬁiz:’;’x EDS16PR (172.19.220.79)
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I Managed Devices - EDS16PS (172.19.212.86) -
Update

On the left is a drop-down list of all racks in the database. To assign one or more Ethernet devices
to a given rack, first select the rack from the drop down (note Row, Cluster and Position number),
then select one or more of the Available Devices in the rightmost list and use the left pointing
arrow to move them to the Current Devices list. Finally, click on the Update button to send these
changes to the database. Note that devices may be moved between the Current Devices list and
Available Devices list one or more at a time by using Ctrl-click or Shift-click to select multiple
devices. Also note that devices may be "removed" from a rack and placed back in the "Available
Devices" pool by use of the right pointing arrow. Repeat this action to populate more racks.

Viewing Ethernet Device and Rack Locations
To take advantage of your newly defined machine room, click on the View tab:

Figure 9-16 Device Locator - View Tab

L/\NTQON | X Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
Ethernet Device ~ Name by Logout

SLM
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2 Device Locator
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# _|UDS/SDS
Bl _lEps
# _|EDS-MD
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# __|other Lantronix
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# __IManaged Devices

¥ avi-dsm (172.19.231.99) [ HTTP | [ HTTPS | [ Web Channel | [ Secure Channel | [ SSH | [ Telnet
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Note that racks that are populated a rendered in a pale yellow, rather than the gray of an empty
rack. Use the mouse pointer to hover over one of these populated racks and a tool tip appears
giving the name of the rack, along with the device type, name and IP address of all Ethernet
devices in the rack. Furthermore, by clicking on the rack, that rack is highlighted in red and the
bottom of the window is populated with a table containing an entry for each device in the rack.
Each entry contains the icon for the device type (hover over the icon to see the device type in a
tool tip), the name of the device (along with a link to that devices's configuration page), the IP
address of the device, and a series of connection buttons, one for each valid connection that the
vSLM 2 secure management software can make to that device (note that due to actual
configuration settings, some of these connections may not complete.)

One additional note: once a device has been "placed" in a rack, a link appears on that device's
configuration page. By clicking on that link, the Device Locator View page is brought up, with its
rack highlighted in red and all devices in that rack populated in the table below.
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Persistent Connections

Persistent connections are permanent connections made between the vSLM 2 software and an
Ethernet device (e.g., an SLC or RPM/SLP device) that include connection capability for up to five
simultaneous users.

Note: The number of concurrent users may be increased up to a maximum of 25 users.
Please contact Lantronix Sales at 800-422-7055 for additional information.

Some users may have read-only access and may only view all traffic on the connection. Other
users may have read/write access and can type into the connection from the vSLM 2 side. Should
a persistent connection fail (e.g., inadvertently closed by user or a network problem), the vSLM 2
software will detect this condition and attempt to reestablish the connection. All traffic on the
connection may be logged to the vSLM 2 software.

To list existing persistent connections to a device:

1. On a specific device page, click the PerCons tab. A list of existing persistent connections
display.

Note: You may view all Persistent Connections to which you have rights by performing a search.

Figure 9-17 Device Page - PerCons Search

I "\E\\U T"‘jf"“)h\ TAY Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
1 ) # .
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gjiunﬁg"‘:amﬂn ‘Configure | Ports |BGCLSLUERN LocalCons | Utilities | Display | Traps | Modem | Notes | Help |
ccounts
[ _levents Name Console Protocol Time Established d Device Available Logging Enabled Connection Enabled Status
Pl (7 judytest TS SSH  2015-08-28 23:19.07 Yes No Yes Connecting
= _AEthernet Devices 4
Device Locator 20
#_lsim ‘ Add New Persistent Connection H Refresh
H lsic
= _dsik
[+ 4TS (172.18.0.216)

[+ _IrPM/SLP

H L IsiB

[# _Ispider

[+ _lscsos/20

# _Iscswonn

# _Iwisox

[+ __lups/sps

& |_leps

# _Jeps-mp

H _Ixport

[+ _|Premier Wave

# _|other Lantronix

# _INon Lantronix
[#] _IManaged Devices

To view a specific persistent connection to a device:

1. On a specific device page, click the PerCons tab (see Figure 9-17).

2. click the Edit c& icon to the left of the connection. The PerCons page opens.
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Figure 9-18 Device Page - Persistent Connection
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To add a persistent connection to a device:

Parent Ethernet Device: TS

Last Established: 08/28/2015 23:19:07

Managed Device
Available:

Use Parent Login: [
Password” ssseeess
Application:
Reconnect Delay (mins): 1

EOL Translation: LF

1. Onthe PerCons list page, click the Add New Persistent Connection button. The Add

Persistent Connection page displays.

Figure 9-19 Add Persistent Connection

LANTRONIX™ -
Ethernet Device ~ ~ Name

SLM

Value: sysadmin@SLM1F4F Group: Administrators
Logout

o A

__I Configuration
_lAccounts
__lEvents
—IFiles
= _dEthernet Devices
Device Locator
& _Isim
sic
= dsik
AITS (172.18.0.216)
[+ _IRPM/SLP
_lsi8
[+ _Ispider
_Iscsos/20
[+ _Iscson0
_JwiBox
[+ _lups/sps
_leps
[+ _JEDS-MD
_Ixport
[+ _IPremier Wave
__lother Lantronix
[+ __INon Lantronix
__IManaged Devices

Add Persistent Connection

Configure |8 LD

Name:
Protocol: SSH .

Logging Enabled: [

Connection
Enabled: &

Login:
Prompt:
Escape Sequence: \x1BC

Status: Down

Delete

2. Enter the following information:

Parent Ethernet Device: TS

Last Established: Never

Managed Device
Available:

Use Parent Login: ||
Password. essesessse
Application:
Reconnect Delay (mins). 1

EOL Translation: |LF +
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Table 9-20 Add Persistent Connection - Configure Tab

Name (required) Name that identifies the persistent connection.

Protocol From the drop-down list, select the protocol used to make the persistent
connection. The options available depend on the type of Ethernet device.

¢ Secure Channel: SLC, SLB, Spider, and SLM units only

¢ SSH

¢ Telnet

¢ TN3270: A special Telnet program that connects to mainframes. It is only
available if the Ethernet Device is of type Non-Lantronix. No Lantronix devices
use this protocol.

Logging Enabled Select to enable the vSLM 2 software to log the persistent connection.

Connection Enabled Clear this box to define the persistent connection, but not to initiate it. Later, when
you want to activate the connection, return and select this box.

Login If specified, this is the account the vSLM 2 secure management software will use for
logins when establishing the persistent connection. If you select the Use Parent
Login box, this Login field is disabled. If this field is left empty and the Use Parent
Login box is not checked, the user will be prompted for the login name when the
connection is first established.

Prompt Prompt that displays on the CLI when you log into the connection.

Escape Sequence A series of one to ten characters that cause the user to exit the connection.

A suggested value is Esc+C (escape key followed by an uppercase "C"), specified
as \x1BC (default).

Status (view only) Indicates whether the connection is active.

Parent Ethernet Name of the Ethernet device to which the persistent connection is made.

Device (view only)

Last Established Indicates when the persistent connection was made.

(view only)

Managed Device If the parent Ethernet device of this persistent connection is being managed as part

Available of a managed device, then users with access to that managed device will also be
able to connect into this persistent connection.

Use Parent Login If selected, you can log in using the userid and password for the Ethernet device.
The Login and Password fields become inactive.

Password Password for logging into the Ethernet device. (Inactive if you select Use Parent
Login.)

Application When the connection is made, the application will start automatically and keep

running as long as the connection is active.

An example is a program that monitors a system function such as throughput and
sends unusual values to the screen. The application is available to anyone who
attaches to the persistent connection and can be logged.

Reconnect Delay If the connection drops by mistake, the number of minutes to wait between attempts
(min) to reconnect.
EOL Translation Specifify LF or CR for the end-of-line character

3. Click the Submit button. A confirmation message displays, and the persistent connection
displays below the list of the Ethernet device's ports on the menu tree.
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To update a persistent connection to a device:

1. On the PersCon tab, click the Edit £ icon to the left of the desired connection,

OR

On the menu tree, click the name of the desired connection (below the list of ports for a

device). The PersCon page displays.

Figure 9-21 Edit Persistent Connection

Table: Field:
Ethernet Device ~ ~ Name

sysadmin@SLM1F4F Group: Administrators
Logout

FA® I FGY %R

Persistent Connection "judytest"”

__| Configuration Configure | Notes | Help |
| Accounts
_lEvents
_IFiles
=1 A Ethernet Devices Name: |judytest
Device Locator o
[+ _lsim Protocol: SSH -
g j:ti Logging Enabled: [ |
ZAiTS (172.18.0.216) Connection —,
[ _Irpm/sLp Enabled: @
#_lsis oo
[+ _Ispider ONL
[+ __lscsos/20 Prompt:
# _Iscsoan
# _lwiBox Escape Sequence: \x1BC
[# __lups/spbs .
#_ leps Status: Up
H _Ixport

# _|premier Wave

[# _lother Lantronix

# _Inen Lantronix
__Imanaged Devices

2. Add or update the information as desired.
3. Click the Submit button.

To delete a persistent connection to a device:

Parent Ethernet Device: TS
Last Established: 08/28/2015 23:19:07
Managed Device &

Available:

Use Parent Login: )

Password: eessesss

Application:

Reconnect Delay (mins): 1

EOL Translation: LF

Connect |

1. On the PersCon tab, click the Edit £ icon the left of the desired connection,

OR

On the menu tree, click the name of the desired connection (at the end of the list of ports for a

device). The PersCon page displays.
2. Click the Delete button.
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Polling

Only administrators with Allow Device Management set on their account page can access the
global polling page. Any administrator or Ethernet device user with rights to an Ethernet device
can change the "poll flag" for the device. This poll flag enables and disables polling on a device-by-
device basis. The poll flag of a device is enabled by default, but if not selected, even if polling is
turned on, that device will not be polled.

To poll Ethernet devices on the network:
1. Onthe menu, click Ethernet Devices. The All Ethernet Devices page opens.

2. Click the Polling tab. The following page opens.

Figure 9-22 All Ethernet Devices - Polling Tab

Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device  ~ Name - | search || Reset Logout

| WOk AN All Ethernet Devices

# _| configuration L. Polling y

# _|Accounts

# _levents

3 __IFiles

Ethernet devices may be tested for network reachability on a
periodic basis
Configure the frequency to perform these connection tests.

[+ _| Ethernet Devices
1#l __IManaged Devices

Periodically poll. [/
Poll interval (minutes). 2

Auto Modem Failover Count: ()

Last poll: 08/21/2015 22:16

Update H Reset

3. Enter the following information:

Table 9-23 Poll Settings

Periodically poll Select to have the vSLM 2 software poll Ethernet devices on the network at regular
intervals. Disabled by default.
If you select this option, then any Ethernet device that has its "poll* flag set but fails
to respond to Auto Connection Fail Count consecutive polling attempts displays with
a vertical red stripe in its icon on the menu tree.

Note: You can disable polling on a per device basis by clearing the poll flag on an
individual device's page.

Poll interval Number of minutes the vSLM 2 software should wait between polls.
(minutes)
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Auto Connection The following conditions are required for the vSLM 2 secure management software
Fail Count to automatically connect to the SLC console manager through a modem:

¢ Ethernet device polling is enabled.

¢ The SLC device has polling enabled for itself.

¢ The SLC console manager has a modem connection and phone number
configured.

¢ The SLC module has reached the maximum polling failure count (see below).

¢ There is an available modem on the vSLM 2 software.

Enter the number of consecutive times the system must fail to reach the SLC
console manager before the vSLM 2 software will connect through a modem. Enter
0 (zero) to disable this feature.

Once the connection is established, it will remain connected until after either a
successful Ethernet poll or a manual disconnect of the modem by an vSLM 2 user.

Last poll (view only) Time the last poll was performed.

4. To save, click the Update button. A confirmation message displays.
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SLC/SLB Local Connections

SLC/SLB serial connections may be monitored and terminated directly from the vSLM 2 secure
management software. On the device page for an SLC/SLB module, simply click on the LocalCons

tab. That page opens to reveal

Figure 9-24 Device Page - LocalCons Tab
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Ethernet Device * Name - Logout
SLM
Device "lyonslb”
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1 connection

3 Console Port <-> Command Line

Id Port/Service Flw Port/Service User Uptime | |

393:59:19 [T

This table shows the connection ID, the type of connection (SSH, Console, etc), the flow direction,
the Service, the username and how long the connection has been up in hours:minutes:seconds.

To terminate one or more of these connections on the SLC/SLB device, check the connection's
box (the Refresh button changes to Terminate selected connections button) and click on the

Terminate button.

The window will refresh to show the selected connections no longer active.

vSLM™ 2 Secure Management Software User Guide

160



9: Ethernet Device Management

Device Modem

The Modem tab allows you to define modem connectivity between the vSLM 2 secure
management software and the Ethernet device. This can included a PPP profile definition for the
VSLM 2 software to use to communicate with the device if the Ethernet connection should become
severed, or a text profile to be used in call back mode, where the vSLM 2 software calls the SLC/
SLB device, the SLC/SLB device hangs up and then calls the vSLM 2 software back (this for

security purposes).

Note: The phone number of the modem on the vSLM 2 secure management software

and call back mode must be configured on the SLC/SLB device.

1. Onthe All Ethernet Devices or the Manage Group page, click the Edit £ icon to the left of the
desired device and click the Modem tab in the device page which appears.

LANTRON

Figure 9-25 Device Page - Modem Tab
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__Iscsos/20
_Iscsxxan
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2. Enter the following information:

Modem Profile: Disabled
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Table 9-26 Device - Modem Tab

Modem From the drop-down list, select a specific modem for the Ethernet device to use. The
default is Any.
For PPP connections, if you leave Any, the vSLM 2 software will choose any
available modem to use.
For text connections (call back), specify which modem the SLC console manager is
expected to call back on. If you leave Any, the vSLM 2 software will choose the first
available modem, and if the SLC device calls back on another modem, the
connection will fail. If there is only one modem, then it does not matter whether it is
specified or not in text mode.

Modem Profile From the drop-down list, select profile to be used with the connection. The default
setting is Disabled.

Modem Phone The phone number of the Ethernet device that will be contacted.

3. Click the Update button. A Modem Connect or, in the case of an SLC/SLB device, a Call
Back button may display.

¢ The Call Back button allows you to open a window to the SLC/SLB device, view the
connection, and type commands.

¢ The Modem Connect button establishes a PPP connection between the vSLM 2 secure
management software and the remote Ethernet device. It is used when there is a network
interruption and the vSLM 2 software needs to contact the Ethernet device. Click this
button to establish the connection manually.

Note: The Modem Connect button only displays if a modem is present on the
system, a PPP profile is configured on the Ethernet device, the Ethernet device
references a defined vSLM 2 PPP profile, and a telephone number is defined for the
Ethernet device.
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Viewing Session & Audit Log Files, Ping and SNMP Walk
On the Device page, you can view all session log files for the device.

To view session log files:

1. On the Device page, click the Utilities tab. The following page opens:

Figure 9-27 Device Page - Utilities Tab
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MB: @ MB-2 ) Private MIB .1.3.6.1.4.1. 244.1.12

v3Auth: @ D5 | SHA
v3Encrypt @) None ('DES | AES

v3user:
Auth Passphrase:

Privacy Passphrase:

Device session log file names have the following format:

<hostname> <host mac_address>-
<device port numbers>=<username>=<connection type>-<date and time>.log,

where:

Table 9-28 Device Session Log File Name Components

<hostname>

<host_mac_address>

<device_port_number>

Up to the first 8 characters of the hostname of the Ethernet device. If the
hostname is shorter than 8 characters, the hostname section is padded
with ~ characters to reach this length.

MAC Address of the Ethernet device. This is used by the vSLM 2 software
to correlate log files to their corresponding Ethernet devices.

Device port number connected to for this session. This field is set to 0 "00"
for direct connections to the Ethernet device.
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<username> The vSLM 2 user ID that initiated this session.

<connection_type> Session connection type: tnt for telnet, ssh for ssh, or scc for secure
channel.

<date_and_time> Date and time string in the format YYMMDD_HHMMSS

2. From the Device Session drop-down list, select the log you want to view.
3. Click the View button. The contents of the log display on the Display tab.

4. To view an SLC or SLB audit log, select the audit log from the SLC/SLB drop-down list and
click the View button. The contents of the log display on the Display tab.

5. To Ping a device, click on the Ping-V4 button. A pop-up window will appear to display the
resuts of the ping operation.

6. To perform an SNMP walk of either the private MIB for the device or MIB-2, select the SNMP
version. If version 3 is selected, set the v3 Auth, the v3 Encrypt, the v3User, the Auth
Passphrase, and lastly, click on the SNMP Walk button. The resulting output will appear in the
Display tab. Not all devices support this operation or have it enabled. Depending on the type of
device, the SNMP OID for the private MIB may be automatically filled in.

Note: Forinformation about a global option for enabling both device session logging and
SLC port session logging, see Logging in to the vSLM 2 Software (on page 307).

Traps

Traps are notifications of events sent from one device to another. The traps listed below are those
sent by other devices (including SLM, SLC, RPM/SLP, and SLK devices) and received by the
VSLM 2 secure management software. This feature is applicable when you select Enable Traps
Reception on the SNMP Agent page. Examples of traps the vSLM 2 software can receive include:

¢ SNMP Generic Traps:

Cold Start

Warm Start

Ethernet Link Down

Ethernet Link Up

Authentication Failure

EGP Neighbor Loss

SLM Custom Traps (specified in vSLM 2 custom MIBs)

® 6 O & o o

SLC Custom Traps (specified in SLC custom MIBs)
RPM/SLP Custom Traps (specified in RPM/SLP custom MIBS)

* & o o

SLK Custom Traps (specified in SLK custom MIBs)

Note: You can view traps on three levels: All Ethernet devices, Ethernet device group,
and individual Ethernet device.
To view traps for devices listed on the All Ethernet Devices page:

1. Onthe menu, click All Ethernet Devices, then select a specific Ethernet device group, select
the individual device, and then click the Traps tab. The following page opens.
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Figure 9-29 Selected Ethernet Device - Traps Tab
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2. Review the following information:

Table 9-30 Trap Settings

IP Address IP address of the Ethernet device generating the trap.

Time Time the Ethernet device generated the trap.

Object ID Uniquely identifies the trap among all possible traps from all SNMP-capable devices;
it is derived from the trap.

Trap Type Category of trap, for example, device cold/warm start, device Ethernet link up/down,
device authentication failure; it is derived from the trap.

Trap Community Community value.

Device Name of the device sending the trap; it is derived by associating the sender's IP
address to a device name in the vSLM 2 database.

Description Message text in the trap.

Contents The entire contents of the SNMP trap.

To clear or export a trap log:

1. On the top part of the page, enter the following:

Table 9-31 Clear or Export Trap Log Settings

Clear Trap Log Select the check box to clear the trap log.

Export Trap Log To export a trap log, select the check box and enter the range of dates the log you want
to export should cover.
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Filename

Enter the name of the log file to export and select one or both of the following options:
Overwrite Existing File: Replace an existing log file with the one being exported.

Remove Exported Rows: Removes exported rows of Trap data from the database so
they will not be perceived as new traps in future viewings.

2. Click the Update button.
3. To clear the table, click the Clear Trap Table button.

Properties (Ethernet Device Menu Tree)

The system administrator can control the display of Ethernet device folders in the tree menu.

To configure the Ethernet device menu tree:

1. Onthe menu, click Ethernet Devices, then click the Properties tab. The following page

opens:

Figure 9-32 All Ethernet Devices Page - Properties Tab
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2. Enter the following:

Remove existing SLM devices from database

Remove existing SLC devices from database

Remove existing SLK devices from database

Remove existing RPM/SLP devices from database
Remove existing SLB devices from database

Remove existing Spider devices from database
Remove existing SCS05/20 devices from database
Remove existing SCSxx00 devices from database
Remove existing WiBox devices from database
Remove existing UDS/SDS devices from database
Remove existing EDS devices from database

Remove existing EDS-MD devices from database
Remove existing XPort devices from database
Remove existing Premier Wave devices from database
Remove existing Other Lantronix devices from database

Remove existing Non Lantronix devices from database
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Table 9-33 All Ethernet Devices - Properties Tab

Ethernet Device For each device group, select one of the following options from the drop-down list:

Groups + Always: Device folder displays whether populated or not. This is the default

setting for the vSLM 2, SLC®, SLK®, and RPM/SLP® device folders.

¢ Always/No Ports: Device folder displays whether populated or not. For each
device, the folder will display the main device, but none of the ports or outlets/
power ports for the device.

¢ Never: Device folder does not display, even if populated.

¢ Populated: Device folder displays only when populated. This is the default setting
for the SCS05/20, SCSxx00, SLB®, Spider®, WiBox®, UDS/SDS™, EDS, EDS-
MD®, XPort®, PremierWave®, other Lantronix and non-Lantronix device folders.

¢ Populated/No Ports: Device folder displays only when populated. For each
device, the folder will display the main device, but none of the ports or outlets/
power ports for the device.

¢ Don't Detect: Prevents devices of this type from being auto detected.

3. Toremove all devices of a type currently in the vSLM 2 database, select its checkbox.
Note: Check boxes are active only if you change the display mode to Don't Detect.

4. To save, click the Submit button.

Port Access

The Port Access tab is available for SLC, SLB, RPM/SLP, Spider and UDS/SDS devices and
provides the following:

SLC devices: Connection to serial ports.
SLB devices: Connection to serial ports and access to the port page for power ports.
RPM/SLP devices: Access to the port page for power ports.

Spider devices: KVM access to devices connected to a Spider device.

® 6 ¢ o o

UDS/SDS devices: Manage connections between UDS/SDS ports.
To connect to an SLC port:
1. Onthe menu, click Ethernet Devices > SLC. The Manage SLC Group page opens.

2. Click the Port Access tab. A list of all SLC console managers displays, along with all of their
ports. Numbered squares represent the ports.

Note: Hovering over a port reveals the port name.

vSLM™ 2 Secure Management Software User Guide 167



9: Ethernet Device Management

Figure 9-34 Manage SLC Group - SLC Tab
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[7] Auto Refresh

Click the SLC port to open a Secure Channel connection.

To connect to an SLB port or access its port page:

1.
2.

On the menu, click Ethernet Devices > SLB. The Manage SLB Group page displays:

Click the Port Access tab. A list of all SLB modules and their IP addresses displays, along
with all of their ports and the power load of each port.

Note: Hovering over a port reveals the port name.
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Figure 9-35 Manage SLB Group - Port Access Tab
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Color-coded numbered squares represent the ports:
¢ Green = serial ports
¢ Red = power port on
¢ Blue = power port off
¢ Gray = power port state unknown (the device may not be responding)
3. You have the following options:
¢ To open a Secure Connection with a serial port, click the corresponding green square.
¢ To open an SLB port page, click the corresponding red or blue square.
To access an RPM/SLP port page:

1. Onthe menu, click Ethernet Devices > RPM/SLP. The Manage RPM/SLP Group page
displays:

2. Click the Port Access tab. A list of all RPM/SLP power managers displays, along with all of
their ports and the power load of each port.

Note: Hovering over a port reveals the port name.
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Figure 9-36 Manage RPM/SLP Group - Port Access Tab
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Color-coded numbered squares represent the ports:
¢ Blue = power port off
¢ Red = power port on
¢ Grey = power state unknown (device may not be responding)
3. Click the port whose port page you want to open.
To gain KVM access to a device connected to a Spider unit:
1. On the menu, click Ethernet Devices > Spider. The Manage Spider Group page displays.

2. Click the Port Access tab. All Spider devices in the system display as boxes with IP
addresses. Some boxes may display the current view of the device the Spider is controlling.
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Figure 9-37 Manage Spider Group - Port Access Tab
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3. Click the screen image to open a Spider KVM session to that device.

To refresh

the Port Access tab:

1. You have two options:

¢ To

refresh the port information automatically every two minutes, select the Auto Refresh

check box and click the Refresh button.

¢ To

refresh the port information once, clear the Auto Refresh check box and click the

Refresh button.

To manage UDS/SDS port connections:

1. Onthe
opens.

menu, click Ethernet Devices > UDS/SDS. The Manage UDS/SDS Group page

2. Click the Port Access tab. A list of all current UDS and SDS port connections displays, along
with drop down lists of the unmanaged UDS/SDS ports.
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Figure 9-38 Manage UDS/SDS Group - Port Access Tab
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Delete checked connections: | Delete

To have the vSLM 2 software connect two UDS/SDS ports automatically:
Select Device 1 from the drop down list.
Select the Serial Port for Device 1.

Select Device 2 from the drop down list.

1
2
3
4. Select the Serial Port for Device 2.
5. Choose the port for the connection (defaults to 10001).
6. Select the Protocol (TCP or UDP).

7. Click on the Create button.

The vSLM 2 software will attempt to log into both UDS/SDS devices and set up the requested
connection. vSLM 2 secure management software will be offered in a future release.

To delete a connection, check the box to the right of the connection to be terminated and click on
the Delete button.

Updating Passwords in Bulk

The administrator and Ethernet device users can perform bulk password updates on multiple
devices in the local database. These changes can also be pushed to remote SLM, SLC, RPM/
SLP, and SCS05/20 devices.

¢ The user has access to the device.

¢ The current user ID on the device matches the Login field.

¢ The current password on the device matches the Current Password field.

¢ The device type matches one of the types selected on the page described below.
To perform a bulk password update:

1. Onthe menu, click Ethernet Devices and then the Passwords tab. The following page
opens:
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Figure 9-39 All Ethernet Devices Page - Passwords Tab
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Bulk password update allows multiple Ethernet Device objects on the SLM to have their local
password changed with one command. For a device to have its password changed it must:

e ® Be reachable by the current user

,t: _lsic ® Be using the Login

#H _lsik ® Be using the Current Password

# _IRPM/SLP ® Be one of the device types selected

# _ls18
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2. Enter the following:

Table 9-40 Settings to Update Passwords in Bulk

Login Enter the login currently used by the devices whose password you want to
change.

Current Password Enter the password currently used by the devices whose password you

want to change.

New Password and Retype
Password

SLM, SLC, SLK, RPM/SLP,
SCS05/20, SCSxx00, SLB,
Spider, WiBox, UDS/SDS,
EDS, EDS-MD, XPort,
PremierWave, Other
Lantronix, Non Lantronix

Enter a new password for accessing the devices.

Select the check box for each type of device whose password you want to
change.

Push Passwords to Devices Select the checkbox when you want to push the password change to
remote SLM, SLC, RPM/SLP, and SCS05/20 devices.

3. Click the Update button. A confirmation message displays.
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Changing SNMP Settings for SLC, SLB and RPM/SLP Devices in Bulk

For security reasons, some companies change SNMP communities frequently. The administrator
can change the SNMP communities for multiple devices at the same time. To change the SNMP
communities of an SLC, SLB or RPM/SLP device, the current user must be able to access it.

To perform a bulk SNMP update:

1. Onthe menu, click Ethernet Devices and then the SNMP tab. The following page opens:

Figure 9-41 All Ethernet Devices Page - SNMP Tab
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All Ethernet Devices

SNMP

Bulk SNMP Community update allows multiple SLC, SLB and RPM/SLP objects to have their
read, write and/or trap communities changed with one command. For a device to
have its SNMP communities changed it must be reachable by the current user.

SNMP Read Community:
SNMP Write Community:

SNMP Trap Community:

Push to all devices:

Update Reset

2. Enter the following:

Table 9-42 Settings to Update SNMPs in Bulk

SNMP Read
Community

SNMP Write
Community

SNMP Trap
Community

Push to all devices

An SNMP community is the group to which devices and management stations
running SNMP belong. The default setting is public.

Because SSH-to-RPM/SLP authentication may take a long time, this setting allows
the user to choose SNMP support, which is faster.

A string that acts like a password for an SNMP manager to modify data where
permitted.

A string that is sent along when a trap is broadcast. Only management devices that
are listening for that value process the trap. Management devices that are not
listening for that trap community ignore the trap.

Select this check box to upload these SNMP settings to all devices of the same type
(SLC, RPM/SLP, or SLB device) in the
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3. Click the Update button. A confirmation message displays.

Note: To clear all values before saving, click the Reset button.

SLM Proxy

The vSLM 2 secure management software can act as a proxy server, allowing users outside the
internal network to connect to devices securely through the vSLM 2 software. You can set most
devices to connect through the vSLM 2 management software. The SLM proxy feature is not
limited to connections between the vSLM 2 software's two Ethernet ports; the remote device can
even be located on the same subnet as the client browser.

To use the VSLM 2 secure management software as a proxy server:

1. Onthe menu, click Ethernet Devices. The All Ethernet Devices page displays.

2. Click the SLM Proxy tab. The tab displays a list of all the Ethernet devices with a column for
each method of connection.

Figure 9-43 All Ethernet Devices - vSLM 2 Proxy Tab
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Three types of check boxes display on the page:
¢ Active check boxes in the HTTP and HTTPS columns

¢ Inactive selected check boxes indicate devices that are automatically set for proxy

¢ Inactive unselected check boxes indicate devices that cannot be set for proxy
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3. To enable a device to use the vSLM 2 software as a proxy in conjunction with HTTP or
HTTPS, select the appropriate checkbox.

Note: You may select Proxy in conjunction with these protocols and others on the
configuration page for an individual device.

Ethernet Device Commands

set ethernetdevice add

Syntax

set ethernetdevice add <New Device Name> mac <MAC> ipaddr <IP Address>
type <slIm]slc|slc80xx|slk]rpm|slb]spider|scs0520]scsxx00]|
wibox|uds]eds|edsmd]xport]pwave|other|non>
[model <Model of Device>]
[portcount <comma separated # of ports on each unit>] (default 0)

Examples

To add a new SLC with 16 ports:

set eth add DeviceName mac 11:22:33:44:55:66 ipaddr 172.19.220.64
type slc portcount 16

To add a new RPM with 16 ports on master and 8 ports on 3 expansion units:
set eth add DeviceName mac 11:22:33:44:55:66 ipaddr 172.19.220.64
type rpm portcount 16,8,8,8 model 'Sentry4 STV-6502M"

Description

Create a new ethernet device and optional ports.

set ethernetdevice assign

Syntax
set ethernetdevice assign <Device Name|lP Address> group
<ethernetDeviceGroup> [remove]

Examples

set eth assign SLC-19 group Eth-Users-1
set eth assign 172.19.220.64 group Eth-Users-3 remove

Description

Assigns or removes permissions for an Ethernet device by name.
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set ethernetdevice config

Syntax

set ethernetdevice config <Device Name or IP Address> <one or more
parameters>

Parameters

[delete]

[dialout <Dial Account Name]enable]disable> phonenumber <phone number>]
[disconnect modem]

[name <Device Name>]

[mac <MAC address>]

[ipaddr <IP Address>]

[location <Location|CLEAR>]
[sublocation <Sub-Location]|CLEAR>]
[login <Loginname>]

[model <Model>]

[readinfo]

[sshport <TCP Port for SSH>]
[tnport < TCP Port for Telnet>
[tn327001u <Logical Unit>

[version <Version>]

Examples

To refresh SLC database info from device:
set eth config slc-device readinfo
Description

Finds Ethernet devices by device name or IP address and modifies device parameters.

set ethernetdevice delete

Syntax

set ethernetdevice delete <Device Name or IP Address>
[portnumber <port number or port number range>]
port number range: for example: 1-4

Examples

set eth delete slc-waimea

set eth delete slc-waimea port 5
set eth delete slc-waimea port 1-5
set eth conf slc-waimea delete

Description

Finds a port by ethernet device name or IP address with port number, or just IP address and
deletes it.
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set ethernetdevice port

Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <Port
Number> <one or more parameters>

Parameters
[name <New Port Name>]

[state <on|off|cyclepowers>] (available for RPM/SLP, SLB and Spider Duo® devices
only)

Powers Ethernet device port on or off.

Examples

To power up an RPM/SLP outlet 2;

set eth port slp-sunset po 2 state on

You may specify a comma separated outlet list to control multiple outlet at once.
To power up an RPM/SLP outlet port list 1-3,6,8-14:

set eth port slp-sunset po 1-3,6,8-14 state on

Description

Finds a port by device name or IP address with the port number and modifies port parameters.

set ethernetdevice sync

Syntax

set ethernetdevice sync <Device Name or IP Address>

Parameters

set ethernetdevice sync <Device Name or IP Address> action <read|write>
Description

Finds an Ethernet device using device name or IP address and synchronizes device information.

show device

Note: Entries are not case sensitive.

Syntax
show device <device name>
Description

Searches for and displays Ethernet or managed devices by device name and displays device
information.
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show device all

Syntax

show device all
show device index <number>

Description

Displays all Ethernet and managed devices.

show ethernetdevice account

Syntax
show ethernetdevice account <accountName>
Description

Displays all Ethernet devices viewable by the specified user account.

show ethernetdevice accountgroup

Syntax
show ethernetdevice accountgroup <accountGroup>
Description

Displays all Ethernet devices viewable by users whose accounts belong to the specified account
group.

show ethernetdevice all

Syntax
show ethernetdevice all
Description

Displays all Ethernet device information.

show ethernetdevice config

Syntax
show ethernetdevice config <Device Name or IP Address>
Description

Finds an Ethernet device using device name or IP address and displays device information.

show ethernetdevice firmware

Syntax
show ethernetdevice firmware
Description

Displays firmware versions of all Ethernet devices managed by the vSLM 2 software.
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show ethernetdevice group

Syntax

show ethernetdevice group <Group Name> [Ffirmware]
group name: SLM, SLC, SLK, RPM, SCS, SCSX, SLB, SPDR, WiBox, UDS, EDS,
EDSMD, Xport, PWave, other, non

Note: Ethernet device group names are not case sensitive.

Description

Displays Ethernet devices by device group.

show ethernetdevice index

Syntax
show ethernetdevice index <number>
Description

Displays Ethernet devices by index.

show ethernetdevice port

Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber
<Port Number>

Description

Finds an Ethernet device using device name or IP address and displays port information.

show ethernetdevice search device

Syntax
show ethernetdevice search device <one or more parameters>
Parameters

[name <Device Name>]
[ipaddr <IP Address>]
[location <location>] [firmware <version number>]

Note: Search entries are not case sensitive.

Example

show ethernetdevice search device name slc firmware 4
Description

Displays all devices that match the criteria entered. For example, if you specify name slc, the
VSLM 2 secure management software searches for all devices whose name starts with s1c.
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Persistent Connection Commands

set persistent add

Syntax

set persistent add <persistentConnectionName> ethernetdevice
<ethernetDeviceName]| IP>

Parameters

[protocol <Secure|SSH|Telnet]TN3270>] (default SSH)
[logging <enable]disable>] (default disable)
[managed <enable]disable>] (default enable)

[active <enable]disable>] (default enable)
[parentlogin <enable]disable>] (default disable)
[login <loginAccount>]

[password <loginPassword>]

[prompt <promptString>]

[application <applicationName>]

[escapesequence <escapeString>] (default is "\x1BC")
[reconnectdelay <1-999>] (default is 1)
[eoltranslation <cr | 1>]

Description

Creates a new persistent connection.

set persistent edit

Syntax
set persistent edit <persistentConnectionName>
Parameters

[ethernetdevice <ethernetDeviceName]l1P>]
[protocol <Secure|SSH|Telnet]TN3270>]
[logging <enable]disable>]

[managed <enable]disable>]

[active <enable]disable>]
[parentlogin <enable]disable>]

[login <loginAccount>]

[password <loginPassword>]

[prompt <promptString>]

[application <applicationName>]
[escapesequence <escapeString>]
[reconnectdelay <1-999>]
[eoltranslation <cr | 1T>]

Note: For the edit command, the ethernetdevice parameter is necessary only to
discriminate between two or more persistent connections that are visible to the current
user and are using the same name.

Description

Modifies an existing persistent connection.
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set persistent delete

Syntax
set persistent delete <persistentConnectionName> [ethernetdevice
<ethernetDeviceName| IP>]

Note: Forthe delete command, the ethernetdevice parameter is necessary only to
discriminate between two or more persistent connections that are visible to the current
user and are using the same name.

Description

Deletes a persistent connection.

show persistent

Syntax

show persistent [[name] <persistentConnectionName>][device
<devname| IP>][all]

Notes:

¢ The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same
name.

¢ The <devname> following device may be the name of an Ethernet device or the
name of a managed device. Persistent connections automatically belong to managed
devices that have an Ethernet device component that has persistent connections
defined.

Description

Displays one or more persistent connections.

connect persistent

Syntax
connect persistent <persistentConnectionName> [device <devname]IP>]
Notes:

¢ The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same
name.

¢ The <devname> following device may be the name of an Ethernet device or the name
of a managed device. Persistent connections automatically belong to managed
devices that have an Ethernet device component that has persistent connections
defined.

Description

Connect to an existing persistent connection.
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Trap Commands

show traplog index

Syntax

show traplog <number> <parameters>

Syntax

[device <Device Name or IP Address>]

[group <group name>]

[lastminutes <minutes>]

[date <MMDD>]

[date <MMDD-MMDD>]

group name: SLM, SLC, SLK, RPM, SCS, SLB, SPDR, WiBox, LTRX or other.

Examples

show traplog

List of traplog files.

show traplog lastminutes 5

List traplog files modifed in last 5 minutes.

how traplog date 0205

List traplog files last modifed on 0205.

show traplog date 0205-0209

List traplog files last modifed between 0205 and 0209.
show traplog index 3

Display the specified traplog from top.

show traplog index 3 top 10

Display the first 10 lines of specified traplog from top.
show traplog index 3 tail 15

Display the last 15 lines of specified traplog from tail.
show traplog index 3 lastminutes 5
Display traplog by the index '3'.

To get this index, type 'show traplog lastminutes 5
show traplog index 3 date 0205

Display traplog by the index '3'.

To get this index, type 'show traplog date 0205'.
show traplog index 3 date 0205-0209
Display traplog by the index '3'.

To get this index, type 'show traplog date 0205-0209".
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show traplog index 3 top 10 lastminutes 5
Display the first 10 lines of traplog by the index '3'.

To get this index, type 'show traplog lastminutes 5.
show traplog index 3 tail O lastminutes 5
Display the traplog by the index '3' from talil.

To get this index, type 'show traplog lastminutes 5.

Description

Displays all current trap log information. The index number displays detailed information about a
selected traplog.

show traplog device

Note: Type show traplog to display the index.

Syntax
show traplog device <Device Name or IP address> [index <number>]
Description

Displays the current trap log information for an Ethernet device using device name, IP address, or
index number.

show traplog group

Note: Type show traplog group to display the index.

Syntax

show traplog group <Device Group Name>
Group name: SLM, SLC, SLK, RPM, SCS, SCSX, SLB, SPDR, WiBox, UDS, EDS,
EDSMD, Xport, PWave, other, non

Description

Displays the current trap log information for an Ethernet device group by index number.

Ports

Administrators and Ethernet device users with rights to an Ethernet device can list, add, update,
delete, and interact with its ports. Managed Device users can only interact with managed devices
(which may manage one or more ports, and/or a local Ethernet device) that they have permissions on.

Note: Port pages may differ slightly, depending on the type of Ethernet device. The
procedures below note these differences.
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Viewing a List of Ports

You can view a list of all ports on any Ethernet device that has ports (e.g., SLC, SLK, RPM/SLP, or
other devices).

To view port information:

1. On the Device page for the Ethernet device, click the Ports tab. The following page opens.

Figure 9-44 Device - Ports Tab

L/\NT?ON | X Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
Ethernet Device = Name - Logout
SLM
Fi™ ) Device "mislc8048"

# _| configuration .Dl il ' . i‘\i}f‘f:. .i I:. . od L‘i .“-': ’.

) Accounts

# _IEvents Name Port Number Console Log Enabled Log Time Frame Max Log Size (KB) Byte Threshold ||

_IFiles = =

e £ Port-1 1 mislc8048 No 30 256 1024 O

[l Device Locatar £4 Port-2 2 misic8048 No 30 256 1024 =

E—;SLM £2 Port3 3 mislc8048 No 30 256 1024 ]

= SLC - —

+] 2 mislcas (172.18.21.66) £ Portd 4 misic8048 No 30 256 1024 ]

2 mislcan4s (172.18.21.61) E4 Port-5 5 mislc8048 No 30 256 1024 ]

Eislbdb““ (172.19.39.253) £4 Port6 6 mislc8048 No 30 256 1024 B

slc16_glenn (172.19.39.254) = —

Bl sy | B P |7 mislc8048 No 30 256 1024 [

= slc4657 (172.19.213.8) 4 Port8 8 misic8048 No 30 256 1024 |

(#] #4islc38_glenn_1 (172.19.100.90 £ Port-9 @ mislc8048 No 30 256 1024 )

5 glcS5e3s (172.19.100.116) =

o £Z Port-10 10 mislc8048 No 30 256 1024 E|

olemdu (17219.100.125) (4 Port11 11 mislc8048 No 30 256 1024 |

ﬁis\ckeﬁsom (172.19.100.22: (£ Port-12 12 mislc8048 No 30 256 1024 )

slcRefreshR17_167 (172.19.2! —

(ol s (£ 1 bty [:} Port-13 13 mislc8048 No 30 256 1024 \:!

B stk £Z4 Port-14 14 mislc8048 No 30 256 1024 O

B _IRPM/SLP £2 Port-15 15 mislc8048 No 30 256 1024 =

& _lsts £ Port-16 16 misic8048 No 30 256 1024 &

i+ _Ispider =

& _lscsos/20 £Z Port-17 17 mislc8048 No 30 256 1024 O

Ejscsnﬂu £Z Port-18 18 mislc8048 No 30 256 1024 ]
& _IwiBox N

B Cluns sbs L/? Port-19 19 mislc8048 No 30 256 1024 E!

@ leps £4 Port-20 20 mislc8048 No 30 256 1024 ]

i _leps-MD £4 Port21 21 mislc8048 No 30 256 1024 ]
B _IxPort 2

Port-22 22 Islc8048 N 30 256 1024

# __Ipremier Wave Q & s = E‘

3 ot bt £ Port-23 23 mislc8048 No 30 256 1024 ]

& _Inon Lantronix £4 Port-24 24 misic8048 No 30 256 1024 [T

[l

81 Managed Devices 4 Port25 25 mislc8048 No 30 256 1024 (@]

(A Port-26 26 mislc8048 No 30 256 1024 B

EZ Port-27 27 mislc8048 No 30 256 1024 |

(A Port-28 28 mislc8048 No 30 256 1024 0

(A Port-29 29 mislc8048 No 30 256 1024 (=

(2 Port-30 30 mislc8048 No 30 256 1024 O

£ Port31 31 mislc8048 No 30 256 1024 0

(2 Port-32 32 mislc8048 No 30 256 1024 ]

(R Port-33 33 mislc8048 No 30 256 1024 O

£ Port-34 34 mislc8048 No 30 256 1024 O

R Port-35 35 mislc8048 No 30 256 1024 O

£ Port-36 36 mislc8048 No 30 256 1024 O

£Z Port-37 37 mislc8048 No 30 256 1024 O

£ Port-38 38 mislc8048 No 30 256 1024 ]

£4 Port-39 39 mislc8048 No 30 256 1024 0

£ Port-40 40 mislc8048 No 30 256 1024 I

EZ Port-41 41 mislc8048 No 30 256 1024 O

(2 Port-42 42 mislc8048 No 30 256 1024 7

EZ Port-43 43 mislc8048 No 30 256 1024 O

(2 Port-44 44 mislc8048 No 30 256 1024 0

E& Port45 45 misic8048 No 30 256 1024 E

£4 Port-46 46 mislc8048 No 30 256 1024 I

£Z Port47 47 mislc8048 No 30 256 1024 |

‘A Port-48 48 mislc8048 No 30 256 1024 =

2 [

48 items
Create Managed Devices  for checked ports: mgroup_1 ~ | Update Add Port
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2. View the following information about each port:

Table 9-45 Device - Ports Tab

Name

Port Number

Console
Log Enabled

Log Time Frame

Max Log Size (KB)

Byte Threshold

Port Status (RPM/
SLP and SLB only)

Adding a Port

Name of the Ethernet device port.

Number of the Ethernet device port (e.g., a number between 1 and 48 for the SLC
48 device).

Name of the parent Ethernet device.
Indicates whether logging has been enabled for this port.

Note: To enable or disable port logging for one or more ports, select the check
box for each affected port, and select Enable Port Logging or Disable Port
Logging from the drop-down list at the bottom of the page.

Only SLC devices that have established a secure channel connection can have
ports with logging enabled.

For SLC v3.1 and later v3.x (but not v4.0): The maximum time frame in hours
before a new log file is created. The default setting is 1 hour.

For SLC v4.0 and later: The maximum time frame in seconds before the SLC
console manager sends data to the vSLM 2 software. The default is 30 seconds.

Maximum size of each log file in kilobytes. Once it is reached, a new log file is
created. The default setting is 256 KB.

For SLC v4.0 and later: The number of bytes the SLC device port receives before
it forwards them to the vSLM 2 software. For example, a threshold preset at 128
characters means that as soon as the SLC console manager receives 128 bytes of
data on this particular device port, it captures log data and sends it to the vSLM 2
secure management software. The minimum byte threshold is 1, and the default is
1024.

Indicates whether the port's power is on or off.

Administrators and Ethernet device users with rights to a device may add ports to that device. This
is useful when a device does not automatically report port information.

To add a port:

Notes:

¢ The example below shows how to add an SLC port. Ports on other devices do not
require extra port information such as baud and flow control).

¢ During auto detect, if an SLC device does not have SNMP enabled, it will not retrieve
these extra SLC port parameters. Then this SLC device is marked with an internal flag
to indicate that those port parameters are incorrect. When this flag is set, the user
cannot perform a "Write info to device" as this would push incorrect port settings back
to the SLC device. This flag is cleared if the user did a "Read info from device" or
manually modified one of the SLC device port settings. After this flag is cleared, the
user can perform "Write info to device."

1. On the Ports tab of the Device page, click the Add Port button at the bottom. The following

page opens:
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Figure 9-46 New SLC Port Page - Configure Tab

Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device = Name - Search | | Reset Logout
SLM
\ \ New Port
* _I configuration Configure Display | Notes | Help
[# _|Accounts
# _lEvents
B __IFiles
= _AEthernet Devices Port Number: 33 ~ Parent Ethernet Device: slcRefreshR17_167
[Z] Device Locator "
B Name: Parent Device Type: SLC
B %SLC Log Enabled: || Log Time Frame (seconds). 0
¥ = mlslc48 (172.18.21.66)
mislc8048 (172.18.21.61) Max Log Size (KB): 256 Byte Threshold- 1024
Ibdb40 (172.19.39.253) .
< 5ic16_glenn (172.19.39.254) Receiving SLM(s): Break Sequence: \x1bB
;slc4331 (172.19.250.119) Managed Device: None Browse http
A slc4657 (172.19.213.8) Data Settings
4 slc48_glenn_1 (172.19.100.8C )
= slc5e35 (172.19.100.116) Baud: 9600 ~ Data Bits: 8 ~ Browse https
4 slca508 (172.19.250.120) StopBits 1 ~ Parity: None v
! slc-md-u (172.19.100.125)
| slcRef250120 (172.19.100.22: Flow Control: None - Enable Logins: [ Web Channel
4 slcRefreshR17_167 (172.19.2! .
¥ =4 tsslc32 (172.18.0.107) Hardiiare Signal s ch I
5 Sl i ecure Channe
i Triggers ]
[+ __IRPM/SLP Check DSR on Connect: Disconnecton DSR: |||
B _lsis IP Settings $5H Connection
1+ _Ispider = I
# _lscsos/20 Enable Telnet In: [ Port: 2033 Authenticate: [ |
Telnet
# _Iscsxx00 s
3 e Enable SSHIn: | | Port: 3033 Authenticate: ||
[t _lups/sps Enable TCP In- [] Port 4033 Authenticate: [
B _leps
[*] _JEps-Mp Terminal Rows: 24 Terminal Columns: 80
E __Ixport
¥ _IPremier wave
* _lother Lantronix | Add ‘ ‘ Reset Delete

[ __INon Lantronix
1+ __IManaged Devices

Note: The connection buttons on the right are inactive until you save the port. See

Connecting to Ethernet and Managed Devices (on page 237) for instructions on using the

buttons.)

2. Enter the following information:

Port Number

Parent Ethernet
Device (view only)

Name

Parent Device Type
(view only)

Table 9-47 New Port - Configure Tab

Number of the Ethernet device's port (e.g., a number between 1 and 48 for the SLC
48 device). The system offers all unassigned ports up to 16 above the current

highest port number.

Name of the Ethernet device.

Name of the port (e.g., name of the device to which it is attached).

Ethernet device type (e.g., SLC, SLM, SLK devices).
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Log Enabled

Log Time Frame

Max Log Size (KB)

Byte Threshold

Receiving SLM(s)

Break Sequence

Managed Device

Indicates whether logging is enabled on the port. Disabled by default.

Note: To enable or disable port logging for one or more ports, select the check box
for each affected port, and select Enable Port Logging or Disable Port Logging from
the drop-down list at the bottom of the page.

Only SLC/SLB devices that have established a secure channel connection can
have ports with logging enabled.

For SLC v3.1 and later v3.x (but not v4.0): The maximum time frame in hours
before a new log file is created. The default setting is 1 hour.

For SLC v4.0 and later: The maximum time frame in seconds before the SLC
console manager sends data to the vSLM 2 software. The default setting is 30
seconds.

Maximum size of each log file in kilobytes. Once it is reached, a new log file is
created. The default setting is 256 KB.

For SLC v4.0 and later: This is the number of bytes the SLC device port receives
before it forwards them to the vSLM 2 software. For example, a threshold preset at
128 characters means that as soon as the SLC console manager receives 128
bytes of data on this particular device port, it captures log data and sends the
received data regarding this device port to the vSLM 2 secure management
software. The minimum byte threshold is 1, and the default is 1024.

An SLC port can log its port data to one, two, or three SLM units at the same time.
This field shows the IP address(es) of any SLM management appliance(s) that are
receiving log data from this particular SLC port. These IP addresses need not
necessarily include the SLM unit you are looking at.

A series of one to ten characters users can enter on the command line interface to
send a break signal to the external device. A suggested value is Esc+B (escape
key, then uppercase "B" performed quickly but not simultaneously). You would
specify this value as \x1bB, which is hexadecimal (\x) character 27 (1B) followed by
aB.

Not active when you are adding a port.

Table 9-48 New Port - Configure Tab - Data Settings

Baud

Data Bits

Stop Bits

Parity

Flow Control

The speed with which the device port exchanges data with the attached serial
device.

From the drop-down list, select the baud rate. Most devices use 9600 for the
administration port, so the device port defaults to this value. Check the equipment
settings and documentation for the proper baud rate.

Number of data bits used to transmit a character. From the drop-down list, select
the number of data bits. The default is 8 data bits.

The number of stop bit(s) used to indicate that a byte of data has been transmitted.
From the drop-down list, select the number of stop bits. The default is 1.

Parity checking is a rudimentary method of detecting simple, single-bit errors. From
the drop-down list, select the parity. The default is none.

A method of preventing buffer overflow and loss of data. The available methods
include none, xon/xoff (software), and RTS/CTS (hardware). The default is none.
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Enable Logins For serial devices connected to the device port, displays a login prompt and
authenticates users. Successfully authenticated users are logged into the command
line interface.

Disabled is the default and is the correct setting if the device port is the endpoint for
a connection.

Table 9-49 New Port - Configure Tab - Hardware Signal Triggers

Check DSR on If this setting is enabled, the device port only establishes a connection if DSR (Data

Connect Set Ready) is in an asserted state. DSR should already be in an asserted state, not
transitioning to, when a connection attempt is made. Disabled by default unless dial-
in, dial-out, or dial-back is enabled for the device port.

Disconnect on DSR  If a connection to a device port is currently in session, and the DSR signal transitions
to a de-asserted state, the connection disconnects immediately. Disabled is the
default unless dial-in, dial-out, or dial-back is enabled for the device port.

Table 9-50 New Port - Configure Tab - IP Settings

Enable Telnet In Enables access to this port through Telnet. Disabled by default.
Enable SSH In Enables access to this port through SSH. Disabled by default.
Enable TCP in Enables access to this port through a raw TCP connection. Disabled by default.

Note: When using raw TCP connections to transmit binary data, or where the
break command (escape sequence) is not required, clear the Break Sequence of
the respective device port.

Port Automatically assigned Telnet, SSH, and TCP port numbers. You may override this
value, if desired.

Authenticate If selected, the vSLM 2 software requires user authentication before granting
access to the port.

Terminal Rows Value to use when creating a terminal window (by Java applet) to that port.

Terminal Columns Value to use when creating a terminal window (by Java applet) to that port.

3. Click the Add button. A confirmation message displays, and the port is now listed below the
Ethernet device on the menu tree.

Updating or Deleting a Port
Administrators and permitted Ethernet Device Account groups can update or delete a port.

To delete a port:
1. On the device's Ports tab, click the Edit £4 icon to the left of the port name,
OR

On the device's menu tree, select the port.
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The following page opens:

Figure 9-51 Port Page - Configure Tab

Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
Ethernet Device  ~ Name - Search Reset Logout
SLM
A" | New Port
[+ _Iconfiguration Configure Statistics | Logs ¢ Help

¥ _lAccounts
# _lEvents
B _IFiles
=l _dEthernet Devices
[Z] pevice Locator
B _lIsim
B Asic
¥ == mislc48 (172.18.21.66)
[ = mlslc8048 (172.18.21.61)
[+ = slbdb40 (172.19.39.253)
* =4 slc16_glenn (172.19.39.254)
[+ = slca331 (172.19.250.119)

Port Number: 49 «
Name:
Log Enabled: ||
Max Log Size (KB): 256
Receiving SLM(s):

Managed Device: None

Parent Ethernet Device: mislc48
Parent Device Type: SLC
Log Time Frame (seconds). 60
Byte Threshold: 1024

Break Sequence: \x1bB

Browse http
¥ =4 slc4657 (172.19.213.8) Data Settings

[+ =4 slc48_glenn_1 (172.19.100.9¢C

[#] ¥ slcSe3s (172.19.100.116) Baud: 9600 DataBits: 8 ~ Browse https
(+] 54 slca508 (172.19.250.120) StopBits: 1 v Parity| None -~

[#] = sic-md-u (172.19.100.125)
[+ == 5lcRef250120 (172.19.100.22:
i# 4 sicRefreshR17_167 (172.19.2!
* =4 tsslc32 (172.18.0.107)

Flow Control: None

Hardware Signal

Enable Logins: [

Web Channel

A e Triggers Secure Channel
[+ __IRPM/SLP Check DSR on Connect: || Disconnect on DSR: ||

B _lsis IP Settings SS5H Connection
B _Ispider

[ _Iscsos/20 Enable Telnet In- [ Port 2049 Authenticate: [] e

B _Iscsxx00 3 5 e

B Enable SSH In: | Port: 3049 Authenticate: |||

ﬂ _lups/sns Enable TCP In: [] Port: 4049 Authenticate: [~

B _Jeps

# __leps-mMp Terminal Rows: 24 Terminal Columns: 80

® _Ixport

# _IPremier Wave

* _lother Lantronix
[ __INon Lantronix
# __ImManaged Devices

Add | ‘ Reset Delete

Note: The page below shows and SLC port. Devices other than the SLC console
manager do not display as much information.

2. Click the Delete button.

3. Inresponse to the request for confirmation, click OK. A message confirming the deletion

displays.

The deleted port is no longer listed on the Ethernet device's menu tree or on the device's

Ports tab.

To update a port:

1. Add or update information as desired. In addition to the fields completed when adding a port,
complete the following fields:

Managed Device

Table 9-52 Port - Configure Tab

If desired, create a managed device from the port. See Creating Individual
Managed Devices (on page 207).

Note: This field is unavailable if no Managed Device Groups exist in the system.
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TCP Port for Port number to use when establishing a Telnet connection via that port. A value of
Terminal zero means use the default port (which is 23); otherwise use the entered value.
(SCS and RPM/SLP)

2. Click the Update button. When the update is complete, a confirmation message displays.

Note: Port configuration fields differ depending on the parent device type.

Connecting Directly to the Port of an SLC or SLB Device
You can get quick secure channel access to any port on any SLC (or SLB) device.
To gain quick secure channel access to an SLC port:

1. Onthe Manage SLC Group Page, click the Port Access tab. The following page displays:

Figure 9-53 Manage SLC Group Page - Port Access Page

i A N"““"} ’ﬂh?\‘ 1\/ Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Lf \ ’ K(,& «ﬂ [ /\ Ethernet Device ~ ~ Name b Logout
SLM
[ E \ Manage "SLC" Group
&+ _# _lconfiguration | List | Add | Traps | Actions [ELELERLEZAM Notes | Help
[ _# _Accounts
& # _levents
[+ |_IFiles w8 Pl E7
=l =) _dEthernet Devices mislc48 172.18.21.66 33l : 3
@che Locator 2 54 6 i 10
E_lIsim
B _Nsie mislc8048 172.18.21.61
[+ == mlslc48 (172.18.21.66)

' mlslc8048 (172.18.21.61) slbdb40 172.19.39.253
[+ == slbdb40 (172.19.39.253)
i+ =4 sic16_glenn (172.19.39.25
¥ = slc4331 (172.19.250.119)
# 4 slca657 (172.19.213.8)
[ sleag_glenn_1 (172.19.100  slc4331 172.19.250.119 [&=
[+ =4 sic5e35 (172.19.100.116)
[+ =4 slca508 (172.19.250.120)
[+ == sle-md-u (172.19.100.125
[+ == slcRef250120 (172.18.100
[#] 4 dlcRefreshr17_167 (172.1  Slc48_glenn_1 172.19.100.90
* =4 tsslc32 (172.18.0.107)

slc16_glenn 172.19.39.254

slc4657 172.19.213.8

B _lsik

P e slc5e35 172.19.100.116

B _lsie 1

[ _Ispider slca508 172.19.250.120 5=

B _lscsos/20

& _Iscsxao0 g 23 25 31 3 37

e slc-md-u 172.19.100.125 &= ; == :

¥ _lups/sps 5
& _leps slcRef250120 172.19.100.221 5 18543 [ G
+ _Jeps-mp

£ = slcRefreshR17_167 172.19.250.167 8

* __IPremier Wave

# _lother Lantronix
[ __INon Lantronix tssle32 172.18.0.107

[# _IManaged Devices

[C] Auto Refresh | Refresh
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2. Click the desired port on the specific SLC console manager. The following page displays:

Figure 9-54 Connection to Selected SLC Port

BSSH2 Terminal connected to slc19a2 (172.19.24... E

Edit Terminal Help
SEEIENEA Y PN

Connected to 172.19,100,17 pork 22 7923 (B0x24)
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Statistics
Users authorized to view or interact with the port may view status and statistics about it.

To view port status and statistics:
1. On the Port page, click the Statistics tab. The following page opens:

Figure 9-55 Port Page - Statistics Tab

LANT?ONIX Table: Field: Value: ¥ in@SLMACTT Group: Administrators
EthernetDevice + Mame - Reset Logout

3 <ah il PortSLC-Port 1"
_\ICunﬁguraﬁnn | Configure | Statistics | Logs | Display | Notes | Help |
_Accounts
__|Events
_IFiles
[ _{Ethernet Devices Port Status and Counters
Device Locator DSRICD Mo Bytes input 0
e DTR Yes Bytes output 3
Bl=EE CTS M Fi i 0
‘F/mislc48 (172.18,21.56) ° raming errors
==imlslc8048 (172.18.21.61) RTS Yes Parity errors V]
£20slc0737 (172. 19.100.251) Overrun erors 0
Bl o e Seconds since zeroed 13604623 Flow Control errors 0

==slc16_glenn (172.19.39.254)

E=lslca657 (172.19.213.8)

=slc48_glenn_1 (172.19.100.

ElslcSe35 (172, 18,100, 116) Clcrear
#2(slcasos (172. 19,250, 120) port counters

E=islc-md-u (172, 19, 100.125)

#=lslcRef3008 (172.19. 100,221

=lelcRefa024 (172, 19,250, 116

F=slcRef8040 (172, 19,250,127

slcRefreshR17_167 (172.19.

_15Cs05/20

_IPremier Wave
_|Other Lantranis
__INon Lantronix

_IManaged Devices

The page displays port status and counters.
2. To see the current statistics, click the Refresh button.

3. To clear the port counters, select the Clear port counters check box and click the Refresh
button.
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Applying Power to RPM/SLP Ports on a Single Device
You can power on, power off, or cycle power on multiple ports on an RPM/SLP power manager.
To manage power on multiple ports of an RPM/SLP module:

1. Onthe RPM/SLP power manager's Device page, click the Ports tab. The following page
opens:

Figure 9-56 RPM/SLP Power Manager's Device Page - Ports Tab

L/\NT NIX i iy i sysadmin@SLMAF4F  Group: Administrators
Ethernet Device ~ ~ Name - Ay

SLM
FAY FON R Device "SecureLinxSLP_8b0133"
A configuration | Configure LT PerCons | LocalCons | Utilities | Display | Traps | Modem | Notes | Help |
__INetwork Settings
[ _| authentication Name Port Number Console Log Enabled Log Time Frame Max Log Size (KB) Byte Threshold Port Status ]
B As =
E:m::mmm £2 3ComSuperStack 1 SecureLinxSLP_8b0133 No 0 0 0 On/-0.01 amps [
[Z Date & Time (2 sLc32 2 SecurelinxSLP_8b0133 No 0 0 0 On/-0.01 amps [ |
21 SHMP & Syslog £4 SunNetrax1 3 SecureLinkSLP_8b0133 No 0 0 0 Ooni-0.01 amps [
Firmware Updates 5 -
[ ¥ pevice Management A SLK16 4 SecureLinxSLP_8b0133 No 0 0 0 On/-0.01 amps []
[Zl Auto Detect Devices 4 TSSLM 5 SecureLinkSLP_8b0133 No 0 0 0 On/-0.01 amps ||
gj"m“”‘s £2 Conserver (] SecureLinxSLP_8b0133 No 0 0 0 On/-0.01 amps [
4 | Event: = =
i JF"Z:S £2 TSFTP 7 SecureLinkSLP_8b0133 No 0 0 0 On-0.01 amps [
=l _AEthernet Devices £4 TSWIN200810 8 SecurelinkSLP_8b0133 No 0 0 0 On/-0.01 amps ||
De'wca Locator 4 TSWIN200811 9 SecureLinxSLP_8b0133 No 0 0 0 On/-0.01 amps ||
SLM = <
4 Update 10 SecurelLinxSLP_8b0133 No 0 0 0 On/-0.01 amps |
H_lsie
®_lsik 4 Sunfire280R 1 SecureLinxSLP_8b0133 No 0 0 0 On/-0.01 amps ||
*_IRPm/SLP £2 DSC 12 SecureLinSLP_8b0133 No 0 0 0 On/-0.01 amps ||
- =
Ej;;’der £2 Outiet13 13 SecureLinxSLP_8b0133 No 0 0 0 On0.01 amps [
& _lscsos/20 £4 Outlet14 14 SecureLinkSLP_8b0133 No 1] 0 0 On/-0.01 amps ||
B _1scson0 £4 SLBDemo 15 SecurelinxSLP_8b0133 No 0 0 0 On/-0.01 amps [
i -
mjl’g:’;m 2 Spider 16 SecureLinxSLP_8b0133 No 0 0 0 On-0.01 amps [
__lens 16 items
[+ __|EDS-MD Create Managed Devices ~ for checked ports: mgroup_1  ~ | Update Add Port
g group.
_IxPort
¥ _|Premier Wave

__lother Lantronix
(#_Inon Lantronix
¥ _IManaged Devices

2. Select the ports whose power you want to power on, power off, or cycle.

3. From the drop-down list at the bottom of the page, select the action you want to take (Power
On, Power Off, or Cycle Power).

4. Click the Update button.
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Viewing Port Logs

Depending on the type of device, you can view one or more port and session logs on the Port
page.

To view logs:

1. Onthe Port page, click the Logs tab. The following page displays:

Figure 9-57 Port Page - Logs Tab

Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device + Name hd Search Reset Logout
A Port "Port.4
+ __l Configuration Logs
+ _JAccounts
+ _JEvents
+ _IFiles
=/ _YEthernet Devices SLC/SLEB Portlog:  ~ | View
[Z] Device Locator . =
A0 Jsim SLC/SLE Port Active: = | View
= Asic SLC/SLB Port Saved: ~ | View

[ == mislc48 (172.18.21.66)
| == mislc8048 (172.18.21.61)
[ ==isbdb40 (172.19.39.253)
4 slc16_glenn (172.19.39.254
~=lslc4331 (172.19.250.119)
A slc4657 (172.19.213.8)
= slc48_glenn_1 (172.19.100.
=slc5e35 (172.19.100.116)
= slca508 (172.19.250.120)
= slc-md-u (172.19.100.125)
= slcRef250120 (172.19.100.0
= sicRefreshR17_167 (172.19.
i+ #/tsslc32 (172.18.0.107)
H_)sLK
+ _IRPM/SLP
+_sL8
| Spider
15C505/20
15CSx00
IWiBox
JUDS/SDS
JEDS
JEDS-MD
# _Ixport
+ __IPremier Wave
+ __lOther Lantronx
+ __INon Lantronix
+ __|Managed Devices

H

HEHHHHHBKBKBE

HEHEEEE

2. Toview a log, select the log from the appropriate drop-down list:

Note: The SLC console manager enables you to view three types of logs, while other
devices enable you to view only the current session.

Table 9-58 Port - Logs Tab

SLC/SLB Portlog Select the log of this particular SLC or SLB device port.
SLC/SLB Port Active Select the log of a currently active vSLM 2 user session to the port.

SLC/SLB Port Saved Select a session log of a saved vSLM 2 user session to the port.

3. Click the View button. The log displays on the Display tab.
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Port Commands

set ethernetdevice port

Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <Port
Number> <one or more parameters>

Parameters
[name <Port Name>]
[<on|off|cyclepowers>] (available for RPM/SLP power manager only)

Powers Ethernet device port on or off.

Example

To power up an RPM/SLP outlet 2:

set eth port slp-sunset po 2 state on

You may specify a comma separated outlet list to control multiple outlet at once.
To power up an RPM/SLP outlet port list 1-3,6,8-14:

set eth port slp-sunset po 1-3,6,8-14 state on

Description

Finds a port by device name or IP address with the port number and modifies port parameters.

show ethernetdevice port

Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber
<Port Number>

Description

Finds an Ethernet device using device name or IP address and displays port information.

show port

Syntax
show port <name>

Type show port all to display index.

Example

show port slc displays all Ethernet ports whose name starts with "slc."
Description

Searches Ethernet ports by port name and displays port information.
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show port all

Syntax

show port all
show port

Displays all Ethernet ports.

show port index

Note: Type show port all to display index.

Syntax
show port index <number>
Description

Displays Ethernet ports by index.

vSLM™ 2 Secure Management Software User Guide 197



10: Managed Devices

The vSLM 2 secure management software can treat any device connected to a port or connected
to the local network as a managed device. Furthermore, multiple managed device objects in the
system may be fused into a single managed device to streamline managed device operations and

access.

For example, a single device (e.g., a UNIX server) may be connected to an SLC console manager

by a serial port, to an RPM/SLP power manager by a power connector, and to an SLK remote
KVM manager by a KVM port. You could manage these three individual managed devices

separately. However, if you fuse the individual managed devices into one virtual managed device,
you can then manage the SLC, RPM/SLP, and SLK connections from a single vSLM 2 web page.

Each virtual managed device in the vSLM 2 system can include a connection to:
¢ 1 SLC or SLB serial port

¢ 1 SLK or Spider KVM port

¢ 2 RPM/SLP or SLB power ports

.

1 local Ethernet device

Figure 10-1 Virtual Managed Device

Web Browser

Unified view of all out-of-band
Remote Management Technologies
Serial Consoles, KVM and AC Power.

Ethernet

Managed Device

Serial R5232
Console Port

SLC Console Server

SLP Remote Power Manager
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To create individual managed devices and fuse individual devices into a virtual managed device,
you have the following options:

¢ On the Port or Device Page: Create a new managed device or fuse a new managed device
into an existing managed device.

¢ On the Ports Page: Create one or more managed devices at the same time.

¢ On the Managed Device Group Page: Select two or more individual managed devices and
fuse them to create a virtual managed device.

Managed Device Groups

Managed devices are assigned to Managed Device Groups so that users can easily locate them.

Administrators, authorized Ethernet Device Account group users, and authorized Managed Device
Account Group users can organize the devices attached to Ethernet ports into groups. For
example, an administrator may want to create groups by location, type of device, or user. A
Managed Device Group may include devices attached to the ports of several different Ethernet
devices.

The administrator creates custom groups of managed devices and then assigns individual devices
to the groups. For example, a group called Lab 1 might include all devices attached to the ports of
Ethernet devices being tested. The administrator and permitted users can delete a Managed
Device Group.

Viewing All Managed Devices
You can view a list all managed devices in the system.
To view all managed devices:

1. Onthe menu, click Managed Devices. The Devices tab on the Managed Device Groups page

opens.
Figure 10-2 Managed Device Groups Page - Devices Tab
Table Field Walue: sysadmin@SLM1C77  Group: Admini:
Ethernet Device v~ MName - Search Reset Logout
SLM
E D [:] Managed Device Groups

_IConfiguration Devices

%lACG)LIHE S B NS b S

_IEvents Name Serial  Power Port1 Power Port 2 KVM Port Device Modem C ion Modem Phone Poll Reachable

Bl _IFies Port Device  Group App ]

_|Ethernet Device: Type

¥l _IManaged Device E4 CiscoSwitch Device-1 PowerOutlet-2 PowerQutlet-3 CiscoSwitch  Unknown mgroup_2 None No Mo (]
ot MDHinux20 slcPort-1 PowerQutiet-1 Glenn-PowerQutlet-5 TS-1 linux20 Unknown mgroup_1 Mone Mo Mo D
EA4 MD-linux21 slcPort-1 PowerQutlet-2 Glenn-PowerQutlet-6 SLS-KVM-1 linux21 Unknown mgroup_2 None No Mo I:‘
o MDHinux22 slcPort-1 PowerQutlet-3 Glenn-PowerQutlet-7 SLS-KVM-1 linux22 Unknown mgroup_3 Mone Mo Mo |:|
EA MD-linux242 slcPort-1 PowerQutlet-4 Glenn-PowerQutlet-8 SLS Duo-KVM-1 linux242 Unknown mgroup_4 None No Mo I:‘
o MD-PowerQutlet-1 PowerQutlet-1 Unknown mgroup_1 Mone Mo Mo |:|
EA4 MD-PowerQutlet-2 SLCB008PowerQutlet-2 Unknown mgroup_1 None No Mo I:‘
o MD-PowerQutlet-3 SLCB024PowerQutlet-3 Unknown mgroup_1 Mone Mo Mo |:|
E4 MD-PowerQutlet-4 PowerQutlet-4 Unknown mgroup_1 None No Mo I:‘
o MD-PowerQutlet-5 PowerQutlet-5 Unknown mgroup_1 Mone Mo Mo |:|
EA4 MD-PowerQutlet-6 PowerQutlet-6 Unknown mgroup_1 None No Mo I:‘
o MD-PowerQutlet-7 PowerQutlet-7 Unknown mgroup_1 Mone Mo Mo |:|
EA4 MD-PowerQutlet-8 PowerQutlet-8 Unknown mgroup_1 None No Mo I:‘
o TSXPVIRTUAL Port-6 PowerQutlet-3 PowerQutlet-4 TSXPVIRTUAL Unknown mgroup_7 Mone Mo Mo |:|
14 items

Delete checked managed devices:
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2. View the following information about each managed device:

Table 10-3 Managed Device Groups - Devices Tab

Name

Serial Port
Power Port 1
Power Port 2
KVM Port
Device

Managed Device
Type

Managed Group
Modem
Connection
Modem App
Phone

Poll

Reachable

Name of the managed device.

Name of an SLC or SCS serial port that is connected to this managed device.
Name of an RPM/SLP power port that is connected to this managed device.
Name of an RPM/SLP power port that is connected to this managed device.
Name of a SLK or Spider KVM port that is connected to this managed device.
Name of a local Ethernet device.

Type of managed device (e.g., Solaris Server or Linux Server).

Note: If the managed device type is set to Windows, a Remote Desktop option
becomes available. If set to Linux Server, the a VNC option becomes available.

Name of the Managed Device Group to which the managed device belongs.
Name of the modem (if any) to be used when connecting to the managed device.
Name of the connection to be used with modem access.

Application to invoke for the connection (e.g., Secure Channel, SSH, Telnet).
Telephone number of the modem on the managed device.

Indicates whether to check the managed device for modem connectivity during
modem polling testing.

Indicates whether a connection to the modem on this managed device was
successful the last time it was tested.

Viewing Managed Device Groups
You can view a list of all the Managed Device Groups and view devices by group.

To view a list of Managed Device Groups:

On the menu, click a device under Managed Devices, and then click the List tab. The following

page opens:

Figure 10-4 Managed Device Groups Page - List Tab

sysadmin@SLM1C77  Group: Administrators

Search Reset Logout

Table: Field: Value:

EthemetDevice ¥ Name -

SLM

8 s N a7

__|Configuration
__|Accounts
__|Events

__|Files
__|Ethernet Device:
__IManaged Device

Managed Device Groups

List

Name

Est mgroup_1
Esf mgroup_10
£ mgroup_2
Esf mgroup_3
E<f mgroup_4
£ maroup_5
Esf mgroup_6&
E mgroup_7
Esf mgroup_8
E<f mgroup_9
10 items
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To view a list of devices belonging to a Managed Device Group:

1. On the menu tree, click the name of the device group. The following page opens:

Figure 10-5 Managed Device Group Page - List Tab

b Table: Field: Value: Y i MAC77 Group: Admini:
LJ/\NT%ON I ix‘i. Ethemnet Device w MName - [ Search Reset Logout
SLM
\:l E] \:] M d Device Group "mgroup_10"

__IConfiguration List “%W nfig "ﬁ | ! lotes | He ‘"
_lAccounts

jEVEmS Name Serial Port Power Port 1 Power Port 2 KVM Port Device Managed Device Type Managed Group Modem Connection Modem App Phone Poll Reachable \_i
Files —
_|Ethernet Devicet Oitems
= _iManaged Device Fuse checked Managed Devices: Delete checked Managed Devices
__Imgroup_1
__Imaroup_10
__Imgroup_2
__Imgroup_3
_Imgroup_4
__Imgroup_5
__Imgroup_&
_Imgroup_7
__Imgroup_8
__Imgroup_8

2. View the information about each device:

Adding a Managed Device Group

The administrator creates custom groups of managed devices and then assigns individual devices
to the groups. For example, a group might include all devices attached to the ports of Ethernet
devices being tested.

To add a Managed Device Group:

1. Onthe menu, click Managed Devices, and then click the Add tab. The following page opens:

Figure 10-6 New Managed Device Group Page - Configure Tab

L/\NTQ N I X Table: Figld: Value: sysadmin@SLM1C77  Group: Administrators
EthernetDevice w  Name - Logout
[:] D C] New Managed Device Group
;lCnnﬁguraﬁun Lis Configure otes elp
1~ JAccounts Bl Bkl Bl
[#l _|Events
[ _IFiles
[#l _|Ethernet Devices Name
= _iManaged Device
_mgroup_t Delete
_mgroup_10 All managed devices must be removed from group prior to group deletion

_Imagroup_2
_Imaroup_3
_Imaroup_4
_Imgroup_5
_Imgroup_&
_Imaroup_7
_Imgroup_8
_Imgroup_8

2. Inthe Name field, enter the name of the Managed Device Group.
3. Click the Add button.

4. Expand Managed Devices on the menu tree. The custom group displays as a folder.

Note: A managed device may belong to only one Managed Device Group.
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Updating or Deleting a Managed Device Group
The administrator can update or delete a Managed Device Group.
To update or delete a Managed Device Group:

1. On the menu, click the Managed Device Group and then the Configure tab. The following

page opens:
Figure 10-7 Managed Device Group Page - Configure Tab
LANTQONI Table: Field: Value: sysadmin@SLM1CT7  Group: Administrators
EthernetDevice +  Name - Logout
SLMm
C] D C] New Managed Device Group
[+ _Iconfiguration Li Configure
IAccounts e Bkl el
[# _|Events
= _|Files
[# _|Ethernet Devices Mame
= JManagEd Device
_Imaroup_1 LD
flmgmlm,m All managed devices must be removed from group prior to group deletion.
[# __Imaroup_2
;Imgrnup73
;Imgrnup74
_Imaroup_5
_Imaroup_&

_:Imgmupj
_‘Imgmupj
__Imaroup_9
To update a Managed Device Group:
1. Change the name of the group and click the Update button. A confirmation message displays.

To remove the Managed Device Group:
Note: You can only delete a Managed Device Group that has no devices assigned to it

1. Click the Delete button.

2. Inresponse to the confirmation request, click OK. A message confirming the deletion displays.
The menu no longer displays the Managed Device Group.

Configuring Polling Settings

The system administrator or permitted user can specify polling settings for the Managed Device
Group. The vSLM 2 software polls the Managed Device Group's connections according to these
settings.

To configure polling settings:

1. On the menu, click Managed Devices, and then click the Polling tab. The following page
opens:
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Figure 10-8 Managed Device Groups - Polling Tab

Table: Field: Value: sysadmin@SLM1C77 Group: A 5
EthernetDevice ¥ Name - Search Reset Logout
SLMm
|:| E |:| Managed Device Groups
AZIConﬁgurahon Polling

__lAccounts
__lEvents
__IFies
__|Ethernet Device:
= JManaged Device
[ mgroup_1
;I mgroup_10
[ maroup_2
[ mgroup_3
[ maroup_4
;I mgroup_5
;I mgroup_&
[ maroup_7
;I mgroup_8
;I mgroup_9

Modem connections to managed devices may be tested for reliability on a periodic basis
Configure the frequency, day and time to perform these connection tests.

Periodically poll: |
Pollinterval (days). 7
Poll day (if interval a multiple of 7). Sunday -
PollHour: 11:00p
Last poll: 12/01/2014 07:00

Update

2. Enter the following information:

Table 10-9 Managed Device Groups - Polling

Periodically poll

Poll interval (days)

Poll day

(if interval a
multiple of 7)

Poll Hour

Select the check box to enable periodic polling of the Managed Device Group's
connections. Disabled by default.

From the drop-down list, select the number of days between polls. The range is
between 1 and 30. The default is 7.

If the poll interval is a multiple of 7, from the drop-down list, select the day of the week
on which the vSLM 2 software should poll the connections. Default is Sunday.

Enter the time of day at which the vSLM 2 secure management software should poll
the connections. Default is 11:00p.

3. To save the settings, click the Update button.

Managed Device Group Commands

show manageddevice all

Syntax

show manageddevice all
show manageddevice

Description

Displays information about all managed devices.

show manageddevice group

Syntax

show manageddevice group <Group Name>
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Description

Displays all managed devices by managed device group.

show manageddevice accountgroup

Syntax

show manageddevice accountgroup <accountGroupName>

Parameters

Display all managed devices:

show manageddevice
show manageddevice all

Displays all managed devices in short form:

show manageddevice list

Display managed devices by index:

Type 'show manageddevice all' to getindex.

show manageddevice index <number>

Find managed device by device name and display device information:
show manageddevice config <Device Name>

Display all managed devices grouped by managed device group:

show manageddevice group <Group Name>
group name: managed device group hame.

Display all managed devices group names:

show manageddevice groupnames

Display all managed devices viewable by an account group:

show manageddevice accountgroup <accountGroupName>
Display all managed devices viewable by a user account:

show manageddevice account <accountName>

Display all ports matched by the value started with.

show manageddevice search <one or more parameters>

Parameters: [name <Port Names>]

Examples

show manageddevice search name "waimea-port"
show ma all
show ma config waimea-port-1

Description

Displays all managed device viewable by an accountgroup.
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Connecting to a Managed Device

The Connect tab on the Managed Device page provides various methods of connecting directly to
a managed device. The method depends on the type of Lantronix device server or modem
connected to the managed device. The ability to connect also depends on the user's permissions.

To view connection methods to a managed device:

1. Onthe menu, select the managed device. The following page opens:

Note: This example shows multiple connections being managed.

Figure 10-10 Managed Device Page - Connect Tab

Table: Field: WValue: sysadmin@SLM1C77 Group: Administrators

EthernetDevice » Name - Iﬂ/ Reset Logout
SLM
Managed Device "MD-linux20”
__Iconfiguration Connect
__lAccounts .
__|Events
__|Files HTTP
__|Ethernet Devices =
Bl _iManaged Devices [ wmps |
B _dmgroup_1 SSH Connection
EMDHinux20 . T —— ———
(EMD-PowerOutiet-1 L == Stach e iy [__Cycle Power |
(EMD-PowerOutiet-2 TN3270 Secure Channel Power Off
(EMD-PowerOutiet-3
(EMD-PowerOutiet-4 l:l && S m m
(EMD-PowerOutiet-5 S
(EMD-PowerOutlet-6 — —
(EMD-PowerOutiet-7 KVMIIT [__Cycle Power |
(EMD-PowerOutiet-8 KVM HTTPS Power Off

__Imgroup_10
E_Imaroup_2 Persistent Connections
__Imgroup_3
__Imgroup_4
__Imgroup_5
__Imgroup_&
__Imgroup_7
__Imgroup_8
__Imgroup_9

lin20_1 Connect

An icon bar contains a series of icons representing the types of connections the vSLM 2 software
can make to managed devices. Buttons above or below the icons enable you to connect directly to
the managed device. Icons for options not configured into the device are unavailable.

In the example above, the button below the SLK icon enables you to connect to the managed
device through a KVM port on an SLK remove KVM manager.

Note: For more information about connection methods, see Connecting to Ethernet and
Managed Devices (on page 237).

Table 10-11 Connection Icons and Buttons on the Connect Tab

Network connection: Enables the vSLM 2 software to connect to a
managed device directly by means of HTTP, HTTPS, Secure Channel,

HTTP Web Channel, SSH Connection, or Telnet.

HTTPS
Web Channel Note: If the managed device incorporates a local Ethernet device, and
that device type is set to Windows, then a Remote Desktop button
ssH connection | | displays. If the managed device type is set to Linux Server, a VNC button

Telnet displays.
TN3270
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=g

KWVM HTTP
KWVM HTTPS

Start Logging
Secure Channel

Cycle Power

Call Back

KVM HTTP connection: Enables the vSLM 2 secure management
software to connect to the managed device through a port on an SLK or
Spider devices using a nonsecure web connection.

KVM HTTPs connection: Enables the vSLM 2 software to connect to the
managed device through a port on an SLK or Spider devices using a
secure web connection.

SLC Serial Connection: Enables the vSLM 2 secure management
software to connect to the managed device through an SLC serial port by
secure channel and to cause the managed device to start logging to an
SLC console manager.

SLC devices display the Secure Channel button. SCSs as well as other
Lantronix and Non-Lantronix devices display the SSH Connection
button for the serial port.

Note: If logging is on, the Stop Logging button displays instead of the
Start Logging button, and vice versa.

Power connection: Enables the vSLM 2 software to control power on
the managed device through an RPM/SLP port. Two power connections
are available.

Note: If the vSLM 2 software detects that the power is on, then only the
Power Off and Cycle Power buttons display. If the vSLM 2 detects that
the power is off, only the Power On button displays. If the state of the
power connection is not known, all buttons display (but you also get a
message letting you know that the state was not detectable).

Modem: Enables the vSLM 2 secure management software to connect
to the managed device through the telephone network.

The Connect button displays when no session has been established and
during session negotiation. Refresh the page after establishing a
session, and this button reads “Disconnect”. If you click the Disconnect
button, be sure to refresh the page as the session may not have
terminated when the new page was rendered.

The Call Back button displays under the following conditions:

¢ The vSLM 2 software is connected to a modem.

¢ The Managed Device is managing either an SLC or SLB Ethernet
device.

¢ The SLC or SLB device is configured for call back operations. This
means that on the Modem tab for that Ethernet device, Modem
Connection is Text, and there is a modem telephone number. Also,
on the Modem Connection page, Call Back is selected.

2. To identify the port or device on the device server to which the managed device is connected,
move the pointer over the icon.

3. To go directly to the port or device page, click the icon.

Note: A drop-down list of persistent connections may display below the icon bar. Use
the Connect button to the right of the list to connect to the managed device through the

selected persistent connection.
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Creating Individual Managed Devices

The administrator and permitted users can create individual managed devices in the following
ways:

¢ From a port
¢ From a list of ports

¢ From a device

From a Port

You can create a managed device from a port on a Lantronix device server such as an SLC, SLK,
RPM/SLP, SCS05/20, or SCSxx00 device. The managed device represents the physical device
connected to the port.

To create a managed device from a port:

1. Onthe menu, click Managed Devices > (specific managed group) > (specific managed
device) > Configure tab > Serial Port. The Port page opens.

Note: In this example, we show a port on an SLC console manager.

Figure 10-12 Port Page - Configure Tab

LANTQONIX Table: Field: Value: sysadmin@SLM1CT7  Group: Administrators
EthermnetDevice + MName - Search Reset Logout
SLM

W< Port "slcPort-1"

_]Conﬁgurahon

(BT statistics | Logs | Display | Notes | Help |

[ _lAccounts
__|Events
_IFiles
| IEthernet Devices Port Number. |1 « Parent Ethernet Device: sicRef28008
& AManaged Devices Name: slcPort-1 Parent Device Type: SLC
= _mgroup_1
& MD-inux20 Log Enabled: |:| Log Time Frame (seconds): 60
& MD-PowerOutiet-1 i
{E MD-PonerOutiet-2 Max Log Size (KB): 256 Byte Threshold: 100
 MD-PowerOutiet-3 Receiving SLM(s): Break Sequence: \x1bB
& MD-PowerOutiet-4
E:gizz:ga:::: Managed Device: MD-linux20 -.zl E Browse htp
E MD-PowerOutlet-7 LIRS
£ MD-PowerOutiet-8 Baud: 9600 Data Bits: § Browse https
_Imgroup_10 . "
_\Imgmup_z Stop Bits: 1 Parity. Mone «
_Imgroup_3 Flow Control: RTS/CTS Enable Logins: [ | Web Channe

_Imgroup_4 Hardware Signal

_Imgroup_s Triggers Secure Channel
__Imgroup_6

[ _ Imgroup_7 Check DSR on Connect: [ | Disconnect on DSR: ||
_\|mgrcup_8 IP Settings S5H Connection
_Imaroup_9
Enable TelnetIn: [ Port: 5001 Authenticate: =
elne
Enable SSH In: [ ] Port 5001 Authenticate:
Enable TCP In: || Port: 7001 Authenticate:
Terminal Rows: 24 Terminal Columns: 30

2. Leave New Device in the Managed Device drop-down list, and select the Managed Device
Group to which the new device will belong.

3. Click the Create button.
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The managed device field displays as a link to the managed device's configuration page, and the
menu tree lists the new managed device in the assigned Managed Device Group.

A Defuse button displays to the right of the link. Click the button to remove this port from the
managed device. If the port was the only component of the managed device, the Defuse button
removes the managed device itself from the system.

Figure 10-13 Link to a Managed Device Page - Configure Tab

Managed Device: MD-Port-3

4. On the menu, click the name of the new managed device. The Managed Device page Connect
tab displays the available connection buttons for the serial connection.

Figure 10-14 Managed Device Page - Connect Tab

Start Logging
Secure Channel

s W W

In a similar manner, you can create individual managed devices from RPM/SLP ports and SLK
connectors.

From a Ports List

You can create one or more managed devices from an Ethernet device's ports list. In this example,
we show ports on an SLC console manager.

To create one or more managed devices on the Ports page:

1. On the Device page, click the Ports tab. The following page opens:
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Figure 10-15 Device Page - Ports Tab

| A NT?ON I X Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device ~ ~ Name Logout
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2. Select the check box for one or more ports on the SLC console manager that will be
connected to serial devices.

From the drop-down list box at the bottom of the page, select Create Managed Devices.

4. From the for checked ports drop-down list box, select the Managed Device Group to which
the selected managed device(s) will belong.

5. Click the Update button.

6. Ine response to the confirmation request, click OK. The menu tree displays the new managed

device(s) in the assigned Managed Device Group.

7. |If desired, repeat step 2 through step 6 above to create managed devices and assign them to
other Managed Device Groups.
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From an Ethernet Device
Administrators and permitted users can

create a managed device from any auto-discovered or

manually added Ethernet device, such as a server or a switch, and assign it to a Managed Device

Group.

To create a managed device from an Ethernet device:

1. Onthe menu, click the name of the device (in this example, an SLC console manager). The

following page opens:

Figure 10-16

SLM
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Login:
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Managed Device:
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FW Version: 6.1
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In Managed Device, leave New Device and from the Group drop-down list, select the

Managed Device Group to which the new managed device will belong.

Click the Create button. When the page redisplays, the Managed Device field displays as a

link to the new managed device, and the assigned Managed Device Group in the menu lists
the new managed device. A Defuse button displays to the right of the link.

Click the Defuse button to remove this device from the managed device, as desired. If the

device was the only component of the managed device, the Defuse button removes the

To view the Connect tab for the managed device, click the name of the managed device on

the menu. Above the network icon are buttons for connecting to the device through the

2.
3.
4.
managed device itself from the system.
5.
network.
Note:

Managed Devices (on page 237).

For more information about connection methods, see Connecting to Ethernet and
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Fusing Managed Devices

While the vSLM 2 software can communicate with a device connected to a port of a Lantronix
device server (e.g., an SLC, SLK, or SCS05/2 devices) individually, it is often more convenient to
communicate from a single web page to a virtual managed device composed of more than one
connection to the device. The process of creating the virtual managed device from individual
managed devices is called fusing. One convenient application is to fuse the SLC, SLK, and RPM/
SLP port connections that manage a single Ethernet device such as a server or a switch.

Methods of Fusing
There are two methods of fusing individual managed devices together:
¢ Onthe Port or Device page, fuse a new managed device with an existing one.

¢ On the Managed Device Group page, fuse several existing managed devices at once.

Guidelines
Follow the guidelines below when fusing managed devices:
¢ The managed devices must be in the same Managed Device Group.

¢ Avirtual managed device can consist of only one device (local), one SLC port, one SLK or
Spider port, two RPM/SLP ports, and one modem.

Fusing a Port with an Existing Managed Device

The Port Configure tab provides an opportunity to merge a single port with an existing managed
device. Previously, we showed an example of creating a managed device from an SLC port.

In the following example, as we configure an SLK port, we fuse it with the SLC port managed
device.

To fuse a port with an existing managed device:
1. Onthe menu tree of an Ethernet device such as an SLC or SLK device, select the port.

The following page opens:
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Figure 10-17 Fusing on a Port Page - Configure Tab

LANTQONIX Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
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2. From the Managed Device drop-down list, select the existing managed device.
3. Click the Fuse button (changed from the Create button).

The Managed Device field now displays as a link to the virtual managed device, which has the
name of the original managed device.

A Defuse button displays to the right of the link. Click the button to remove this port from the
managed device. If the port was the only component of the managed device, the Defuse
button removes the managed device itself from the system.

4. To view the Connect tab, click the name of the virtual managed device in the menu.
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Figure 10-18 Virtual Managed Device Page with Two Connections

i Table: Field Walue i
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LMD Group B Web Channel

There are four connection buttons above the Ethernet icon and one below the KVM icon
enabling you to connect to the physical managed device through the network and the SLK
connection.

Fusing an Ethernet Device with an Existing Managed Device

The physical device to which a Lantronix device server or a modem is connected may be fused
with an existing managed device.

To fuse a device with an existing managed device:

1. Onthe menu, click the name of the Ethernet device. In this example, we use a switch.

Figure 10-19 Fusing a Managed Device on the Device Page
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2. From the Managed Device drop-down list, select the existing managed device.
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3. Click the Fuse button (changed from the Create button).

The Managed Device field now displays as a link to the virtual managed device, which has the
name of the original managed device. The virtual managed device has taken the name of the
existing managed device and still displays in the Managed Device Group.

A Defuse button displays to the right of the link. Click the button to remove this device from the
managed device. If the device was the only component of the managed device, the Defuse
button removes the managed device itself from the system.

Continuing the One-at-a-Time Fusion Process

If you continue in this manner, fusing a new serial port managed device and then a new power
managed device into the original managed device in the examples above, the Connect tab would
look like this:

Figure 10-20 Virtual Managed Device on Managed Device Page - Connect Tab
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1+ __Imgroup_7
__Imgroup_8
__Imaroup_9

f
l

®
@
|

2
z
!

2
2
:

Persistent Connections
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Fusing Managed Devices on the Managed Device Group Page

Another place to fuse individual managed devices is on the Managed Device Group page. Here
you use a single web page to fuse multiple managed devices at the same time.

To use the Managed Device Group page to fuse managed devices:

1. Onthe menu, click the name of the Managed Device Group that includes the managed
devices you want to fuse. This page that opens displays a table listing all the managed
devices within the group.

Figure 10-21 Managed Device Group - List Tab
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2. Select the check box for each managed device you want to fuse.
3. Click the Fuse button.

4. In response to the confirmation request, click OK. The page redisplays:
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Figure 10-22 Managed Device Group Page - List Tab (After Fusion)
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The components of the virtual managed device now display on the same row, and a message
in the message area confirms the fusion. The virtual managed device takes the name of the

individual managed device that was in the highest row. In the Managed Device Group on the
menu, that name remains, but the other fused components do not.

On the menu, click the virtual managed device. The Connect tab displays the components of
the virtual managed device, each with the button(s) for connecting directly to each component.
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Figure 10-23 Virtual Managed Device after Fusion
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6. Click the Configure tab to see the list of managed devices that make up the virtual managed
device.
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Figure 10-24 Managed Device Page - Configure Tab
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Note: You can change the name of the virtual managed device, identify the device type
if a local device is a component of the virtual device, and change the Managed Device
Group to which the virtual managed device belongs.

Configuring a Modem Connection to a Managed Device

It is useful to enable the vSLM 2 software to connect over the telephone should a network
connection fail. This is possible if, for example, the vSLM 2 software has an internal or a physically
connected modem, and a managed device such as a UNIX server on the network is connected to
a modem .You can connect to an SLC console manager through a modem if you configure the
SLC device as a managed device. Then the vSLM 2 secure management software can connect to
the SLC device's attached devices through the modem.

To configure a managed device to use a modem:

1. On a Managed Device page, click the Modem tab: The following page opens:
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Figure 10-25 Managed Device Page - Modem Tab
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2. Enter the following information:

Table 10-26 Managed Device - Modem Tab

Modem From the drop-down list, select the modem, or set to Any to allow the vSLM 2
software to choose the modem.

Connection From the drop-down list, select the type of modem connection. Disabled by default.
For information about types of modem connections, see on Chapter 7: Network
and Modem Settings.

Application From the drop-down list, select the application for connecting to the managed
device. The default setting is None.

For example, if you select Telnet, the Telnet program launches to connect to the
remote system after a PPP connection is established. If you select None, a set of
buttons (Secure Channel, SSH, Telnet, HTTP, and HTTPS) displays, enabling you
to select a connection method.

Telephone Number  Telephone number of the modem on the managed device

Poll Select the check box to enable polling of the modem connection Disabled by
default. See Configuring Polling Settings (on page 202).

Link Status (display  Indicates whether the modem connection is active.
only)

3. Click the Submit button. A message in the message area indicates that the managed device
has been updated.
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Configuring a Managed Device

The administrator and permitted users can configure a managed device.
To configure a managed device:

1. Onthe menu, click the name of the managed device, and then click the Configure tab. The
following page opens:

Figure 10-27 Managed Device Page - Configure Tab
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2. Edit the following information as desired:

Table 10-28 Managed Device - Configure Tab

Name A name to identify the managed device.
Local Device Name of an optional local Ethernet device that is being managed.
Device Type From the drop-down list, select the type of device. Examples are Cisco 10S, EMS,

Firewall, Solaris Server, and Switch. Unknown is the default.

Note: If you set the type to Windows, the Remote Desktop button displays on the
Connect Tab. If the type is set to Linux Server, then a VNC button is offered.

Managed Device To change the group to which the managed device belongs, select the group from
Group the drop-down list.

3. View the connection information in the column on the right:
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Table 10-29 Managed Device - Configure Tab (View Only)

Serial Port Indicates whether the managed device is connected to a serial port on an SLC,
SLB or SCS device.

KVM Port Indicates whether the keyboard, video, mouse connector of the managed device is
connected to a port on an SLK or Spider module.

Power Point 1 and 2  Indicates whether the managed device is connected to a power port on an RPM/
SLP or SLB device.

4. To save any changes, click the Update button.

Updating or Deleting a Managed Device
The administrator and permitted users can update or delete a managed device.
To update a managed device:

1. Onthe menu, click on a specific managed device and the Configure tab. The following page

opens:
Figure 10-30 Managed Device - Configure Tab
Table: Field: Value: sysadmin@SLM1C77  Group: Administrators
EthemnetDevice ¥ Name A Reset Logout
SLM
Managed Device "MD-PowerQutlet-5"
AIIConﬁguraﬁon Configure
__lAccounts F—
_IEvents
__IFiles
_|Ethernet Devices MName: MD-PowerQutlet-5 Serial Port: None
El' AManiaged Devices Local Device: None KVM Port: None
= _dmgroup_1 ;

{E MDHinux20 Device Type: Unknown A Power Port 1: PowerOutlet-5

£ MD-PowerOutiet-1 Managed Device Group: mgroup_1 » Power Port 2: None

E th

E MD-PowerQutlet-3

EMD-PowerOutiet-4 Im Iﬂl

£ MD-PowerCutlet-5
E MD-PowerQutlet-6
EMD-PowerOutiet-7
£ MD-PowerCutlet-8
;Imgroup_lo
_\lmgroup_z
;Imgroup_B
;Imgroup_‘}
;lmgroup_s
_Imgroup_6
;Imgroup_?
;lmgroup_s
_Imgroup_9

2. Add or change the entries and click the Update button.
To delete a managed device:
1. On the menu, click Managed Devices. The Managed Devices - List tab displays.

2. Check the managed devices that you wish to delete, and click Delete button at the bottom of
the page.
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Managed Device Commands

Administrators, Ethernet Account Users and Menu Only Users

set manageddevice add

Syntax

set manageddevice add <Device Name> group <Managed Device Group Name>

Parameters

ethernetdevice <EthernetDeviceName| P>
[port <portName]portNumber>]

Description

Create a new managed device from the specified Ethernet device or port.

set manageddevice assign

Syntax

set manageddevice assign <managedDeviceName> group <managedDeviceGroup>
[write]remove]

Description

Assigns or removes permissions for a managed device.

set manageddevice config

Syntax

set manageddevice config <Device Name> <one or more parameters>

Parameters

[name <New Name>]

powerport <1]2> state <on]off]cyclepower>]
[delete]

[dialout <Dial Account Name]enable]disable>
modem <Modem Name>

phonenumber <phone number>

application <ssh]telnet]http]none>]

To set modem parameters, you must specify the dial-out option.

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.

set ma config slp-sunset-portl powerport 1 state off

Specifies a managed device name (slp-sunset-portl) and turns the power off

set ma index 1 delete
set ma index 1 dialout myaccount modem pci-s4 phone 3334444
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Description

Finds a managed device-by-device name and modifies device parameters.

set manageddevice defuse

Syntax
set manageddevice defuse <DeviceName> device]serial|kvm]powerl]|power2
Description

Defuses an Ethernet device or port from an existing managed device.

set manageddevice fuse

Syntax

set manageddevice fuse <DeviceName> ethernetdevice
<EthernetDeviceName| IP> [port <portName]|portNumber>]

Description

Fuses an Ethernet device or port to an existing managed device.

set manageddevice index

Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> <one or more parameters>
Parameters

Type 'show manageddevice all' to getindex.

set manageddevice iIndex <number> fuse
ethernetdevice <EthernetDeviceName]|lP>
[port <Port Name|Port Number>]

set manageddevice iIndex <number> defuse
[device]serial |kvm]powerl|power2]

Examples

set ma config port-1 name waimea-port-1

set ma config slp-sunset-portl powerport 1 state off

set ma index 1 delete

set ma index 1 dialout myaccount modem pci-s4 phone 3334444

If you set dialout myaccount first and then decide to set modem and phonenumber later,
you still must specify dialout myaccount oOr dialout enable.

set ma index 1 dialout myaccount
set ma index 1 dialout enable modem pci-s4 phone 3334444
set ma index 1 disconnect modem

Description
Find managed device by index and fuse or defuse an Ethernet device or port.

set manageddevice iIndex <number> defuse
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Syntax

set manageddevice index <number> defuse device|serial|powerl]power2|kvm

Description

Defuses an Ethernet device or port from an existing managed device.

set mgroup add <newManagedGroupName>

Syntax
set mgroup add <newManagedGroupName>
Description

Creates a new managed device group.

set mgroup delete <existingManagedGroupName>

Syntax
set mgroup delete <existingManagedGroupName>
Description

Deletes an existing managed device group. The group must be empty.

show device

Syntax

show device <device name>
Note: Entries are not case sensitive.

Description

Searches for and displays Ethernet or managed devices by device name. For example, if you
specify name slc, the vSLM 2 secure management software searches for all Ethernet and
managed devices whose name starts with slc.

show device all

Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.

show manageddevice account

Syntax

show manageddevice account <accountName>
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Description

Displays all managed devices viewable by a user account.

show manageddevice accountgroup

Syntax
show manageddevice accountgroup <accountGroupName>
Description

Displays all managed devices viewable by an account group.

show manageddevice all

Syntax

show manageddevice all
show manageddevice

Description

Displays information about all managed devices.

show manageddevice config

Syntax
show manageddevice config <Device Name>
Description

Displays the configuration of a managed device.

show manageddevice index

Note: Type show manageddevice all to display index.

Syntax
show manageddevice index <number>
Description

Displays managed devices by index.

show manageddevice list

Syntax
show manageddevice list
Description

Displays all managed devices in short form.
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show manageddevice search

Syntax
show manageddevice search <one or more parameters>

Parameters
Note: Search entries are not case sensitive.
[name <Port Name>]

Example

show manageddevice search name waimea-port
Description

Displays all ports that match the criteria entered.
Managed Device Users

set manageddevice config

Syntax

set manageddevice config <Device Name> <one or more parameters>
Parameters

[name <New Name>]

[state <on|off|cyclepowers>] (available for RPM/SLP, SLB and Spider Duo devices only)
Powers managed device on or off.

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.

set ma config slp-sunset-portl state off

Specifies a managed device name (slp-sunset-port1) and turns the power off.
Description

Finds a managed device-by-device name and modifies device parameters.

set manageddevice index

Note: Type show manageddevice all to display index.

Syntax
set manageddevice index <number> <one or more parameters>
Parameters

name <New Name>
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powerport <1|2> state <on|off|cyclepowers>] (RPM/SLP, SLB and Spider Duo devices
only)

Example

set ma port slp-sunset po 2 state on
Description

Finds managed device by index and modifies device parameters.

set manageddevice config <Device Name> disconnect modem

Syntax
set manageddevice config <Device Name> disconnect modem
Description

Finds managed device by name and disconnects modem.
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Depending on permissions, the typical user employs vSLM 2 secure management software to:

¢ Search for SLC console managers and other Ethernet devices, ports, and managed devices.

¢ Connect by browser, SSH, or secure channel to vSLM 2 software and to the managed devices
connected to their ports.

¢ Access notes and logs about the Ethernet devices and their ports.

The administrator performs the following maintenance activities:

¢ Update vSLM 2 firmware and configurations

View events

* & o o

Configure and manage log files

Configure an SNMP agent

Update SLC firmware

Searching for Ethernet Devices, Ports, Persistent Connections,
Managed Devices, and Users

All pages in the web interface have three search fields at the top. Administrators and Ethernet

Device Account groups can search by Ethernet device, port, and managed devices.
Administrators with account rights can also search by user. Managed Device Account Groups can
only search by managed device.

LANTRONIX® (=

SLM

Figure 11-1 Search Fields

Ethernet Device

Field:
* Name

Value: Y

~ EDS Search |

LMACTT \Group: A
Reset Logout

o ) (o] (73

# _|Configuration

[# _|Accounts

# _|Events

# _|Files

] _|Ethernet Devices
# _|Managed Devices

Search Results - Devices

HName

£4 EDS16PR
E2 EDS16PS
£2 EDS16PS
£ EDS2100
E4 EDS2100
E# EDS32PR
£4 EDS32PR
E4 EDS32PR
E# EDS32PR
E2 EDS32PR
£ EDS3ZPR
E EDS32PR
E4 EDS4100
E#4 EDS4100
E# EDS4100

IP Address Ethernet Address Device Location

1721922979 00:20:4A:8E:83:C4
172.19.212.86 00:20.4ABE:6B:TA
172.19.2453  00:20.4A8E:TE:3F
1721921311  00:20:4AAB:8D:12
172.19.100.223 00:20.4A.A2:8B.BD
172.19.212.156 00:20 4ABE5DAC
172.19.212.157 00:20:4A:8E:53:D0
172192298  00:20:4ABE:BE'G6
172.19.2457  00:20:4A8E:55:25
172.19.2458  00:20:4A8E:5E:2B
172.19.22972 00:20.4A8E:5CTA
172.19.2456  00:20.4A8E:55.57
172.18.21.186 00:20.4A55.:66.77
172.19.213.104 00:204A83.84.CC
172.19.212.207 00:20:4A:83:83:E6

Type

EDS

Michael's Cubicle

E# EDS-MDO04 172.19.229.95 00:20:4A:8D:01:B8 EDS-MD

16 items

SubLocation Model Fw

Last

Ver FW

EDS16PR 502
EDS16P8 5.0.2
EDS16PS 5.0.2
EDS2100 5.02
EDE2100 5.02
ED832PR 502
ED832PR 502
EDS832PR 502
ED332PR 5.02
EDS32PR 5.0.2
EDS32PR 5.02
EDS32PR 5.0.2
EDE4100 502
ED84100 502
EDS4100 502
EDS-MD04 702

Update

Login Channel Poll
K

ey
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes
admin No Yes

Reach SSH Rack
Port

Fail
Count

0
0
0
33

o oo oo o oo o

o

22
22
22
2

22
22
22
22
22
22
22
22
22
22
22

22

To view or make changes to any item returned in a search, click the Edit £4 icon in the leftmost
column. (If the search returns the item, you have rights to edit it.)
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To clear the search fields, click the Reset button. To re-sort the list (e.g., alphabetically by name),
click the header of the column you want to sort by.

All searches are case insensitive.

Search for an Ethernet Device

There are several criteria to use to search for an Ethernet device.

To search for Ethernet devices on the network:

1. From the Table drop-down list at the top of any page, select Ethernet Device.

2. From the Field drop-down list, select one of the following search fields and enter the
corresponding Value. If you omit the value, the search returns all devices.

Note: Searches are not case sensitive.

Table 11-2 Available Search Fields

Device Fields Name: The name of the device for which you are searching. You need type only as
many characters as will identify the device. For example, s returns all devices with
names starting with s.

IP Address: The IP address of the device for which you are searching. You need enter
only as many octets as will identify the device or group of devices.

Location: The location of the device (or devices), for example, a room or building. You
need type only as many characters as will identify the location. Thus, Irv returns all
devices with locations starting with Irv, for example, Irvine. The sub-location can also
used as part of the search by entering "Location/Sub-location". Only a few characters of
the sub-location need to be entered to match the sub-location. Case insensitive.
Model: Model name of the device(s) (e.g., SLC16, SLM 2.0 devices).

Firmware: Version of the device's firmware (e.g., 4.0).

3. Click the Search button. The Search Results - Devices page opens, listing all devices that
meet the search criteria that you have permission to see.
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Figure 11-3 Example of a Search by “EDS” Ethernet Device

Table: Field: Value: sysadmin@SLM1CY7 Group: Administrators
EthernetDevice ¥ Name ~ EDS Search Reset Logout
SLM
I_I I_/ I_/ Search Results - Devices

__ICanfiguration Name IP Address Ethernet Address Device Location SubLocation Model FW Last Login Channel Poll Reach SSH Rack

_IAccounts Type Ver Fw Key Fail  Port

_ JEvents Update Count

[ _IFiles 4 EDS16PR 1721922979 00:20:4A:8E:83:C4 EDS EDS16PR 502 admin Mo Yes 0 22

j;:':a’;:;%i‘ﬁz 4 EDS16PS 172.19.212.86 00:20:4ABEBBTA EDS EDS16PS 5.0.2 admin No Yes O 22
4 EDS16PS 172192453  00:20:4A8E:7E:3F EDS EDS16P8 502 admin Mo Yes 0 22
g EDS2100 172.19.213.11 00:20:4AA8:8D:12 EDS EDS2100 5.02 admin No Yes 3381 22
<4 EDS2100 172.19.100.222 00:20:4AA8:8B:BD EDS EDS2100 502 admin Mo Yes 0 22
4 EDS32PR 17219212156 00:20:4A:8E:5D:AC EDS EDS32PR 502 admin Mo Yes 0 22
i EDS32PR 172.19.212.157 00:20:4A:BE:553D0 EDS EDS32PR 5.0.2 admin No Yes 0 22
4 EDS32PR 172192298 00:20:4A8E:8E:66 EDS EDS32PR 502 admin Mo Yes 0 22
4 EDS32PR 172.19.2457 00:20:4ABE5525 EDS EDS32PR 5.02 admin No Yes 0 22
s EDS32PR 172192458 00:20:4A8E:5E:2B EDS EDS32PR 502 admin Mo Yes 0 22
4 EDS32PR 172.19.220.72 00:20:4ABESCTA EDS EDS32PR 5.02 admin No Yes 0 22
4 EDS32PR 172192456 00:20:4A8E55:57 EDS EDS32PR 502 admin Mo Yes 0 22
4 EDS4100 1721821186 00:20:4A:55:66:77 EDS Michael's Cubicle EDS4100 502 admin Mo Yes 0 22
i EDS4100 172.19.213.104 00:20:4A:83:84.CC EDS EDS4100 502 admin No Yes 441 22
s EDS4100 17219212207 00:20:4A:83:83:E6 EDS EDS4100 502 admin Mo Yes 0 22
4 EDS-MDO4 172.19.229.95 00:20:4A:9D:01:B8 EDS-MD EDS-MD04 7.0.2 admin No Yes 0 22

16 items

The following information (if available) displays for each device retrieved by the search:

Table 11-4 Device Search Results

Name Name of the device (e.g., SLC 4.0 device).

IP Address
Ethernet Address
Device Type
Location

Model

Firmware Version
Last FW Update
Login

Channel Key

Poll

Reach Fail Count

SSH Port
Rack

IP address of the device.

Hardware or MAC address.

SLC console manager, vSLM 2 secure management software, Spider device, etc.
Place at the site, such as a room or a closet, where the unit is installed.

Model name of the device (e.g., SLC48 console manager).

Firmware release number (e.g., 2.1).

Date of the last firmware update for the device.

User name for accessing the device.

Yes indicates that a secure channel has been established between the vSLM 2
secure management software and the device. The Channel Key does not indicate
whether or not there is an active secure channel communication session, but instead
indicates whether or not a secure channel was established to the device in the past,
enabling the vSLM 2 software to connect to the device without using a password.

Note: Behind the scenes, the secure channel uses SSH keys for authentication.
Yes indicates that the device may be polled.

During polling, the vSLM 2 secure management software keeps track of the number
of consecutive failures. If that count exceeds the threshold specified in Auto
Connection Fail Count (on the Polling tab of the Ethernet Devices page), the icon for
that device shows a red stripe. If that device is configured for auto-modem connect,
the vSLM 2 software will attempt to connect to that device over telephone lines.

Port assigned for SSH access, if applicable.

The name of the rack (RrrCccPpp, where rr = row, cc = cluster and pp = position) in
the form of a link that will take you to the Device Locator page.
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The Search Results - Devices page opens, listing all devices that meet the search criteria that you
have permission to see.

Search for Ports

To search for a port, you can use two criteria.

To search for a port:

1. From the Table drop-down list at the top of any page, select Port.

2. From the Field drop-down list, select one of the following and enter the corresponding Value.
If you omit the value, the search returns all ports.

Note: All searches are case insensitive.

Table 11-5 Search by Port

Port Fields Name: The name of the port for which you are searching. You need type only as
many characters as will identify the port. For example, s returns all devices with
names starting with s.

Number: Number of the port for which you are searching.
3. Click the Search button. The Search Results - Ports page opens, listing all ports that meet the
search criteria that you have permission to see.

Figure 11-6 Example of a Search by Port

Table: Field Value sysadmin@SLM1C77  Group: Administrators

Port * Name * 3 Search Reset Logout
SLM
|:| |:| |:| Search Results - Ports
__|Configuration Name Port Number Console Log Enabled Log Time Frame Max Log Size (KB) Byte Threshold

[+ _Accounts Esf 3ComSuperStack 1 SecureLinxSLP_8b0133 No 0 0 0
__levents 1itemn

_IFiles

__|Ethernet Devices

__IManaged Devices

The following information (if available) displays for each port retrieved by the search that you have
permission to see:

Table 11-7 Search Results - Ports

Name Name of the device connected to the port.

Port Number Number of the port.

Console Name of the Ethernet device.

Log Enabled Shows logging status for SLC/SLB devices.

Log Time Frame For SLC v3.1 and later v3.x (but not v4.0): The maximum time frame in hours

before a new log file is created. The default setting is 1 hour.

For SLC v4.0 and later: The maximum time frame in seconds before the SLC
console manager sends data to the vSLM 2 secure management software. The
default setting is 30 seconds.
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Max Log Size (KB) Maximum size of each log file in kilobytes. Once it is reached, a new log file is
created.

Byte Threshold The number of bytes of data the port receives before the Ethernet device captures
log data and sends a notification regarding this port.

4. The Search Results - Ports page opens, listing all ports that meet the search criteria that you
have permission to see.

Search for Persistent Connections

You can search for persistent connections to which you have rights. To search for persistent
connections:

1. From the Table drop-down list at the top of any page, select Persistent Connection.

2. From the Field drop-down list, select Name and the corresponding Value (name of the
connection). If you omit the value, the search returns all persistent connections.

Note: All search fields are case insensitive.

3. Click the Search button. The Search Results - Persistent Connections page lists all persistent
connections that meet the search criteria and that you have permission to see.

Figure 11-8 Example of a Search by Persistent Connection

Table: Field: Value: sysadmin@SLM1C?7  Group: Administrators
Persistent Connec v  Name « Cisco Search Reset Logout
Search Results - Persistent Connections
_|Configuration Name Console Protocol Time Established Managed Device Logging Connection Status
__lAccounts Available Enabled Enabled
__|Events s CiscoSwitch_1 CiscoSwitch Telnet  2014-12-12 04:07:10 Yes Yes Yes Connecting
AFiles £# CiscoSwitch_2 CiscoSwitch Telnet  2014-12-12 04:07:31 Yes Yes Yes Connecting

__|Ethernet Devices

__|Managed Devices 2items

Note: To clear the search fields, click the Reset button. To re-sort the list (e.g.,
alphabetically by name), click the header of the column you want to sort by.

The following information (if available) displays for each persistent connection:

Table 11-9 Search by Persistent Connection

Name Name of the persistent connection.

Console Ethernet device to which the vSLM 2 secure management software is connected.
Protocol Protocol used to make the persistent connection.

Time Established Time the persistent connection was initiated.

Managed Device If the parent Ethernet Device on this persistent connection is being managed as
Available part of a managed device, users with access to the managed device also have

access to this persistent connection.

Logging Enabled Indicates whether the vSLM 2 secure management software is enabled to log the
persistent connection.
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Connection Enabled

Status

Indicates whether the connection is active.

Search for Managed Devices

To search for a managed device, Administrators, Ethernet Device Account group members, and
Managed Device Account Group members can search by name.

To search for managed devices on the network:

Indicates whether the connection has been enabled and ready to activate.

1. From the Table drop-down list at the top of any page, select Managed Device.

2. From the Field drop-down list, select Name and the corresponding Value. If you omit the
value, the search returns all managed devices.

3. Click the Search button. The Search Results - Devices page opens, listing all managed
devices that meet the search criteria that you have permission to see.

B i 7]

__IConfiguration
__lAccounts
__lEvents

__IFiles

__Ethernet Devices
__IManaged Devices

Figure 11-10 Example of a Search by Managed Device

Hame

[ CiscoSwitch

& MD-linux20

£ MD-linux21

E4 MD-linux22

[ WD-linux242

E4 MD-PowerOutlet-1
E4 MD-PowerOutlet-3
E4 MD-PowerOutiet-4
4 MD-PowerOutiet-5
& MD-PowerOutiet-6
£ MD-PowerQutiet-7
4 WD-PowerOutlet-3
[ TSXPVIRTUAL
13items

Serial
Port
Device-1
slcPort-1
slcPort-1
slcPort-1
sicPort-1

Port-6

Table:

Power Port 1

PowerOutiet-2
Poweroutiet-1
PowerOutlet-2
PowerQutlet-3
PowerQutlet-4
PowerOutlet-1
SLC8024PowerOutlet-3
PowerQutlet-4
Poweroutiet-5
Poweroutliet-6
PowerQutlet-7
PowerQutlet-8
PowerQutlet-3

Managed Device ~

Field Value:
Name -

Search Results - Managed Devices

Power Port 2

PowerOutiet-3
Glenn-PowerOutiet-5
Glenn-PowerQutlet-6
Glenn-PowerQutlet-7
Glenn-PowerQutlet-8
SLC8008PowerOutlet-2

PowerQutlet-4

KVM Port Device Managed

CiscoSwitch  Unknown
TS linux20 Unknown
SLS-KWM-1 linux21 Unknown
SLS-KWM-1 linux22 Unknown
SLE Duo-KVM-1 linux242 Unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
TEXPVIRTUAL Unknown

M1CT7  Group:

Search || Reset | Logout

Managed  Modem Connection Modem Phone Poll Reachable
Device Type Group

mgroup_2
mgroup_1
mgroup_2
mgroup_3
magroup_4
mgroup_1
mgroup_1
mgroup_1
mgroup_1
mgroup_1
mgroup_1
mgroup_1
mgroup_7

App

None
None
None
None
None
None
Mone
Mone
None
None
None
None
None

Mo
No
No
No
No
No
Mo
Mo
Mo
No
No
No
No

No
No
No
No
No
Mo
Mo
Mo
No
No
No
No
No

The following information (if available) displays for each managed device retrieved by the search
that you have permission to see:

Table 11-11 Search by Managed Device

Name of the managed device.

Name

Serial Port

Power Port 1

Power Port 2

KVM Port

Device

Number or name of the Ethernet device's serial port (e.g., a number between 1 and
48 for the SLC 48 console manager) that is connected to the managed device's
console port.

Number or name of an RPM/SLP power port that is connected to the managed
device's power connector.

Number or name of an RPM/SLP power manager's second power port that is
connected to the managed device's power connector.

Number or name of an Spider or SLK KVM port that is connected to the managed
device's KVM port.

Name of the Ethernet device.
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Managed Device Type of managed device (e.g., Solaris Server or Linux Server).

Type

Managed Group Name of the Managed Device Group to which the managed device belongs.
Modem Name of the modem to be used when connecting to the managed device.
Connection Type of connection to make when using the modem.

Modem App Application to invoke for the connection (e.g., Secure Channel, SSH, Telnet).
Phone Telephone number of the modem on the managed device.

Poll Indicates whether to check the managed device for modem connectivity during

modem polling testing.

Reachable Indicates whether a connection to the modem on this managed device was
successful the last time it was tested.

Search for Users

To search for users, administrators with account rights can search using two criteria.

To search for users on the network:

1. From the Table drop-down list at the top of any page, select User.

2. From the Field drop-down list, select one of the following search fields and enter the
corresponding Value. If you omit the value, the search returns all devices.

Note: Searches are not case sensitive.

Table 11-12 Search for Users

User Fields Name: The name of the user for whom you are searching. You need type only as
many characters as will identify the user. For example, s returns all users with
names starting with s.

E-Mail: E-mail address of the user for whom you are searching.

3. Click the Search button. The Search Results - Users page opens, listing all users who meet
the search criteria.

Figure 11-13 Example of a Search by User

Table! Field: Value: sysadmin@SLM1C77  Group: Administrators
User w Name ¥ glenn Search Reset Logout
SLM
[ Y O i O 7 Search Results - Users

_Iconfiguration Name Email Address Config  Config Config  Device Config  Config Config icati Next ize Last Access

[ Network Authentication Services Management Accounts Events Log Change Expire  Login

_lEvents s

__IFiles E4 glenn glenn@test.com No No No No No No No Local Only Yes Yes No No 2014-12-01 00:40:40

MR izrziaes 4 glenn_1  glenn_1@testcam  No No No Yes No Ne No LocalOnly  Yes Yes No No 2014-12-01 00:33:49

__IManaged Devices
€4 glenn_2  glenn_2@testcom  No No No Yes No No No  Local Only Yes Yes No No 2014-12-01 00:34:37
4 glenn_3  glenn_3@testcom  Na No No Yes No Mo No  Local Only Yes Yes No No 2014-12-01 00:35:32
£4 glenn_4  glenn_4@testcom  Na No No Yes No Mo No  Lacal Only Yes Yes No No 2014-12-01 00:36:20
€4 glenn_5  glenn_S@testcom  No No No Yos No Mo  No  LacalOnly Yos Yes No No 2014-12-01 00:37:17
€4 glenn_6  glenn_6@testcom  No No No Yes No No  No  LocalOnly Yes Yes No No 2014-12-01 00:38:04
£ glenn_7  glenn_T@testcom  No No No Yes No No No Local Only Yes Yes No Neo 2014-12-01 00:39:01
£4 glenn_8  glenn_B@testcom  No No No Yes No No No Local Only Yes Yes No  No 2014-12-01 00:39:49
&4 glenn_ad glenn_ad@testcom No Mo Mo Mo Mo No No Remote Only  No No No  No 2014-12-01 00:47.44
E4 glennkrb  glennkrb@testcom  No Mo Mo Yes Mo No No Remote Only  No No No  No 2014-12-01 00:47:35
£4 glennnis  glennnis@testcom  No Mo Mo Mo Mo Mo No Remote Only  No No No  No 2014-12-01 00:47:41
4 glenn_rd  glenn_rd@testcom  Na No No No No Mo No  RemoteOnly Mo No No No 2014-12-01 00:47:38
(4 glenntacac glenntacac@testcom No No No No No Mo  No  RemoteOnly No No No  No 2014-12-02 09:33:51
14 items
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The following information (if available) displays for each user retrieved by the search.

Table 11-14 Search Results - Users

Name
Email Address

Config Network
Config
Authentication
Config Services
Device Management

Config Accounts

Config Events
Config Log Files

Authentication

Password Change

Password Expire

Next Login

Synchronize

Last Access

Using Wildcards

The user name for logging in to the vSLM 2 secure management software.
User's email address; may be used for event notification.

Yes indicates the user can open the Network Settings page and configure network
settings.

Yes indicates the user can select and prioritize authentication methods and related
settings.

Yes indicates the user can configure services such as date and time and SNMP
Agent & syslog and update SLC console managers to which the user has access.

Yes indicates the user can configure settings for auto-detecting devices and ports
and for managing alternate vSLM 2 software.

Yes indicates the user can add, update, and delete all accounts and grant account
permissions.

Yes indicates the user can set alarms and triggers.
Yes indicates the user can view, copy, and delete various log files.

Indicates whether authentication for this user is Local Only, Remote Only, Local
& Remote, or Disabled.

Yes indicates that the user can use the current password indefinitely. Selected by
default.

No allows the user to keep a password indefinitely.

Yes requires the user to change the password the next time the user logs in. (You
may change this setting at any time.)

Yes indicates that if the user's password has changed since the last
synchronization, the vSLM 2 secure management software will update that new
password on all SLM , SLC, SCSxx05/20, and RPM/SLP devices.

Date and time the user last logged into the vSLM 2 secure management software,
or the date and time of account creation if the user has never logged in.

You can use SQL wildcards when conducting a search:

¢ Use the percent sign (%) to match zero or more instances of any character.

¢ Use the underscore () to match any one character.

Note: The vSLM 2 secure management software search automatically appends a
percent sign to the end of all search strings, so you do not need to put one there. All
searches are case insensitive.
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Table 11-15 Searching with Wildcards

Aabc aaaaaaaabCcccccc SLM32_device

BABCde.f ﬁ??.c"(.:ccccccccccc Sxx32

AabCghi liliiiiiiiiiiabe 9232 svst

bABC S _system

but not but not but not

SLM332_device

aaabcdc Aaaaaaaabbcccccc sAB16
Bcccccccecccecccce Dev_2232
Jijjiiiiiijijab

Search Commands

show account search email

Syntax

show account search email <email address>

Example

show account search email sys
Displays all accounts whose email address starts with "sys."
Description

Displays accounts that match the email address entered.

show account search name

Syntax

show account search name <user name>
Examples

show account search name sys

Displays all accounts whose name starts with "sys."
Description

Displays accounts that match the name entered.

show manageddevice search

Syntax

show manageddevice search <one or more parameters>
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Parameters
Note: Search entries are not case sensitive.
[name <Port Name>]

Example

show manageddevice search name waimea-port
Description

Displays all ports that match the criteria entered.

Connecting to Ethernet and Managed Devices

Connections Overview

From the vSLM 2 secure management software, you can connect to vSLM 2 software and other
Ethernet devices just as you would if you logged into the device directly. You can also connect to
Managed Devices.

Permissions set on the vSLM 2 secure management software for Ethernet devices and managed
devices, in addition to granting access to device information in the vSLM 2 database, determine
whether an account group can manage or just listen to the device.

Connection methods offered on a Managed Device depend on what is being managed, as well as
the device types doing the management. For instance, if a Linux Server is being managed, then a
VPN connection button displays. If a Windows box is being managed, then Remote Desktop is
offered. Other connection methods are offered according to the device type specified in the table
above.

Note: Some buttons on Device and Port pages may be inactive, depending on the type
of device. On the Managed Device page, only active buttons display.

Ethernet Devices - Connection Methods
The table below shows the methods available for connecting to an Ethernet device.

Table 11-16 Methods of Connecting to Ethernet Devices

SLM X X

X X X
SLC X X X X X
SLK X X X
RPM/SLP X X X X
SLB X X X X X
Spider X X X X X X
SCS05/20 X X X
SCSxx00 X X X X
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WiBox
UDS/SDS
EDS
EDS-MD
XPort

PremierWave

Other
Lantronix

Other Devices X X X X X
(Non-
Lantronix)

X X X X X X X
X X X X X
X X X X X
X X X X X X X

Managed Devices - Connection Methods
The following table shows the methods available for connecting to a managed device.

Table 11-17 Methods of Connecting to Managed Devices

Non-Lantronix, By means of SSH when connected by serial; when a local Ethernet device is
SCS05/20, SCSxx00, | being managed, then HTTP, HTTPS, SSH, Secure Channel, Telnet, and Remote
Other Lantronix Desktop may be offered, depending on the type of Ethernet device.

Spider HTTPS; Web Channel

SLK HTTP or HTTPS

SLC, SLB and SLM Secure Channel; also Web Channel for SLC/SLB device.

Browsing to an Ethernet or Managed Device's Web Page

Users can browse directly to the home page of a vSLM 2 secure management software or other
discovered Ethernet device.

Note: If the Login and Password fields in the device record have been completed, the
VSLM 2 software uses them for an automatic login when you browse to secure devices.
However, if you use Microsoft Internet Explorer on the client machine, you must change
the registry to use this feature. Firefox does not have this problem. You can change the
Windows registry with the file, iefix.reg, which can be downloaded under the Management
Platform product group at the Lantronix website: www.lantronix.com/support/downloads.
You must run this file on the client machine that runs IE. Further, some non-Lantronix
devices (notably the Avocet DSR1022) require IE 7 to support the browsing feature (from
VSLM 2 secure management software to other device).

To access the Ethernet device's web page interface:
1. On the Device page, click the Browse http or Browse https button.

2. If required, enter the user name and password for accessing the device. The device's home
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page opens.

3. Configure or manage the device as directed by the device's User Guide or online Help.

Making a Secure Channel Connection to an SLC, SLM, or SLB Device

You can use a Lantronix secure channel connection from the web interface to the command line
interface of another vSLM 2 secure management software or an SLC console manager and its
ports and managed devices.

Secure channel is actually a special form of SSH connection. If you use the secure channel, you
need only supply the password when logging into the vSLM 2 secure management software. If you
use SSH, you have to supply the password every time.

Before connecting to an SLC console manager or to another vSLM 2 secure management
software through the secure channel, the administrator must first establish the secure channel
connection to the Ethernet device (SLC or vSLM 2 software only). The administrator attempts to
connect to the Ethernet device through the vSLM 2 secure channel connection and supplies the
sysadmin password for the SLC console manager. After this, any authenticated user who has
permission to connect to the Ethernet device can connect to it through the vSLM 2 secure channel
without further authentication.

Configure or manage the device as directed by the product's User Guide or online Help.
To make a secure channel connection to an SLC or vSLM 2 software:

1. Tologintothe SLC, SLB, or vSLM 2 software, click the Secure Channel button on its Ethernet
device page. A Java applet runs, and then the "Connected to vSLM 2" message displays.

Figure 11-18 Secure Channel Connection to an SLC Console Manager

BSSH2 Terminal connected to slc19a2 (172.19.24... g
Edit Terminal Help

o Zecure Lantronix deviece... G

Connected to 172,19,100,17 port 22 T9x 23 (80 % 24)

2. If prompted to enter a key, type Yes to continue.
3. If prompted, enter your current sysadmin password for the SLC device.
4. Configure or manage the device as directed by the product's User Guide or online Help.

Following is a list of error codes that may display:
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Table 11-19 Secure Channel Error Codes

1 40 Could not connect to SLC module.

1 41 Network connection to SLC device broken during login

1 50 Error opening secure channel key

1 51 Error reading secure channel key

3 62 Error removing old secure channel key from SLC console
manager

3 64 Error importing secure channel key to SLC device

4 68 Error importing secure channel key to SLC console manager

4 80 Error assigning user permissions

6 81 Timeout connecting to device port

6 101 Error connecting to device port (the port may already be in use)

6 102 Error listening to device port. (the port may not be connected)

8 200 Error getting key data from SLC device

8 202 Error establishing secure channel session to SLC console
manager

8 203 Error establishing connection to SLC device

10 204 Error updating secure channel status

11 205 Error setting user permissions (for a connection to a device port)

X 207 Error exiting device port access

X 301 Error exiting listen mode

X 600 Error setting user permissions (for a connection to the CLI)

X 800 Error clearing command history on SLC console manager

Note: Error codes display in the format: <Major Code>,<Minor Code>. An X indicates a
variable major code.

Making an SSH Connection to an Ethernet or Managed Device

Users can use SSH from the web page of a Java-enabled web browser to connect to the
command line interface of any vSLM 2 secure management software or other discovered Ethernet
device.

SSH is a connection protocol that requires all data sent to be encrypted. SSH accomplishes this by
using public and private keys generated by the client and the server. Both sides have a pair of
keys. The private key encrypts the data being sent; for the receiver to decrypt the received
encrypted data, it must have the sender's public key.

The received host key is saved in a file called known_hosts in the SSH directory of users. Upon
reconnection to the same host, the receiver compares the newly received host key to the
previously received key that was stored in the known_host file.

If the newly received host key matches the key in the known_host file, then the authentication
process (login and password) continues.

If the newly received host key does not match the key in the known_host file, then the user
receives a warning that they do not match and is asked whether to replace the old host key
information with the new key. (There could be someone trying to impersonate the known host.)
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If the newly received host key does not exist in the known_host file, the device warns the user that
the host does not exist (first-time connection) and asks the user if it should add the new key to the
known_host file.

To make an SSH connection to the device CLI:

1. Tologinto avSLM 2 secure management software using SSH, click the SSH Connection
button. A Java applet runs.

2. Inresponse to the prompts, enter the user name and password for the device.

Figure 11-20 SSH Login to SLC Console Manager

#2 17219100121 - PuTTY = | (S

n

3. Configure or manage the device as directed by the device's User Guide or online Help.

Making a Web Channel Connection to an SLC Console Manager

The web channel feature uses the existing secure channel key to the SLC device to authenticate
through the web interface. This enables a vSLM 2 user to connect to the web interface on an SLC
module without having to enter a username and password. The web connection to the SLC filters
through the vSLM 2 secure management software. The Web Channel button is only active for
SLC console managers that already have a secure channel. No other device types currently
support this feature.

To make a web channel connection:

1. Onan SLC console manager that has been set up for a secure channel, click the Web
Channel button. The SLC Web Home Page displays.
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Figure 11-21 Web Channel Connection to an SLC Device

U1]E1 1357 9111315171921 23252729313335373941434547.
E2 246 8 1012141518202224252330323435304042“4548.

WebSSH (DP only) Connected Device (DP only)

o ? 1 B

Ugg} glglr:asclsn?lin Select port for (@) Configuration

Home Help?

Welcome to the Secure Lantronix Console Manager

Making a Telnet Connection to an Ethernet device

You can make a Telnet connection to the command line interface of any discovered Ethernet

device.
To make a Telnet connection:

1. Click the Telnet button. A Java applet runs, and then the Telnet command line interface

displays.

Figure 11-22 Telnet Connection

@ 172.19.100.121 - PuTTY

2. Configure or manage the device as directed by the device's User Guide or online Help.
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Connection Commands

Administrators, Ethernet Users and Menu Only Users

connect device

Syntax
connect device <Device Name or IP Address> <one or more parameters>
Parameters

[<secure|ssh]telnet]|tn3270]serial |modem|modemssh|modemtelnet>
modemcal lback>] [port <port>]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB device, SLC ports, and vSLM 2 secure management software, and SSH
is the default for other devices.

Port is the number of a physical port on the SLC.
SLC48 has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the vSLM 2 secure management software dials out to the managed
device in PPP, and then connects it via SSH.

With modemtelnet option, the vSLM 2 software dials out to the managed device in PPP, and
then connects it via Telnet.

With the modemcal 1back option, when the vSLM 2 secure management software user calls an
SLC console manager and logs in, the SLC device hangs up and calls the user back. The vSLM 2
software then logs in again. This feature is currently available in text mode only.

Examples

connect device slc-waimea

connect device slc-waimea-port-1
connect device slc-waimea ssh

connect device slc-waimea port 4
connect device slc-waimea modemssh
connect device slc-waimea modemcal lback

Description

Connects to an Ethernet device, managed device, or device port.

connect index

Note: Type show device all to display the index.

Syntax

connect index <number> <one or more parameters>

Parameters

<secure]|ssh]telnet]serial |modem|modemssh|modemtelnet] modemcal lback>]
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Description

Connects a device by index number.

connect persistent

Syntax
connect persistent <persistentConnectionName> [device <devname|lP>]

Notes: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.

The <devname> following device may be the name of an Ethernet device or the name of
a managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.

Description

Connect to an existing persistent connection.

connect ssh

Syntax
connect ssh <IP Address or Name> [tcpport <TCP Port>] [<SSH flags>]
Parameters
<SSH flags> is one or more of:
user <Login Name>
version <1]|2>
escape <Character>
The TCP PORT parameter is the TCP port number; the default is 22.
Description

Connect to any machine/device using standard SSH V1 or V2 protocol.

connect telnet

Syntax

connect telnet <IP Address or Name> [tcpport <TCP Port>] [user <Login
Name>]
tcpport is the TCP port number; the default is 23.

Description

Connects to a device by means of standard Telnet.

connect tn3270

Syntax

connect tn3270 <IP Address> [tcpport <TCP Port>] [user <Login Name>]
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Description

The tcpport parameter is the TCP port number and default is 23.

show connection list

Syntax
show connection list
Description

Displays the active user connections in short form.
Managed Device Users

connect device

Syntax

connect device <Device Name>
[<secure|ssh]telnet|serial |modem|modemssh|modemtelnet|
modemcal Iback>][port <port>]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB device, SLC ports, and vSLM 2 secure management software, and SSH
is the default for other devices.

Port is the number of a physical port on the SLC device.
SLC48 console manager has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the vSLM 2 secure management software dials out to the managed
device in PPP, and then connects it via SSH.

With modemtelnet option, the vSLM 2 software dials out to the managed device in PPP, and
then connects it via Telnet.

With the modemcallback option, when the vSLM 2 secure management software user calls an
SLC console manager and logs in, the SLC module hangs up and calls the user back. The vSLM 2
software then logs in again. This feature is currently available in text mode only.

Examples

connect device slc-waimea

connect device slc-waimea-port-1
connect device slc-waimea ssh

connect device slc-waimea port 4
connect device slc-waimea modemssh
connect device slc-waimea modemcal lback

Description

Connects to a managed device through a secure channel.
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connect index

Note: Type show managedevice all to display the index.

Syntax

connect index <number>

Parameters

[<secure|ssh]telnet|serial |modem|modemssh|modemtelnet] modemcallback>]
[<SSH flags>]
<SSH flags> is one or more of: user <Login Name>
version <1]2>
escape <Character>

Description

Connects to a device by index number.

Services

The SLM Services page allows administrators to define ways to access the vSLM 2 secure
management software, to configure the banner for the CLI, and to enable an audit log of the vSLM
2 software.

To configure services:

1. On the menu, click Configuration > Services. The following page opens:

Figure 11-23 SLM Services Page

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
LANT?ONIX User ¥ Name ¥ glenn Logout
SLM
(o e W ] SLM Services
=] JC?nﬁguraton Configure | Banners § SSL | Status | Notes | Help |

= _INetwork Settings
_ITPv4Filters
_ltPsec Management
= _iMadem Management HTTPS Only:
_IModems
. _IModem Profiles
= Authentication Enable SSH Logins:
NIS
LDAP SEH Port:
RADIUS
Kerberos Java Terminal Deployment:
B TACACS+
. EIssHKeys
__lServices
_IDevice Management
_Accounts
_lEvents
_IFiles
_|Ethernet Devices
_\lManaged Devices

Enable Telnet Logins:
Enable WAP: Enable Audit Log:

Enable 55H V1 Logins:

BEEE
EEEO

Enable Session Logging:

(@) Java Web Start

= Java Terminal Buffer Size: 1000
() Applet

2. Enter the following information:
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Table 11-24 SLM Services - Configure Tab

HTTPS Only If selected, allows access to the vSLM 2 secure management software
through HTTPS only and disallows access through HTTP. Requires a reboot
to take effect. Selected by default.

Enable Telnet Logins If selected, allows access to the vSLM 2 software through Telnet. Disabled by
default.

Enable WAP If selected, allows you to access the system through a cell phone. For more
information about WAP, see Using the SLM Mobile Browser (on page 307).

Enable Audit Log If selected, enables the vSLM 2 secure management software to log all
actions that have changed the configuration of the vSLM 2 software. Disabled
by default.

Enable SSH Logins If selected, enables the vSLM 2 software to allow users to access the CLI
using SSH. Enabled by default.

Enable SSH v1 Logins If selected, enables the vSLM 2 secure management software to allow users
to access the CLI using SSH version 1.

SSH Port Allows you to change the SSH TCP port to a value in the range of 1 - 65535.

The default is 22.

Enable Session Logging  If selected, enables the vSLM 2 software to log data going back and forth
between the user and a device or port.

Java Terminal When starting Java, should the vSLM 2 secure management software use
Deployment Java Web Start (stand alone) or a Java Applet?

Java Terminal Buffer Size Number of lines in the Java terminal buffer

3. Click the Update button.
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Banners

You can maintain text that is used for the CLI.

To enter banner text:

1. On the Services page, click the Banners tab. The following page displays:

SLM

Figure 11-25 Services Page - Banners Tab

Table: Field: Value: sysadmin@SLM1CY7 Group: A

ators

User ¥ MName v glenn Search Reset Logout

il I I 7

SLM Services

= JConﬁguraﬁon
_INetwork Settings
_lAuthentication
_I8ervices
_IDevice Management

[ _lAccounts

_|Events

& _|Files

_|Ethernet Devices

_\lManaged Devices

*

[

Banners

Welcome

e e T T

Welcome legal banner check. It is used to check the #*
maximum size supported by the Securlinx Devices. They®
should support upto 1024 characters. If you have come¥®
across this login by accident or an attempt to try to *
crack into this system illegally, trust you are just *
wasting your time. Here I will do better than that, *

Login

e e T T

*

[

This is a Login banner check. It is used to check the¥®
maximum size supported by the Securlinx Devices. They®
should support upto 1024 characters. If you have come¥®
across this login by accident or an attempt to try to *
crack into this system illegally, trust you are just *
wasting your time. Here I will do better than that, *
the User Login name is sysadmin, and the default pass-*
word is PASS. *

*

Sorry to take the fun out of the crack, but I feel *

Logout

e e T T

*

[

This is a Logout banner check. It is used to check the¥®
maximum size supported by the Securlinx Devices. They®
should support upto 1024 characters. If you have come¥®
across this login by accident or an attempt to try to *
crack into this system illegally, trust you are just *
wasting your time. Here I will do better than that, *

Update Reset

2. Enter the following information:

Table 11-26 SLM Services - Banners

1

1

1

Welcome Enter the text to display at CLI connection.
Login Enter the text to display upon successful login to the CLI.
Logout Enter the text to display upon logout from the CLI.

3. Click the Update button.

Note: Use the Reset button to clear the entries.
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SSL

The vSLM 2 secure management software has a default Secure Socket Layer (SSL) certificate.
The SSL tab enables administrators to view and update SSL certificate information. The SSL
certificate, consisting of a public/private key pair used to encrypt HTTP data, is associated with the
web server. You can import a site-specific SSL certificate, if desired.

To view, reset, import, or change an SSL Certificate:

1. On the Services page, click the SSL tab. The current certificate displays.

Figure 11-27 Services - SSL Tab

Table: Field: Value: sysadmin@SLM1CY7 Group: Administrators
User ¥ MName v glenn Search Reset Logout
SLM Services
= _dConfiguration SSL
__INetwork Settings
__lAuthentication
[# _|Services .
__IDevice Management Current S5L Certificate (Default)
[+
:-Jncm“”m ————— BEGIN CERTIFICATE——-——-
gl ja)=) 4 o xCz. gl SW
JE_"E”‘E MIIDHDCCRgQCBQWppBx3MAOGCSgG5Ib3DQEEEQUAMFMxCzAJBgNVEAYTAIVTMY,
_IFiles _ CQYDVQRIEwJDQTEFMAOGRIUEBXMGSXI2aWs IMRIWEAYDVQOKEWIMYWS OcmSuaXgx
H—JEmanﬂDEW¢5 EjAQBgNVEBAMTCUxhbnRyb2 5peDAe FwOxNDE yMTAwWM ] EyMiNaFw0zMTEYMTEWMIEy
—IManaged Devices MiNaMFMxCzAJBgNVBAYTAIVIMQswCQYDVQQIEwIDQTEEMAOGAIUEBXMGSXI2aW51

MRIWEAYDVQQKEW1MYWSOcm9uaXgxEjAQBgNVBAMT CUxhbnRyb2 5pe DCCASAWDQYJ
KoZIhvcHAQEBBQADggENADCCAQgCggEBANAROEVM,/ gZulR3ed4w3xe0pOlWaibFLe
WHEWNYPoJoOnv3wlUdEugyjBXNLXE/EYBce2pZ5G3zMapikKMeF6 i VXRnx+95KUbE
hJEKRAvUjpVo5ZXESFIYQM1LzE48p0j BvEfBUMnNEBEgE /W1eOpYF576TSKtFOCEG3
hIBbNwDxY=s2xbgHREK33DEFwIv229DivmE/ 6RS2zNkDInzczAQrsiNgb9Z5J2k7TVD
¥244zEGup/iLe7zs1okiGnBe8351GzHiR/hQwIdFiSEYShsceTvLirvCirlSQF940
oNQ39Erv/tQxEdyu6zvhhHrDGgOgkE8T 6] Egng3J+CghOWvObEKKEEkyOCASMwDQYJ
KoZIhvcHNAQEFBQADggEBATkrSHe6TiNSxknluxsEX+v2ZeASVP2 0ue06BWRITLEP
B72gWx1/3NFFMZvtoT6BKowL/Qb0OYLz+FzV3Lp/gr2nFFuBuXLGFwzy76x3/DgaC
rv4jTaVzJZpat0IXOXABZGSFRaBiS81mCI 7 TvoNGHN1GQ0dBvCmgoQIncrePETEWY
QpgVWReXdnbv7iwDGzl77dlze4yT/COcqgD/QAHFT1xQFcl2tlJakKvgl TX4anyx9J
pUKpBEQMy+19MZ/0CZaCiTYIRem] podHEX e tOGVFFE 9eQ9hmn 1 XMwD4 £1aQEDEmx
QWWOWoj BwhATzvyMoIUFRCLVEccs6RNICpFrgshoy2xd=

Resetto Default
Certificate: Note: changing the SSL Cerificate requires
a reboot for the update to take effect.

Import S5L Certificate: Host:

Importviaz SCP Path:

Cerificate Filename: Login:
Key Filename: sysadmin Password: eeee

Retype

Password:

Submit

2. Enter the following:

Table 11-28 SLM Services - SSL Tab

Reset to Default To reset to the default certificate, select the checkbox to reset to the default
Certificate certificate. Unselected by default.

Import SSL Certificate To import your own SSL Certificate, select the checkbox. Unselected by default.
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Import via From the drop-down list, select the method of importing the certificate (SCP or
SFTP). The default is SCP.

Certificate Filename  Filename of the certificate.

Key Filename Filename of the private key for the certificate.

Host Host name or IPaddress of the host from which to import the file.
Path Path of the directory where the certificate will be stored.

Login User User ID to use to SCP or SFTP the file.

Password & Retype  Password to use to SCP or SFTP the file.
Password

3. Click the Submit button.

Note: You must reboot the vSLM 2 secure management software for the update to take effect.

Status

Administrators can view the system status on the Status tab, and if they desire, email it to another
person.

To view or email the system status:

1. Onthe Services page, click the Status tab. The following page displays the status information.

Figure 11-29 Services Page - Status Tab

Table: Field: Walue: sysadmin@SLM1CY7  Group: Administrators
User * Name w glenn Search Reset Logout
SLM
SLM Services
[ _4Configuration Status
__INetwark Settings S
__lauthentication Contents of tmp/simsystemstatus.txt
_lservices
_IDevice Management [SLM System Status Reports]
__lAccounts
[ |Events show datetime
__IFiles

Date/Time: Fri Dec 12 04:36:03 2014
Timezone: US5/Pacific
S51LM Up time: 0 days, B hours, 12 minutes

__|Ethernet Devices
__IManaged Devices

admin version

Model: SIM

Placform: w5LM

Firmware revision: 4.0.0.0

Release date: 12/09/2014 08:06:20 EST
MAC 1: 00:0C:289:A4:1C:77

MAC 2: 00:0C:29:24:1C:81

Max number of seat: 25
Enhanced Lantronix update expiration: Dec2016
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Continuation of Figure 11-29 (part 2 of 5)

Copyright (c) 2003-2014,

Lantronix,

Lantronix Corporate Headguarters

167 Technology Drive
Irvine, CA 92618 USA
Tel: (B0O) 526-8766
Te +1 (9489) 453-3580
Fax: +1 (949) 453-39895

Technical Support

Hours: &:00a - 5:00p Pacific Time
Monday - Friday (excluding holidays)

Tel: (800) 422-7044 (US only)

Tel: (949) 453-7198
Fax: (949) 450-7226
FTP: ftp.lantronix.com

show sysinfo

Max number of seat: 25
Hardware testing: 00

Echernet address 1: 00:0C:29:R4:1C:77
Ethernet address 2: 00:0C:28:A4:1C:81
Hard Disk ID: (Unknown - Virtual Machine)

Firmware update information

mne]

System file information

(None)

show net all

Port State IFP address

Subnet mask Mode

All rights reserved.

IPve filter

1 DHCP 172.19.100.56 255.255.0.0 Auto-negotiate (Hone)
2 Disabled 0.0.0.0 0.0.0.0 Auto-negotiate (None)
Echernet bonding disabled

Hostname SLM1CT7

Default gateway 0.0.0.0

Port 1 DHCP gateway 172.19.0.1

Precedence Default

Alternate Gateway 0.0.

Alternate Gateway IP Address to ping 0.0.0.0

Alternate Gateway Ethernet Port for ping Ethl

Alternate Gateway delay between pings 3 Second (=)
Alternate Gateway # of failed pings 10

Static DN5 server #1 0.0.0.0

Static DN5 server #2 0.0.0.0

Static DNS server #3 0.0.0.0

[port 1]

DHCP-Acquired DNS server #1 172.19.1.1
DHCP-Acquired DNS sexrver #2 172.18.1.2
DHCP-Acqguired DNS server #3 0.0.0.0

ethl Link encap:Ethernet
inet addr:172.159.100.56

inecé ad
UE BROAD

dr:
CAST

HWaddr 00:0C:29:A4:1C:77

Bcast:172.19.255.255 Mask:255.255.0.0
fe80::20c:29ff:fead:1c77/64 Scope:Link
RUNNING MULTICAST MTU:1500 Metric:1

RX packets:298116 errors:0 dropped:0 overruns:0 frame:0

TX packe

T

collisions:0 txqueuelen:1000

RX bytes

:32949992 (31.4 MiB)

Interrupt:17 Base address:0x1080

echl Link encap:Echernet
MULTICAST
RX packets:0 errors
TX packets:0 errors

BROADCAS

T

HWaddr 00:0C:29:R4:1C:81
MTU:1500 Metric:1

collisions:0 txqueuelen:1000

RX bytes

:0 (0.0 b)

IX bytes:0 (0.0 b)

Interrupt:18 Base address:0x1800

show service

Audit log: Enabled
Session log: Enabl

ed

Telnet login: Disabled

S5H login: Enabled
55H wversion 1 logi
WAFP access: Enable
HTTPS only: Yes

Open SSH Version:
Open SSL Version:

n: Enabled
d

4.3p2
0.9.8a

Linur Version: 2.6.15-1.2054_ FCS5smp

Server Version: Ap.

show modem

ache/2.2.3

0 modem (=) fou

show account

nd.

Idx User name Ema

il address

Account group Group type

TX bytes:EB08341E88

45323 errors:0 dropped:0 overruns:0 carrier:0

(77.0 MiB)

:0 dropped:0 overruns:0 frame:0
:0 dropped:0 overruns:0 carrier:0

Assigned menu

1 buguser buguser@test.co Administrators

Administrator (None)
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Continuation of Figure 11-29 (part 3 of 5)

(SR T TSR RN

o

10
11
1z
13
14
15
16
17
18
19
20
21
2z
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
4z
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

chrisci
ethl_1
ethl 2
ethl 3
ethl 4
eth2 1
eth2 2
ethi 3
eth2 4
eth3_1
ethi_2
eth3 3
ethi_4
glenn
glenn 1
glenn 2
glenn 3
glenn 4
glenn 5
glenn:ﬁ
glenn 7
glenn 8
glenn:ad
glennkrb
glennnis
glenn rd
glenntacac
Kerberos
LDAP
mgdl 1
mgd1_2
mgdl_3
mgdl ¢
mgd2_1
mgd2 2
mgd2 3
mgd2_¢
mgd3 1
mgd3_2
mgd3_3
mgd3 4
mnul 1
mnul 2
mnu1:3
mnul 4
mnuZ 1
mnuz:z
mnu?_3
mnuZ 4
mnu3 1
mnu3 2
mnu3:3
mnu3_4
NIS
RADIUS
SecurID
sysadmin
TACACS
vito

60 users(s)

show connection

ethl 1@test.com
ethl 2@test.com
ethl 3f@test.com
ethl 4@test.com
eth? 1ftest.com
Eth2:2@te5t.snm
eth? 3@test.com
eth2 4@test.com
eth3_1@test.com
eth3 2@test.com
eth3_3f@test.com
eth3 4@test.com
glenn@test.com
glenn l@test.co
glenn Z@test.co
glenn 3@test.co
glenn_4@test.co
glenn S@test.co
glenn:ﬁ@cesc.cn
glenn T@test.co
glenn E@test.co
glenn:ad@test.c
glennkrb@test.c
glennnis@tesc.c
glenn_rd@test.c
glenntacac@test
Kerberos@icest.c
LDAP@test.com

mgdl 1@test.com
mgdl:2@test.snm
mgdl_3@test.com
mgdl 48test.com
mgdZ_18test.com
mgd2 2@test.com
mgd2:3@te5t.snm
mgdZ_48test.com
mgd3 1@test.com
mgdS:Z@test.cnm
mgd3_3@test.com
mgd3 48test.com
mnul 1l@test.com
mnul 28@test.com
mnul:S@test.snm
mnul_ 4@test.com
mnu2 18test.com
mnuz:Z@test.cnm
mnuZ_3@test.com
mnu2 4@test.com
mnu3_1l@test.com
mnu3 2@test.com
mnu3:3@test.snm
mnu3_ 4@test.com
NIS@test.com

RADIUS@test.com
SecurID@test.co

TACACSEtest.com

found.

Long Group Name Device Perm

Ethgrpl
Ethgrpl
Ethgrpl
Ethgrpl
Ethgrp2
Ethgrp2
Ethgrp2
Ethgrp2
Ethgrp3
Ethgrp3
Ethgrp3
Ethgrp3
Administrators
testmenu
testmenu
Testmenu
testmenu
testmenu
testmenu
testmenu
Testmenu
Ethgrpl
Mnugrpl
Mgdgrp2
Mgdgrpl
Ethgrp2
hdministrators
Administrators
Mgdgrpl
Mgdgrpl
Mgdgrpl
Mgdgrpl
Mgdgrp2
Mgdgrp2
Mgdgrp2
Mgdgrp2
Mgdgrp3
Mgdgrp3
Mgdgrp3
Mgdgrp3
Mnugrpl
Mnugrpl
Mnugrpl
Mnugrpl
Mnugrp2
Mnugrp2
Mnugrp2
Mnugrp2
Mnugrp3
Mnugrp3
Mnugrp3
Mnugrp3
Rdministrators
hdministrators
Administrators
Rdministrators
BAdministrators
ITHM-Finance

Max number of seat: 25
Inbound sessions

Ethernet
Ethernet
Echernet
Ethernet
Ethernet
Ethernet
Ethernet
Echernet
Ethernet
Ethernet
Echernet
Ethernet
Administ
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Ethernet
Menu use
Managed
Managed
Ethernet
Adminisc
Administ
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Managed
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Menu use
Adminisc
Administ
Administ
Adminisc
Bdminist

user
user
user
user
user
user
user
user
user
user
user
user

rator

T

r

T

T

r

T

T

T
user

r

user

user
user

rator

rator

user

user

user

user

user

user

user

user

user

user

user

user

T

r

T

T

T

T

r

T

T

r

T

T

rator

rator

rator

rator

rator

Device Perm

Qutbound sessions

(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
glenng
glenng
glenng
glenng
glenng
glenng
glenn8
glenng
(None)
glennl
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
(None)
glennl
glennl
glennl
glennl
glenn2
glenn2
glenn2
glenn2
glenn3
glenn3
glenn3
glenn3
(None)
(None)
(None)
(None)
(None)
(None)

ID Type User Location Idle Time ID Type Destination Uptime MDevwv

1 cli sysadmin Console 08:03:33

2 web sysadmin 172.20.197.103 00:00:01

3 cli sysadmin Unknown 00:00:00

3 inbound and 0 outbound connection(s) found.

admin showboot

Current Bank: bank 1 Hext Boot Bank: bank 1.

Bank 1: 4.0.0.0

Bank 2: 4.0.0.0

show dev all

Echernet device

Idx Name IP address Ethernet address Group Model S5CC Vers
12 172.19.100.47 00:20:11:09:14:11 No 1.0
22 172.19.100.42 00:02:4A:8D:02:DF Ho 7.0.
3 2 172.19.100.132 00:2 Ho 1.0
4 2 172.19.100.162 00:8 No 1.0.
5 2 172.19.100.217 00:2 Ho 1.0
a ? 172.19.229.231 00:8 Ho 1.0.
T ? 172.19.100.6 00:8 No 1.0.
8 2 172.19.100.118 00:8 Ho 7.0.
9 2 172.19.100.128 00:8 No 7.0.
io 2 172.19.100.236 00:8 Ho 1.0.
11 2 172.19.229.250 00:8 Ho 1.0.
12z 2 172.19.100.241 00:8 No 1.0.
13 2 172.19.100.97 00:2 Ho 1.0
14 2 172.15.100.9 00:2 Ho 1.0
15 AP541N-A-K9 172.18.0.110 BA:5B: Ho

16 CiscoSwitch 172.19.39.40 00:02:B9:F4:F5:00 Ho

vSLM™ 2 Secure Management Software User Guide

252



11: Operation and Maintenance

Continuation of Figure 11-29 (part 4 of 5)

17
is
19
20
21
22
23
24
25
28
27
28
29
30
31
32
33
3
35
36
37
38
39
40
41
42
43
44
2
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
&2
63
64
65
66
a7
68
69
70
71
Tz
73
T4
75
76
77
78
79
80
81
g2
83
B4
B85
-1
BT
88
g9
90
91
92
93
94
95
S6
97
98
89
100
101
102
103
104
105
106
io07
108
109
110
111
11z
113
114
115

DSM-Access
EDS16PR

EDS1&P5

EDS16P5

ED52100

EDS2100

EDS32PR

EDS32PR

EDS32FR

EDS32PR

EDS32FR

EDS32FR

EDS32ZPR

EDS4100

EDS4100

EDS4100

EDS-MDD4
ETS_2393F2
Fedora-242-1
GlennDell-XP-PC
HPProCurve2524
Lantronix Tech 5
linux20

linux21

linux32

linux242

lyonslb
MatchPort b/g Pr
mlalc4B
mlslc8048
HPIZ2A1R49
PAT-HostVM
patlab =slbl
patlab slb2-1
Premier Wave EN
Premier Wave EN
Premier Wave EN
Premier Wave EN
Premier Wave EN
Premier Wave XN
Premier Wave XN
Rextron-Spider
5C51600_glenn
5CS1620An
5C5_57062F
SecureLinxSLE Sb
SecureLinxSLP_Sb
SecureLinxSLP_8b
ServerRm-RackPC
51b08 250 54 1
s1b792c

slbBRef 120-6100
slbpccard7l-P61R
slbRefreshVz251
g2lbvz249 glenn
s1c0737

s1c08 glenn-1
slclé_glenn
s51c247

slc4657

slc48 _glenn 1
slc5e35

slcas08

slc-md-u
slcRefE00E
slcRefE024
slcRefB040
slcRefreshR17_16
51m027g1&nn17_
51lm02 glenn3917
SLM115

SLM117

SLM1F4F

s1m211 19 37k
SLM2643

SLM5T73E
SLP_Glenn 237 30
SLS Duo
SL5-PC3923
So0larisli0
SpiderSIM117
TEST1

TESTXP1

TH3270

TS

TSFTP

tslabel

ts31c32
TSXPVIRTUAL
Ubuntu

UDsS2100

wslm02 glenn2501
WiBox bB/g
Windows2003
Windows2012
WindowsT
WindowsE81PFro
WindowsXP
XPort-03/04

172.
172.
172.
172.
17z.
172.
172.
172.
172.
172.
172.
172.
17z.
172.
172.
172.
172.
172.
172.
172.
17z.
172.
172.
17z.
172.
172.
172.
172.
172.
172.
172.
17z.
172.
172.
172.
192.
172.
172.
172.
17z.
172.
172.
172.
172.
172.
172.
172.
17z.
172.
172.
17z.
172.
172.
172.
172.
17z.
172.
i72.
172.
172,
17z,
172.
172,
17z.
172.
i72.
17z.
172,
17z,
172.
172,
17z.
172.
i72.
17z.
172,
17z,
172.
172,
17z.
172.
i72.
17z.
128.
17z,
172.
172,
17z.
172.
i72.
17z.
172,
17z,
172.
172,
17z.
172.
i72.
i17z.

19.
19.
i9.
19.
i9.
ig9.
i9.
ig.
19.
19.
i9.
19.
i9.
ig9.
18.
ig.
ig9.
i8.
i9.
19.
is.
18.
19.
i9.
ig9.
19.
i8.
19.
i8.
18.
18.
i9.
ig9.
i9.
ig.

39.248
229.79
245.3
212.86
100.223
213.11
229.72
245.86
245.7
245.8
212.157
229.8
212.1586
212.207
21.186
213.104
229.95
18.130
231.99
100.229
21.95
0.108
39.20
39.21
39.22
242.1
21.87
100.170
21.66
21.861
0.104
100.168
212.153
229.253
100.130

168.0.2

19.
i9.
19.
i9.
ig9.
19.
ig.
ig9.
i8.
18.
19.
is.
i9.
19.
is.
ig9.
19.
ig.
19.
i9.
i9.
19.
ig9.
ig9.
19.
ig9.
19.
19.
ig9.
19.
i9.
ig9.
19.
ig9.
18.
is.
ig9.
19.
i9.
ig9.
19.
ig9.
19.
is.
18.
19.
i9.

100.124
100.115
100.134
100.204
100.12
38.96
39.123
39.112
21.51
21.865
39.44
0.108
100.147
39.250
21.63
100.87
250.55
39.251
39.249
100.251
39.253
39.254
39.247
213.8
100.90
100.116
250.120
100.125
100.221
250.119
250.127
250.167
211.17
39.17
0.115
0.117
100.169
211.19
100.101
100.165
237.30
100.76
39.194
21.75
21.78
39.23
39.182

227.128.75

is

i8.
18.
is.
18.
18.
i9.
ig9.
19.
i8.
18.
is.
18.
18.
i9.

.0.216
21.78
0.103
0.107
21.18
21.71
39.244
100.39
210.210
21.74
21.77
21.72
21.70
21.73
212.82

00:80:A3:89:3F:07
00:
00:
00:
00:
00:
00:
00:
00:20:4A:8E:55:25
00:20:4A:8E:5E: 2B
00:20:4A:8BE:53:D0
00:20:4A:8BE:BE: 66
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
11:
00:
11:
11:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:8B0:A3:8BC:4F: 64
00:80:A3:8D:52: 6D
00:80:A3:94:79:2C
00:80:A3:
00:80:A3:
00:80:A3:84:79:C6
00:20:4A:8D:02:FE
00:80:A3:89:07:37
00:80:A3:89:07:01
00:80:A3:
00:80:A3:89:42:7D
00:80:A3:89:46:58
00:80:A3:8F:80:02
00:80:A3:8D:5E:35

D4: 108
00: Hrle
00: =31
00: 166
00: :36
00: :48
00: :10
00: Bt
00: $12
00: :80
00: :30

00:30:468:5B:41:F2
00:0C:29:3F:26:43
00:30:48:5D:57:3E

00:80:A3: :02
00:80:A3: =51
00:80:A3: t89F
00:20:4A: t0A

00:80:A3:8C:16:76
00:17:31:47:19:71
00:50:56:C0:00:08
11:22:33:44:55:66
00:80:A3:88:27:4A
00:80:A3:8C:00:40

00:20:4A:96:15:BF
00:80:A3:8C:51:4C
164
:96
:BD
1BC
00:20:4A:E3:96:5C

SLB

EDS
EDS
EDS
EDS

EDSMD
Other
SFDR
SFDR
Other
Other
Other
Other
Other
Other
SLB
LTRX
SLC
SLC
Other
SEDR
SLB
SLB
Pilave
Piave
PWave
Pilave
Piave
PWave
PHave
SPDR
5CS5x
3Cs
5C8x
SLP
SLP
SLP
SFDR
SLE
SLB

SLB
SLB
SLC
SLC
SLC
SLB
SLC
SLC
5LC
SLC
SLC
SLC
SLC
SLC
SLC
SLM
S5IM
SIM
SLM
SIM
SIM
SLM
SIM
SLP
S5PDR
SPFDR
SPDR
SFDR
Other
Other
Other
SLE
S5PDR

WiBox
S5PDR
SPFDR
SPDR
SFDR
SPDR
XPort

SLEEE4 Yes
EDS16PR No
EDS16FS Ho
EDS16FS Ho
EDS2100 Ho
ED52100 Ho
EDS32FPR No
EDS32FR Ho
EDS532FR Ho
EDS32PR No
EDS32FR Ho
EDS532FR Ho
EDS32FR Ho
ED54100 Ho
ED54100 Ho
ED54100 Ho
EDS-MDO04 Ho

Ho
SLS Yes
SL5 Yes

Ho

Ho
Model Ho
Model Ho
Model Ho
Model Ho
SLBEE4-02 Yes
MatchFort HNo
SLC48-03 No
SLCE048-01 Ho

Ho
5L5 Duo Yes
SLEOEEB4 Yes
SLBOBB4 Yes
Premier Wa Ho
Premier Wa Ho
Premier Wa No
Premier Wa Ho
Premier Wa Ho
Premier Wa No
Premier Wa Ho
SL5 Duo Yes
5C51600 Ho
5C51620 Ho
5C53200 No
SLP Ho
SLP Ho
SLP Ho
SL5 Duo Yes
SLEOEEB4 Yes
SLB8B2 Yes
SLEEEB2 Yes
SLBOBB4 ¥es
SLBEB2 Yes
SLEEB2Z Yes
SLC8 Ho
SLCE Ho
SLClé Ho
SLBES4 Yes
SLC48 Ho
SLC48 No
S5LCle Ho
SLCE048 Ho
SLC8048 No
SLCEODE Ho
SLCE0Z24 Ho
SLCB8040 Ho
SLCEBO32 Ho
SLM No
S5IM Ho
SIM Ho
SLM No
SIM Ho
SIM Ho
SLM Yes
SIM Ho
SLP No
SLS Duo Ho
5L5 Duo Yes
SLS Yes
SLS Yes

Ho

Ho
Model Ho
SLE No
SLS Yes

Ho
SLC32 No

Ho
5L5 Duo Yes
UDS2100 Ho
S1LM Yes
WiBox b/g No
SLS Duo Yes
5L5 Duo Yes
5LS Duo Yes
SL5 Duo Yes
5L5 Duo Yes

XPort-03/0 No
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[ERE=

LT R R R R R I L )

=1 in tn tn tn tn (N tn tn (0 N En tn e n tn En
D000 000000000000.W"

oW

CWoOooOOoOOW0mE O

=

= I I R N R e N N O I I S S Ry}

L R R I I B . . - - T O - A - Y L L T
or oo

FRNoMPOoODo oo

]

Lol o
0 'man -

w
o

vSLM™ 2 Secure Management Software User Guide

253



11: Operation and Maintenance

Continuation of Figure 11-29 (part 5 of 5)

Mana
Idx
1ls
117
1ie
119
120
121
12z
123
124
125
128
127

115 XPort-03/04 172.19.212.62 00:20:4A:E3:96:5C XPort XPort-03/0 No 6.10
ged device
Name Group Dewvice Serial Powerl Power2 KVM Modem
CiscoSwitch mgroup 2 CiscoSwitch Yes Yes Yes
MD-1inux21 mgroup 2 linuxZl Yes Yes Yes Yes
MD-1linux22 mgroup_3 linux22 Yes Yes Yes Yes
TSXPVIRTUAL mgroup 7 ISXPVIRTUAL Yes Yes Yes
MD-1inux20 mgroup 1 linux20 Yes Yes Yes Yes
MD-PowerQutlet-1 mgroup 1 Yes Yes
MD-PowerQutlet-3 mgroup:l Yes
MD-PowerOQutlet-4 mgroup 1 Yes
MD-FowerQutlet-5 mgroup 1 Yes
MD-PowerQutlet-& mgroup 1 Yes
MD-PowerQutlet-7 mgroup 1 Yes
MD-PowerQutlet-8 mgroup 1 Yes
MD-1linux242 mgroup 4 linux242 Yes Yes Yes Yes

1zg

115 ethernet devi

ce(s) and

13 managed device (s) found.

show persistent

Idx Name Parent Protocol Last Established Active S5tatus
1 CiscoSwitch 1 CiscoSwitch Telnet 12/12/2014 04:35: Yes Connect
2 CiscoSwitch 2 CiscoSwitch Telnet 12/12/2014 04:35: Yes Connect
3 judytest Fedora-242-1 Secure 12/11/2014 21:04: Yes Up
4 linux20 1 linux20 Telnet  12/12/2014 04:35: Yes Connect
5 linuxzc:z linux20 Telnet 12/12/2014 04:35: Yes Connect
6 linux2l 1 linux2l 55H 12/12/2014 04:35: Yes Connect
7 linux2l 2 linux2l 55H 12/12/2014 04:35: Yes Connect
8 linuxzz:l linux22 Telnet 12/12/2014 04:35: Yes Connect
9 linux22 2 linux22 Telnet 12/12/2014 04:36: Yes Connect
10 persisc3921 1 DSHM-Access 55H 12/12/2014 04:35: Yes Connect
11 persist3821 10 DSM-Access S5S5H 12/12/2014 04:35: Yes Connect
12 persist3921 11 DSM-Access 55H 12/12/2014 04:33: Yes Tp

13 pergist3921:2 DSM-Rccess 55H 12/12/2014 04:33: Yes Up

14 persist39521 3 DSM-Access S55H 12/12/2014 04:33: Yes Tp

15 persist3921 4 DSHM-Access 55H 12/12/2014 04:33: Yes Tp

16 pergist3921:5 DSM-Rccess 55H 12/12/2014 04:33: Yes Up

17 persist3921 6 DSM-Access 55H 1271272014 04:33: Yes Tp

18 persisc3921 7 DSHM-Access 55H 12/12/2014 04:33: Yes Tp

19 persist3921 8 DSM-Rccess 55H 12/12/2014 04:33: Yes Up

20 persist3921 9 DSM-Access 55H 12/12/2014 04:33: Yes Tp

21 test - 51¢247 55H 12/11/2014 20:25: Yes Up

22 TSXPVIRTUAL 1 TSXPVIRTUAL Telnet 12/11/2014 20:25: Yes Down.
23 TSXPVIRTUAL 2 TSXPVIRTUAL Telnet 12/11/2014 20:25: Yes Down

[SLM System Status Reports End]

Email

2. To emall the status, enter the recipient's email address and click the Send Report button.

Services Commands

address:

set service auditlog

Syntax

Send Report

set service auditlog <enable|disable>

Description

Enables or disables audit logging.

set service telnet

Syntax

set service telnet <enable]disable>

Description

Enables or disables Telnet logging to the vSLM 2 software.
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set service ssh

Syntax
set service ssh <enable]disable> version <1|2>
Description

Enables or disables SSH logging to the vSLM 2 secure management software.

set service sessionlog

Syntax

set service sessionlog <enable|disable>

Description

Enables or disables session logging.

set service wap

Syntax

set service wap <enable]disable>

Description

Enables or disables WAP access to the vSLM device.

set service httpsonly

Syntax

set service httpsonly <enable]disable>

Description

Enables or disables https.

show service

Syntax
show service
Description

Displays service settings.
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Maintenance

The SLM Maintenance page allows administrators to:

¢ Reboot or shut down the vSLM 2 secure management software.

¢ Save a snapshot of all database settings (configuration, configured users, and discovered
devices) on the vSLM 2 software or the user's client machine.

¢ Restore the configuration, either to a previously saved configuration or to the factory defaults.

¢ Update user passwords on selected vSLM 2/SLC/SLB/RPM/SLP and SCS05/20 vSLM 2
software (password synchronization).

¢ View the firmware version on two boot banks, and select the bank to boot from.

To configure maintenance activities:

1. Onthe menu, click Services > Maintenance. The following page opens:

Figure 11-30 SLM Maintenance Page

Table Field Value: sysadmin@SLM1CTT Group: Administrators
User * Name * glenn Search || Reset Logout

[ _4Configuration
__IMetwork Settings
__lauthentication
[l _dservices

Maintenance
Date & Time
SNMP & Syslog
Firmware Updates
__|Device Management

__lAccounts

__|Events

__|Files

__|Ethernet Devices

__|Managed Devices

SLM Maintenance

Configure

General Password Synchronization
Reboot: Push Passwords:
Shutdown: [SLM, SLC, SLF, 5LB, 5CS505/20]
Boot Banks
Bank 1:4.0.0.0 (current) Mext Boot Bank: 1
Bank 2:4.0.0.0 Use Bank 2 on Next Boot:

Configuration Management

Restore Configuration From Client: Brows No file selected.

Restore Configuration From Local File | July2920714 -
Restore Factory Defaults
Preserve Network Setftings
Freserve User Accounts
Preserve Devices & Ports
Preserve SSH Keys
Save Configuration To Client
Save Configuration To SLM Overwrite existing file

@ Mo Save /Restore

Submit

Table 11-31 SLM Maintenance - General Maintenance

Reboot

Shutdown

Select this option to terminate all connections and reboot the vSLM 2 secure
management software immediately.

Select this option to terminate all connections, shut down the vSLM 2 software
immediately, and turn off the power.
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Note: Itis recommended that virtual vSLM 2 secure management software be shutdown
or restarted using the vSLM 2 software reboot and shutdown commands available via the
web or CLlI, rather than using the virtualization manager to shutdown or restart the vSLM 2
secure management software.

Table 11-32 SLM Maintenance - Password Synchronization

Push Passwords When the Push Passwords check box on the Maintenance page is selected, the
vSLM 2 secure management software uses the password on all accounts with
Synchronize Password enabled to update accounts on remote SLM, SLC, SLB,
RPM/SLP and SCSxx05/20 devices. The accounts must have access rights to and
local user accounts on the devices.

For the SCSxx05/20 and RPM/SLP devices, you must store the username and
password for each target device in the vSLM 2 secure management software,
enabling password(s) to be transferred by SSH.

Table 11-33 SLM Maintenance - Boot Banks

Bank 1 Version of vSLM 2 firmware in bank 1.

Note: The word "current” displays next to the bank the vSLM 2 secure
management software booted from.

Bank 2 Version of vSLM 2 firmware in bank 2.

Next Boot Bank Current setting for bank to boot from at next reboot.

Use Bank n on Next | If desired, select the alternate bank to boot from at next reboot. This option is
Boot disabled during the vSLM 30 day trial period.

From the option list, select one of the following:

Table 11-34 SLM Maintenance - Configuration Management

Restore Returns the vSLM 2 settings to a previously saved configuration. If you select this

Configuration from  option, the vSLM 2 secure management software reboots after you apply the

Client update. If you select this option, the Browse button becomes available. Browse to
the saved configuration.

Restore Restores the configuration to one saved on the vSLM 2 software. Select the file

Configuration from  from the drop-down list.

Local File
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Restore Factory
Defaults

Save Configuration
to Client

Save Configuration
to SLM

No Save/Restore

Restores factory settings. If you select this option, the vSLM 2 secure management
software reboots after you apply the update. To keep specific groups of settings
rather than restoring defaults, select one or more of the following options:

¢ Preserve Network Settings
This option preserves the settings on the Network Settings and the Services
page.

¢ Preserve User Accounts

¢ Preserve Devices & Ports
This option preserves Ethernet and managed devices and their groups.

¢ Preserve SSH Keys
This option preserves existing SSH Keys in the database for use with the
restored system.

The four preserve options apply to any of the restore options. If you select a
preserve option, then after restoration, all of the current "preserved" items are
deleted, and the preserved items from before the restore are re-inserted.

Example: You restore to a backup file but elect to preserve user accounts. The
VSLM 2 secure management software is restored to the contents of the backup file,
then all accounts (including any that were just restored) are deleted, and lastly, all
the accounts, account groups, and notes about account groups that were present
before the restore operation are added to the system.

The same is true for devices and ports. If you preserve devices and ports, all
associations with account groups are lost, even if both accounts and devices are
preserved.

Note: If you select any of the three Restore operations, the vSLM 2 secure
management software saves the current configuration in the vSLM 2 Configuration
Files directory using the name autoConfigSaveYYMMDDHHMMSS.sIm before
performing the restore command.

Saves all settings to a file on the client system, which you can back up to a location
not on the vSLM 2 secure management software.

The vSLM 2 software sends the file containing the state of the system to the client
machine for storage. The default file name is configsave.slm, but you may save it
using any name. This is the file uploaded to the vSLM 2 secure management
software upon system restore.

Saves all settings to the SLM device. If selected, enter the configuration file name.
To overwrite the existing field with this configuration file, select the check box.
Unselected by default.

Does not save or restore a configuration.

Maintenance Commands

admin config

Syntax

admin config factorydefaults

Description

Restores the vSLM 2 configuration and device database settings to factory defaults.
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admin config rebuilddatabase

Syntax
admin config rebuilddatabase
Description

Removes and rebuilds the vSLM 2 configuration and database from scratch, in case of database
corruption that cannot be fixed by the factory default.

admin config save file

Syntax
admin config save file <filename>
Description

Saves the vSLM 2 configuration to the vSLM 2 Configuration Files directory.

admin config showfiles

Syntax
admin config showfiles
Description

Shows saved configuration files.

admin locallog clear

Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>

admin locallog clear traplog group <group name>

group name: SLM, SLC, SLK, RPM, SCS, SCSx, SLB, SPDR, WiBox, UDS, EDS,
EDSMD, Xport, PWave, LTRX, or other

Description

Clears all of the entries in the auditlog, syslog, or traplog.

admin quicksetup

Syntax
admin quicksetup
Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.

admin reboot

Syntax

admin reboot
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Description

Terminates all connections and reboots the vSLM 2 secure management software.

admin securechannel regenkey

Syntax

admin securechannel regenkey

Description

Regenerates the secure channel key.

Note: With this command, you lose access to established secure channels; therefore,

the vSLM 2 secure management software first requests confirmation that you want to
regenerate the securechannel key.

admin shutdown

Syntax
admin shutdown
Description

Terminates all connections, shuts down the vSLM 2 software, and turns off the power.

admin version
Syntax

admin version
Description

Displays current application version information.

show progress

Syntax
show progress
Description

Shows the progress of background tasks.

show sysconfig

Syntax
show sysconfig [email <Email Address>]
Description

Displays a report of configurable parameters. The output can be emailed.
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show sysinfo

Syntax
show sysinfo
Description

Displays general system information.

Date and Time

You can specify the current date, time, and time zone at the vSLM 2 secure management
software's location, or the vSLM 2 software can use NTP to synchronize with an NTP server on
your network.

To set the local date, time, and time zone:

1. Onthe menu, click Configuration > Services > Date & Time. The following page opens:

Figure 11-35 Date & Time Page

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
User ¥ Name ¥ glenn Search Reset Logout
SLM
Date & Time
= _4Configuration Configure
__|Metwork Settings
__|Authentication
El _4Services
Maintenance Change
Date &Time DatefMime:
[EISNMP & Syslog Date: | December v |[12 «|/2014 «
Firmware Updates - 2 -
__|Device Management Time: |05 «|:|12 +|:|50 «
e Time Zone: US/Pacific =
__|Events
IFiles SLM Up Time: 0 days, & hours, 49 minutes

__|Ethernet Devices
__IManaged Devices

The SLM can synchronize its clock

EERBITE | with a remote time server using NTP.

Broadcast from NTP Server

9@/ Poll NTP Server:

Synchronize via:

Public: (@) US/3an Jose: clocksjc.he.net(216.218.254.202) -

Local:

Update
2. Enter the following information:

Table 11-36 Date & Time - Configure Tab

Change Date/Time Select the check box to manually enter the date and time at the vSLM 2 secure
management software's location.

Date From the drop-down lists, select the current month, day, and year.
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Time From the drop-down lists, select the current hour and minute.

Time Zone From the drop-down list, select the appropriate time zone.

SLM Up Time Indicates how long the vSLM 2 secure management software has been up and
running.

3. To save, click the Update button. When the update is complete, a confirmation message
displays.

To synchronize the vSLM 2 secure management software with a remote timeserver using
NTP:

1. Enter the following:

Table 11-37 Date & Time - Configure NTP

Enable NTP Select the check box to enable NTP synchronization. NTP is disabled by default.

Synchronize via Select one of the following:

¢ Broadcast from NTP Server: Enables the vSLM 2 secure management
software to accept time information periodically transmitted by the NTP server.
This is the default if you enable NTP.

¢ Poll NTP Server: Enables the vSLM 2 software to query the NTP Server for the
correct time. If you select this option, complete one of the following:

¢ Public: Select this option if you want to use a public NTP server, and select the
address of the NTP server from the drop-down list. We do not recommend this
because of the high load on many public NTP servers. All servers in the drop-
down list are stratum-2 servers. (See www.ntp.org for more information.)

¢ Local: Select this option if the NTP server is on a local network, and enter the
IP address of the NTP server. This is the default, and we highly recommend it.

2. To save, click the Update button. When the update is complete, a confirmation message
displays.

Date and Time Commands

set datetime

Syntax
set datetime <one parameter>
Parameters

date <MMDDYYhhmm[ss]>
timezone <Time Zone>

Description
Sets the local date, time, and time zone (one parameter at a time).

Note: If you type an invalid time zone, the system guides you through the process of
selecting a time zone.
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show datetime

Syntax

show datetime

Description

Displays the local date, time, and time zone.

SNMP & Syslog

Administrators can configure a Simple Network Management Protocol (SNMP) agent to allow
users read-only access to the system.

1. Onthe menu, click Configuration > Services > SNMP & Syslog. The following page opens:

Figure 11-38 SNMP & Syslog Page

Table: Field: Value, sysadmin@SLM1C77 Group: Administrators
User * Name * glenn Search Reset Logout

SLM

FAR NG o

[=1' _dcConfiguration
__INetwork Settings
__lAuthentication
' _Services

Maintenance
Date &Time
SNMP & Syslog
Firmware Updates
__lDevice Management

_lAccounts

__lEvents

__IFiles

__IEthernet Devices

__IManaged Devices

SNMP & Syslog

SNMP Agent: | Enable Trap Reception: |
NMS: 172.20.197.125

Contact: Glenn Fountain

Read Community: public
Trap Community: public
W3 User vslmuser V3 Password: sessssss
Location: Irvine Ca, 92618 Password Retype: seesssse

Send Traps to Syslog: |V Authentication: MDS Encryption: DES

SMTP Server. 172.16.1.22 Remole Syslog Server: v

Syslog Server 10 172.20.197.125

Update Reset

Syslog Server 2: 0.0.0.0

2. Enter the following information:

Table 11-39 SNMP & Syslog - Configure

SNMP Agent

Enable Trap
Reception

Enables read-only access into the vSLM 2 secure management software.
Disabled by default.

Enables the vSLM 2 software to receive traps from outside and to store and
display them on the Traps page. Disabled by default.

Traps are notifications of certain critical events. This feature is applicable when
SNMP is enabled. When the SLC or other secure IT management products (vSLM
2 secure management software, RPM/SLP power manager, or SLK device)
configures the vSLM 2 software as its NMS, the vSLM 2 software receives these
traps and displays them on the Traps page.

The Traps page display has three levels:

¢ Level 1: Ethernet device
¢ Level 2: vSLM 2/SLC/RPM/SLP/SLK
¢ Level 3: Individual device page
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NMS

Read Community

Contact (optional)

Trap Community

V3 User

V3 Password and
Password Retype

Location (optional)

Send Traps to Syslog

Authentication and
Encryption

SMTP Server

Remote Syslog Server

Syslog Server 1 and
Syslog Server 2

When SNMP is enabled, an NMS acts as a central server, requesting and
receiving SNMP-type information from any computer using SNMP. The NMS can
request information from the vSLM 2 secure management software and receive
traps from the vSLM 2 software. Enter the IP address of the NMS server. Required
if you selected SNMP Agent.

An SNMP community is the group to which devices and management stations
running SNMP belong. The default setting is public.

Note: Because SSH-to-RPM/SLP authentication may take a long time, this
setting allows the user to choose SNMP support, which is faster.

Description of the person responsible for maintaining the vSLM 2 secure
management software, for example, a name.

Only management devices that are listening for the specified trap community
process the trap. Management devices that are not listening for that trap
community ignore the trap.

SNMP v3 is secure and requires user-based authorization to access vSLM 2 MIB
objects. Enter a user name. No defaults.

Password for accessing the SNMP v3. No defaults.

Physical location of the vSLM 2 secure management software. Useful for
managing the vSLM 2 software using SNMP.

Enables the vSLM 2 secure management software to receive traps from outside
and to display them in the syslog.

VSLM 2 software settings for SNMP v3 protocol. (Read only)

IP address of your network's Simple Mail Transfer Protocol (SMTP) relay server.

Select to indicate that the vSLM 2 secure management software will act as a
remote syslog server to receive syslogs from other Ethernet devices (devices that
have the vSLM 2 software's IP Address specified as that device's syslog server).

IP addresses of the main and secondary servers to which the vSLM 2 system logs
are being forwarded.

3. To save, click the Update button. When the update is complete, a confirmation message

displays.
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Device Firmware Updates

On these pages, you can update the firmware of Lantronix's Ethernet Devices.

1. Onthe main menu, click Services > Firmware Updates. The following page opens:

Figure 11-40 Device Firmware Update Page - SLM Tab

Table: Field: Value:
Ethernet Device

sysadmin@SLM1F4F  Group: Administrators

Search | Reset Logout

~ Name hd

SLM

" |
= _dconfiguration
(# _I Network Settings
[+ __| Authentication
=1 N services
[Z maintenance
[ Date & Time
[Z) suMP & Syslog
[ Firmware Updates
=] _4Device Management
[ Auto Detect Devices
® _Accounts
# _levents
& __IFiles
1+l _IEthernet Devices
1+ __IManaged Devices

SLM Firmware

Note:

Device Firmware Update

SLM

SLM Firmware Update

Current Version: 4.1.0.0 FTP Server:

Load Firmware via: FTP hd Path:

Firmware Filename: Login:
Key: Password: esessese

Local File: | simupdate-4.1.0.0tgz ~ Retype Password: seessesse

Client File:  Browse... | No file selected. Connect Timeout (secs): 60

Check Lantronix: |

Download Timeout (secs): 180

| Update

One year of Auto SLM Update comes with your SLM installation. This feature

automatically facilitates new firmware updates from a Lantronix server to your vSLM 2
secure management software. Please contact Lantronix Sales at 800-422-7055 for
additional information on enabling this feature after the first included year.

To update SLM firmware:

1. Enter the following information:

Table 11-41 Device Firmware Update - SLM Tab

Current Version
(view only)

Load Firmware via

Firmware Filename

Key

Local File

Client File

Number of the firmware release on the vSLM 2 secure management software.

From the drop-down list, select the method of loading the firmware. Options are
FTP, SFTP, and Local File. FTP is the default.

Note: The Local File option is active only when at least one file exists in the SLM
FW Upgrade Files directory.

The name of the firmware update file downloaded from the Lantronix web site.

If the user selects the firmware file from the SLM FW Upgrade Files directory, no
entry is required. Otherwise, enter a key for validating the firmware file. Lantronix
provides the key with the firmware file (32 hex characters).

From the drop-down list, select the firmware update (from the Files > SLM Upgrade
Files directory).

Enter or browse to the file where the update is stored.
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Check Lantronix If you have an active Lantronix service plan for your vSLM 2 secure management

(Only displays for software, you can download update files directly from the Lantronix server onto

service plan holders) ~ Your VSLM 2 software. If you select this checkbox, and click the Submit button, the
VSLM 2 secure management software will interrogate the Lantronix Server to see if
a firmware update file is available for your system. If one is present, then an
additional option, Lantronix Server, displays in the Load Firmware via drop-down
list.

Table 11-42 Device Firmware Update - SLM Tab - FTP/SFTP Server

FTP Server The IP address or host name of the server used for obtaining updates. May have
up to 64 alphanumeric characters and may include hyphens and underscores.

Path The default path on the server for obtaining firmware update files. May be blank.
Login The user name for accessing the FTP server.

Password and The FTP user password.

Confirm Password

Connect Timeout The number of seconds after which the connection attempt times out. Default is
(secs) 60.

Download Timeout The number of seconds after which the download attempt times out. Default is
(secs) 180.

2. Click the Update button.

Note: To check the progress of the update, click the Progress [ button above the
menu.
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SLC/SLB Firmware
To update SLC/SLB firmware:

1. On the Device Firmware Updates page, click the SLC/SLB tab. The following page opens:

Figure 11-43 Device Firmware Update Page - SLC/SLB Tab

Table: Field: Value: sysadmin@SLM1F4F  Group: Administrators
Ethernet Device ~ ~ Name - ‘ Search || Reset | Logout
SLM
| \ \ Device Firmware Update
= _dconfiguration SLC/SLB id¢
[# _INetwork Settings
[ _| Authentication
= _Aservices )
E) Maintenance SLC/SLB Firmware Update
ite & Time
PR Load Firmware via: FTP on SLM hd FTP Server:
=| Firmware Updates
[=] _4Device Management Firmware Filename: Path:
(] Auto Detect Devices
= J Accounts Key Lﬂgmj
ﬁ LEvents Local File: - Password: esesssee
& __IFiles
[+ _|Ethernet Devices Client File: | Browse... | No file selected. Retype Password” sssssses

1+l __IManaged Devices
Connect Timeout (secs): 60

Download Timeout (secs). 180

DSM-Access (172.19.39.248) =
lyonslb (172.18.21.67)

mislc48 (172.18.21.66)

mislc8048 (172.18.21.61)
patlab_slb1 (172.19.212.153)
patlab_slb2-1 (172.19.229.253)
sIb08_250_54_1 (172.19.39.250)
slb792¢ (172.18.21.69)

slb8Ref 120-6100 (172.19.100.87)
slbdb40 (172.19.39.253) -

m

SLC/SLB Devices to Update:
(use ctrl-click for multiple
selections)

[¥] Use current configuration in new bank?

[¥] Reboot device after firmware update?

Update |

2. Enter the following information:

Table 11-44 Device Firmware Update - SLC/SLB Tab

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options:

FTP on SLC/SLB, SFTP on SLC/SLB, and TFTP on SLC/SLB: The SLM

commands the SLC/SLB device to download the SLC/SLB firmware file directly
from a server to the SLC/SLB module.

FTP on SLM and SFTP on SLM: The vSLM 2 secure management software first
checks to see whether the vSLM 2 firmware file already exists on the SLM local
hard disk. If not, the vSLM 2 downloads it using FTP or SFTP. The vSLM 2
software stores the firmware file locally, securely copies the file to the selected
SLC/SLB devices, and runs the firmware update on the SLC/SLB modules.

HTTP From Client

Note: The Local File option is active only when at least one file exists in the SLC/
SLB FW Upgrade Files directory.

Firmware Filename The name of the firmware update file downloaded from the Lantronix web site.
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Key If the user selects the firmware file from the SLC/SLB FW Upgrade Files directory,
no entry is required. Otherwise, enter a key for validating the firmware file.
Lantronix provides the key with the firmware file (32 hex characters).

Local File From the drop-down list, select the firmware update (from the Files > SLC/SLB FW
Upgrade Files directory.)

Client File Enter or browse to the file where the update is stored.

Table 11-45 Device Firmware Update - SLC/SLB Tab - FTP/SFTP Server

FTP Server The IP address or host name of the server used for obtaining updates. May have
up to 64 alphanumeric characters and may include hyphens and underscores.

Path The default path on the server for obtaining firmware update files. May be blank.
Login The user name for accessing the FTP server.

Password and The FTP user password.

Confirm Password

Connect Timeout The number of seconds after which the connection attempt times out. Default is 60.
(secs)

Download Timeout The number of seconds after which the download attempt times out. Default is 180.
(secs)

Apply firmware Newer SLC console managers and SLB branch office managers use two partitions
update to inactive (should one fail, the user can fall back to the other). Check this option to apply the
bank? firmware update to the inactive partition.

Use current If updating the inactive partition, this will take the configuration from the current
configuration in new | (active) bank and apply it to the updated partition.

bank?

Reboot device after Use this option to force the SLC/SLB device to reboot (and come up using the new
firmware update? firmware version).

3. Inthe SLC/SLB Devices to Update area, select one or more of the SLC/SLB modules
managed by the vSLM 2 secure management software. (Use Ctrl+ click for multiple
selections.)

4. To update the SLC/SLB devices, click the Update button. When the update is complete, a
confirmation message displays.

Note: To check the progress of the update, click the Progress [ button above the
menu.
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RPM/SLP Firmware
To update RPM/SLP firmware:

1. On the Device Firmware Update page, click the RPM/SLP tab. The following page opens:

Figure 11-46 Device Firmware Update - RPM/SLP Tab

Table: Field: Value: sysadmin@SLM1F4F Group: inistrators
Ethernet Device  ~ Name - | search || Reset | Logout
SLM
\ | o™ Device Firmware Update
= _1 configuration | SLM | SLC/SLB RPM/SLP er
[+ _I Network Settings
[# _I authentication
=l _dservices .
(B Maintenance RPM/SLP Firmware Update
(= pate & Time
=l SNMP & Syslog Load Firmware via: FTP on SLM - FTP Server:
[Zl Firmware Updates
[=l' _¥Device Management Firmware Filename: Path:
[El Auto Detect Devices .
] JACCDUHTZS Key: Lﬂglﬂ:
1’ bl Evoni Local File: b Password: eeessees
# _IFiles
[+ _| Ethernet Devices Client File: = Browse...  No file selected. Retype Password: sesessss

[+ _| Managed Devices
Connect Timeout (secs). 60

Download Timeout (secs): 180

SecurelinxSLP_8b000f (172.18.21.65) “
SecureLinxSLP_8b0026 (172.19.39.44)
SecureLinxSLP_8b0133 (172.18.0.108)

SLP_Glenn_237_30 (172.19.237.30)
RPM/SLP Devices to Update:

(use ctrl-click for multiple
selections)

Update ‘

2. Enter the following information:

Table 11-47 Device Firmware Update - RPM/SLP Tab

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options:

Select FTP on RPM/SLP for the vSLM 2 secure management software to
command the RPM/SLP power manager to download the RPM/SLP firmware file to
the RPM/SLP unit directly from a server.

Select FTP on SLM or SFTP on SLM for the vSLM 2 secure management
software to first check to see whether the RPM/SLP firmware file already exists on
the SLM local hard disk. If not, the SLM downloads it using FTP or SFTP. The
VSLM 2 software stores the firmware file locally; then the vSLM 2 secure
management software serves as the FTP server and allows the RPM/SLP power
manager to download the firmware file from the vSLM 2 software, and then runs
the firmware update.

HTTP From Client

Note: The Local File option is active only when at least one file exists in the SLP
FW Upgrade Files directory.
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Firmware Filename | The name of the firmware update file downloaded from the Lantronix web site.

Key If the user selects the firmware file from the RPM/SLP FW Upgrade Files directory,
no entry is required. Otherwise, enter a key for validating the firmware file.
Lantronix provides the key with the firmware file (32 hex characters).

Local File From the drop-down list, select the firmware update (from the Files > RPM/SLP
Upgrade Files directory.)

Client File Enter or browse to the file where the update is stored.

Table 11-48 Device Firmware Update - RPM/SLP Tab - FTP/SFTP Server

FTP Server The IP address or host name of the server used for obtaining updates. May have
up to 64 alphanumeric characters and may include hyphens and underscores.

Path The default path on the server for obtaining firmware update files. May be blank.
Login The user name for accessing the FTP server.

Password and The FTP user password.

Confirm Password

Connect Timeout The number of seconds after which the connection attempt times out. Default is 60.
(secs)

Download Timeout The number of seconds after which the download attempt times out. Default is 180.
(secs)

3. Inthe RPM/SLP Devices to Update area, select one or more of the RPM/SLP power
managers managed by the vSLM 2 secure management software. (Use Ctrl+click for multiple
selections.)

4. To update the RPM/SLP units, click the Update button. When the update is complete, a
confirmation message displays.

Note: To check the progress of the update, click the Progress [ ] button above the
menu.
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Spider Firmware
1. On the Device Firmware Updates page, click the Spider tab. The following page opens.

Figure 11-49 Device Firmware Update Page - Spider Tab

Table: Field Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device  ~ Name - Search || Reset | Logout
SLM
AR | Device Firmware Update
= _A configuration SLM g SLUISLE § RPMISLE Spider )S/SDS
[+ _| Network Settings
# _| Authentication
= A services
B) Maintenance Spider Firmware Update
ate & Time
E _NMP& Sysiog Load Firmware Via: HTTP From Client ~
=l Firmware Updates
[=l' _4pevice Management Local File:
[Zl Auto Detect Devices
# __l Accounts Client File: | Browse... | No file selected.
 __JEvents
[ _|Files
[+] _|Ethernet Devices Fedora-242-1 (172.19.231.99) -
(¥ _I managed Devices GlennDell-XP-PC (172.19.100.229)

PAT-HostVM (172.19.100.168)
Rextron-Spider (172.19.38.96) 3
ServerRm-RackPC (172.19.100.147)
SLS Duo (172.19.100.76)

SLS-PC3923 (172.19.39.194)

Solaris10 (172.18.21.75)
SpiderSLM117 (172.18.21.78)

TSFTP (172.18.21.76) -

Spider Devices to Update:
(use ctrl-click for
multiple selections)

| Update |
2. Enter the following information:

Table 11-50 Device Firmware Update - Spider

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options:

HTTP From Client

Note: The Local File option is active only when at least one file exists in the
Spider FW Upgrade Files directory.

Local File From the drop-down list, select the firmware update file stored on the vSLM 2
secure management software.

Client File Enter or browse to the file where the update is stored.
3. Inthe Spider Devices to Update area, select one or more of the Spider units the vSLM 2
secure management software is managing. (Use Ctrl+click for multiple selections.)

4. To update the Spiders devices, click the Update button. When the update is complete, a
confirmation message displays.

Note: To check the progress of the update, click the Progress [ button above the
menu.
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WiBox Firmware
To update firmware on a WiBox:

1. On the Device Firmware Updates page, click the WiBox tab.

Figure 11-51 Device Firmware Update Page - WiBox Tab

Table: Field: Value: sysadmin@SLM1F4F  Group: Admini ors
Ethernet Device ~ + Name - Search || Reset | Logout
SLM
\ | Mol Device Firmware Update
&=l A configuration SLM | SLCISLB RPM/SLP | Spider JRUII=1
[+ I Network Settings
# I Authentication
=l _dservices 3 .
Bl Maintenance WiBox Firmware Update
= Date & Time
SNMP & Sysh
. biat Load Firmware Via: HTTP From Client ~ WiBox File Code: W7
Firmware Updates
=l _Device Management Local File: | ~
[Z Auto Detect Devices =
3 _Accounts Client File: | Browse... | No file selected.
# _IEvents
# _|Files
[+] _| Ethernet Devices WiBox b/g (172.19.210.210) ~

[+ _|Managed Devices

WiBox Devices to Update:
(use ctrl-click for
multiple selections)

Update

2. Enter the following information:

Table 11-52 Device Firmware Update - WiBox

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options:

HTTP From Client

Note: The Local File option is active only when at least one file exists in the
WiBox FW Upgrade Files directory.

Local File From the drop-down list, select the firmware update file stored on the vSLM 2
secure management software.

Client File Enter or browse to the file where the update is stored.

WiBox File Code Enter the 2-character firmware code that matches your WiBox device.

Note: Not all WiBox units share the same code. See the User Guide for your
WiBox to find the correct code.

3. Inthe WiBox Devices to Update area, select one or more of the WiBoxes the vSLM 2 secure
management software is managing. (Use Ctrl+click for multiple selections.)

4. To update the WiBoxes, click the Update button. When the update is complete, a confirmation
message displays.
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Note: To check the progress of the update, click the Progress [ button above the menu.

UDS/SDS Firmware Updates
To update firmware on a UDS/SDS:
1. On the Device Firmware Updates page, click the UDS/SDS tab. The following page opens:

Figure 11-53 Device Firmware Update Page - UDS/SDS Tab

Table: Field: Value: sysadmin@SLM1F4F Group: Administrators
Ethernet Device ~ ~ Name - @H Reset | Logout
SLM
| \ o™ Device Firmware Update
= A configuration SLM § SLC/SLB RPM/SLP § Spider WiBo UDS/SDS s | Help
3 _INetwork Settings
[# _| Authentication
= A services .
E) Maintenance UDS/SDS Firmware Update
[El pate & Time
SNMP & Sys} 5
BEFi b Load Firmware Via: HTTP From Client ~ UDS/SDS File Code: U3
| Firmware Updates
=l Y pevice Management Local File: | ~
[l Auto Detect Devices -
B _laccounts Client File: | Browse... ‘ No file selected.
# _lEvents
# _IFiles
[+ _JEthernet Devices UDS2100 (172.19.39.244) ~

[+ _IManaged Devices

UDS/SDS Devices to Update:
(use ctrl-click for
multiple selections)

Update

2. Enter the following information:

Table 11-54 Device Firmware Update - UDS/SDS

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options HTTP From Client

Note: The Local File option is active only when at least one file exists in the UDS/
SDS FW Upgrade Files directory.

Local File From the drop-down list, select the firmware update file stored on the vSLM 2
secure management software.

Client File Enter or browse to the file where the update is stored.

UDS/SDS File Code  Enter the 2-character firmware code that matches your UDS/SDS.
Note: Not all UDS/SDS units share the same code. See the User Guide for your
UDS/SDS to find the correct code.

3. Inthe UDS/SDS Devices to Update area, select one or more of the UDS/SDS units the vSLM
2 secure management software is managing. (Use Ctrl+ click for multiple selections.)

4. To update the UDS/SDS units, click the Update button. When the update is complete, a
confirmation message displays.
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Note: To check the progress of the update, click the Progress [ button above the
menu.

Managing Alternate SLM Devices

When Auto save configuration to other SLMs is enabled, the vSLM 2 secure management
software immediately saves its own configuration to up to eight remote SLM units. After that, every
time the vSLM configuration has changed, it waits 60 minutes to make sure there are no more
changes before saving another configuration to the remote SLM appliances. The remote SLM
units keep the most recent 10 configuration files saved by auto save configuration.

To auto-save a configuration:

1. On the menu, click Configuration > Device Management. The following page opens:

Figure 11-55 Auto Saving a Configuration

Table: Field: Value: sysadmin@SLM1C77  Group: Administrators
User ¥ Name ¥ glenn Search Reset Logout
SLM
\:\ \:\ Manage Alternate SLM
= _iConfiguration Select
_INetwark Settings S
__lAuthentication
_lservices ! — _
_ IDevice Management Auto save configuration to other SLMs: Disabled v Disabled -
8 A Disabled ~ Disabled -
__|Events -
51 IFies Disabled ¥ SLM2643 (172.19.100.107) b
B Disabled ~ Disabled [~]
__IManaged Devices Disabled
Backup Local: [/ i5g
SLM2643 (172.19.100.107)
Backup Every. Database Change vslm02_glenn250180 (172.19.100.39)
SLCISLB Phone Home: (@) Epapled Disabled

Update Reset

2. Enter the following information:

Table 11-56 Manage Alternate SLM Devices - Select Tab

Auto save From the drop-down lists, select up to eight SLM devices on which automatically
configuration to saved configuration files will be stored. (Disabled by default.)
other SLMs

Note: For vSLM 2 software to populate the drop-down lists, they must have a
secure channel connection with your SLM unit.

Backup Local When creating saved configuration files, copy one to the local machine as well.

Backup Every From the drop-down list, select how often to back up the configuration(s). You can
back up the configuration(s) every time there is a database change or at specific
daily intervals, regardless of whether there was a change.

SLC/SLB Phone Allow SLC/SLB devices to automatically insert themselves into the SLM database
Home without a discovery operation performed.

3. To save, click the Update button. When the update is complete, a confirmation message
displays.
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4. To reset to original values, click the Reset button.

Managing Devices Through the Actions Tab

Administrators can reboot, shutdown, get log, status, and configuration files, restore
configurations, and execute CLI commands.

Depending on the device, different options will be offered.

Using the Actions Tab

The Actions tab is active for the SLC, SLB, Spider and UDS Group pages. It allows you to perform
many tasks related to the discovered devices. You can perform only one action at a time on a
single device, but you may perform the same action on multiple or all devices or different actions
on multiple devices.

1. Onthe menu, click Ethernet Devices and select a specific device group. The Manage
"selected device group" Group page opens.

2. Click the Actions tab. The following page opens for SLC/SLB console manager. Note that
this page will differ for Spider and UDS devices.

Figure 11-57 Manage "SLC" Group Actions Tab

Table: Feld. Value sysadmin@SLM1IF4F  Group: Administrators
Ethermnet Device * Name - Search Reset Logout

SLM
] : Manage "SLC" Group
5 configoration aps TN o Acess oten 1 Hala
+ _lAccounts
+ _levents
I Filas
= _deshernot Devices Location: Sub-Location Filter
18] pevies Locator
15 - — — Network Senvices DatelTime | VIP
H _Isig S5H Keys Overwrile Config fite:| DSM-Acce_AIBI3F07-141125_0922-slecfo.tgr v | Presenve: =
& =k - = Local Users | | Dewce Porls | PC Card
+ _IrpwysLe Get Gat Get Get Restore Get PushRead CLI Get Push  Set
¥ _lsis Name 1P adds Rebool Shuldown Syslogs Audd Log Conhg Sysconig Config SSH SSH Info Cmd Groups Groups Location
B _Ispider
# _Iscsosrzo
Bl 155ic32 172180107 MNaone »
+ _lvwidox mislcB048 1721821 61 Mone -
A _lupsisos -
0 lens misicd 172182166 None e
4 _leos-Mo slbdbAD 1721939253 None e
* _IxPort
e 219,99 25
T 1 e W slc18_ghenn 172.19.30.254 MNone i
& _loeher Lantront: sic48 glenn_1 172 19100 80 MNone -
= _el_fnnnumm slc5e3s 172.19.100.116 None -
sle-md-u 17219100 125 Mone -
sicRef250120 172.19.100.221 MNone -
slcaBsT 172192138 MNone -
sled3dt 172,19 250 119 None e
sicasis 172.19.260.120 MNone i
slcRefreshR17_167 172 18 250 167 None -
CL command

Multiple commands are separated by semi-colons

Submit || Reset

3. To perform an action on all of the listed SLC console managers, select the check box in the
column header,

OR

To perform an action on multiple SLC devices, select the check box for each desired SLC module.

vSLM™ 2 Secure Management Software User Guide 275



11: Operation and Maintenance

4. Tofilter the list of SLC or SLB devices displayed by location and sub-location, enter a location
and an optional sub-location in the location fields and select Filter.

Before performing an action on another group of devices, access the SLM auditlog or SLM
syslog file.

Following are the available actions:
Reboot

Shutdown

Get Syslogs

Get Audit Log

Get Config

Get Sysconfig

Restore Config

Get SSH/Push SSH

Read Info

CLI Cmd (For CLI Cmd, you may specify any number of devices.)
Get Groups

Push Groups

® 6 6 6 6 O 6 O O 6 o o o

Set Locations

5. Click the Progress [ | button to view the status of your commands. For more details, view
the SLM auditlog and SLM syslog.

Rebooting or Shutting Down
Use the Actions tab to reboot or shut down one or more SLC console managers.
To reboot or shut down:
1. To reboot an SLC module, select the Reboot check box for the device,
OR
To shut down an SLC module, select the Shutdown check box for the device.
2. Click the Submit button.

Getting a Log File
Use the Actions tab to get a syslog or audit log file from one or more SLC console managers.
Notes:

¢ The vSLM 2 secure management software stores files in the Files directories. You can
display a file from the appropriate Files directory.

¢ The file name format is

[first 8 characters of SLC host name] _[last 8 characters of MAC Address]-
YYMMDD_hhmm-[type of logdfile].

For example, the syslog file retrieved from SLC 'slc32glenn2' (MAC address:
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00:11:11:00:11:11) at 15:11 Nov 2, 2006 is

'slc32gle_11001111-061102_1511-slcsyslog'.

To get a syslog or audit log file from an SLC device:

1. To get the syslog from an SLC console manager, select the type of syslog from the Get
Syslogs drop-down list,

OR

To get the audit log from an SLC module, select the Get Audit Log check box for the SLC
console manager.

2. Click the Submit button.

Getting or Restoring a Configuration File
Use the Actions tab to get a specific configuration file from one or more SLC modules or to
restore a configuration to one or more SLC console managers.

Note: The vSLM 2 secure management software stores files in the Files directories. You

can display a file from the appropriate Files directory.

To get a configuration file from an SLC device:

1. Select the Get Config check box for the SLC.

2. Click the Submit button.

To restore a configuration to an SLC module:

1. From the Config file drop-down list at the top of the page, select the desired configuration file.
2. Select the Restore Config check box for the SLC console manager.

3. Select the Preserve check boxes to retain the current configuration parameters after the
configuration is restored. You may make multiple selections. (Options are Network, Services,
Date/Time, Local Users, Device Ports, and PC Care.)

4. Click the Submit button.

Getting a Sysconfig File

Use the Actions tab to get a sysconfig file from one or more SLC modules.
To get a sysconfig (system status) file:

1. Select the Get Sysconfig check box for the SLC device.

2. Click the Submit button.

Getting or Pushing SSH Keys
Use the Actions tab to retrieve or export SSH keys from or to one or more SLC console
managers.

Note: To view SSH keys, click Configuration > Authentication > SSH Keys on the
menu, and then click the SLC Keys tab.
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Get SSH key retrieves all the imported public SSH keys from the selected SLC device and stores
them in the database. Push SSH key exports the selected SSH keys to the selected SLC console
managers.

When an SLC module imports a public key (with a specific user and host name) from a host (could
be an vSLM 2 secure management software or another PC), this SLC console manager allows
that particular user to access the SLC device from that particular host. When you enable Get SSH
keys from an SLC console manager, the vSLM 2 software retrieves all the imported public keys
from that particular SLC device and stores them in the SLM database. Then you can push those
public keys retrieved from one SLC console manager to other SLC modules, allowing those
particular users to access other SLC devices from those particular hosts.

To get SSH keys:

Example: Following is an example of how the user may get and push SSH Keys.
SLC-1 console manager has three imported public keys:

¢ Kkeyl: user-A@host-X

¢ Kkey2: user-B@host-Y

¢ Kkey3: user-C@host-Z

The user enables Get SSH key from SLC-1 device on the vSLM 2 secure management software.
As a result, the SLM database has the three keys above.

The user selects keyl and key3 on the SLC Actions tab on the vSLM 2 secure management
software and enables Push SSH Key to SLC-20 and SLC-21 devices.

Now SLC-20 and SLC-21 console managers have both keyl and key3. This means that SLC-20
and SLC-21 devices allow user-A to access them from host-X, and allow user-C to access them
from host-Z.

To get SSH keys:

1. To overwrite SSH keys with the same host and user name currently in the database, select the
Overwrite check box at the top of the page.

2. Select the Get SSH check box for the SLC console manager.
3. Click the Submit button.
To push SSH keys:

1. To overwrite SSH keys with same user name and host name on the SLC device where you
are exporting the SSH keys, select the Overwrite check box at the top of the page.

2. Select the Push SSH check box for the SLC module.
3. Click the Submit button.

Reading Information

Use the Actions tab to update the vSLM 2 software's database with SLC device and port
information.

To read information from SLC console managers:
1. Select the checkboxes for the SLC devices to read.
2. Click the Submit button.
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Note: This is the same as the Read info from devices check box on the SLC device
page. On the Actions page, you can issue this action for multiple SLC devices at once.

Add Applet
For UDS only.
To send an applet file to one or more UDS devices:

1. Select the applet file from the drop down list. This file is found in the SLM folder "UDS Applet
Files" under Configuration in the Files area. This applet file must be previously placed in this
folder.

2. Check the "Add Applet" box for one or more UDS devices.
3. Click the Submit button.

Note: This applet file will be sent to page 0 of the UDS device. The ability to write to
pages other than zero will be added to a future release.

Issuing a CLI Command
Use the Actions tab to issue a CLI command to one or more SLC console managers.

Note: Commands issued from the Actions tab are not interactive.
The following command will not work, because the SLC CLI requires confirmation to continue with
group configuration commands:

set device port 1-3 baud 19200

The following commands will not work, because the SLC CLI requires confirmation to continue
with admin maintenance configuration commands:

admin reboot
admin shutdown
admin config

The following commands will not work because the SLC CLI does not send status "settings
successfully updated", which lets the vSLM 2 secure management software know that the
command was successful:

show [anything]
Examples of commands that do work are:

se de po 1 baud 9600
set cli terminallines disable

To issue a CLI command:

1. Selectthe CLI Cmd check box for the SLC console manager.
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Figure 11-58 Issuing a CLI Command

LAN TQON | X Tabie: Field Value: sysadmin@SLMIF4F  Group: Administrators
Ethernet Device = Name - Search | Resst Logout

SLM
Manage "SLC" Group
B Jeehpmoneo i il Bl A" i il Wi
# _) Accounts
# _JEvents
# _IFiles
= _dethernet Devices Location: Sub-Location Filter
) pevice Locator
& _I5iM S
- - Metwork Services DatleTime . VIP
+ _ISie SSH Keys Overwrite  Config file:| DSM-Acce_A3E93F0T7-141125 0922-<lccfgtqz «|  Preserve: .
T - Local Users | | Device Ports | | PG Card
+ _Irewsie Get Get Get Get Restore Get PushRead CLI  Get  Push = Set
& 15 Name 1P addr Reboot  Shutdown Syslogs MAudit Log Config Sysconfig Config SSH SSH Info Cmd Groups Groups Location
& _Ispider
& _Iscsosfao T , -
5 scaenn 1ssic32 172.18.0107 MNone v
+ _lwidox mislcB048 1721821 81 MNone o
+ _lunsjsos
Bt s mislc48 172.18.2166 MNone -
1 _Jeos-mo sibdb40 1721939253 MNone -
& _lxrort
i sle1B_glenn 1721939254 MNone -
H __lother Lantronix slc48_glenn_1 172.19.100.90 None -
41 __INon Lantronix
£e35 -
I slc5e35 17219100 116 MNone
slc-md-u 172.19.100.125 None -
slcRef250120 172.19.100.221 Mone -
slc4B5T 172192138 MNone -
slc43dn 172.19.250.119 MNong -
sleaS0l 172.19.250 120 None -
sicRefreshR1T_187 17219250 167 None -

Cllcommand: set do po 1 baud 9600
Multiple commands are separated by semi-colons

Submit | Reset

2. Inthe CLI command field at the bottom of the page, enter the command. You can issue
multiple commands, separated by semicolons (;).

3. Click the Submit button.

4. Click OK to confirm this action in the popup window that appears.

Getting or Pushing Groups
Use the Actions tab to retrieve or export groups from or to one or more SLC console managers.

¢ Get Groups retrieves all the custom groups from the selected SLC device and stores them in
the database as Device Permission groups.

¢ Push Groups exports all Device Permissions groups to the selected SLC console managers,
creating a new custom group on the SLC.

To get groups:

1. To overwrite groups with the same name currently in the database, select the Overwrite
check box at the top of the page.

2. Select the Get Groups check box for the SLC console manager.
3. Click the Submit button.
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To push groups:

1. To overwrite custom groups with the same name on the SLC device where you are exporting
the groups, select the Overwrite check box at the top of the page.

2. Select the Push Groups check box for the SLC module.
3. Click the Submit button.

Setting the Location and Sub-Location

Use the Actions tab to set the Location and Sub-Location for one or more SLC console manager.
To set the location:

1. Enter the location and an optional sub-location in the location fields at the top of the page.

2. Select the Set Location check box for the SLC module.

3. Click the Submit button.

Viewing Progress of Update FW and CLI Commands

You use the Progress [ I button to view the progress of the Update FW and CLI CMD actions
described above.

Note: For more detailed status, view the SLM auditlog in the Files folder.

To view the progress of actions running in the background:

1. Click the Progress [ I button. The following page opens:

Figure 11-59 Viewing Progress of Update FW and CLI Commands

Background Task Progress
Progress

Name Status Progress
CLI Command 100%
Device Auto Detect 84 devices found (83 new) 100%

File Copy/Delete 100%
Password Synchronization 100%
SLC Update 100%
SLF Update 100%
SNMP Synchronization 100%
Spider Update 100%
WIBow/UDS/SDS Update 100%

9 itermns

2. View the following information about each task.

Table 11-60 Manage "SLC" Group - Actions Tab

Name Name of the task.
Status Informational text.
Progress Percentage of the task that is complete.
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3. To view details of the last device action status of the SLM/SLC/RPM/SLP/SCS devices, click
the Dev. Status tab. The following page opens:

Figure 11-61 Background Task Progress - Dev Status Tab

Background Task Progress

Dev Status
Name Command Time Started Status
EA awi-dsm Mo action
fof DSM-38-1 o action

£4 DSM-Access  Retrieve SLP status 09/18/2012 17.00 Success
fd Glenn-vMPC  No action

£ patlab_sib1 Retrieve SLP status 09/18/2012 17.00 Success
£k patlab_sih2 Retrieve SLP status 09/17/2012 19:05 Success

4 PC-182 Mo action
£ PCoON-192 No action
£ slh0dce Retrieve SLP status 09/17/2012 19:05 Success
4 SLBE_DW Retrieve SLP status 09/17/2012 19:05 Success
£ slbusb_glenn  Retrieve SLP status 0941872012 17.00 Success
£ slc19a2 o action
£ slc247 Retrieve SLP status 09/18/2012 1700 Success
£ slcBB0d_Glenn No action
£ sim02_13 Mo action
A SLMBAAR No action
£ SLMCA13 Mo action
o 5L No action

4 SLS4aB808c06 No action
4 SLSA3BCAFDO No action
EA sls-sunset2 Mo action
£4 sls-sunset30  No action
£4 sls-sunset31  No action
£ sls-sunset32  No action
£ sls-sunset Mo action
£ SpiderG-108  No action
4 UDS2100 Mo action

£4 wslm_glenn19  No action
28 itemns

4. To close the Background Task Progress page, click the Close tab.

Events

Administrators can configure alarms, triggers, and events on the vSLM 2 secure management
software. Examples of events are receiving an SNMP trap, a system event like network failure, or
a text string match in a certain log. There are several types of logs in the SLM system: data logs
(device port buffering), syslogs, event logs, access logs (user access), and audit logs. The alarm
could send an email to a user, send an SNMP trap, or write to a log file (local syslog or remote

syslog).

Event Management

Administrators configure alarms and triggers. An alarm is a notification that may take the form of
an email, trap, or syslog. A trigger is something that happens to set off an alarm assigned to that
trigger. An event is a combination of a trigger and an alarm.

You can map one trigger to multiple alarms and/or multiple triggers to one alarm (saving you from
having to define the same alarm repeatedly for each trigger).
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To define alarms:

1. On the menu, click Events. The following page opens:

Figure 11-62 Event Management Page - Events Tab

Table: Field Value i MAC77 Group: Admini s
User w Name ~ glenn Search Reset Logout
|:| E \:I Event Management
__IConfiguration Events
__lAccounts
= dEvents AlarmType  IPlemail address Community Alarms
¥ R:172.19.39.22,1.3.6.16.3.1 _
1 TR:172.19.250.167,1.3.6. 16.: @) email ema\:. gefﬁ;umam@‘yahuo com
¥ PL:172.19.250.167:3,5yslog trap public emall gefountain@lantronix com
9 0:172.19.39.251,1
B CL:172.19.39.247:5,1 =05
4 DR:172,19,100.221
4 5L:172.19.250. 167,Phone Define Alarm
1 PcC
_IFiles
__IEthernet Devices
" IManaged Devices i
Remove Alarm
Trigger Type IP Address[:port] Alarms Events

Q! received device traps email: gfountain@lantronix.com
email: gefountain@yahoo.com

email: gefountain@lantronix.com

TR: 172193922, 1.36.163.1.155-> T: 172.20.197.125 public
PL:172.19.250.167:3, syslog -> T: 172.20.197.125 public
CL:172.19.39.251. 1 -> E: gfountain@lantronix.com
CL:172.19.39.2475, 1 -> E: gfountain@lantronix.com
TR:17219.250.167.1.3.6.1.6.31.1.55-> T: 172.20.197.125 public
DR: 172.19.100.221 -> E: gfountain@lantronix.com”
SL:172.19.250.167, Phone -> 5

PCC -» E: gfountain@Iantronix com™

port log string match (SLC/SLB)
port connection syslog
auditiog string match (SLM) trap: 172.20.197.125.public
SLM Ethernet down

port log threshold %
audit log threshold %
syslog threshold %

device reachability changed oid / string / eth-port# / %

syslog string match

current load threshold %
hard disk threshold %

Remove Event

persistent connection state change

Define Event

2. Enter the following information:

Table 11-63 Event Management - Events Tab - Alarm Type

Alarm Type

IP/email address

Community

Select one of the following:

email: Sends an email to the specified email address with details of the event that
has been triggered.

trap: Sends a notification of a critical event to a specified IP address.
syslog: Writes an entry into the syslog with details of the event.

For an Email alarm: The email address where notifications go.
For a trap: The IP address of the device to which natifications go.
For a syslog: Leave blank.

For a trap: The SNMP community of the device to which the trap is sent. The
default is public.

Example: If the alarm type is Trap, and the IP address is 172.19.100.123, the
SNMP community nhame should be the SNMP community of the device
172.19.100.123. Otherwise the device will not receive the trap.

3. Click the Define Alarm button. The alarm displays in the Alarm list on the right.

4. Enter the foll

owing information:
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Table 11-64 Event Management - Events Tab - Trigger Type

Trigger Type Select one of the following:

*
4

L 4

received device traps: An incoming trap from a specified IP address.

port log string match (SLC/SLB): A defined string matches a monitored
device's port log. The string match for the port log could be either an exact string
match, or a regular expression. See the string field for an example.

port connection: A defined string matches a monitored device's port
connection.

audit log string match (SLM): A defined string matches an entry in the audit
log.

SLM Ethernet down: A defined ethernet port has failed (for example, eth-port:
2).

port log threshold %: The SLC port log files have reached a defined
percentage of the SLC Portlog directory's capacity.

audit log threshold %: The SLM or SLC audit log files have reached a defined
percentage of the SLM Auditlog directory's capacity.

syslog threshold %: The SLM or SLC syslog files have reached a defined
percentage of the SLM Syslog directory's capacity.

device reachability changed: If you specify the device's IP Address with this
trigger type, the vSLM 2 secure management software sets the trigger should
polling fail on this device.

If you do not specify the device's IP Address, the vSLM 2 software sets the
trigger on all the devices on which polling failed.

When polling is enabled on a device (the Poll check box on the device page),
the vSLM 2 secure management software constantly checks on the device to
see if that device is reachable.

syslog string match: Enter the text string for the string match in the oid / string
| eth-port / % field. This is the trigger when a syslog string matches the specified
string.

This is a very powerful trigger because the vSLM 2 software can act as a syslog
server by receiving a syslog from SLC console managers and other devices.
You can do a string match to all kinds of syslog messages (e.g., for all SLC
events that will send a message to syslog).

current load threshold %: Enter the IP address and port number (optional) of
the RPM/SLP or SLB device you want to monitor and its current load threshold
%. For example, if the High Threshold value for a RPM/SLP expansion tower is
configured to be 20 amps, and a trigger is defined for the same RPM/SLP for
90%, the event will trigger if the current load for the expansion tower exceeds 18
amps.

If you specify a port number, the trigger is set when the current load (outletLoad)
of the outlet # (port #) reaches the outletLoad theshold on that particular RPM/
SLP or SLB device.

If you do not specify a port number, the trigger is set when the current load
(infeedLoad) of the whole RPM/SLP or SLB tower or unit reaches the
infeedLoad threshold.

hard disk threshold %: Enter the percentage of the hard disk threshold of the
VSLM 2 secure management software. The vSLM 2 software sends out the
alarm when the hard disk usage reaches this threshold.

persistent connection state change: A persistent connection that has
changed from active to inactive or vice versa.

IP Address|[:port] For a trap, port log, or port connection: Enter the IP address followed by an optional
port number 1-48, for example, 172.19.39.19:15.

Note: The brackets indicate that: port is not always required.
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oid / string / Depending on the trigger type selected, enter one or more of the following:
eth-port /% oid: A unique identifier for an SNMP object. (An SNMP object is anything that can
hold a value and can be read using an SNMP "get" action.) The OID consists of a
string of numbers separated by periods (for example, 1.1.3.2.1). Each number is
part of a group represented by the number on its left.
string: Series of characters that match a monitored device's audit log, syslog, or
port log. The OID string match supports partial match. The string match for a port
log could be an exact string or a regular expression. For example:
¢ String "reboot" will match port logs containing "reboot.”
¢ String "RE:abc[0-9]" will match port logs containing any string that matches the
regular expression "abc[0-9]."
¢ OID .3.6.1.4.1.244.1.1 will match any SLC custom traps with OID:
.3.6.1.4.1.244.1.1.0.1t0 1.3.6.1.4.1.244.1.1.0.4.
eth-port: Ethernet port that is down (for example, 2).

%: Defined percentage of the SLC port log file's capacity.

For detailed instructions on completing the OID for a trap, see the Lantronix web
site www.lantronix.com/support).

5. Inthe Alarms list to the right, select the alarm(s) to be associated with the selected trigger.

6. Click the Define Event button. The event displays in the format Trigger: Alarm in the Events
list on the page. The trigger displays in the Events menu tree.

vSLM™ 2 Secure Management Software User Guide 285



11: Operation and Maintenance

Figure 11-65 SNMP Trap Configuration (from Lantronix Tech Support FAQ)

SNMP trap configuration on an SLM

How do I configure SNMP Trap Event Triggers on an SLM? Do I need to specify the full OID for
every trap I want to use as a trigger?

This answer applies to SLM firmware v2.0 and higher.

On the SLM Events page, when you setup a "Trap” as an Event Trigger, you don't have to explicitly describe the QID down to
the last digit.

Example 1:
If you define a trap as shown below:

Trigger Type
[v] Trap 1P Address: 172.159.237.10

QID: 1.3.6.1.4.1.244.1.1

It will mateh all SLC custom traps received from the specified |P address(172.19.237.10). These include:

1.3.6.1.4.1.244.1.1.0.1 (power supply)
1.3.6.1.4.1.244.1.1.0.2 (sysadmin password)
1.3.6.1.4.1.244.1.1.0.3 (shutdown)
1.3.6.1.4.1.244.1.1.0.4 (device port data)
Example 2:

If you define a trap as shown below:

Trigger Type

[v] Trap IP Address: 172.15.237.10
oID: 1,3:.6.1.6.3,1:1:5

It will match all generic SNMP traps received from the specified IP address(172.19.237.10). These include:

1.3.8.1.0.3:1:1.5:1 (cold start)
1.3:6.1:i6.3.:1.1.5.2 [{warm start)
1:3.6.1:6.3.1.1.58.3 {link down)
1.3.6.1.6.3.1.1.5.4 ({link up)
1.3:6.1:i6.3.:1.1.5. {auth failure)
1.3.6.1.6.3.1.1.5.6 {egpNeighborLosa)
Example 3:

If you define a trap as shown below:
Trigger Type
[v] Trap IP Address: 172.19.237.10

0ID: 1.3.6.1.4.1.244.1.1.0.1

This will only match SLC power supply trap received from the specified |P address(172.19.237.10).

Updating and Deleting Events

Administrators and authorized users can update triggers and delete or add alarms for defined
events.

To update information about the alarm, trigger, or event:

1. Onthe menu, open the Events menu tree and select the event to be managed. The following
page opens:
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Figure 11-66 Manage Event Page -Event Tab

Table Field: Value MAC77  Group:
User ¥ Name * glenn Search Reset Logout
o A Manage Event "received device traps: 172.19.39.22, 1.3.6.1.6.3.1.1.5.5"
_ICanfiguration Event
_IAccounts
B JEvents Trigger Type ipAddressp[:port] oid | string | eth-port# /% Active
1 TR:172.19.39.22,1.3.6.1.6.3.1
¥ TRI172.19.250. 167, 1.3.6. 6.0 received device traps 172193922 1361631155
¥ PL:172.19.250. 167:3,5yslog
¥ CL:172.19.38.251,1
801:172.19.39.247:5,1
U DR:172.19.100.221
4 51:172.18.250. 167,Phone
dpcc
AIIFMes Current Alarms Available Alarms
B o= trap: 172.20.197.125,public_» email. gfountain@lantronix.com
—IManaged Devices email: gefountain@yahoo com
email: gefountain@Iantronix.com
syslag
Remove Alarm Add Alarm

2. Update the information about the alarm, trigger, or combination of alarm and trigger as
desired.

Note: If you deactivate an event, it remains in the system but will not send alarms until it
is reactivated.

3. Click the Update button.

To add an additional alarm:

You may add an alarm only if there are available alarms that are not already assigned to the
trigger. You can add more alarms on the main Event Management page.

1. From the Available Alarms list, select another alarm.
2. Click the Add Alarm button. The alarm now displays in the Current Alarms list.
To delete an alarm:

On the Manage Event page you can remove an alarm only if there are more than two alarms to
start with (you may not leave a trigger without an alarm).

1. Select the alarm from the Current Alarms list and click the Remove Alarm button. A
confirmation message displays.

2. Click OK. The alarm is no longer in the Alarms list or in any events that use that alarm.
To delete an event:

1. Select the event from the Events list and click the Remove Event button. A confirmation
message displays.

2. Click OK. The event is no longer in the Events list.

Viewing the Event Log
Administrators and authorized users view a list of all defined events.
To view all device events:

1. Onthe menu, click Events and then click the Log tab. The following page opens:
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Figure 11-67 Event Management Page - Log Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
User * MName w glenn Logout
SLm
AN For RN Manage Event "received device traps: 172.19.39.22, 1.3.6.1.6.3.1.1.5.5"
_Iconfiguration Log
1 _|Accounts — e
= _dEvents Time Trigger Alarm
| TRi172,18.39.22,1.36.16.3.1 | jtems
¥ TR:172.19.250.167,1.3.6.1.6.%
¥ PL:172.19.250. 167:3,5yslog
¥ C1:172,19,39.251,1 B
) Clear Event Lo
¥ 01:172.19.39.247:5,1 2

4 DR:172.19.100.221
J 50:172,15.250. 167,Phone
UpcC
L IFies
| IEthernet Devices
__IManaged Devices

Clearing the Event Log

Administrators can clear the event log.

To display current log information:

1. Click the Refresh button.

To clear the event log:

1. Click the Clear Event Log button. A message requesting confirmation displays.

2. Inresponse to the confirmation message, click OK.

Files

Administrators can display and manage log, upgrade, configuration, session, and trap files of
Ethernet devices.

Note: To retrieve files from the SLC console manager, use the Manage SLC Group
Actions tab.

File Types
You can view and store the following files in the SLM database. You can also import or export
them by means of an NFS or CICS mount.

Firmware Upgrade

vSLM 2 FW Upgrade Files: Files for upgrading the vSLM 2 firmware.
SLC/SLB FW Upgrade Files: Files for upgrading the SLC/SLB firmware.
RPM/SLP FW Upgrade Files: Files for upgrading the RPM/SLP firmware.
Spider FW Upgrade Files: Files for upgrading the Spider firmware.
UDS/SDS FW Upgrade Files: Files for upgrading the UDS firmware.

® & & o o o

WiBox FW Upgrade Files: Files for upgrading the WiBox firmware.

Note: You can obtain the most up-to-date firmware and release notes for the unit from
the Lantronix web site (www.lantronix.com) or by using anonymous FTP
(ftp.lantronix.com).
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Configuration Files

¢ SLM Configuration Files: Contain all of the vSLM 2 secure management software's settings
that have been saved to file. They can be backed up to a location that is not on the vSLM 2
software.

¢ SLC/SLB Configuration Files: Contain all of the SLC console manager's settings that have
been saved to file. They can be backed up to a location that is not on the SLC device.

¢ SLC/SLB Sysconfig Files: Contain status information about the SLC console manager.

¢ Spider Configuration Files: Contains all of a Spider device's settings saved in a file. This
can be used to restore another Spider unit to the same settings, or backed up and later used
to restore the original Spider device.

¢ Spider Sysconfig Files: Viewable system configuration of vSLM 2 secure management
software managed Spider devices.

¢ UDS/SDS Sysconfig Files: Viewable system configuration of SLM managed UDS devices.

¢ UDS/SDS Applet Files: Applet files for installation on UDS devices.

Log Files

¢ SLM Syslog Files: Contain information about all activity on the vSLM 2 secure management
software (for example, login attempts, alarms, and diagnostics).

¢ SLM Auditlog Files: Every successful login, logout, and command on the command line
interface and web is logged into a database table. The administrator reads this information
from the CLI or web and creates an audit report for one or multiple users.

¢ SLC/SLB Syslog Files: Contain information about all activity on the SLC device, for example,
login attempts, alarms, and diagnostics.

¢ SLC/SLB Auditlog Files: Contain a log of all actions that have changed the configuration of
the SLC console manager.

¢ SLC/SLB Portlog Files: Contain a log of all actions and data on a specific port.

¢ Persistent Log Files: Contain data about the activity of persistent connections.

Session Files

L 2

SLC/SLB Port Active Files: Contain session log files for currently active Secure Channel
sessions to SLC device ports.

SLC/SLB Port Saved Files: Contain archived session log files for Secure Channel sessions
to SLC device ports. The files in the SLC/SLB Port Active Files directory move into the SLC/
SLB Port Saved Files directory after the session ends.

SCS05/20 Port Session Files: Contain session log files for SSH sessions to SCS05/20
device ports. There is no distinction between active and inactive sessions.

Device Session Files: Contain session log files for Telnet/SSH/Secure Channel port
sessions. There is no distinction between active and inactive sessions.

Note: Session log files can be accessed from the Logs tab of Ethernet devices and
certain (SLC, SCS05/20) device ports, as well as through the appropriate folders
under Files>Session.
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Trap Files

¢ SLM Exported Trap Files: Contains all or part of the trap log files as specified on the Traps
tab of the All Ethernet Devices page.

File Format

The names of Device Session Files, SLC Port Saved Files, SCS05/20 Port Session Files, Device
Session Files, and SLC Port Active Files have the following format:

<hostname> <host mac_address>-
<device port numbers>=<username>=<connection types>-<date and time>.log,
where:

Table 11-68 File Format

<hostname> Up to the first 8 characters of the hostname of the Ethernet device. If the
hostname is shorter than 8 characters, the hostname section is padded
with ~ characters to reach this length.

<host_mac_address> MAC Address of the Ethernet device. This is used by the vSLM 2 secure
management software to correlate log files to their corresponding Ethernet
devices.

<device_port_number> Device port number connected to for this session. This field is set to 0 "00"
for connections directly to the Ethernet device.

<username> The vSLM 2 software user ID that initiated this session.

<connection_type> Session connection type: tnt for telnet, ssh for ssh, or scc for secure
channel.

<date_and_time> Date and time string in the format YYMMDD_HHMMSS

For edge device based logging, the filename is made up of only three of these fields:

<hostname>_<host_mac_address>-<device_port_number>. log

Viewing, Deleting, and Renaming Files

In this section, we show how to view, delete, and rename files. In our example, we use an SLM
syslog file.

To view afile:

1. Onthe menu, click Files and then the file type you want to view. The following page opens:

vSLM™ 2 Secure Management Software User Guide 290



11:

Operation and Maintenance

Figure 11-69 SLM Syslog Files Page - Files Tab

LANTRONIX

SLM

Table
User

Field:
¥ Name

Value:
¥ glenn

MAC77 Group: Admini: S

‘Sean:ll Reset Logout

o N L 75

SLM Syslog Files

__lAccounts

__IEvents

Bl Files

_IFirmware Upgrade

;IConﬁguraﬁon

B tog
[C15LM Syslog Files
[E15LM Auditiog Files
[ZISLC/SLB Syslog Files
[£15LC/SLB Auditiog Files
[E15LC/SLB Portiog Files
[ClPersistent Log Files

_Isession

;ITrap

_IEthernet Devices

_IManaged Devices
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) Copyto:
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View

j. Upload
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device

event
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messages.11
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»

1

1

52 Files

The available files (of the selected type) display in the list box.

2. Select View and then the file you want to view.

3. Click the Submit button. The Display tab opens and shows the contents of the selected file.

Figure 11-70 SLM Syslog Files Page - Display Tab

LANT?ONIX Table Field: Value: Y LM1C77 Group: Admil s
User  MName * glenn Search Reset Logout
SLM
[ ) ) ) SLM Syslog Files
_:IConﬁguraﬁon | Files [WOSEVAN Notes | Help |
__lAccounts
_IEvents Contents of messages.10
[l dFies
IFirmware Upgrade Dec 11 02:15:01 SLMICTT syslogd 1.4.1: restart (remote reception).
)Configuration Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 9=DSM-Acce=00B0A3BI3FDT
5 llog Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection s nux21~=112233445521
T Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion linux21l_2=linux21~=112233445521
VT Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persisc3921 1=DSM-Acce=0080A3893F07
A Dec 11 02:15:01 SLMICT7 persvr: sw/info-Restarting logging for persistent connection persist3921_10=DSM-Acce=0DDB0A3EBI3FOT
Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection 1inux20_1=1inux20~=112233445520
[C15LC/SLB Auditog Files Dec 11 02:15:01 SLMIC77 persvr: sw/info-Restarting logging for persistent connection persist3921 11=DSM-Acce=0080A3EIZFOT
[C15LC/SLB Portiog Files Dec 11 02:15:01 SIMI1C77 persvr: sw/info-Restarting logging for persistent connection persist3921 2=DSM-Acce=0080A3893F07
. [ClPersistent Log Files Dec 11 02:15:01 SLMICT7 persvr: sw/info-Restarting logging for persistent connection CiscoSwitch | 0D2B9F4F500
_Isession Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persisc3921 00BOA3BI3FOT
_ITrap Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion 1inux20 2=1inux20~=112233445520
__IEthernet Devices Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 4=DSM-Acce=00B0A3BI3FDT
__ IManaged Devices Dec 11 02:15:01 SLMIC77 persvr: sw/info-Restarting logging for persistent connection CiscoSwitch i 002B9F4F500
Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persisc3921 00BOA3BI3FOT
Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion linu =112233445522
Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 6=DSM-Acce=00B0A3B9I3FDT
Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion linu i =112233445522
Dec 11 02:15:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 7=DSM-Acce=00B0A3BI3FDT
Dec 11 02:15:01 SLMICT7 persvr: sw/info-Restarting logging for persistent connection persist3921_B=DSM-Acce=00B0A3BI3FDT
Dec 11 02:16:38 SLMICTT slmpd: device/info- Setting status of TESTXP1 (172.19.39.182) to unreachable
Dec 11 D2:16:43 SLMICT7 slmpd: device/info- Setting status of SLS-PC3923 (172.19.39.194) to unreachable
Dec 11 02:17:04 SLMICTT slmpd: device/info- Setting status of slcRef800E (172.19.100.221) to unreachable
Dec 11 02:18:46 SLMICT7 slmpd: device/info- Setting status of TESTXP1 (172.19.39.182) to reachable
Dec 11 02:18:51 SLMIC77 slmpd: device/info- Serting status of SLS-PC3923 (172.19.39.194) to reachable
Dec 11 02:19:10 SLMIC77 slmpd: device/info- Setting status of slcRefBO0E (172.19.100.221) to reachable
Dec 11 02:21:15 SLMIC77 slmpd: device/info- Setting status of EDS4100 (172.19.213.104) to unreachable
Dec 11 02:25:28 SLMICT7 slmpd: device/info- Setting status of ED54100 (172.19.213.104) to reachable
Dec 11 02:27:38 SLMICTT slmpd: device/info- Setting status of slcRef8024 (172.19.250.119) to unreachable
Dec 11 02:29:45 SLMICTT slmpd: device/info- Setting status of slcRefB024 (172.19.250.119) to reachable
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persisc3921 9=DSM-Acce=00B0A3BI3FDT
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion linux21 1=1inux21~=112233445521
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection CiscoSwitch 2=CiscoSwi=0002BIF4F500
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion linux21 2=1inux21~=112233445521
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 1=DSM-Acce=00B0A3BI3FDT
Dec 11 02:30:01 SLMICT7 persvr: sw/info-Restarting logging for persistent connection persist3921_10=DSM-Acce=0DDBOA3EBI3FOT
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persisc3921 11=DSM-Acce=0DBOA3EI3FOT
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion linu =112233445522
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 2=DSM-Acce=00B0A3B9I3FDT
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion linu i =112233445522
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 3=DSM-Acce=00B0A3BI3FDT
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent ion 1inux20 1=1inux20~=112233445520
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921 4=DSM-Acce=00B0A3BI3FDT
Dec 11 02:30:01 SLMICTT persvr: sw/info-Restarting logging for persistent connection persist3921_5=DSM-Acce=00B0A3B93FDT
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To delete a file:
Note: You cannot delete an active syslog file.
1. Onthe menu, click Files and then the type of file. The files of that type in the database display

in the list box.

2. Select Delete and then the file you want to delete. To select multiple files, use Shift+click or
Ctrl+click.

3. Click the Submit button.
4. Inresponse to the request for confirmation, click OK. The file is no longer in the list.

5. To see the status of the copy process if you are deleting multiple files at the same time, click
the Progress [ | button above the menu.

To rename a file:

Note: You cannot rename an active syslog file.

1. Onthe menu, click Files and then the type of file you want to rename. The files of that type
display in the list box.

2. Select Rename and then the file you want to rename.

3. Torename a file to a name already in use in the directory, select the Overwrite existing file
check box.

Note: If you try to rename a file to a name already in use in that directory, the
rename will fail unless you select Overwrite existing file check box.

4. Click the Submit button. A confirmation message displays.

Exporting, Uploading, and Downloading Files
Administrators can export (copy), upload, and download files.
To open the Files page:

1. Onthe menu, click Files and then the file type you want to export. The following page opens:
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Figure 11-71 Files Page
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52 Files

To export (copy) afile from the vSLM 2 secure management software to a mapped CIFS or
NFS directory:

1.

Select Copy to. The drop-down list box becomes active.

Note: Copy To is only active if CIFS or NFS has been configured or if USB flash
memory is installed.

2.
3.

From the drop-down list, select the location of the file (NFS or CIFS).

From the list box to the right, select the destination directory for the file (CIFS or NFS), and
click the Submit button. To select multiple files, use Shift+click or Ctrl+click. A confirmation
message displays.

To see the status of the copy process if you are copying multiple files at the same time, click
the Progress [ button above the menu.

To upload a file from the client machine to the vSLM 2 software:

1.
2
3.
4

5.

On the menu, click Files and then the file type you want to upload.
Select Upload.
Click the Browse button and locate the file on your client machine to upload.

If this is an SLM FW Upgrade or SLC FW Upgrade (which also handles SLB branch office
manager), enter the md5sum value for this file in the Key field.

Click the Submit button. The file displays in the list box.

To download a file from the vSLM 2 secure management software and to the client
machine:

1.

2
3
4,
5

On the menu, click Files and then the file type you want to download.
Select Download.

Select the file to download from the files list.

Click the Submit button. A confirmation message displays.

If necessary, when requested by your browser, select the destination directory for the file on
your client machine.
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Copying Files

The administrator and other authorized users can download SLM and SLC firmware upgrade,
configuration, and log files from an FTP/SFTP server.

To copy afile:

1. On the menu, click Files. The following page opens:

Figure 11-72 File Management Page - Copy Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators

User ~* MName * glenn |$earch Reset Logout

_Iconfiguration
_lAccounts
__|Events
= _iFiles
__IFirmware Upgrade
__|Configuration
(S | )
[Z15LM Syslog Files
[Z15LM Auditiog Files
[C15LC/SLE Syslog Files
[Z1sLC/5L8 Auditiog Files
[Z15LC/SLE Portiog Files
[CdPersistent Log Files
__ISession
_ITrap
__|Ethernet Devices
_ IManaged Devices

File Management

FTPISFTP Server

File type to copy: SLM FW Upgrade - Sernver:
Copyfile from: SFTP « - Path
Filename: Login:
Key: Password sesesese
Retype: ssssssss
Connect Timeout (secs): 60
m m Download Timeout (secs): 180

2. Enter the following:

Table 11-73 File Management - Copy Tab

File type to copy

Copy file from

Filename

Key

From the drop-down list, select the type file to copy. The default setting is SLM FW
Upgrade.

Select the type of server from which to copy. The default setting is SFTP.

Note: If you set up NFS and CIFS, or if a USB flash memory is installed, then they
display in this list.

Name of the firmware upgrade or configuration file.

A key for validating the firmware file. The key comes with the firmware file (32 hex
characters).

3. Enter the following information about the destination server:

Table 11-74 File Management - Copy Tab - FTP/SFTP Server

Server

Path

Login

The IP address or host name of the server used for obtaining upgrades and saving
or restoring configurations. May have up to 64 alphanumeric characters; may
include hyphens and underscores.

The default path on the server for obtaining firmware upgrade files and getting and
putting configuration save files.

The user ID for accessing the FTP or SFTP server. May be blank.

Password and Retype The FTP or SFTP user password.
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Connect Timeout The number of seconds after which the connection attempt times out. Default is
(secs) 60.

Download Timeout The number of seconds after which the download attempt times out. Default is
(secs) 180.

4. To save, click the Submit button.

5. To see the status of the copy process if you are copying multiple files at the same time, click
the Progress [ | button above the menu.

Setting up NFS

You can import files from or export files to a remote NFS server. The administrator defines the
remote and local directories and read/write permissions.

To set up NFS:
1. Onthe menu, click Files and then the NFS tab. The following page opens:

Figure 11-75 File Management Page - NFS Tab

Table: Field Value: sysadmin@SLM1CT7  Group: Administrators
User ¥ Name ¥ glenn Search Reset Logout
SLM
File Management
_IConfiguration NFS
_IAccounts — e
_IEvents
= _AFiles
_|Firmware Upgrade Remote directory Local directory Mount Read-write NFSv4
o3
; jf:;‘ﬁg““"“” #1 172.19.3920/home/glenn/nfs1 SLM Configuration - z
[Z51M Syslog Fies #2 172.19.39.20:/home/glenn/nfs2 SLC/SLBFW Upgrade v
[Z1SLM Auditiog Files
[CISLC/SLE Syslog Files #3 172.19.39.20:/home/glenn/nfs3 SLC/SLB Configuration v
[Z1sLC/SLB Auditiog Files
[Z1SLC/SLE Portlog Files
[ElPersistent Log Files ErT—— . -
= Jsean Update Local directory to export Read-write
—ITrap #1 Device Session ~ Infs/sharel v
__IEthernet Devices
__IManaged Devices Reset #2 SLC/SLB Port Saved w Infs/share2 v

2. Enter the following information for importing a file:

Note: The first three lines are for mounting remote NFS directories (the vSLM 2 secure
management software functions as an NFS client). Once the directory is mounted, the
vSLM 2 software can import files from that share point.

Table 11-76 File Management - NFS Tab - Remote Directory

Remote directory The remote NFS share directory in the format:
<nfs server hostname or ipaddr>:/<nfs mount pointx>
where <nfs _mount points is the path to the exported NFS directory on the
remote NFS server.

Local directory The local directory on the vSLM 2 secure management software on which to
mount the remote directory. The vSLM 2 software creates the local directory
automatically.

Mount Select the check box to enable the vSLM 2 secure management software to
import the file by means of the NFS server. Disabled by default.
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Read-write If enabled, indicates that the user can read or write to the exported directory.
NFSv4 Use version 4 of NFS

3. Enter the following information about exporting a file from the vSLM 2 software:

Note: This information is for exporting NFS shares (the SLM functions as an NFS
server). This allows remote NFS clients to mount these shares and then view/update
the files in the exported directories.

Table 11-77 File Management - NFS Tab - Local Directory

Local directory to From the drop-down list, select up to two directories to export. Disabled by default.
export #1 and #2

Read-write If enabled, indicates that the user can read or write to the exported directory.

4. Click the Update button. When the update is complete, a confirmation message displays in
the bottom part of the page.

Setting up CIFS

Administrators can import files from or export files to a local or remote CIFS server. You define the
remote and local directories, passwords, and read/write permissions.

To set up CIFS:
1. Onthe menu, click Files and then the CIFS tab. The following page opens:

Figure 11-78 File Management - CIFS Tab

Table: Field: Value: sysadmin@SLM1C77 Group: Administrators
User ~ Name ~ glenn | search || Reset | Logout
File Management
__IConfiguration CIFS
__lAccounts F— T
__lEvents
= _dFiles
_ |Firmware Upgrade Remate directory Local directory Username Password Retype Mount Read-write
L oxlosan # haricifs1 e
=] _\|ng
—‘ISLM Syslog Files #2 Marlcifs2 sessseee ssssese
JSLM Auditiog Files
_JSLC,’SLB Syslog Files #3 Mvaricifs3 sssssses ssssnsee
[E1sLC/SLB Auditlog Files
J:SLC,'SLB Portlog Files
[Cpersistent Log Files Local directory to share:  SLC/SLB Configuraion v v
__|session Network port 1 Metwork port 2
_Trap Workgroup: workgroup
__|Ethernet Devices
[# __|Managed Devices CIFS userpassword: esssssss Retype: sssssses
Update | ‘ Reset |

2. Enter the following information for importing a file:

Note: The first three entries are for mounting remote CIFS/Samba shares (the vSLM 2
secure management software acts as a CIFS client). The username and password are
required to authenticate users on the remote CIFS server. The second section on this
page is for the CIFS share that we can export (the vSLM 2 software acts as a CIFS
server).
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Table 11-79 File Management - CFS Tab - Remote Directory

Remote directory The remote directory to be imported, in the format: //<server_name_or_ip>/
<sharepoint>.

Local directory The local directory on the vSLM 2 secure management software on which to mount
the remote directory. The vSLM 2 software creates the local directory
automatically.

Username User name required to authenticate the user on the remote CIFS server.
Password and Password required to authenticate the user on the remote CIFS server.

Retype

Mount Select the check box to enable the vSLM 2 secure management software to import

the file from the CIFS server. Disabled by default.

Read-write If enabled, indicates that the user can read and write to the imported directory.
Disabled by default.

3. Enter the following information about exporting a file from the vSLM 2 software.

Note: This information is for the CIFS share that we can export (the vSLM 2 secure
management software acts as a CIFS server).

Table 11-80 File Management - CFS Tab - Local Directory

Local directory to From the drop-down list, select the directory you want the vSLM 2 secure

share management software to export. Disabled is the default setting.

Network port 1 and  Select the network ports from which you can see the share. Normal usage is to

Network port 2 make the share visible in both network ports, but the boxes are unchecked by
default.

Workgroup The Windows workgroup to which the PC importing the CIFS share belongs. Can

have up to 15 characters.

CIFS user password Only one special username (cifsuser) can access the CIFS share. Enter the CIFS
and Retype user password in both password fields. The default user password is CIFSPASS.

Note: More than one user can access the share at the same time with the
cifsuser user name and password.

4. Click the Update button. When the update is complete, a confirmation message displays in
the bottom part of the page.
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Setting up Log Properties
The administrator specifies the properties of log files.
To set up log properties:

1. Onthe menu, click Files and then the Logging tab. The following page opens.

Figure 11-81 File Management Page - Logging Tab

Table Field: Value: sysadmin@SLM1CT7 Group: Administrators

User + Name ¥ glenn Search Reset Logout
SLM

|:| |:| E File Management
__|Configuration Logging
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= _AFiles

_IFirmware Upgrade Port Logs
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' Alog
[Z1SLM Syslog Files
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[C15LC/SLB Syslog Files

[Z1SLC/SLB Auditiog Files
[C15LC/5LB Portlog Files

[CdPersistent Log Files
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_ITrap
_|Ethernet Devices
__IManaged Devices

Maximum log space (GB).

On log space exhausted

Port Log Type:

Audit Logs
Max File Size (KB)

Waximum log space (GB):

On log space exhausted

5
@ stop lngging
Owverwrite oldest entries
User session based
9@/ Edge device based

32
2

@) stop logging

Overwrite oldest entries
Session Logs
Maximum log space (GB):

m

System Logs
Max File Size (KB). 32
Iax File Count: 500
Maximum log space (GB). 2
Persistent Connection Logs
Max File Size (KB): 32
WaxFile Count. 50
Maximum log space (GB): 2

Keystroke Logging:

Update Reset
2. Enter the following:

Table 11-82 File Management - Logging Tab - Port Logs

Maximum log space  Maximum space used for all session log files in gigabytes. It is 30 GB for SLM-01
(30 GB available) device and 60 GB for SLM-02 device.

On log space
exhausted

Select one of the following actions the vSLM 2 secure management software
should take when all port log space has been used:

Stop logging: When log space is exhausted, logging stops.

Overwrite oldest entries: When port log space is exhausted, logging overwrites
the oldest entries.
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Port Log Type Select from these options:

User session based: each connection will generate it's own log file, even if
multiple users are connected to the same edge device.

Edge device based: one log file will be created for each edge device, and all user
interaction will be merged into a single log file, and individual user keystrokes will
be identified.

Table 11-83 File Management - Logging Tab - Audit Logs

Maximum File Size Maximum size for each SLM audit log file in kilobytes. The default is 64.

(KB)

Maximum log space Maximum space used for all SLM audit log files in gigabytes. The default is 5.
(GB)

On log space Select one of the following actions the vSLM 2 secure management software
exhausted should take when all audit log space has been used:

Stop logging: When audit log space is exhausted, logging stops.

Overwrite oldest entries: When audit log space is exhausted, logging overwrites
the oldest entries.

Table 11-84 File Management - Logging Tab - Session Logs

Maximum log space Maximum space used for all SLC session files in gigabytes. The default is 10.
(GB)

Table 11-85 File Management - Logging Tab - System Logs

Maximum File Size Maximum size for each SLM system log file in kilobytes. The default is 64.
(KB)

Max File Count Maximum number of system log files before the vSLM 2 secure management
software starts to overwrite the old ones. The default is 1000.

Maximum log space Maximum space used for all SLM system log files in gigabytes. The default is 5.
(GB)

Table 11-86 File Management - Logging Tab - Persistent Connection Logs

Maximum File Size Maximum size for each persistent connection log file in kilobytes. The default is 64.
(KB)

Max File Count Maximum number of persistent connection log files before the vSLM 2 secure
management software starts to overwrite the old ones. The default is 100.

Maximum log space | Maximum space used for all persistent connection log files in gigabytes. The
(GB) default is 5.
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3. Click the Update button. When the update is complete, a confirmation message displays in
the bottom part of the page.

Logging Commands

admin locallog

Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>
admin locallog clear traplog group <group name>

group name: SLM, SLC, SLK, RPM, SCS, SLB, SPDR, WiBox, LTRX, UDS, or
other

Description

Clears all of the entries in the auditlog, syslog, or traplog.

show auditlog

Syntax
Displays the audit log from the bottom: show auditlog

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Parameters

Type 'show auditlog' to getindex.

List auditlog files by index number from top: show auditlog index <numbers
Note: Index is the number by the specified parameters 'lastminutes' and 'date’.

List auditlog files in short form: show auditlog list <parameterss

List auditlog files: show auditlog lastminutes 5

List auditlog files modifed in last 5 minutes: show auditlog date 0205

List auditlog files last modifed on 0205: show auditlog date 0205-0209

List auditlog files last modifed between 0205 and 0209: show auditlog index 3
Description

Displays the audit log.

show portlog

Syntax

show portlog
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Lists all port log files.

show portlog <parameters>

Lists port log files as specified by parameters.
Parameters

[tail <number of lines>]
[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD=>]

Description

Lists portlog files.

Examples

show portlog lastminutes 5

Lists portlog files modified in last 5 minutes.

show portlog date 0205

Lists portlog files last modified on 0205.

show portlog date 0205-0209

Lists portlog files last modified between 0205 and 0209.

show portlog file

Note: Type show portlog to display index.

Syntax

show portlog file <index>

Shows the port log from the top.

show portlog file <index> tail
Displays the port log from the bottom (tail).
show portlog file <index> top
Displays the port log from the top.
Description

Displays the contents of the portlog file by index. Default is top.

show portlog index
Syntax

Note: Type show portlog to display index.

show portlog index <number>
Displays part of portlog by index from the top.

Index is the number specified by lastminutes and date.
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show portlog index <number> <parameters>
Parameters

[tail <number of lines>]

Displays the part of the portlog by index from the end.

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD=>]

Description

Displays the contents of the portlog file by index.

Note: Index is the number specified by parameters lastminutes and date. If you
specify 0 as number of lines, all lines display. If you specify both date and time, the vSLM
2 secure management software ignores the date option.
Examples

show portlog index 3

Displays the specified portlog from top.

show portlog index 3 top 10

Displays the first 10 lines of specified portlog from top.
show portlog index 3 tail 15

Displays the last 15 lines of specified port log from tail.
show portlog index 3 lastminutes 5

Displays port log by the index '3'.

To get this index, type show portlog lastminutes 5.
show portlog index 3 date 0205

Displays port log by the index '3'.

To get this index, type show portlog date 0205.

show portlog index 3 date 0205-0209
Displays port log by the index '3'.

To get this index, type show portlog date 0205-0209.
show portlog index 3 top 10 lastminutes 5
Displays the first 10 lines of portlog by the index '3'.

To get this index, type show portlog lastminutes 5.
show portlog index 3 tail O lastminutes 5
Displays the portlog by the index '3’ from tail.

To get this index, type show portlog lastminutes 5.
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show portlog list

Syntax

show portlog list
show portlog list <parameters>

Parameters

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists portlog files in short form.

show sessionlog

Syntax

show sessionlog type <sessiontype> <parameters>
sessiontype: <slcportactive|slcportsaved]|scsport]device>

Parameters

[top <number of lines>]
[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD=>]

Description

Lists session log files.

Examples

show sessionlog

Lists device session log files.

show sessionlog type slcportsaved lastminutes 5

Lists archived SLC port session log files modified in last 5 minutes.
show sessionlog date 0205

Lists session log files last modified on 0205.

show sessionlog type scsport index 3

Displays the specified SCS05/20 port session log from the top.

show sessionlog type device index 3 top 10

Displays the first 10 lines of the specified device session log from the top.
show sessionlog type device index 3 tail 15

Displays the last 15 lines of specified device session log from the end.
show sessionlog type device index 3 lastminutes 5
Displays device session log by the index '3'.

To get this index, type show portlog lastminutes 5.
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show sessionlog type slcportsaved index 3 date 0205
Displays archived SLC port sessionlog by the index '3'.

To get this index, type show sessionlog type slcportsaved date 0205.

show sessionlog type device index 3 date 0205-0209
Displays device session log by the index '3'.

To get this index, type show sessionlog type device date 0205-0209.

show sessionlog type device index 3 top 10 lastminutes 5
Displays the first 10 lines of device session log by the index '3'.

To get this index, type show sessionlog type device lastminutes 5.

show syslog

Syntax
show syslog

Shows the syslog information.

Parameters

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Shows the syslog information.

show syslog i1ndex

Syntax

Type 'show syslog' to getindex.

show syslog index <number>

Display the part of syslog by index from top:

Index is the number by the specified parameters 'lastminutes' and 'date’.
If you specify '0" at number of lines, display all.

show syslog index <number> <parameters>

Parameters

[top <number of lines>]
[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD>]
[loglastminutes <minutes>]
[logdate <MMDD>]

[logdate <MMDD-MMDD>]
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Display the part of syslog by index from tail:
Index is the number by the specified parameters 'lastminutes' and 'date'’.
If you specify '0' at number of lines, display all.

show syslog index <number> <parameters>

Parameter

[tail <number of lines>]
[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD>]
[loglastminutes <minutes>]
[logdate <MMDD>]

[logdate <MMDD-MMDD>]

Note: If you specify both date and time, ignore the date.

Description

Display the contents of the syslog file by index. Default starts from top.

show traplog index

Syntax

show traplog index <number> <parameters>

Parameters

[top <number of lines>]
[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD=>]
[loglastminutes <minutes>]
[ logdate <MMDD>]

[logdate <MMDD-MMDD>]

Description

Displays all current trap log information. The index number displays detailed information about a
selected trap log.

show traplog device

Note: Type show traplog to display the index.

Syntax

show traplog device <Device Name or IP address> [index <number>]
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Description

Displays the current trap log information for an Ethernet device using name, IP address, or index
number.

show traplog group

Note: Type show traplog to display the index.

Syntax

show traplog group <Device Group Name> [index <number>]
Group name: SLM, SLC, SLK, RPM, SCS, SLB, SPDR, WiBox, LTRX, or other

Description

Displays the current trap log information for an Ethernet device group by index number.
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The vSLM 2 secure management software's WAP technology enables you to access the status of
your vSLM 2 software from your mobile phone. This chapter familiarizes you with how to do this.
For more detailed information about the options, please see the other chapters in this user guide.

Requirements

¢ To access vSLM 2 secure management software for mobile web browsers, your phone must
meet the following minimum requirements:

¢ Your phone's web browser must be XHTML Mobile 1.0-compliant, which most mobile
browsers are.

¢ If you want to access the SLM WAP site via SSL (https), your phone browser must support
SSL. An example of such a browser is Opera® Mini.

¢ Your phone's browser does not need to support cookies or JavaScript.

¢ Your wireless provider may charge you, Depending on your service plan, Check with your
provider for more information about fees associated with accessing the Internet from your
mobile phone.

Using the SLM Mobile Browser

Logging in to the vSLM 2 Software
To log into the vSLM 2 software:

1. Enter http://(vSLM 2 software's IP address)/wap Or https://(vSLM 2 IP
address) /wap in your phone's web browser to log in to vSLM 2 secure management
software.

The Login page displays.

5151 Login

Login: |sysacimin |

Password: |a=*** |

Contact Us

Copyright @ Lantronis, Inc. 2012,

Menu 0151 Back

2. Enter your SLM login hame and password.
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3. Move the cursor to the Submit button and select it.

The SLM main menu (Home page) displays a list of options:

Z515LM Menu Logout:
M Status

E'_ Devices

& Log

Contact Us
Copyright @ Lantraonis, Inc. 2012,

Menu 0151 Back

Using Links to Select Options
To select an option:

1. Click the link (blue). For example, click Log on the Home page to display a menu of logs.

Using the Keypad to Select Options

Note: Shortcut keys only work with a true WAP browser (not browsers such as IE or
FireFox).

1. When a number precedes an option, tap the number on the keypad to open the link.

IE SLM Devices

L515LM Devices  Logout

1. Ethernet Devices

2. Ethernet Unreachable Devices
3. Managed Devices

Horme
Contact Us
Copyright @ Lantroniz, Inc. 2012,

For example, to select Managed Devices in the example above, tap the 3 key.

Obtaining More Data
A + (plus) and/or a - (minus) button may display at the bottom of a page.

¢ Ifthereis a +, select it or tap the * (star key) to advance to the next page of details.
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¢ Ifthereis - (minus), select it or tap the # (pound key) to return to the previous page.
For example, towards the bottom of the Portlog Details page, the + symbol displays.

¥ Portlog Details

{4 Portlog Detals  Logout

## SLC_ENgi-31FFFF56-01-Port-1-070404.
125119Jog

4 3775 lines (57085 bytes), Last modified:
2007-04-03 14:14:16

«# Filtered by: Last 5 lines

SLM.Engineering login:
Lantranis SLM

Back Home Log
Contact Us

{5 Portlog Detals  Logout

o SLC_ENgi-31FFFFS6-01-Port-1-070404.
125119)0g

## 3775 lines (57085 bytes), Last modified:
2007-04-03 14:14:16

++ Filtered by Last 10 lines
SLM_Engineering login:

Lantraoniz SLM

SLM.Engineering login:

Lantraoniz LM

SLM_Engineering login:

Lantraonis SLM

Back Home Log B (=]

Cantact Us

If you select the -, the previous page of details displays.

Logging Out
To log out of the vSLM 2 secure management software:

1. Select Logout (at the top right of each page).

Table 12-1 Navigation Summary

Return to the Home page Home (bottom of page) 0 (zero)

Select menu option Link (blue) When a number precedes an
option, the number on the keypad.

See more details (if available) + * (star key)

Return to previous details - # (pound key)
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Return to the previous page Back (bottom of page) Back or its equivalent on your

phone

Return to a menu Name of menu (if at bottom of

page)

Log out Logout (top of any page)

Main Menu

To use the SLM Menu (main menu):
1. To use the main menu, select one of the following links:
¢ Status: Displays the status of the vSLM 2 secure management software.

¢ Devices: Displays information about Ethernet and Managed devices.

¢ Log: Displays audit, port, system, and trap logs.

& SLM Menu

SiSLMMenu  Logout
8 Status

E Devices

g Log

Contact Us
Copyright @ Lantronix, Inc. 2012,

Menu 0151 Back

The menu for the selected category opens.
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Status Menu

The SLM Status menu has three options: System Information, Connections, and Routes.

L5iSLM Status  Logout

1. Systern Infarmation
2. Connections
3. Routes

Home
Contact Us

Menu 0151 Back

System Information
To view the status of the system:

1. On the Status Menu, select System Information or tap the 1 key. The system configuration
displays.

B System Configuration @

Si5ystern Configuration  Logout

Date/Tirme setting

Date/Tirme: Mon Apr 2 18:02:27 2007
Tirmezone: US/Pacific

SLM Up timne: 18 days, 2 hours, 30 minutes

Systern informatio

Modek SLM

Platform: Bell Micro

Firmware revision: 3.0RC2

Release date: 02/16/2007 18:00:00 FOT
Max nurnber of seat: 25

Hardware testing: 10

Ethernet address 1: 00:04:23B4:0F 52
Ethernet address 2: 000423 B4:.0F 52
Hard Disk I0: 5J¥LP?ST

Network setting
Port State IP address Subnet mask Mode
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Connections
To view information about the vSLM 2 software's connections:

1. On the Status Menu, select Connections or tap the 2 key. The Connections menu displays.

I Connections

|15 Cormections  Logout

Max nurnber of seat: 25
Inbound sessions: 6
1 cli sysadmin 67.134.254.10

2 web sysadmin 67.134.254.10
3 web sysadmin 195.139.142.234
4 web sysadmin 195.1539.142.234
5 dli sysadmin £5.126.223.18

Outbound sessions: 1
2.1 55h 67.134.254.10 £5.126.223.18

Status Home
Contact Us

2. To view individual connections, click the blue link on the Connections menu or tap the key
number displayed to the left of the option.

& Connection Details

5] cornection Detals  Logout

Inbound I0: 2

Tupe: web

User: sysadrmin
Location: 67.134.254.10
Idle Time: 00:00:40

Outbound I0: 1

Type: ssh

] devport] 6512622318
00:00:39 Uptirne: 00:00:39
MOy MO-5LM-Eng

Back Status Home
Contact Us
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Route Information

To view SLM route information:

1. On the Status Menu, select Routes, or tap the 3 key.

SiRoute  Logout

Kernel IF routing table

Destination Gatewaly Genmask face
£5.126.223.0 0.0.0.0 255.255.295.224 ethd
172202200 0.00.0 2552552550 ethi
0.0.0.065.126.223.1 0,0.0.0 ethD

Status Home
Contact Us

Copyright © Lantronix, Inc. 2012,

0209

Device Menu

The Device Menu provides access to Ethernet devices, unreachable Ethernet devices, and
Managed Devices.

To view information about the devices the vSLM 2 secure management software is
managing:

1. On the Main menu, select Devices. The Devices menu displays.

¥ S5LM Devices

L5iSLMDevices  Logout

1. Ethernet Devices
2. Ethernet Unreachable Devices
3. Managed Devices

Horne
Contact Us
Copyright @ Lantronix, Inc. 2012,
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Ethernet Devices
To view information about an Ethernet device:

1. From the Devices menu, select Ethernet Devices.

& Ethernet Devices

LSiEthernet Devices  Logout
Murnber of devices: 5
1 SLC_Engineering 65.126.223.19 @

2 slc-waimea 172192081 @
3 SLM 65.126.223.28 @
4 SLM_Engineering 65.126.223.18 @
5 slm-pipe 172.19.208.101 @

Devices Horme
Contact Us

-

02:10

The green icon to the right of a device indicates that the device is reachable; the red indicates
that the device is unreachable.

2. Select the unit you want to view. Details about the device display.

¥ Ethernet Device Details #

5] Ethernet Device Details Logout
Marne: SLC_Engineering

IP address: 65.126.223.19

Location:

Ethernet address: 00303 1FFFFSR
Group: SLC

mModel: SLC16

SCC Yes

Link status: Up [Last checked: 2007-04-11
133507

Version: 4.3

TCF port for 55H: 22

Pall: es

Dialout; Disabled

Back Horne Devices

Contact Us
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Ethernet Unreachable Devices

To view Ethernet devices to which the vSLM 2 secure management software has not been
able to connect:

1. On the Devices menu, select Ethernet Unreachable Devices. The Ethernet Unreachable
Devices page displays a list of unreachable devices.

¥ Ethernet Unreachable Dey®

S{Ethernet Unreachable Devices
Logout

Murnber of devices: 1

1 SLMB3.126.223.28

Devices Homne
Contact Us

LEjEthernet Unreachable Device Details Logout

Marne: SLM
IF address: 65.126.223.28

Location:

Ethernet address: 00:04:23B50BAC

Group: SLM

Madek SLM

SCC Yes

Link status: Down [Last checked: 2007-04-02
18:08:30]

Version: 2.1

TCP port for 55H: 22

Pall: Yes

Back Home Devices

Contact Us

Menu 0211 Back
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Managed Devices
To obtain information about managed devices:

1. Select Managed Devices on the Devices menu. The Managed Devices page displays a list of
managed devices.

E Managed Devices

L5iManaged Devices  Logout

Mumnber of devices: 4
1 MO-5LM Sales

2 MO-Port-1Eng 5
23 MO-SLC-Eng Eng
4 MO-5LM-Eng Eng
Devices Horme

Contact Us
Copyright @ Lantronix, Inc. 2012,

0210

2. Select a managed device to view its details.

[ Managed Device Details #

{HiManaged Device Detals Logout

Marne: MD-Port-1

Serial Part-1

Device type: Unknown

Group: Eng

Perrnission: Connect direct device
Dialout: Disabled

Modern application: Mone

Back Devices Home
Contact Ls
Copyright @ Lantroni:, Inc. 2012,

Menu 02:11 Back
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Log Menu

Filtering Logs
The Log filter page enables you to view logs matching specified criteria (number of lines and date/

time). The settings are for the current session only. Once you save the filter, it applies for all log
commands and is available as long as you are on the system (until logout or timeout).

To define afilter:

1. Click the Filter link at the bottom of the Log menu. The Log Filter page displays.

—

¥ Log filter 7
C4jLog fiter  Logout

¥ Filter by Iastl 15 lines "1

[¥ Filter by datefime
¢ Last 5 minutes
™ Last 15 minutes
7 Last 30 minutes

0 Last !1 hours

@ From|0406  to|0406

Back Log Horne
Contact Us

2. Select one or both of the following:

Table 12-2 Log Filter by Last and Date/Time

Filter by last Select the check box and from the drop-down list, select the number of lines at the
end of the log you want to see.

Filter by date/time  Select the check box and time period you want to see.
3. Select the Save button.
Example:

If you set Filter by last to 5 in log filter page and enable the filter, only the last 5 lines of a log file
displays.

When you select +, it displays 10 (2X5), if available
When a user select + again, it displays 15 (3X5), if available

Minus works in the other direction.
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View Logs

To view audit, trap, system, or port logs:

1. Select Log on the Main menu. The SLM Log menu displays.

5sLMLog

Log filter: Modified on 0402
1. Syslog

2. Auditlog
3. Traplog

4. Fortlog

Home Filter
Contact Us

Logout

Copyright @ Lantronix, Inc. 2012,

Menu

0153 Back

2. Select the type of log you want to see (e.g., tap 2 to see the vSLM 2 software's audit logs).

151 Auditlog

Logout

Log filter: Modified from 0402 and 0416
1 slmauditlog-0402 txt 07-04-02 175455

2 slrnauditlog-0404.txt 07-04-04 12:48:45

3 slmauditlog b=t 07-

Log Home Filter
Contact Ls

04-1310:50:29

Copyright @ Lantroni:, nc. 2012
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3. Select the log to view detalils.

¥ Auditlog Details

15} Auditlog Details  Logout

o slmauditiog t=t

o+ 132 lines (7203 bytes), Last modified:
2007-04-12 10:50:29

+# Filtered by Last 5 lines, Modified date
0402-0416

Sat Apr 7 16:14:45 2007:CLE{sysadmin] help
Sat Apr 7 16:14:54 2007:CLI{sysadmin] log
Sat Apr 7 16:14:35 2007:CLE{=ysadmin]
Logout

Fri Apr 13 10:50:08 2007:.CLI{sysadmin] login
Fri Apr 13 10:50:29 2007:.CLE sysadmin] help

Horne Lag
Contact s

15} Auditlog Details  Logout

o slrnauditlog txt

s 132 lines (7203 bytes), Last modified:
2007-04-13 10:50:29

+ Filtered by Last 5 lines, Modified date
0402-0416

Sat Apr 7 16:14:45 2007:CLI{sysadmin] help
Sat Apr 7 16:14:54 2007:CLI{sysadmin] lag

Sat Apr 7 16:14:55 2007:CLI{sysadmin] Logout
Fri Apr 13 10:50:08 2007:CLI{sysadmin] login
Fri Apr 13 10:50:29 2007.CLI{sysadmin] help

Horne Log
Eanta_ct s

5. Select the + to scroll to see more lines of details.

Note: You can set the number of lines you see at a time on the Log filter page.
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After an introduction to using commands, this chapter lists and describes all of the commands
available on the SLM command line interface accessed through SSH, secure channel (SLC
console manager only), Telnet, or a serial connection. The commands are in alphabetical order by
category.

Introduction to Commands

Command Syntax

Commands have the following format:

<action> <category> <parameter(s)>

where

<actions> is set, show, connect, diag, admin, or logout.

<category> is a group of related parameters you want to configure or view. Examples are
devicegroup, account, and network.

<parameter (s) > iS one or more name-value pairs in one of the following formats:

Table A-1 Command Syntax

<parameter Specify one of the values (aa or bb) separated by a vertical line (| ). The values are
names> <aa bbs> all lowercase and must be entered exactly as shown. Bold indicates a default value.

<parameter Specify an appropriate value, for example, a device group name.
name> <Value>  This User Guide shows parameter values in mixed case to indicate they are case

sensitive. For example, if you saved a device group name in mixed case, you must
enter it in mixed case; if you saved it in lowercase, you must enter it in lowercase.

Square brackets [ ] Indicate optional parameters.

Table A-2 Actions and Category Options

set network | service | ipfilter | account | accountgroup |
auth | nis | Idap | radius | kerberos | tacacs+ |
ethernetdevice | manageddevice | mgroup | datetime | cli |
menu | sshkey | history | modem | dialaccount | persistent
| ipmi | ilo

show network | service | ipfilter | iptables | account |
accountgroup | auth | nis | ldap | radius | kerberos |
tacacs+ | device | port | ethernetdevice | manageddevice |
auditlog | syslog | portlog | traplog | eventlog |
sessionlog | datetime | cli | menu | sshkey | history |
connection | progress | sysconfig | sysinfo | modem |
dialaccount | routing | persistent | ipmi | ilo | user
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connect device | remote | index | ssh | telnet | tn3270 | terminate
| persistent | wakeonlan

diag ping | ping6 | arp | traceroute | netstat | nettrace |
internals

admin autodetect | locallog | version | option | showoptions |

config | quicksetup | securechannel | signature | banner |
reboot | shutdown | showbootbank | switchbank | copybank |
web

logout Terminates CLI session.

Command Help
For general command help, type: help

For more information about a specific command, type help followed by the command, for
example:

help set network

OR

type ? after the command:

set network ?

Tips

2

Type enough characters to identify the action, category, or parameter name uniquely. For
parameter values, type the entire value. For example,

set network port 1 state static ipaddr 122.3.10.1 mask 255.255.0.0
can be shortened to:
se net po 1 st static ip 122.3.10.1 ma 255.255.0.0

Use the Tab key to automatically complete action, category, or parameter names. Type a
partial name and press Tab to complete the name if only one is possible, or to display the
possible names if more than one is possible.

Should you make a mistake while typing, backspace by pressing the Backspace key or the
Delete key, depending on how you accessed the interface. Both keys work if you use VT100
emulation in your terminal access program when connecting to the console port. Use the left
and right arrow keys to move within a command.

Use the up and down arrows to scroll through previously entered commands. If desired, select
one and edit it. You can scroll through up to 100 previous commands entered in the session.

When the number of lines displayed by a command exceeds the size of the window (the
default is 20), the "--Type 'm' (more) to see the next page-" message
displays. To display the next page, type more and press Enter. You can override the
number of lines (or disable the feature altogether) with the set c¢l1i command.

To clear an IP address, type 0.0.0.0.
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Authentication Commands

set auth

Syntax
set auth <one or more parameters>
Parameters

local <1-6>

nis <1-6>

Idap <1-6>

radius <1-6>

kerberos <1-6>

tacacs+ <1-6>

authusenextmethod <enable|disable>
limitsysadmin <enable]disable>

Description
Sets ordering of authentication methods and how authentication methods are used.

Authentication can occur using all methods, in the order of their precedence, until a successful
authentication is obtained, or using only the first authentication method that responds (in the event
that a server is down).

Any methods omitted from the set auth command will be disabled if at least one method is
selected

set ldap

Syntax
set ldap <one or more parameters>
Parameters

state <enable|disable>

server <IP Address or Name>

port <TCP Port>

base <LDAP Base>

bindname <Bind Name>

bindpassword <Bind Password>

adsupport <enable|disable>

encrypt <starttls|ssl|disable>

filteruser <User Login Attribute]CLEAR>
Ffiltergroup <Group Filter Objectclass|CLEAR>
grmemberattr <Group Member Attribute]CLEAR>
grmembervalue <dn|name>

Description

Configures the vSLM 2 secure management software to use LDAP to authenticate users who log
in to the vSLM 2 software via SSH, Telnet, the web, or the console port.
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set nis

Syntax

set nis <one or more parameters>

Parameters

state <enable]disable>

domain <NIS Domain Name>
broadcast <enable|disable>

master <IP Address
slavel <IP Address
slave2 <IP Address
slave3 <IP Address
slave4 <IP Address
slave5 <IP Address

Description

or
or
or
or
or
or

Name>
Name>
Name>
Name>
Name>
Name>

Configures the vSLM 2 secure management software to use NIS to authenticate users who log in
to the vSLM 2 software via SSH, Telnet, the web, or the console port.

set radius

Syntax

set radius <one or more parameters>

Parameters

state <enable]disable>
timeout <1-30 seconds>
serverl <IP Address or

portl <TCP Port>
secretl <Secret>

server2 <IP Address or

port2 <TCP Port>
secret2 <Secret>

Description

Name>

Name>

Configures the vSLM 2 secure management software to use RADIUS to authenticate users who
login to the vSLM 2 software via SSH, Telnet, the web, or the console port.

set sshkey copybank dest

Syntax

set sshkey copybank dest <alt]cur>

Description

Copy ssh keys between boot banks.
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set sshkey delete

Syntax
set sshkey delete keyuser <SSH Key User> keyhost <SSH Key Host>
Description

Deletes an imported SSH key.

set sshkey import

Syntax

set sshkey import <copypaste>
Note: RSA keys must be 1024 bits

Description

Imports an SSH key.

set 1lo

Syntax
set i1lo
Parameters

led <on | off>

ipaddr <IP Address>
user <User Name>
[password <Password>]

Description

Control LED of HP iLO remote device.
set persistent ipmi

Syntax

set ipmi power <on]off|cycle]reset]diag>

Parameters

ipaddr <IP Address>
[user <User Name>]
[password <Password>]

Description

Control an IPMI-remote enabled remote device.
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show auth

Syntax
show auth
Description

Displays ordering of authentication methods and how authentication methods are used.

show ipmi

Syntax

show ipmi chassis <power|status>

Parameters

ipaddr <IP Address>
[user <User Name>]
[password <Password>]

Description

Display status of an IPMI enable remote device.

show ldap

Syntax
show ldap
Description

Displays all LDAP information used to authenticate users who login to the SLM via SSH, Telnet,
the Web or the Console Port.

show nis

Syntax
show nis
Description

Displays all NIS information used to authenticate users who login to the SLM via SSH, Telnet, the
Web or the Console Port.

show radius

Syntax

show radius

Description

Displays all RADIUS information and configure the SLM to NIS to authenticate users who login to
the SLM via SSH, Telnet, the Web or the Console Port.
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show sshkey import

Syntax
show sshkey import <one or more parameters>
Parameters

[keyuser <SSH Key User>]
[keyhost <SSH Key IP Address or Name>]
[viewkey <enable|disable>]

Description

Displays imported SSH keys.

show sysinfo

Syntax
show sysinfo
Description

Displays system file changes.

show i1lo

Syntax

show ilo led status
show ilo health <sensor | fan | all>

Parameters

ipaddr <IP Address>
user <User Name>
[password <Password>]

Description

Display health status of HP iLO remote device.

Account Commands

Use the following commands to configure local accounts (including sysadmin) to authenticate
users who login to the vSLM 2 secure management software by means of SSH, Telnet, the web,
or the console port.

set account add

Syntax
set account add <User Name> group <Group Namel]admin> <parameters>
Parameters

[email <Email Address>]
[auth <local|remote]localremote]disable>]
[allowdialback <enable|disable>]
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[dialbacknumber <dial-back number>]
[allowpwchange <enable|disable>]
[pwneverexpires <enable]disable>]
[changepwnextlogin <enable]disable>]

Description

Creates a new user account.

set account delete

Syntax
set account delete <User Name>
Description

Deletes a user account.

set account edit

Syntax
set account edit <User Name> <parameters>
Parameters

[email <Email Address|CLEAR>]

[auth <local|remote|localremote]disable>
[allowdialback <enable|disable>]
[dialbacknumber <dial-back number|CLEAR>]
[allowpwchange <enable|disable>]
[pwneverexpires <enable]disable>]
[changepwnextlogin <enable]disable>]

Description

Modifies a user account.

set account password
Syntax

set account password <User Name>

Note: Administrators with permission to change passwords must enter the username.
Other users may not enter a username (they are changing their own password).

Description

Configures a user account's password for the vSLM 2 secure management software.

show account

Syntax

show account <User Name>
show account user <User Name>
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Description

Displays account information by user name.

show account all

Syntax

show account all
show account

Description

Displays all account names and information.

show account i1ndex

Note: Type show account all to display the index.

Syntax
show account index <number>
Description

Displays accounts by index number.

show account search

Syntax

Note: All searches are case insensitive.

show account search name <name>

show account search email <email address>
Examples

show account search name sys

Description

Searches for accounts by name or email address.

Account Group Commands

set accountgroup add

Syntax

set accountgroup add <Group Name> type <ethernet|managed|menu]device>
<parameters>

Parameters

[menu <Menu Name>]
[dataports <Port List>]
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[listenports <Port List>]
[clearports <Port List>]
[accessoutlets <Qutlet List>]
[escapeseq <1-10 Chars>]
[breakseq <1-10 Chars>]
[custommenu <Menu Name>]
[displaymenu <enable]disable>]
[allowdialback <enable|disable>]
[dialbacknumber <Phone Number>]
[permissions <Permission List>]

Description

Creates a local account group. Group type is Administrators, Ethernet, Managed, or Menu User.

set accountgroup edit

Syntax
set accountgroup edit <Group Name> <one or more parameters>
Parameters

[name <new name>]

[menu <Menu Name|CLEAR>]

[dataports <Port List]CLEAR>]
[listenports <Port List]CLEAR>]
[clearports <Port List]|CLEAR>]
[accessoutlets <Outlet List]|CLEAR>]
[escapeseq <1-10 Chars>]

[breakseq <1-10 Chars>]

[custommenu <Menu Name|CLEAR>]
[displaymenu <enable]disable>]
[allowdialback <enable|disable>]
[dialbacknumber <Phone Number|CLEAR>]
[permissions <Permission List]|CLEAR>]

Description

Modifies an account group. Group type is Administrators, Ethernet User, Managed User, or Menu
User. CLEAR removes the current menu assignment.

show accountgroup

Syntax

show accountgroup <Group Name>
show accountgroup name <Group Name>

Description

Displays account group information.

show accountgroup all

Syntax

show accountgroup all
show accountgroup
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Description

Displays information about all account groups.

show accountgroup index

Note: Type show accountgroup all to display the index.

Syntax
show accountgroup index <number>
Description

Displays account groups by index number.

Administrative Commands

admin autodetect filter

Syntax

admin autodetect filter delete

Deletes one of the current auto-detect search filters. The command displays an index of current
filters. Type the index number of the filter you want to delete and press Enter.

admin autodetect filter ltrx <IP subnet>

Sets Lantronix discovery protocol search filters.

admin autodetect Ffilter scs <IP range> [timeout <number of

milliseconds>]
Sets SCS discovery protocol search filters.
Example

IP range: 192.168.0.1-192.168.0.155
timeout : 100ms (default)

admin autodetect filter snmp <IP range> [community <name>][timeout

<number of milliseconds>]

Sets SNMP protocol search filters.

Example

IP range: 192.168.0.1-192.168.0.155
name: public (default)

admin autodetect filter show
Displays the current auto-detect search filters.
Description

Configures or displays the protocol and filters.
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admin autodetect start

Syntax
admin autodetect start
Description

Starts the SLM auto-detect device process, using the protocol and filters configured.

admin banner

Syntax

admin banner welcome <Banner Text>
admin banner login <Banner Text>
admin banner logout <Banner Text>

Description

Configures the banner displayed before login (welcome), after login, or after logout. To insert line
feeds in the banner, use the '\ \n' character sequence.

admin banner show

Syntax
admin banner show
Description

Displays the banner configuration.

admin copybank

Syntax
admin copybank
Description

Copies the SLM firmware running in the current bank to the other bank.

admin config

Syntax
admin config factorydefaults
Description

Restores the SLM configuration and device database settings to factory defaults.

admin config rebuilddatabase

Syntax

admin config rebuilddatabase
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Description

Removes and rebuilds the SLM configuration and database from scratch, in case of database
corruption that cannot be fixed by the factory default.

admin config save

Syntax

admin config save file <filename>

Description

Save the vSLM configuration to the vSLM Configuration Files directory.

admin locallog

Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>

admin locallog clear traplog group <group name>

group name: SLM, SLC, SLK, RPM, SCS, SLB, SPDR, WiBox, LTRX, or other

Description

Clears all of the entries in the auditlog or syslog or traplog.

admin option

Syntax

admin option <Option Name> value <Option Value>
Description

Adds license options.

admin quicksetup

Syntax
admin quicksetup
Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.
Runs the Quick Setup script to configure network settings, gateway, hostname, date & time, time
zone, and sysadmin password.

admin reboot

Syntax

admin reboot
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Description

Terminates all connections and reboots the vSLM 2 secure management software.

admin securechannel regenkey

Syntax

admin securechannel regenkey

Description

Regenerates the secure channel key.

Note: With this command, you lose access to established secure channels; therefore,

the vSLM 2 software first requests confirmation that you want to regenerate the secure
channel key.

admin showbootbank

Syntax
admin showbootbank
Description

Displays the SLM boot bank.

admin showoptions

Syntax
admin showoptions
Description

Display license options.

admin shutdown

Syntax
admin shutdown
Description

Terminates all connections, shuts down the vSLM 2 secure management software, and turns off
the power.

admin switch bank

Syntax
admin swithchbank bank [1]2]
Description

Switches the vSLM 2 software to the next boot bank.
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admin signature restore

Syntax
admin signature restore
Description

Restores signature information to the system.

admin signature show

Syntax
admin signature show
Description

Displays signature information.

admin version

Syntax
admin version
Description

Displays current application version information.

admin web certificate

Syntax

admin web certificate reset
admin web certificate show

Description
Reset SSL web certificate to default.

Displays current SSL web certificate.

show progress

Syntax
show progress
Description

Shows the progress of background tasks.

show sysconfig

Syntax
show sysconfig [email <Email Address>]
Description

Displays a report of configurable parameters. The output can be emailed.
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All Devices Commands

show device

Note: Entries are not case sensitive.

Syntax
show device <device name>
Description

Searches for and displays Ethernet or managed devices by device name. For example, if you
specify name slc, the vVSLM 2 secure management software searches for all Ethernet and
managed devices whose name starts with slc.

show device all

Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.

show device index

Note: Type show device all to display the index.

Syntax
show device index <number>
Description

Displays Ethernet or managed devices by index.

Auto-Detect Commands

admin autodetect filter delete

Syntax
admin autodetect filter delete

The command displays an index of current filters. Type the index number of the filter you want to
delete and press Enter.

Description

Deletes one of the current auto-detect search filters.
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admin autodetect filter ltrx

Syntax
admin autodetect filter ltrx <IP range> [timeout <number of
milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155 timeout 1500
timeout: default is 1000 ms; range is 1000-60000 ms

Description

Sets Lantronix discovery protocol search filters. The ending IP address is optional.

admin autodetect filter scs

Syntax
admin autodetect Ffilter scs <IP range> [timeout <number of
milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155
timeout: default is 100ms; range is 100-60000ms

Description

Sets SCS discovery protocol search filters.

admin autodetect filter show

Syntax
admin autodetect filter show
Description

Displays the current auto-detect search filters.

admin autodetect filter snmp

Syntax
admin autodetect Filter snmp <IP range> [community <name>] [timeout
<number of milliseconds>]

Example

IP range: 92.168.0.1-192.168.0.155
name: public (default)
timeout: default is 100ms; range is 100-60000ms

Description

Sets SNMP protocol search filters.
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admin autodetect start

Syntax
admin autodetect start <one or more parameters>
Parameters

[securechannel <default]password>]
[option <ltrxonly|delnonltrx>}

ltrxonly detects only Lantronix devices

delnonltrx detects only Lantronix devices and removes existing non-Lantronix devices.
Examples

admin autodetect start securechannel default

Attempts secure channel using the default password

admin autodetect start securechannel mypass option delnonltrx

Attempts secure channel using password mypass. Detects only Lantronix devices and removes
existing non-Lantronix devices.

Description

Starts the vSLM 2 secure management software auto-detect device process, using the protocol
and filters configured.

show progress

Syntax
show progress
Description

Shows the progress of background tasks.

CLI Commands

The following commands relate to the CLI itself.

set cli terminallines

Syntax
set cli terminallines <disable]1-1000>
Description

Sets the number of lines that display in a page for the auditlog, syslog, and device list. Default is
20.
set history clear

Syntax

set history clear
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Description

Clears the CLI command history.

show cli

Syntax
show cli
Description

Displays the terminal lines settings.

show history

Syntax
show history
Description

Displays the 100 most recent CLI commands.

Connection Commands

Administrators, Ethernet Users and Menu Only Users

connect device

Syntax

connect device <Device Name or IP Address> <one or more parameters>
Parameters

[<secure|ssh]telnet]|tn3270]serial |modem]modemssh|modemtelnet>
modemcal Iback>] [port <port>]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB devices, SLC ports, and vSLM 2 secure management software, and SSH
is the default for other devices.

Port is the number of a physical port on the SLC console manager.
SLC48 console manager has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the vSLM 2 secure management software dials out to the managed
device in PPP, and then connects it via SSH.

With modemtelnet option, the vSLM 2 software dials out to the managed device in PPP, and
then connects it via Telnet.

With the modemcallback option, when the SLM user calls an SLC device and logs in, the SLC
module hangs up and calls the user back. The vSLM 2 secure management software then logs in
again. This feature is currently available in text mode only.
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Examples

connect device slc-waimea

connect device slc-waimea-port-1
connect device slc-waimea ssh

connect device slc-waimea port 4
connect device slc-waimea modemssh
connect device slc-waimea modemcal lback

Description

Connects to an Ethernet device, managed device, or device port.

connect index

Note: Type show device all to display the index.

Syntax

connect index <number> <one or more parameters>

Parameters

[<secure|ssh]telnet|serial |modem|modemssh|modemtelnet] modemcallback>]
[<SSH flags>]
<SSH flags> is one or more of: user <Login Name>

version <1]2>

escape <Character>

Description

Connects a device by index number.

connect persistent

Syntax
connect persistent <persistentConnectionName> [device <devname]IP>]

Notes: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.

The <devname> following device may be the name of an Ethernet device or the name of
a managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.

Description

Connect to an existing persistent connection.

connect ssh

Syntax
connect ssh <IP Address or Name> [tcpport <TCP Port>] [<SSH flags>]
Parameters

<SSH flagss> is one or more of:
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user <Login Name>
version <1|2>
escape <Character>

The TCP PORT parameter is the TCP port number; the default is 22.
Description

Connect to any machine/device using standard SSH V1 or V2 protocol.

connect telnet

Syntax

connect telnet <IP Address> [tcpport <TCP Port>] [user <Login Name>]
tcpport is the TCP port number; the default is 23.

Description

Connects to a device by means of standard Telnet.

connect tn3270

Syntax

connect tn3270 <IP Address or Name> [tcpport <TCP Port>] [user <Login
Name>]

Description

The tcpport parameter is the TCP port number and default is 23.

show connection list

Syntax
show connection list
Description

Displays the active user connections in short form.
Managed Device Users

connect device

Syntax

connect device <Device Name or IP Address> <one or more parameter>
[<secure|ssh]telnet]|serial |modem|modemssh|modemtelnet|modemcal Iback>][po
rt <port>]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB device, SLC ports, and vSLM 2 secure management software, and SSH
is the default for other devices.

Port is the number of a physical port on the SLC console manager.
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SLC48 console manager has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the vSLM 2 software dials out to the managed device in PPP, and then
connects it via SSH.

With modemtelnet option, the vSLM 2 secure management software dials out to the managed
device in PPP, and then connects it via Telnet.

With the modemcallback option, when the vSLM 2 software user calls an SLC device and logs
in, the SLC module hangs up and calls the user back. The vSLM 2 secure management software
then logs in again. This feature is currently available in text mode only.

Examples

connect device slc-waimea

connect device slc-waimea-port-1
connect device slc-waimea ssh

connect device slc-waimea port 4
connect device slc-waimea modemssh
connect device slc-waimea modemcal lback

Description

Connects to a managed device through a secure channel.

connect index

Note: Type show managedevice all to display the index.

Syntax

connect index <number>
[<secure|ssh]telnet|serial |modem|modemssh|modemtelnet|] modemcallback>]>
[<SSH flags>]
<SSH flags> is one or more of: user <Login Name>
version <1]2>
escape <Character>

Description

Connects to a device by index number.

connect remote

Syntax

connect remote show connections <Device Name or IP Address>
connect remote terminate <Device Name or IP Address> (id <connectionld>)

Parameters

<Device Name or IP Address>
id <connectionid>

Description

Displays or terminates user connections on a remote Ethernet device. The specified device must
exist in the SLM database.
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connect wakeonlan

Syntax

connect wakeonlan

Parameters

Device <Device Name or IP Address> (password <Password>)
Description

Send a Wake On LAN packet to an Ethernet device. The specified device must exist in the SLM
database.

Date and Time Commands

set datetime

Syntax
set datetime <one parameter>
Parameters

date <MMDDYYhhmm[ss]>
timezone <Time Zone>

Description
Sets the local date, time, and time zone (one parameter at a time).

Note: If you type an invalid time zone, the system guides you through the process of
selecting a time zone.

show datetime

Syntax
show datetime
Description

Displays the local date, time, and time zone.

Diagnostic Commands

diag arp
Syntax
diag arp
Description

Displays the ARP table for mapping IP addresses to hardware addresses.
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diag netstat

Syntax
diag netstat [<tcpludp]all>] [statistics]
Description

Displays output IP routing table, and optionally, network connections and statistics.

diag nettrace

Syntax
diag nettrace <one or more parameters>
Parameters

[ethport <1]2>]

[protocol <tcpludp]icmp>]

[host <IP Address or Name>]

[numpackets <number of packets>] [snaplen <capture bytes>]
[verbose <0]|1]2]3>]

Defaults: ethport=1, verbose=1

Example

diag nettrace protocol udp verbose 2
Description

Displays all network traffic, applying optional filters.

diag ping

Syntax

diag ping <IP Address or Name> <one or more parameters>
Parameters

count <Number of Times to Ping>

Default is 5.

packetsize <Size in Bytes>
[packetsize <size in bytes>]

Defaults: count=5, packetsize=64.
Description

Verifies that the vSLM 2 secure management software can reach a host over the network.

diag ping6
Syntax

diag ping6 <IP Address or Name> <one or more parameters>
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Parameters

interface <interface name>
count <Number of Times to Ping>
[packetsize <size In bytes>]

Defaults: count=5, packetsize= 64.

packetsize <Size in Bytes>

Default is 64.

Examples

diag ping6 fe80::214:85ff:fec0:928e interface ethl
Description

Verifies that the vSLM 2 software can reach a host over the network.

diag traceroute

Syntax
diag traceroute <IP Address or Name>
Description

Displays the route that packets take to get to a network host.

diag internals

Syntax
diag internals
Description

Displays information on the internal memory, storage and processes of the vSLM 2 secure
management software.

Dial Account Commands

set dialaccount add

Syntax
set dialaccount add <Dial Account Name> <parameters>
Parameters

modemmode <text]ppp>
Note: If you select text, all other parameters except timeout are ignored.

modemmode <text]ppp>

localipaddr <negotiate|lP Address>
remoteipaddr <negotiate|]lP Address>
auth <pap]chap>
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username <User Name>
password <Password>
nat <enable]disable>
timeout <disable]|1-30 minutes>

Default is 20.
Description

Creates a new dial account.

set dialaccount delete

Syntax
set dialaccount delete <Dial Account Name>
Description

Delete a dial account.

set dialaccount edit

Syntax
set dialaccount edit <Dial Account Name> <parameters>
Parameters

modemmode <text]ppp>

localipaddr <negotiate|lP Address>

remoteipaddr <negotiate|]lP Address>

auth <pap|chap>

username <User Name>

password <Password>

nat <enable]disable>

forcedialback <disable]enable> (applies only to text mode)

callback <disable]|enable> (text mode for SLC dialback)
dialbacknumber <dial-back number|CLEAR> (applies only to text mode)

CLEAR removes the dial-back number.

useraccount <disable|enable> (text mode dialback)

Uses local user-defined dial-back configuration

timeout <disable|1-30 minutes>

Note: The parameter "dialbacknumber CLEAR" remove the dial-back number. The
parameter "useraccount enable" use local user defined dial-back configuration.
Description

Modifies a dial account's settings.
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set manageddevice config

Syntax

set manageddevice config <Device Name> [dialout <Dial Account
Name|enable]disable> modem <Modem Name> phonenumber <phonenumber>]
application <ssh]telnet]http]|none>]

Description

Configures modem and dial account settings for a managed device.

set manageddevice index

Note: Type show manageddevice all to display index.

Syntax

set manageddevice iIndex <number> [dialout <Dial Account
Name]enable]disable> modem <Modem Name> phonenumber <phonenumber>]
application ssh]telnet]|http]|none>]

Description
Finds managed device by index and modifies dial account settings.

To set modem parameters, you must specify a dial-out option.

set modem edit

Syntax

set modem edit <Modem Name> <parameters>

Parameters

name <New Name>

baud <300-115200>

Fflowcontrol <none]xon/xoff|rts/cts>

speaker <enable]disable>

initscript <Modem Initialization Script>
defaultinitscript <Modem Default Initialization Script>
dialin <Dial Account Name|CLEAR]disable]enable>
ipfilter <IPv4 Filter Name|CLEAR>

number <modem telephone number |CLEAR>

Note: The parameter "ipfilter CLEAR" remove the ipfilter assignment. The
parameter "dialin CLEAR" remove the dial account assignment. The parameter
"dialin disable" disable dialin. The parameter "dialin enable" enable dialin.
Description

Configures a curently loaded modem.
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show dialaccount

Note: Type show dialaccount to display index.

Syntax
show dialaccount <parameters>
Parameters

[name <Dial Account Name>]
[index <number>]

Examples

show dialaccount
show dialaccount name ppp-pap
show dialaccount index 2

Description

Displays dial account settings.

show dialaccount mapping

Syntax
show dialaccount mapping
Description

Shows dial account used by dial-in and dial-out.

Ethernet Device Commands

set ethernetdevice

Syntax

set ethernetdevice add <New Device Name> mac <MAC> ipaddr <IP Address>
type <slm]slc|slc80xx|slk]rpm|slb]spider]|scs0520]scsxx00]|
wibox|uds]eds|edsmd]|xport]pwave|other|non>

[portcount <# of ports>] (default 0)
set ethernetdevice assign

Description

Create a new ethernet device and optional ports.

set ethernetdevice assign

Syntax

set ethernetdevice assign <ethernetDevice]lP> group

<ethernetAccoutGroup> [remove]
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Description

Assigns or removes permissions for an Ethernet device by name.

set ethernetdevice config

Syntax

set ethernetdevice config <Device Name or IP Address> <one or more
parameters>

Parameters

[delete]

[dialout <Dial Account Name]enable]disable> phonenumber <phone number>]
[disconnect modem]

[name <Device Name>]

[ipaddr <IP Address>]

[location <Location|CLEAR>]
[sublocation <Sub-Location]|CLEAR>]
[login <Loginname>]

[model <Model>]

[readinfo]

[sshport <TCP Port for SSH>]
[tnport < TCP Port for Telnet>
[tn32701u <Logical Unit>

[version <Version>]

Description

Finds Ethernet devices by device name or IP address and modifies device parameters.

set ethernetdevice delete

Syntax
set ethernetdevice delete <Device Name or IP Address>
Finds Ethernet device using device name or IP address and deletes the device.

set ethernetdevice delete <Device Name or IP Address> portnumber <port
number or port number range>

port number range, for example, 1-4
Finds a port by Ethernet device name or IP address with the port number and deletes the port.
Examples

set eth delete slc-waimea

set eth delete slc-waimea port 5
set eth delete slc-waimea port 1-5
set eth conf slc-waimea delete

Description

Finds Ethernet device or Ethernet device port and deletes it.
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set ethernetdevice port

Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <port
number or list> <one or more parameters>

Parameters
[name <New Port Name>]
[state <on|off|cyclepowers>] (available for RPM/SLP power manager only)

Powers Ethernet device port on or off.
Note: Only RPM/SLP outlet action supports a port list.

Examples

To power up RPM/SLP outlet 2;

set eth port slp-sunset po 2 state on

To power up RPM/SLP outlet port list 1-3,6,8-14

set eth port slp-sunset po 1-3,6,8-14 state on
Description

Finds a port by device name or IP address with the port number and modifies port parameters.

set ethernetdevice sync

Syntax
set ethernetdevice sync <Device Name or IP Address> action <read|write>
Description

Finds an Ethernet device-by-device name or IP address and synchronizes device information.

show device

Note: Entries are not case sensitive.

Syntax
show device <device name>
Description

Searches for and displays Ethernet or managed devices by device name.

show device all

Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.
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show ethernetdevice account

Syntax
show ethernetdevice account <accountName>
Description

Displays all Ethernet devices viewable by the specified user account.

show ethernetdevice accountgroup

Syntax
show ethernetdevice accountgroup
Description

Displays all Ethernet devices viewable by users whose accounts belong to the specified account
group.

show ethernetdevice all

Syntax
show ethernetdevice all
Description

Displays all Ethernet device information.

show ethernetdevice config

Syntax
show ethernetdevice config <Device Name or IP Address>
Description

Finds an Ethernet device-by-device name or IP address and displays device information.

show ethernetdevice firmware

Syntax
show ethernetdevice fFirmware
Description

Displays firmware versions of all Ethernet devices managed by the vSLM 2 secure management
software.

show ethernetdevice group

Syntax

show ethernetdevice group <Group Name> [Ffirmware]
group name: SLM, SLC, SLK, RPM, SCS, SLB, SPDR, WiBox, UDS, EDS, EDSMD,
XPORT, PWAVE, LTRX, or other

Note: Ethernet device group names are not case sensitive.
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Description

Displays Ethernet devices by device group.

show ethernetdevice i1ndex

Syntax
show ethernetdevice index <number>
Description

Displays Ethernet devices by index.

show ethernetdevice list

Syntax
show ethernetdevice list
Description

Displays all Ethernet devices in short form.

show ethernetdevice port

Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber

<Port Number>
Description

Finds an Ethernet device using device name or IP address and displays port information.

show ethernetdevice search device

Syntax
show ethernetdevice search device <one or more parameters>
Parameters

[name <Device Name>]
[ipaddr <IP Address>]
[location <location>] [Ffirmware <version number>]

Note: Search entries are not case sensitive.

Example

show ethernetdevice search device name slc firmware 4
Description

Displays all devices that match the criteria entered. For example, if you specify name slc, the
VSLM 2 secure management software searches for all devices whose name starts with slc.

show ethernetdevice unreachablelist
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Syntax
show ethernetdevice unreachablelist
Description

Displays unreachable Ethernet devices in short form.

show ethernetdevice unreachablelist i1ndex

Note: Type show ethernetdevice unreachablelist to display index.

Syntax
show ethernetdevice unreachablelist index <number>
Description

Displays unreachable ethernet devices by index.

IPv4 Filter Commands

set ipfilter delete

Syntax

set ipfilter delete <Name>

Example

set ipfilter delete MyFilter
Description

Deletes IPv4 filter set by specified name.

set ipfilter delete all

Syntax
set ipfilter delete all
Description

Deletes all references to filters.

set i1pfilter delete interactive

Syntax
set ipfilter delete interactive
Description

Deletes IPv4 filters by interactive mode.

set ipfilter name delete
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Note: Type show ipfilter name <Name> or show ipfilter index <number> to display the
rule number.
Syntax

set ipfilter delete name <Name> [rule <rule number>]

Example

set ipfilter delete MyFilter rule 3
Description

Deletes IPv4 filter rule by specified name and rule number.

set ip filter state

Syntax
set ipfilter state <enable|disable>
Description

Enables or disables IPv4 filters.

set i1pfilter test

Syntax
set ipfilter test <number of minutes>
Description

Enables or disables IPv4 filter test mode.

show ipfilter

Note: Type show ipfilter to display index.

Syntax
show ipfilter <parameters>
Parameters

[name <Filter Name>]
[index <number>]

Examples

show ipfilter
show ipfilter name MyFilter
show ipfilter index 2

Description

Displays IPv4 filter information.
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show iptables

Syntax
show iptables
Description

Displays all IP filtering rules for all chains.

Logging Commands

admin locallog

Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>

admin locallog clear traplog group <group name>

group name: SLM, SLC, SLK, RPM, SCS, LTRX, SLB, SPDR, WiBox, or other

Description

Clears all of the entries in the auditlog, syslog, or traplog.
Audit Log

show auditlog

Syntax
show auditlog <parameters>
Parameters

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists audit log files.

show auditlog list

Syntax
show auditlog list <parameters>
Parameters

lastminutes <minutes>
date <MMDD>
date <MMDD-MMDD>

Description

Lists auditlog files in short form.
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show auditlog i1ndex

Syntax
show auditlog index <number> <parameters>

index is the number of lines of the log specified by 1astminutes and date. If you specify 0 at
number of lines, all lines display.

Parameters

[top <number of lines>]
[tail <number of lines>]
[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD>]
[loglastminutes <minutes>]
[logdate <MMDD>]

[logdate <MMDD-MMDD>]

If you specify both the date and time, the vSLM 2 secure management software ignores the date.
Description

Displays the specified part of the auditlog by index.
Examples

show auditlog

Lists auditlog files.

show auditlog lastminutes 5

Lists auditlog files modified in the last 5 minutes.

show auditlog date 0205

Lists auditlog files last modified on 0205.

show auditlog date 0205-0209

Lists auditlog files last modified between 0205 and 0209.
show auditlog index 3

Displays index 3 from the top.

show auditlog index 3 top 10

Displays the first 10 lines of index 3 from the top.

show auditlog index 3 tail 15

Displays the last 15 lines of index 3 from the tail.

show auditlog index 3 lastminutes 5
Displays the lines in index 3 from the last 5 minutes of.
show auditlog index 3 date 0205

Displays the audit log in index 3 for the date 0205.

show auditlog index 3 date 0205-0209
Displays the auditlog by the index 3 between the dates 0205 to 0209.
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show auditlog index 3 top 10 lastminutes 5

Displays the first 10 lines of index 3 of the auditlog from the last 5 minutes.
show auditlog index 3 tail O lastminutes 5

Displays all lines of the auditlog in index 3 from the tail.

show auditlog index 3 lastminutes 5 logminutes 10

Displays the part of auditlog in index 3 times tamped in the last 10 minutes.

show auditlog index 3 date 0205
Displays the part of auditlog in index 3 time- stamped on 0205.

Event Log

show eventlog

Syntax
show eventlog
Description

Lists the event log files.
Port Log

show portlog

Syntax

show portlog

Lists all port log files.

show portlog <parameters>

Lists port log files as specified by parameters.
Parameters

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists portlog files.

Examples

show portlog lastminutes 5

Lists portlog files modified in last 5 minutes.

show portlog date 0205

Lists portlog files last modified on 0205.

show portlog date 0205-0209

Lists portlog files last modified between 0205 and 0209.
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show portlog file

Note: Type show portlog to display index.

Syntax

show portlog file <index>

Shows the port log from the top.

show portlog file <index> tail
Displays the port log from the bottom (tail).
show portlog file <index> top
Displays the port log from the top.
Description

Displays the contents of the portlog file by index. Default is top.

show portlog index

Syntax
Note: Type show portlog to display index.

show portlog index <number>

Displays part of portlog by index from the top.

Index is the number specified by lastminutes and date.
show portlog index <number> <parameters>
Parameters

[top <number of lines>]

Displays the part of portlog by index from the top.
[tail <number of lines>]

Displays the part of the portlog by index from the end.

[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD=>]
[loglastminutes <minutes>]
[ logdate <MMDD>]

[logdate <MMDD-MMDD>]

Description
Displays the contents of the portlog file by index.
Note: Index is the number specified by parameters lastminutes and date. If you

specify 0 as number of lines, all lines display. If you specify both date and time, the vSLM
2 secure management software ignores the date option.
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Examples

show portlog index 3

Displays the specified portlog from top.

show portlog index 3 top 10

Displays the first 10 lines of specified portlog from top.
show portlog index 3 tail 15

Displays the last 15 lines of specified port log from tail.
show portlog index 3 lastminutes 5

Displays port log by the index '3'.

To get this index, type show portlog lastminutes 5.
show portlog index 3 date 0205

Displays port log by the index '3'.

To get this index, type show portlog date 0205.
show portlog index 3 date 0205-0209

Displays port log by the index '3'.

To get this index, type show portlog date 0205-0209.
show portlog index 3 top 10 lastminutes 5
Displays the first 10 lines of portlog by the index '3'.

To get this index, type show portlog lastminutes 5.
show portlog index 3 tail O lastminutes 5
Displays the portlog by the index '3’ from tail.

To get this index, type show portlog lastminutes 5.

show portlog list

Syntax

show portlog list
show portlog list <parameters>

Parameters

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists portlog files in short form.
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Session Log

show sessionlog

Syntax

show sessionlog
show sessionlog type <sessiontype> index <number>
sessiontype: <slcportactive|slcportsaved]scsport]device>

Parameters

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists session log files.
Note: Edge device log files do not use the date as part of the filename makeup.

Examples

show sessionlog

Lists device session log files.

show sessionlog type slcportsaved lastminutes 5

Lists archived SLC port session log files modified in last 5 minutes.

show sessionlog date 0205

Lists session log files last modified on 0205.

show sessionlog type scsport index 3

Displays the specified SCS05/20 port session log from the top.

show sessionlog type device index 3 top 10

Displays the first 10 lines of the specified device session log from the top.
show sessionlog type device index 3 tail 15

Displays the last 15 lines of specified device session log from the end.
show sessionlog type device index 3 lastminutes 5
Displays device session log by the index '3'.

To get this index, type show portlog lastminutes 5.

show sessionlog type slcportsaved index 3 date 0205
Displays archived SLC port sessionlog by the index '3'.

To get this index, type show sessionlog type slcportsaved date 0205.
show sessionlog type device index 3 date 0205-0209
Displays device session log by the index '3'.

To get this index, type show sessionlog type device date 0205-0209.

show sessionlog type device index 3 top 10 lastminutes 5
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Displays the first 10 lines of device session log by the index '3'.

To get this index, type show sessionlog type device lastminutes 5.

System Log

show syslog

Syntax
show syslog <parameters>
Parameters

[lastminutes <minutes>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists syslog files.

show syslog list

Syntax
show syslog list <parameters>
Parameters

lastminutes <minutes>
date <MMDD>
date <MMDD-MMDD>

Description

Lists syslog files in short form.

show syslog i1ndex

Syntax

show syslog index <number> <parameters>

index is the number of lines of the log specified by 1astminutes and date. If you specify 0 at

number of lines, all lines display.
Parameters

[top <number of lines>]
[lastminutes <minutes>]
[date <MMDD>]

[date <MMDD-MMDD>]
[loglastminutes <minutes>]
[logdate <MMDD>]

[logdate <MMDD-MMDD>]

If you specify both the date and time, the vSLM 2 secure management software ignores the date.

Description

Displays the specified part of the syslog by index.
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Examples

show syslog

Lists syslog files.

show syslog lastminutes 5

Lists syslog files modified in the last 5 minutes.

show syslog date 0205

Lists syslog files last modified on 0205.

show syslog date 0205-0209

Lists syslog files last modified between 0205 and 0209.

Note: If both date and time are specified, ignore the date option.

show syslog index 3

Displays index 3 from the top.

show syslog index 3 top 10

Displays the first 10 lines of index 3 from the top.

show syslog index 3 tail 15

Displays the last 15 lines of index 3 from the tail.

show syslog index 3 lastminutes 5

Displays the lines in index 3 from the last 5 minutes of.

show syslog index 3 date 0205

Displays the audit log in index 3 for the date 0205.

show syslog index 3 date 0205-0209

Displays the syslog by the index 3 between the dates 0205 to 0209.
show syslog index 3 top 10 lastminutes 5

Displays the first 10 lines of index 3 of the syslog from the last 5 minutes.
show syslog index 3 tail O lastminutes 5

Displays all lines of the syslog in index 3 from the tail.

show syslog index 3 lastminutes 5 logminutes 10
Displays the part of syslog in index 3 time- stamped, in the last 10 minutes.
show syslog index 3 date 0205

Displays the part of syslog in index 3 time stamped, on 0205.
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Trap Log

show traplog

Syntax
show traplog <parameters>
Parameters

[device <Device Name or IP Address>]
[group <group name>]

[lastminutes <minutes>]

[date <MMDD>]

[date <MMDD-MMDD>]

Description

Lists traplog files.

show traplog group

Note: Type show traplog group to display the index.

Syntax

show traplog group <Device Group Name> [index <number>]
Group name: SLM, SLC, SLK, RPM, SCS, SLB, SPDR, WiBox, LTRX, or other

Description

Displays the current trap log information.

show traplog list

Syntax
show traplog list <parameters>
Parameters

[device <Device Name or IP Address>]
[group <group name>]

lastminutes <minutes>

date <MMDD>

date <MMDD-MMDD>

Description

Lists traplog files in short form.

show traplog index

Syntax
show traplog index <number> <parameters>

index is the number of lines of the log specified by 1astminutes and date. If you specify 0 at
number of lines, all lines display.

vSLM™ 2 Secure Management Software User Guide 362



Appendix A: Command Reference

Parameters

[device <Device Name or IP Address>]
[group <group name>]

[lastminutes <minutes>]

[date <MMDD>]

[date <MMDD-MMDD=>]

If you specify both the date and time, the vSLM 2 secure management software ignores the date.
Description

Displays the specified part of the traplog by index.

Examples

show traplog

Lists traplog files.

show traplog lastminutes 5

Lists traplog files modified in the last 5 minutes.

show traplog date 0205

Lists traplog files last modified on 0205.

show traplog date 0205-0209

Lists traplog files last modified between 0205 and 0209.

show traplog index 3

Displays index 3 from the top.

show traplog index 3 top 10

Displays the first 10 lines of index 3 from the top.

show traplog index 3 tail 15

Displays the last 15 lines of index 3 from the tail.

show traplog index 3 lastminutes 5

Displays the lines in index 3 from the last 5 minutes of.

show traplog index 3 date 0205

Displays the audit log in index 3 for the date 0205.

show traplog index 3 date 0205-0209

Displays the traplog by the index 3 between the dates 0205 to 0209.
show traplog index 3 top 10 lastminutes 5

Displays the first 10 lines of index 3 of the traplog from the last 5 minutes.
show traplog index 3 tail O lastminutes 5

Displays all lines of the traplog in index 3 from the tail.

show traplog index 3 lastminutes 5 logminutes 10
Displays the part of traplog in index 3 times tamped in the last 10 minutes.

show traplog index 3 date 0205
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Displays the part of traplog in index 3 times stamped on 0205.

Maintenance Commands

admin config

Syntax
admin config factorydefaults
Description

Restores the vSLM configuration and device database settings to factory defaults.

admin config rebuilddatabase

Syntax
admin config rebuilddatabase
Description

Removes and rebuilds the vSLM configuration and database from scratch, in case of database
corruption that cannot be fixed by the factory default option.

admin config showfiles

Syntax
admin config showfiles
Description

Shows saved configuration files.

admin config save fTile

Syntax
admin config save file <filename>
Description

Saves the vSLM configuration to the vSLM configuration files directory.

admin locallog clear

Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>
admin locallog clear traplog group <group name>

group name: SLM, SLC, SLK, RPM, SCS, LTRX, SLB, SPDR, WiBox, UDS, or
other
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Description

Clears all of the entries in the auditlog, syslog, or traplog.

admin quicksetup

Syntax
admin quicksetup
Description

Runs the Quick Setup script to configure network settings, gateway, hostname, date & time, time
zone, and sysadmin password.

admin reboot

Syntax
admin reboot
Description

Terminates all connections and reboots the vSLM 2 secure management software.

admin securechannel regenkey

Syntax

admin securechannel regenkey

Description

Regenerates the secure channel key.

Note: With this command, you lose access to established secure channels; therefore,

the vSLM 2 software first requests confirmation that you want to regenerate the
securechannel key.

admin shutdown

Syntax
admin shutdown
Description

Terminates all connections, shuts down the vSLM 2 secure management software, and turns off
the power.

admin version

Syntax
admin version
Description

Displays current application version information.
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show progress
Syntax

show progress
Description

Shows the progress of background tasks.

show sysconfig

Syntax
show sysconfig [email <Email Address>]
Description

Displays a report of configurable parameters. The output can be emailed.

show user

Syntax

show user

Description

Displays information about the currently logged in user, including a list of groups retrieved from a
remote authentication server and the actual group the user has inherited rights and attributes.

Managed Devices

Administrators, Ethernet Account Users and Menu Only Users

set manageddevice add

Syntax

set manageddevice add <Device Name> group <Managed Device Group Name>
<parameters>

Parameters

ethernetdevice <ethernetDevice] P>
[port <portName]portNumber>]

Description

Create a new managed device from the specified Ethernet device or port.
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set manageddevice assign

Syntax

set manageddevice assign <managedDeviceName> group <managedDeviceGroup>
[write]remove]

Description

Assigns or removes permissions for a managed device.

set manageddevice config

Syntax
set manageddevice config <Device Name> <one or more parameters>
Parameters

name <New Name>

powerport <1]2> state <on]off]cyclepower>]
[dialout <Dial Account Name]enable]disable>
modem <Modem Name>

To set modem parameters, you must specify the dial-out option.

disconnect modem

delete

phonenumber <phone number>]
application <ssh]telnet]http]none>]

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.

set ma config slp-sunset-portl state off

Specifies a managed device name (slp-sunset-portl) and turns the power off
Description

Finds a managed device-by-device name and modifies device parameters.

set manageddevice defuse

Syntax
set manageddevice defuse <Device Name> device|serial]powerl]power2|kvm
Description

Defuses an Ethernet device or port from an existing managed device.

set manageddevice fuse

Syntax

set manageddevice fuse <managedDeviceName> ethernetdevice
<EthernetDevice] IP> [port <Port Name]Port Number>]
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Description

Fuses an Ethernet device or port to an existing managed device.

set manageddevice index

Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> <one or more parameters> ethernetdevice
<EthernetDeviceName| IP> [port <Port Name|Port Number>]

set manageddevice index <number> defuse

[device]serial |kvm]powerl|power2]

Parameters

assign group <managedDeviceGroup> [write]remove]

Assigns or removes permissions.

name <New Name>

powerport <1]2> state <on]off]cyclepower> (RPM/SLP power manager only)
delete

dialout <Dial Account Name]enable|disable>

modem <Modem Name>

To set modem parameters, you must specify the dial-out option.

disconnect modem
phonenumber <phone number>
application <ssh]telnet]http]none>

Examples

set ma config port-1 name waimea-port-1

set ma config slp-sunset-portl powerport 1 state off

set ma index 1 delete

set ma index 1 dialout myaccount modem pci-s4 phone 3334444

If you set dialout myaccount first and then decide to set modem and phonenumber later,
you still must specify dialout myaccount or dialout enable.

set ma index 1 dialout myaccount
set ma index 1 dialout enable modem pci-s4 phone 3334444
set ma index 1 disconnect modem

Description

Finds managed device by index and modifies device parameters.

set manageddevice index <number> fuse

Syntax

set manageddevice index <number> fuse
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Parameters

Type 'show manageddevice all' to getindex.

set manageddevice index <number> fuse
ethernetdevice <EthernetDeviceName]| P>

[port <Port Name|Port Number>]

Description

Find managed device by index and fuse or defuse an Ethernet device or port:

set manageddevice index <number> defuse

Syntax
set manageddevice index <number> defuse device|serial|powerl]power2|kvm
Description

Defuses an Ethernet device or port from an existing managed device.

set mgroup add

Syntax
set mgroup add <newManagedDeviceGroupName>
Description

Creates a new managed device group.

set mgroup delete

Syntax
set mgroup delete <existingManagedDeviceGroupName>
Description

Deletes an existing managed device group. The group must be empty.

show device

Syntax

show device <device name>
Note: Entries are not case sensitive.

Description

Searches for and displays Ethernet or managed devices by device name. For example, if you
specify name slc, the vSLM 2 software searches for all Ethernet and managed devices whose
name starts with slc.
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show device all

Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.

show manageddevice account

Syntax

show manageddevice account <accountName>
Description

Displays all managed devices viewable by a user account.

show manageddevice accountgroup

Syntax
show manageddevice accountgroup <accountGroupName>
Description

Displays all managed devices viewable by an account group.

show manageddevice all

Syntax

show manageddevice all
show manageddevice

Description

Displays information about all managed devices.

show manageddevice config

Syntax
show manageddevice config <Device Name>
Description

Displays the configuration of a managed device.

show manageddevice index

Note: Type show manageddevice all to display index.

Syntax

show manageddevice index <number>
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Description

Displays managed devices by index.

show manageddevice list

Syntax
show manageddevice list
Description

Displays all managed devices in short form.

show manageddevice search

Syntax
show manageddevice search <one or more parameters>

Parameters
Note: Search entries are not case sensitive.
[name <Port Name>]

Example

show manageddevice search name waimea-port
Description

Displays all ports that match the criteria entered.
Managed Device Users

set manageddevice config

Syntax

set manageddevice config <Device Name> <one or more parameters>
Parameters

[name <New Name>]

[state <on|off|cyclepowers>] (available for RPM/SLP power manager only)
Powers managed device on or off.

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.

set ma config slp-sunset-portl state off

Specifies a managed device name (slp-sunset-portl) and turns the power off.
Description

Finds a managed device-by-device name and modifies device parameters.
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set manageddevice index

Note: Type show manageddevice all to display index.

Syntax
set manageddevice index <number> <one or more parameters>
Parameters

name <New Name>

powerport <1]|2> state <on]off]cyclepower>] (RPM/SLP power manager only)
[delete]

[dialout <Dial Account Name]enable]disable>

modem <Modem Name>

phonenumber <phone number>]

application <ssh]telnet]http]|none>]

Example

set ma index 1 delete
set ma index 1 dialout myaccount modem pci-s4 phone 3334444
set ma index 1 assign group MD-group write

Description

Finds managed device by index and modifies device parameters.

set manageddevice config

Syntax
set manageddevice config <Device Name> disconnect modem
Description

Finds managed device by name and disconnects modem.

set manageddevice index

Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> disconnect modem

Example

set ma index 2 disconnect modem
Description

Finds a managed device by index number and disconnects modem.
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Menu Commands

Users can have custom user menus as their command line interface rather than the standard CLI
command set. Each custom user menu can contain up to 50 commands (1logout is always the
last command). Instead of typing each command, the user enters the number associated with the
command. Each command can also have an associated nickname that can be displayed in the
menu instead of the command. You can use the showmenu <Menu Name> and returnmenu
commands to display another menu from a menu or to return to the prior menu.

set menu add

Syntax
set menu add <Menu Name> [command <command number>]
Description

Creates a new custom user menu or adds a command to an existing custom user menu.

set menu delete

Syntax
set menu delete <Menu Name> [command <command number>]
Description

Deletes a custom user menu or one command within a custom user menu.

set menu edit

Syntax

set menu edit <Menu Name> command <command number>
Changes a command within an existing custom user menu.

set menu edit <Menu Name> nickname <command number>
Changes a nickname within an existing custom user menu.

set menu edit <Menu Name> title <Menu Title>

Sets the optional title for a menu.

set menu edit <Menu Name> shownicknames <enable]disable>
Enables or disables display of command nicknames instead of commands.
set menu edit <Menu Name> redisplaymenu <enable]disable>
Enables or disables redisplay of menu before each prompt.

Description

Changes menu properties.

show menu

Syntax

show menu <Menu Name>
show menu name <Menu Name>
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show menu
show menu all

Description

Shows a list of all menu names or all commands for a specific menu.

Note: To see assignments to account group, type help show accountgroup.

Modem Commands

reset modem connection

Note: You may only use this command when the modem is completely stuck. Wait for
minimum timeout period (3 minutes) before you use this command when:
¢ You dial out via PPP and encounter no dial tone.
¢ You dial out via PPP and encounter a busy signal.
Syntax
reset modem connection
Description

Resets a modem connection.

set modem scan

Syntax
set modem scan
Description

Scans a modem.

set modem disconnect

Note: Type show modem to view the current modem connections.

Syntax

set modem disconnect <Name>

Example

set modem disconnect MyPCIModem
Description

Terminates modem dial-out connection.
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set modem edit

Syntax
set modem edit <Modem Name> <parameters>
Parameters

name <New Name>

baud <300-115200>

flowcontrol <none]xon/xoff|rts/cts>

speaker <enable]disable>

initscript <Modem Initialization Script>
defaultinitscript <Modem Default Initialization Script>
dialin <Dial Account Name|CLEAR]disable]enable>

number <modem telephone number |CLEAR>

CLEAR removes the dial account assignment.
disable disables dial-in.

enable enables dial-in

ipfFilter <IPv4 Filter Name|CLEAR>
ipfilter CLEAR removes the ipfilter assignment.
Description

Configures a currently loaded modem.

show modem

Syntax
show modem
Description

Displays all current modem connections.

show modem connection

Syntax

show modem connection <parameters>
Parameters

[index <number>]

Description

Displays active (established) modem connections.

show modem settings

Syntax
show modem <parameters>
Parameters

[name <Modem Name>]
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[index <number>]
Description

Displays modem settings.

show modem status

Syntax
show modem status
Description

Displays the status of the modem.

Network Commands

admin quicksetup

Syntax
admin quicksetup
Description

Runs the Quick Setup script to configure network settings, gateway, hostname, date & time, time
zone, and sysadmin password.

set network bonding

Syntax

set network bonding <disabled]active-backup]802.3ad-2]802.3ad-
34]adaptive-balancing>

Description

Configures Ethernet bonding.

set network dns

Syntax
set network dns <1]2]3> ipaddr <IP Address>
Description

Configures up to three DNS servers.

set network gateway

Syntax
set network gateway <parameters>
Parameters

default <IP Address>
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precedence <dhcp|]default>
alternate <IP Address>
pingip <IP Address>
ethport <1 or 2>
pingdelay <1-250 seconds>
failedpings <1-250>

Description

Sets the default gateway.

set network host

Syntax
set network host <Hostname>
Description

Sets the SLM hostname.

set network port

Syntax
set network port <1]2> <parameters>
Parameters

state <dhcp|bootp|static|disable>

[ipaddr <IP Address> mask <Mask>]

mode <auto]1Ombit-half]100mbit-half|10mbit-full]100mbit-full>
[ipfilter <IPv4 Filter Name | CLEAR>]

ip filter CLEAR removes the IP filter assignment.
Description

Configures Network Port 1 or 2.

show network all

Syntax
show network all
Description

Displays all network settings.

show network bonding

Syntax
show network bonding
Description

Displays network bonding information.
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show network port

Syntax
show network port <I|2>
Description

Displays Network Port 1 and Network Port 2 connection information.

show network settings

Syntax
show network settings
Description

Displays all network settings.

show routing

Syntax

show routing

Description

Display the kernel IP routing tables.

Persistent Connection Commands

set persistent add

Syntax

set persistent add <persistentConnectionName> ethernetdevice
<ethernetDeviceName]| IP>

Parameters

[protocol <Secure|SSH|Telnet]TN3270>] (default SSH)
[logging <enable]disable>] (default disable)
[managed <enable]disable>] (default enable)

[active <enable]disable>] (default enable)
[parentlogin <enable]disable>] (default disable)
[login <loginAccount>]

[password <loginPassword>]

[prompt <promptString>]

[application <applicationName>]

[escapesequence <escapeString>] (default is "\x1BC")
[reconnectdelay <1-999>] (default is 1)
[eoltranslation <ITf | cr>] (default is LF)
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Description

Creates a new persistent connection

set persistent edit

Syntax

set persistent edit <persistentConnectionName> <one or more parameters)

Parameters

[ethernetdevice <ethernetDeviceName| IP>]
[protocol <Secure|SSH|Telnet]TN3270>]
[logging <enable]disable>]

[managed <enable]disable>]

[active <enable]disable>]
[parentlogin <enable]disable>]

[login <loginAccount>]

[password <loginPassword>]

[prompt <promptString>]

[application <applicationName>]
[escapesequence <escapeString>]
[reconnectdelay <1-999>]
[eoltranslation <If | cr>]

Note: For the edit and delete commands, the ethernetdevice parameter is
necessary only to discriminate between two or more persistent connections that are
visible to the current user and are using the same name.

Description

Modifies an existing persistent connection.

set persistent delete

Syntax
set persistent delete <persistentConnectionName> [ethernetdevice
<ethernetDeviceName| IP>]

Note: Forthe delete command, the ethernetdevice parameter is necessary only to
discriminate between two or more persistent connections that are visible to the current
user and are using the same name.

Description

Deletes a persistent connection.

show persistent

Syntax

show persistent [[name] <persistentConnectionName>][device
<devname| IP>][all]
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Note: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.
The <devname> following device may be the name of an Ethernet device or the name of a
managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.
Description

Displays one or more persistent connections

connect persistent

Syntax

connect persistent <persistentConnectionName> [device <devname]lP>]
Note: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.
The <devname > following device may be the name of an Ethernet device or the name of a
managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.

Description

Connect to an existing persistent connection.

Port Commands

set ethernetdevice port

Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <port
number or list> <one or more parameters>

Parameters
[name <New Port Name>]
[state <on|off|cyclepowers>] (available for RPM/SLP power manager only)

Powers Ethernet device port on or off.
Note: Only RPM/SLP outlet action supports a port list.

Examples

To power up RPM/SLP outlet 2:

set eth port slp-sunset po 2 state on

To power up RPM/SLP outlet port list 1-3,6,8-14

set eth port slp-sunset po 1-3,6,8-14 state on
Description

Finds a port by device name or IP address with the port number and modifies port parameters.
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show ethernetdevice port

Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber
<Port Number>

Description

Finds an Ethernet device using device name or IP address and displays port information.

show ethernetdevice search port

Syntax

show ethernetdevice search port <one or more parameters>
Parameters
Note: Search entries are not case sensitive.

[name <Port Name>]
[portnumber <Port Number>]

Examples

show ethernetdevice search port name waimea-port
show ethernetdevice search port name waimea portnumber 2

Description

Displays all ports that match the criteria entered.

show port

Note: Type show port all to display index.

Syntax

show port <Port Name>

Example

show port slc displays all Ethernet ports whose name starts with "slc.”
Description

Searches Ethernet ports by port name and displays port information.

show port all

Syntax

show port all
show port
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Description

Displays all Ethernet ports.

show port index
Syntax

show port index <number>
Description

Displays Ethernet ports by index.

Search Commands

show account search email

Syntax

show account search email <email address>

Example

show account search email sys
Displays all accounts whose email address starts with "sys."
Description

Displays accounts that match the email address entered.

show account search name

Syntax

show account search name <user name>
Examples

show account search name sys

Displays all accounts whose name starts with "sys."
Description

Displays accounts that match the name entered.

show ethernetdevice search device

Syntax
show ethernetdevice search device <one or more parameters>

Parameters
Note: Search entries are not case sensitive.

[name <Device Name>]
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[ipaddr <IP Address>]
[location <location>] [firmware <version number>]

Example

show ethernetdevice search device name slc firmware 4
Description

Displays all devices that match the criteria entered. For example, if you specify name slc, the
VSLM 2 secure management software searches for all devices whose name starts with s1c.

show manageddevice search

Syntax
show manageddevice search <one or more parameters>

Parameters
Note: Search entries are not case sensitive.

[name <Port Name>]

Examples

show manageddevice search name “waimea-port”
Description

Displays all ports that match the criteria entered.

Services Commands

set service auditlog

Syntax
set service auditlog <enable]disable>
Description

Enables or disables audit logging

set service httpsonly

Syntax
set service httpsonly <enable|disable>
Description

Enable or disables HTTPS only.
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set service telnet

Syntax
set service telnet <enable]disable>
Description

Enables or disables Telnet logging to the vSLM 2 secure management software.

set service sessionlog

Syntax
set service sessionlog <enable|disable>
Description

Enables or disables session logging.

set service ssh

Syntax
set service ssh <enable]disable> version <1]2>
Description

Enables or disables SSH logging to the vSLM 2 software.

set service wap

Syntax
set service wap <enable]disable>
Description

Enables or disables WAP access to vSLM 2 secure management software.

show service

Syntax
show service
Description

Displays service settings.

Session Commands

connect terminate

Syntax

connect terminate <connect ID> <one or more parameters>
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Parameters

outbound <outbound I1D>

You must specify connection ID (inbound ID) to terminate an outbound connection.
Use show connection to view the current connections and their ID.

Examples

connect terminate 3
connect terminate 3 outbound 1

Description

Terminates a user connection to the SLM session. Use show connection to view the current
connections and IDs.
show connection

Syntax
show connection
Description

Displays active user IDs.

SSH Key Commands

set sshkey delete

Syntax
set sshkey delete keyuser <SSH Key User> keyhost <SSH Key Host>
Description

Deletes an imported SSH key.

set sshkey import

Syntax

set sshkey import <copypaste>
Note: RSA keys must be 1024 bits
Description

Imports an SSH key.

show sshkey import

Syntax

show sshkey Import <one or more parameters>
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Parameters

[ keyuser <SSH Key User>]
[keyhost <SSH Key IP Address or Name>]
[viewkey <enable|disable>]

Description

Displays imported SSH keys.

Task Progress Command

show progress

Syntax
show progress
Description

Shows the progress of background tasks.
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The vSLM 2 secure management software provides data path security by means of SSH, Web/
SSL, and in the case of SLC console managers, secure channel. Even with the use of these
protocols, however, do not assume you have complete security. Securing the data path is only one
measure needed to ensure security. This appendix briefly discusses some important security
considerations.

Security Practice

Develop and document a Security Practice. The Security Practice should state:

¢ The dos and don'ts of maintaining security. For example, the power of SSH and SSL is
compromised if users leave sessions open or advertise their password.

¢ The assumptions that users can make about the facility and network infrastructure, for
example, how vulnerable the CAT 5 wiring is to tapping.

Factors Affecting Security

External factors affect the security provided by the vSLM 2 secure management software, for
example:

¢ Aterminal to the vSLM 2 software may be secure, but the path from the vSLM 2 secure
management software to the end device may not be secure.

¢ With the right tools, a person having physical access to open the vSLM 2 software may be
able to read the encryption keys.

¢ There is no true test for a denial-of-service attack-there is always a legitimate scenario for a
request storm. A denial-of-service filter locks out some high-performance automated/scripted
requests. The vSLM 2 secure management software attempts to service all requests and does
not filter out potential denial-of-service attacks.

Available Services and Port Numbers

The vSLM 2 software supports the services listed below. When installing and configuring an vSLM
2 secure management software in an environment where such services are limited, please make
sure network equipment configurations allow access to and from the listed port numbers.

Table B-1 Administration

SSH 22 TCP
HTTP 80 TCP
HTTPS (SSL) 443 TCP
Telnet 23 TCP
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Table B-2 Management

SMTP 25 TCP
BOOTP/DHCP  67/68 TCP
NTP 123 TCP
NIS 111 TCP/UDP
SNMP 161/162 UDP
LDAP 389 TCP
RADIUS 1645/1812 TCP/UDP

Table B-3 Device Access

FTP 20/21 TCP/UDP
SSH/SCP 22 TCP
TFTP 69 UbP
SNMP 161/162 UDP
LDP 30718 UDP
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This glossary provides brief definitions of commonly used protocols.

BOOTP (Bootstrap Protocol)

Similar to DHCP, but for smaller networks. Automatically assigns the IP address for a specific
duration of time.

CHAP (Challenge Handshake Authentication Protocol)

A secure protocol for connecting to a system; it is more secure than the PAP.

DHCP (Dynamic Host Configuration Protocol)

Internet protocol for automating the configuration of computers that use TCP/IP.

DNS (Domain Name Servers)

A system that allows a network hameserver to translate text host names into numeric IP
addresses.

FTP (File Transfer Protocol)

A standard network protocol used to transfer files from one host or to another host over a TCP-
based network, such as the Internet.

HTTPS

A widely used communications protocol for secure communication over a computer network, with
especially wide deployment on the Internet.

Kerberos

A network authentication protocol that provides strong authentication for client/server applications
by using secret-key cryptography.

LDAP (Lightweight Directory Access Protocol)

A protocol for accessing directory information.

NAT (Network Address Translation)

An Internet standard that enables a LAN to use one set of IP addresses for internal traffic and a
second set of addresses for external traffic. This enables a company to shield internal addresses
from the public Internet.
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NFS (Network File System)

A protocol that allows file sharing across a network. Users can view, store, and update files on a
remote computer. You can use NFS to mount all or a portion of a file system. Users can access
the portion mounted with the same privileges as the user's access to each file.

NIS (Network Information System)

System developed by Sun Microsystems for distributing system data such as user and host names
among computers on a network.

NMS (Network Management Station)

NMS acts as a central server, requesting and receiving SNMP-type information from any computer
using SNMP.

NTP (Network Time Protocol)

A protocol used to synchronize time on networked computers and equipment.

PAP (Password Authentication Protocol)

A method of user authentication in which the username and password are transmitted over a
network and compared to a table of name-password pairs.

PPP (Point-to-Point Protocol)

A protocol for creating and running IP and other network protocols over a serial link.

RADIUS (Remote Authentication Dial-In User Service)

An authentication and accounting protocol. Enables remote access servers to communicate with a
central server to authenticate dial-in users and their access permissions. A company stores user
profiles in a central database that all remote servers can share.

Secure Channel

The name that Lantronix gave to encrypted password-less connections on the vSLM 2 secure
management software. These connections use public key encryption for authentication over SSH.

SMB/CIFS

(Server Message Block/Common Internet File System): Microsoft's protocol for allowing all
applications as well as Web browsers to share files across the Internet. CIFS runs on TCP/IP and
uses the SMB protocol in Microsoft Windows for accessing files. With CIFS, users with different
platforms and computers can share files without having to install new software.

SFTP (Secure File Transfer Protocol)

SFTP is a network protocol that provides file access, file transfer, and file management
functionalities over a secure SSH data stream.
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SNMP (Simple Network Management Protocol)

A protocol that administrators use to monitor networks and connected devices and to respond to
gueries from other network hosts.

SMTP (Simple Mail Transfer Protocol)

TCP/IP protocol for sending email between servers.

SSL (Secure Sockets Layer)

A protocol that provides authentication and encryption services between a web server and a web
browser.

SSH (Secure Shell)

A secure transport protocol based on public-key cryptography.

TACACS+ (Terminal Access Controller Access Control System)

A method of authentication used in UNIX networks. It allows a remote access server to
communicate with an authentication server to determine whether the user has access to the
network.

WAP (Wireless Application Protocol)

WAP is a technical standard for accessing information over a mobile wireless network.
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