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1. Using This Guide

Purpose and Audience

This guide provides the information needed to configure, use, and update the XPort
Pro . Itis intended for software developers and sys tem integrators who are
embedding the XPort Pro in their designs.

Note: This guide occasionally refers to the XPort Pro as just the XPort.

Summary of Chapters

The remaining chapters in this guide include:

2: Introduction Main features of the product and the protocols
it supports. Includes technical specifications.

3: Using Devicelnstaller Instructions for viewing the current
configuration using Devicelnstaller.

4: Configuration Using Web Instructions for accessing Web Manager and
Manager using it to configure settings for the XPort Pro.
5: Network Settings Instructions for using the web interface to

configure Ethernet settings.

6: Line, Tunnel, Terminal, and Instructions for using the web interface to
Host Settings configure line, tunnel, terminal, and host
settings.
7: Configurable Pin Manager Information about the Configurable Pin

Manager (CPM) and how to set the
configurable pins to work with a device.

8: Services Settings Instructions for using the web interface to
configure settings for DNS, SNMP, FTP, and
other services.

9: Security Settings Instructions for using the web interface to
configure SSH and SSL security settings.

10: VIP Settings Instructions for configuring a Virtual IP.
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XPort Pro

1 Using This Guide

Chapter Description

11:

Maintenance and
Diagnostics Settings

Instructions for using the web interface to
maintain the XPort Pro, view statistics, files,
and logs, and diagnose problems.

12:

Advanced Settings

Instructions for using the web interface to
configure email, CLI, and XML settings.

13:

Point to Point Protocol
(PPP)

Description of PPP on the XPort Pro.

14: Tunneling Information about tunneling features available
on the serial lines.

15: VIP Information about Virtual IP (VIP) features
available on the XPort Pro.

16: Security in Detall Description and configuration of SSH and SSL

security settings.

17:

Branding the XPort Pro

Instructions for customizing the XPort Pro.

18:

Updating Firmware

Instructions for obtaining the latest firmware
and updating the XPort Pro.

A: Technical Support Instructions for contacting Lantronix Technical
Support.
B: Binary to Hexadecimal Instructions for converting binary values to
Conversions hexadecimals.
C: Compliance Lantronix compliance information.
D: Warranty Lantronix warranty statement.
User Guide 11



1 Using This Guide

Additional Documentation

The following documents are available on the product CD or the Lantronix Web site

(www.lantronix.com):

XPort Pro Integration Guide

Information about the XPort Pro hardware,
testing the XPort Pro using the demonstration
board, and integrating the XPort Pro into your
product.

XPort Pro Command
Reference

Instructions for accessing Command Mode (the
command line interface) using a Telnet
connection or through the serial port. Detailed
information about the commands. Also provides
details for XML configuration and status.

XPort Universal Demo
Board Quick Start

Instructions for getting the XPort Pro
demonstration board up and running.

XPort Universal Demo
Board User Guide

Provides information needed to use the XPort
on the demo board.

Devicelnstaller Online Help

Instructions for using the Lantronix Windows-
based utility to locate the XPort Pro and to view
its current settings.

Com Port Redirector Quick
Start and Online Help

Instructions for using the Lantronix Windows-
based utility to create virtual com ports.

Secure Com Port Redirector
User Guide

Instructions for using the Lantronix Windows-
based utility to create secure virtual com ports.

XPort Pro  User Guide
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2. Introduction

The XPort Pro embedded Ethernet Device Server is a complete network-enabling
solution in a 13.50 (0.531) X 16.25 (0.640) X 33.90 (1.335) package. This miniature
device server empowers original equipment manufacturers (OEMSs) to go to market
quickly and easily with Ethernet networking and web page serving capabilities built
into their products. [DIMS = mm (in.)]

Key Features

Applications

Power Supply: Regulated 3.3V input required. There is a step-down converter to
1.5 volts for the processor core. All voltages have LC filtering to minimize noises
and emissions.

Controller: A Lantronix DSTni-FX 32-bit microprocessor, running at 166 MHz
internal bus and 83 MHz external bus.

Memory: 16 MB Flash and 8 MB SDRAM. Please contact your sales
representative if you need larger memory sizes.

Ethernet: 10/100 Mbps Ethernet transceiver

Serial Ports: One full, RS232-supporting high-speed serial port with all hardware
handshaking signals. Baud rate is software selectable (300 bps to 921600 bps).

Note: The standard baud rate of 460800 bps is not supported.

Configurable 10 Pins (CPs): Up to three pins are configurable as general purpose
I/Os if no DTR or DCD is used on serial ports. Not 5V tolerant.

Interface Signals: 3.3V-level interface signals.

Temperature Range: Operates over an extended temperature range of -40C to
+85C.

The XPort Pro device server connects serial devices such as those listed below to
Ethernet networks using the IP protocol family.

ATM machines

CNC controllers

Data collection devices

XPort Pro
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2 Introduction

Universal Power Supply (UPS) management unit
Telecommunications equipment

Data display devices

Security alarms and access control devices
Handheld instruments

Modems

Time/attendance clocks and terminals

Protocol Support

The XPort Pro device server contains a full-featured TCP/IP stack. Supported
protocols include:

ARP, IP, UDP, TCP, ICMP, BOOTP, DHCP, Auto IP, Telnet, DNS, FTP, TFTP,
HTTP(S), SSH, SSL/TLS, SNMP, SMTP, RSS, PPP and Syslog for network
communications and management.

TCP, UDP, TCP/AES, UDP/AES, Telnet, SSH and SSL/TLS for tunneling to the
serial port.

TFTP, FTP, and HTTP for firmware upgrades and uploading files.

Evolution OS

XPort Pro incorporates The Lantronix Evolution OS . Key features of the Evolution
OS include:

Built-in Web server for configuration and troubleshooting from Web-based
browsers

CLI configurability

SNMP management

XML data transport and configurability

Really Simple Syndication (RSS) information feeds
Enterprise-grade security with SSL and SSH

Comprehensive troubleshooting tools

XPort Pro  User Guide 14



2 Introduction

Additional Features

Modem Emulation

In modem emulation mode, the XPort Pro can replace dial-up modems. The unit
accepts modem AT commands on the serial port, and then establishes a network
connection to the end device, leveraging network connections and bandwidth to
eliminate dedicated modems and phone lines.

Web-Based Configuration and Troubleshooting

Built upon Internet-based standards, the XPort Pro enables you to configure,
manage, and troubleshoot through a browser-based interface accessible anytime
from anywhere. All configuration and troubleshooting options are launched from a
web interface. You can access all functions via a Web browser, for remote access.
As a result, you decrease downtime (using the troubleshooting tools) and implement
configuration changes (using the configuration tools).

Command-Line Interface (CLI)

Making the edge-to-enterprise vision a reality, the XPort Pro with the Evolution OS
uses industry-standard tools for configuration, communication, and control. For
example, the Evolution OS uses a Command Line Inter face (CLI) whose syntax is
very similar to that used by data center equipment such as routers and hubs.

VIP Access

Virtual IP Access is the Lantronix technology that solves the access-through-firewall
problem. With VIP Access, the XPort Pro can act as a ManageLinx DSC and provide
direct access to your equipment behind a firewall.

SNMP Management

The XPort Pro supports full SNMP management, making it ideal for applications
where device management and monitoring are critical. These features allow networks
with SNMP capabilities to correctly diagnose and monitor XPort Pro.

XML-Based Architecture and Device Control

XML is a fundamental building block for the future growth of M2M networks. The
XPort Pro supports XML-based configuration setup records that make device
configuration transparent to users and administrators. The XML is easily editable with
a standard text or XML editor.

Really Simple Syndication (RSS)

The XPort Pro supports Really Simple Syndication (RSS), a rapidly emerging
technology for streaming and managing on-line content. RSS feeds all the
configuration changes that occur on the device. An RSS aggregator then reads
(polls) the feed. More powerful than simple email alerts, RSS uses XML as an
underlying Web page transport and adds intelligence to the networked device, while
not taxing already overloaded email systems.

XPort Pro  User Guide 15



2 Introduction

Enterprise-Grade Security

Evolution OS provides the XPort Pro the highest lev el of networking security
possible. This data center grade protection ensures that each device on the M2M
network carries the same level of security as traditional IT networking equipment in
the corporate data center.

By protecting the privacy of serial data transmitted across public networks, users can
maintain their existing investment in serial technology, while taking advantage of the
highest data-protection levels possible.

SSH and SSL can:
Verify the data received came from the proper source

Validate that the data transferred from the source over the network has not
changed when it arrives at its destination (shared secret and hashing)

Encrypt data to protect it from prying eyes and nefarious individuals

Provide the ability to run popular M2M protocols over a secure SSH or SSL
connection

In addition to keeping data safe and accessible, the XPort Pro has robust defenses to
hostile Internet attacks such as denial of service (DoS), which can be used to take
down the network. Moreover, the XPort Pro cannot be used to bring down other
devices on the network.

You can use the XPort Pro with the Lantronix Secure Com Port Redirector (SCPR) to
encrypt COM port-based communications between PCs and virtually any electronic
device. SCPR is a Windows application that creates a secure communications path
over a network between the computer and serial-based devices that are traditionally
controlled via a COM port. With SCPR installed at each computer, computers that
were formerly hard-wired by serial cabling for se curity purposes or to accommodate
applications that only understood serial data can instead communicate over an
Ethernet network or the Internet.

Terminal Server/Device Management

Remote offices can have routers, PBXs, servers and other networking equipment that
require remote management from the corporate facility. The XPort Pro easily
attaches to the serial ports on a server, Private Branch Exchange (PBX), or other
networking equipment to deliver central, remote monitoring and management
capability.

Troubleshooting Capabilities
The XPort Pro offers a comprehensive diagnostic toolset that lets you troubleshoot
problems quickly and easily. Available from the Web Manager, CLI, and XML
interfaces, the diagnostic tools let you:

View critical hardware, memory, MIB-II, buffer pool, and IP socket information.

Perform ping and traceroute operations.

Conduct forward or backup DNS lookup operations.

XPort Pro  User Guide 16



2 Introduction

View all processes currently running on the XPort Pro, including CPU utilization
and total stack space available.

Configuration Methods

After installation, the XPort Pro requires configuration. For the unit to operate
correctly on a network, it must have a unique IP address on the network. There are
four basic methods for logging into the XPort Pro and assigning IP addresses and
other configurable settings:

Devicelnstaller: Configure the IP address and related settings and view current
settings on the XPort Pro using a Graphical User Interface (GUI) on a PC attached to
a network. (See page 19.)

Web Manager: Through a web browser, configure the XPort Pro settings using the
Lantronix Web Manager. (See page 22.)

Command Mode: There are two methods for accessing Command Mode(CLI):
making a Telnet connection or connecting a terminal (or a PC running a terminal
emulation program) to the unit s serial port. (See the XPort Pro Command Reference
Guide for instructions and available commands.)

XML: The XPort Pro supports XML-based configuration and setup records that make
device configuration transparent to users and administrators. XML is easily editable
with a standard text or XML editor. (See the XPort Pro Command Reference Guide
for instructions and commands.)

Addresses and Port Numbers

Hardware Address

The hardware address is also referred to as the Ethernet address or MAC address.
The first three bytes of the Ethernet address are fixed and read 00-20-4A, identifying
the unit as a Lantronix product. The fourth, fifth, and sixth bytes are unique numbers
assigned to each unit.

Figure 2-1. Sample Hardware Address
00-20-4A-14-01-18
or

00:20:4A:14:01:18

IP Address

Every device connected to an IP network must have a unique IP address. This
address references the specific unit.

XPort Pro  User Guide 17



2 Introduction

Port Numbers

Every TCP connection and every UDP datagram is defined by a destination and
source IP address, and a destination and source port number. For example, a Telnet
server commonly uses port number 23.

The following is a list of the default server port numbers running on the XPort Pro:
TCP Port 22: SSH Server (Command Mode configuration)
TCP Port 23: Telnet Server (Command Mode configuration)
TCP Port 80: HTTP (Web Manager configuration)
TCP Port 443: HTTPS (Web Manager configuration)
UDP Port 161: SNMP
TCP Port 21: FTP
UDP Port 69: TFTP
UDP Port 30718: LDP (Lantronix Discovery Protocol) port

TCP/UDP Port 10001: Tunnel 1

Product Information Label

The product information label on the unit contains the following information about the
specific unit:

Bar code

Product ID (name)

Product Revision

Part number

Hardware Address (MAC Address)

Figure 2-2. Product Label
™y

XINO2INVT
LANTRONIX
XPOr Pro—— Product ID (name)
AT
waanezses ———— MAC Address
T M mmssima T~ Revision
Made in China 0aw30
A vy
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3. Using Devicelnstaller

This chapter covers the steps for locating a XPort Pro unit and viewing its properties
and device details.

Note: For instructions on using Devicelnstaller to configure the IP address and
related settings or for more advanced features, see the Device Installer online Help.

Note: Auto IP generates a random IP address in the range of 169.254.0.1 to
169.254.255.254 if no BOOTP or DHCP server is found.

Accessing XPort Pro using Devicelnstaller

Note: Make note of the MAC address. It is needed to locate the XPort Pro using
Devicelnstaller.

Follow the instructions on the product CD to install and run Devicelnstaller.

1.

2.

Click Start All Programs Lantronix Devicelnstaller Devicelnstaller.

When Devicelnstaller starts, it will perform a network device search. To perform
another search, click the Search button.

Expand the XPort folder by clicking the + symbol next to the XPort folder icon.
The list of available Lantronix XPort Pro devices appears.

Select the XPort Pro unit by expanding its entry and clicking on its hardware
(MAC) address to view its configuration.

On the right page, click the Device Details tab. The current XPort Pro
configuration appears. This is only a subset of the full configuration; the full
configuration may be accessed via Web Manager, CLI, or XML.
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3 Using Devicelnstaller

Device Details Summary

Note: The settings are Display Only in this table unless otherwise noted.

Name

Name identifying the XPort Pro.

Group

Configurable field. Enter a group to categorize
the XPort Pro. Double-click the field, type in the
value, and press Enter to complete. This group
name is local to this PC and is not visible on
other PCs or laptops using Devicelnstaller.

Comments

Configurable field. Enter comments for the XPort
Pro. Double-click the field, type in the value, and
press Enter to complete. This description or
comment is local to this PC and is not visible on
other PCs or laptops using Devicelnstaller.

Device Family

Shows the XPort Pro device family type as
XPort.

Type

Shows the device type as XPort Pro .

ID

Shows the XPort Pro ID embedded within the
unit.

Hardware Address

Shows the XPort Pro hardware (MAC) address.

Firmware Version

Shows the firmware currently installed on the
XPort Pro.

Extended Firmware
Version

Provides additional information on the firmware
version.

Online Status

Shows the XPort Pro status as Online, Offline,
Unreachable (the XPort Pro is on a different
subnet), or Busy (the XPort Pro is currently
performing a task).

IP Address

Shows the XPort Pro current IP address. To
change the IP address, click the Assign IP button
on the Devicelnstaller menu bar.

User Guide
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3 Using Devicelnstaller

Current Settings Description

IP Address was Obtained Appears Dynamically if the XPort Pro
automatically received an IP address (e.g., from
DHCP). Appears Statically if the IP address
was configured manually.

If the IP address was assigned dynamically, the
following fields appear:

Obtain via DHCP with values of True or False.
Obtain via BOOTP with values of True or False.

Subnet Mask Shows the subnet mask specifying the network
segment on which the XPort Pro resides.

Gateway Shows the IP address of the router of this
network.

There is no default.

Number of Ports Shows the number of serial ports on this XPort
Pro.

Supports Configurable Pins Shows True, indicating configurable pins are
available on the XPort Pro.

Supports Email Triggers Shows True, indicating email triggers are
available on the XPort Pro.

Telnet Enabled Indicates whether Telnet is enabled on this XPort
Pro.

Telnet Port Shows the XPort Pro port for Telnet sessions.

Web Enabled Indicates whether Web Manager access is

enabled on this XPort Pro.

Web Port Shows the XPort Pro port for Web Manager
configuration.

Firmware Upgradeable Shows True, indicating the XPort Pro firmware is
upgradeable as newer versions become
available.
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4. Configuration Using Web Manager

This chapter describes how to configure the XPort Pro using Web Manager, the
Lantronix browser-based configuration tool. The unit s configuration is stored in
nonvolatile memory and is retained without power. All changes take effect
immediately, unless otherwise noted.

Accessing Web Manager through a Web Browser

Note: You can also access the Web Manager by selecting the Web Configuration tab
on the Devicelnstaller window.

To access Web Manager:

1. Open a standard web browser (such as Netscape Navigator 6.x and above,
Internet Explorer 5.5. and above, Mozilla Suite, Mozilla Firefox, or Opera).

2. Enter the IP address of the XPort Pro in the address bar.

Note: The IP address may have been assigned manually using Devicelnstaller or
the serial port (see the XPort Pro Quick Start) or automatically by DHCP.

3. Enter your user name and password.

Note: The factory-default user name is admin and the factory-default password
is PASS.

The Web Manager home page appears.

Note: The XPort Pro Status page (the home page) shows the overall XPort Pro
configuration and product information.
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4 Configuration Using Web Manager

Figure 4-1. Web Manager Home Page

XrorfPro

LANTRONIX"
EVOLUTION OS”

Device Status

Product Type: Lantronix ¥Port Pro
Firmware Version: | 5.0.0.0R6
Build Date: Sep 82003 (10:52:53)

Serial Number:

1"

Uptime:

0 days 00:22:26

Permanent Config: | Saved

Interface: ethd

Link: Auto 104100 Mbps Auto HalfFull {100 Mbps Full)
MAC Address: 00:20:42:50:5d:6f

Host: “Mones=

IP Address: 172.18.212.81 /1 255.256.0.0

Default Gateway: 1721901

Domain: “Mones=

Primary DNS: 1721911

Secondary DNS:

172.18.1.2

RS232, 9600, None, 8, 1, Nane
Tunnel 1: Disabled Waiting
Copyright @ Lantronix, [nc. 2007-2003. All rights reserved.
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4 Configuration Using Web Manager

Web Manager Page Components

Figure 4-2 shows the areas of a typical Web Manager page.

Figure 4-2. Components of the Web Manager Page

Header —» XPorI'PrO EVOLUTION OS”

‘When Command Mode is enabled,
the Command Line Interface (CLID is
attached to the Serial Line.
Command hMode can be enakled in a
number of ways:

i — >
Items to configure

—>{ Statistics ~ Configuration

Links to subpages

The Always choice immedistely
enables Command hode for the
Serial Ling.

Line 1 - Command Mode

The Use Serial String choice
enables Command hode when the
Serial String is resd on the Serial
Lire during boot time.

OAIways
O Use Serial String
Mode: O Use CP Graup
O Usze both Serial String and CP Group
O Disabled

Wait Time: l:l milliseconds

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
Serial String: | | @ Text O Binary I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

The Use CP Group choice enables
Command Mode based on the status
of & CP Group . Wwhen the value
matches the current value of the
group, Command Mode is enabled
on the Serial Line.

The Wait Time specifies the
amount of time to wait during boot
ltime for the Serial String. This timer
starts right after the Sianon

h haz heen zent on the
Serial Line.

Echo Serial String: O ves ONo
CP Group: Group: | | Walue: | |

Signon Message: | | ®Text O Binary

Current Configuration

Configuration and/or
Status Area

The Serial String is a string of
bytes that must be read on the
Serial Line during boot time in order
to enable Command Mode. | may
contain & time element to specify
a reguired delay in miliseconds x|
formed &s {x}.

Mode: Disabled {Inactive)
Wait Time: 5000 milliseconds
Serial String: =Nane=

Echo Serial String: On

CP Group: <Nane=

The Signon Message iz a string of
bytes that is sent on the Serial Line
during boat time.

Binary form is one or more byte
1values seperated by commas. Each
byte value may be decimal or
Signon Message: <Mane> JIHexadecimal. Start Hexadecimal

values with x. A

S S | SR e p——

Footer Copyright © Lantronix, Inc. 2007-2009. All rights reserved.

Information and Help Area

The menu bar always appears at the left side of the page, regardless of the page
shown. The menu bar lists the names of the pages available in the Web Manager. To
bring up a page, click it in the menu bar.

The main area of the page has from one to three sections:

At the very top, many pages, such as the one in the example above, enable you
to link to sub pages. On some pages, you must also select the item you are
configuring, such as a line or a tunnel.

In the middle section of many pages, you can select or enter new configuration
settings. After you change settings, click Submit to apply the change. Some
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4 Configuration Using Web Manager

settings require you to reboot the XPort Pro before the settings take effect. Those
settings are identified in the appropriate sections in this chapter.

: Some pages show information such as statistics in this area rather than allow
you to enter settings.

Below the middle section of most pages shows the current configuration. In some
cases, you can take an action such as resetting or clearing a configurable.

The information or help area shows information or instructions associated with
the page.

The footer appears at the bottom of the page. It contains copyright information
and a link to the Lantronix home page.

The Web Manager provides an intuitive point-and-click interface. A menu bar at the
left side of each page provides links you can click to navigate from one page to
another. Some pages are read-only, while others let you change configuration
settings.

: There may be times when you must reboot the XPort Pro for the new
configuration settings to take effect. The chapters that follow indicate when a change
requires a reboot.

Summary of Web Manager Pages

Web Manager - See
Description
Page Page
Shows product information and network, line, and
Status tunneling settings. 21
cLI Shows Command Line Interface (CLI) statistics and lets 113

you change the current CLI configuration settings.

Shows information about the Configurable Pins Manager
CPM (CPM) and how to set the configurable pins and pin 55
groups to work with a device.

Diagnostics Lets you perform various diagnostic procedures. 99

Shows the current configuration of the DNS subsystem

DNS and the DNS cache. 61
: Shows email statistics and lets you clear the email log,
Email . . . . 110
configure email settings, and send an email.
Shows file system statistics and lets you browse the file
Filesvstemn system to view a file, create a file or directory, upload files 90
y using HTTP, copy a file, move a file, or perform TFTP
actions.
ETP Shows statistics and lets you change the current 65
configuration for the File Transfer Protocol (FTP) server.
Host Lets you view and change settings for a host on the 54

network.
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4 Configuration Using Web Manager

Web Manager - See
Description

Page Page
Shows HyperText Transfer Protocol (HTTP) statistics and

HTTP lets you change the current configuration and 68
authentication settings.

IP Address Lets you specify all the IP addresses and subnets that are 97

Filter allowed to send data to this device.
Shows statistics and lets you change the current

Line configuration and Command mode settings of a serial 33
line.
Shows LPD (Line Printer Daemon) Queue statistics and

LPD . ; 74
lets you configure the LPD and print a test page.

Network _Shows status and lets you configure the network o8
interface.
Lets you configure a network link using Point-to-Point

PPP S 61
Protocol (PPP) over a serial line.

Protocol Lets you perform lower level network stack-specific 94

Stack activities.

Query Port Lets you change configuration settings for the query port. 98
Lets you change current Really Simple Syndication (RSS)

RSS : 73
settings.

SNMP Lets you change the current Simple Network 63
Management Protocol (SNMP) configuration settings.
Lets you change the configuration settings for SSH server 77

SSH host keys, SSH server authorized users, SSH client
known hosts, and SSH client users.
Lets you upload an existing certificate or create a new

SSL . o 83
self-signed certificate.

Svslo Lets you specify the severity of events to log and the 67

ysiog server and ports to which the syslog should be sent.

Lets you reboot the XPort Pro, restore factory defaults,

System upload new firmware, and change the XPort Pro long and 108
short names.

Terminal Lets you change current settings for a terminal. 51
Shows statistics and lets you change the current

TFTP configuration for the Trivial File Transfer Protocol (TFTP) 66
server.

Tunnel Lets you change the current configuration settings for a 37
tunnel.

VIP Lets you configure Virtual IP addresses to be used in 87
Tunnel Accept Mode and Tunnel Connect Mode.
Lets you export XML configuration and status records,

XML . ' - 115
and import XML configuration records.
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4 Configuration Using Web Manager

The Device Status page is the first page that appears when you log into the Web
Manager. It also appears when you click the Status link in the menu bar. This read-
only page shows XPort Pro product information, network settings, line settings, and

tunneling settings.

Figure 4-3. Device Status

Device Status

Product Information

Product Type:

Line Settings

Lantronix xPaort Pro

Firmware Version: | 50.00R1

Build Date: Aug 122009 (14:42:14)
Serial Number: 1

Uptime: 0 days 15:09:21
Permanent Config: Saved

Network Settings

Interface: ethd

Link: Auto 10100 Mbps Auto HalffFull {100 Mbps Full)
MAC Address: 00:20:44:80:8d:6f

Host: =Mane=

IP Address: 1721921291 /25525500
Default Gateway: 1721801

Domain: <Mane>

Primary DNS: 172.19.1.1

Secondary DNS: 1721912

Line 1: R5232, 921600, Mone, 8, 1, Hardware
Tunnelin Connect Accept
4 Mode Mode
Tunnel 1: Dizahled Active
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5. Network Settings

The Network Settings pages show the status of Ethernet link and let you configure it

on the device.

Network Settings

Network 1 (ethQ) Interface Status

This page shows the status of the Ethernet network interface.

To view the network interface status:

1. Click Network on the menu.

2. Then click Network 1, Interface, and Status at the top of the page. The Network

1 (eth0) Interface Status page appears.

Figure 5-1. Network 1 (eth0) Interface Status

Network 1

Interface | Link

Status | Configuration

Network 1 (eth0) Interface Status

Current After Reboot
BOOTP Client: Off Off
DHCP Client: Ciff Off
IP Address: 172.19.212.91 17219.212. 9
Network Mask: 25525500 25525500
Default Gateway: 172.13.0.1 172.18.0.1
Hostname: <MNone> <MNone=
Domain: “Monesx “Maones
DNS Suffix Search List: =Mane>
DHCP Client ID: “Naone> =Mane>

Thiz page iz used to view the
status of the Metwiork interface on
the device.

There are twwo columns displayed.
The first column shows the current
operational settings. The second
column shows the expected
zeftings after the device is
rehoated.

If hath BOOTP and DHCP are turned
on, DHCP will run, bt not BOOTP.

When BOOTR ar DHCF fails to
dizcover an IP &ddres=, a new
addresz will automatically be
genetated using AutolP. This
address will be within the
169.254 x x space.
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5 Network Settings

Network 1 (eth0Q) Interface Configuration

This page shows the configuration settings for the Ethernet connection and lets you
change these settings.

To view and configure network interface settings:

1. Click Network 1, Interface, and Configuration at the top of the page. The
Network 1 (eth0) Interface Configuration page appears.

Figure 5-2. Network 1 (ethO) Interface Configuration

Thiz page iz uzed to configure the
Network 1 Metwork interface on the device. To
zee the effect of these tems after a
rehoat, vieve the Status page.

Interface | Link The following tems: recuire 2 reboot
to take effect:
Status | Configuration BOOTE Cliert ORict
DHCP Cligrt OniCff
. . P &dlciress
Network 1 (eth0) Interface Configuration DHCP Clert I
; If BOQTP ar DHCP is turned on, any
BOOTF Client: Oon ®of configured P &ddress, Netwark
— Mazk, Gatevvay, Hostname, or
DHCP Client: Oon ©of Diarmain will be ignored.
IP Address: 172.19.212.91/16 BOOTRIDHCP will auto-dizcaver

and eclipse those configuration
tems.

Default Gateway: 17219.01
If both BOOTP and DHCP are turned

Hostname: o, DHCR swill run, but not BOOTP,
. iyhen BOCTR or DHCP fails ta

Domain: discover an P Address, & new
addresz will automatically be

DHCP Client ID: genersted using AutolP. This

@Text O Binarﬁ,r address will be within the

169.254 x X space.

Primary DNS: 1721911 IP Address may be entered alone,
in CIDR form, or with &n explicit

Secondary DNS: 1721912 TiE

192.168.1.1 (default mask)
1921651 1024 (CIDR)

1921681 1 255 2552550 (explicit
mazk)

Hostname must begin with a letter,
continue with letter, number, ar
hyphen, and must end with a [eter
of number.

XPort Pro
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5 Network Settings

2. Enter or modify the following settings:

Network 1
Interface
Configuration
Page Settings

BOOTP Client

Description

Select On or Off. At boot up the XPort Pro will
attempt to obtain an IP address from a BOOTP
server.

Overrides the configured IP address, network
mask, gateway, hostname, and domain.

When DHCP is On, the system automatically uses
DHCP, regardless of whether BOOTP Client is On.

DHCP Client

Select On or Off. At boot up the XPort Pro will
attempt to lease an IP address from a DHCP server
and maintain the lease at regular intervals.

Overrides BOOTP, the configured IP address,
network mask, gateway, hostname, and domain.

IP Address

Enter the XPort Pro static IP address.

You may enter it alone, in CIDR format, or with an
explicit mask.

The IP address consists of four octets separated by a
period and is used if BOOTP and DHCP are both set
to Off. Changing this value requires you to reboot the
XPort Pro.

When DHCP is enabled, the XPort Pro tries to
obtain an IP address from DHCP. If it cannot, the
XPort Pro uses an Auto IP address in the range of
169.254 . XXX.XXX.

Default Gateway

Enter the IP address of the router for this network. Or,
clear the field (appears as <None>). This address is
only used for static IP address configuration.

Hostname Enter the XPort Pro hostname. It must begin with a
letter, continue with a sequence of letters, numbers,
and/or hyphens, and end with a letter or number.

Domain Enter the XPort Pro’'s domain name.

DHCP Client ID

Enter the ID if the DHCP server uses a DHCP ID. The
DHCP server s lease table shows IP addresses and
MAC addresses for devices. The lease table shows
the Client ID, in hexadecimal notation, instead of the
XPort Pro MAC address.

Primary DNS

IP address of the primary name server. This entry is
required if you choose to configure DNS (Domain
Name Server) servers.

XPort Pro  User Guide
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5 Network Settings

Network 1 Description
Interface

Configuration
Page Settings

Secondary DNS IP address of the secondary name server.

3. To save changes, click Submit. Some Changes to the following settings require
a reboot for the changes to take effect:

DHCP Client On/Off
BOOTP Client On/Off
IP address

Network mask

DHCP Client ID.

: If DHCP or BOOTP fails, AutolP intervenes and assigns an address. In this
case, the static IP (if configured) is ignored.

This page shows the current negotiated Ethernet settings and lets you change the
speed and duplex settings.

To view and configure the Ethernet link:
1. Click Network on the menu bar. Then click Network 1 and Link at the top of the

page. The Network 1 (ethQ) Ethernet Link page appears. From another Network
page, click Network 1 and Link at the top of the page.
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5 Network Settings

Figure 5-3. Network 1 Ethernet Link

Thiz page shows status and
Network 1 configuration of an Ethernet Link on
the device.
" The Status table showes the
Interface | Link current negotisted settings.

The Configuration table shows

H the currert range of allowed
Network 1 (eth0) Ethernet Link esttings. Aftsr changing  ssiing,
press Submit to make the changes
Status on the device.
Speed: 100 Mbps
Duplex: Full

Configuration

Speed: ® auto O10Mbps O 100Mbps
Duplex: ® Auto O Half

The Status table shows the current negotiated settings. The Configuration table
shows the current range of allowed settings.

2. Enter or modify the following settings:

Network 1-Ethernet Description

Link Page Settings

Speed Select the Ethernet link speed. (Default is Auto.)
Duplex Select the Ethernet link duplex mode. (Default is Auto.)

3. Click Submit. The changes take effect immediately.
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6. Line, Tunnel, Terminal, and Host Settings

Line Settings

The Line Settings pages display the status and statistics for each of the serial lines
(ports). They also let you change the character format and Command Mode settings
for the serial lines.

Note: The following section describes the steps to view and configure Line 1
settings; these steps also apply to Line 2 menu options.

Line 1 Statistics

This read-only page shows the status and statistics for the serial line selected at the
top of this page.

@Em»  Select Line on the menu bar. The Line 1 Statistics page appears.

Figure 6-1. Line 1 Statistics

Thiz page dizplays the current
Line 1 statuz and warious statistics for the
Serial Line.
Statistics | Configuration  Command Mode
Line 1 - Statistics
Receiver Transmitter

Bytes: 579328763 579328076

Breaks: 0 0

Flow control: Go Stop

Parity Errors: 0

Framing Errors: 0

Overrun Errors: 0

No Rx Buffer Errors: 0

Gueued Receive Bytes: 1408

Gueued Transmit Bytes: 0

CTS input: not asserted

RTS output: asserted

DSR input: n'a

DTR output: nia
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6 Line, Tunnel, Terminal, and Host Settings

This page shows the configuration settings for the serial line selected at the top of the
page and lets you change the settings for that serial line.

To configure Line 1:

1. Click Line 1 and Configuration at the top of the page. The Line 1 Configuration
page appears.

Figure 6-2. Line 1 Configuration

This page displays the current
Line 1 configuration of the Serial Line.
Changing any of the fields takes
effect immedistely.
Statistics | Configuration | Command Mode Hamed lines appesr in the Login
Connect Menu | if enskled. Set it
. . . hlank to leave it out of the menu.
Llne 1 = Conflguratlon When specifying a Custom baud
rate, select 'Custon' from the drop
Conﬁguraﬁon Status down list and then enter the desired
rate in the text bowx.
Name: When specifying ether Xon char
or Xoff char, either prefix decimal
S “ !
Interface: Rs232 with 4 ar predfix hexadecimal with Ox
State: Enahled |~ Enabled or prefix & single control character
with =control=. These are used
Protocol: Tunnel “ Tunnel when Flow Control iz sctto
Software.
Baud Rate: de1edl 921800 The driver forwards received serial
" lytes after the Gap Timer delay
p . “
Par fy: None None fram the last character received. By
Data Bits: 0w a detault, the delay is four character
periods at the current baud rate
Stop Bits: 1% 1 (minimum 1 ms).
Thiz driver will also forsvard
Flow Control: Harchware |+ Hardware e G oS alr
. Thresheld bytes have been
Xon Char: =control=0 —
Xoff Char: <control=S
Gap Timer: <Mone> milliseconds
Threshold: BB bytes

2. Enter or modify the following settings:

Line - Description

Configuration
Page Settings

Name Enter a name for the line. The default Name is blank.

Interface Select the interface type from the drop-down menu. The
default is RS232.

State Indicates whether the current line is enabled. To change the
status, select Enabled or Disabled from the drop-down
menu.
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Line -

Configuration
Page Settings

Protocol

6 Line, Tunnel, Terminal, and Host Settings

Description

Select the protocol from the drop-down menu. The default is
Tunnel.

Baud Rate

Select the baud rate from the drop-down menu. The default
is 9600.

Parity

Select the parity from the drop-down menu. The default is
None.

Data Bits

Select the number of data bits from the drop-down menu.
The default is 8.

Stop Bits

Select the number of stop bits from the drop-down menu.
The default is 1.

Flow Control

Select the flow control from the drop-down menu. The
default is None.

Xon Char

Specify the character to use to start the flow of data when
Flow Control is set to Software. Prefix a decimal character
with \ or a hexadecimal character with 0x, or provide a single
printable character. The default Xon char is 0x11.

Xoff Char

Specify the character to use to stop the flow of data when
Flow Control is set to Software. Prefix a decimal character
with \ or a hexadecimal character with 0x, or provide a single
printable character. The default Xoff char is 0x13.

Gap Timer

The driver forwards received serial bytes after the Gap
Timer delay from the last character received. By default, the
delay is four character periods at the current baud rate
(minimum 1 ms).

Threshold

The driver will also forward received characters after
Threshold bytes have been received.

3. Click Submit.

Setting Command Mode enables the CLI on the serial line.

To configure Line 1 Command Mode:

1. Click Line 1 and Command Mode at the top of the page. The Line 1 Command
Mode page appears.
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6 Line, Tunnel, Terminal, and Host Settings

Figure 6-3. Line 1 Command Mode

2. Enter or modify the following settings:

Line — Description

Command Mode
Page Settings

Mode Select the method of enabling Command Mode or choose to
disable Command Mode.

Always =immediately enables Command Mode for the serial
line.

Use Serial String = enables Command Mode when the serial
string is read on the serial line during boot time.

Use CP Group = enables Command Mode based on the
status of a CP Group. When the value matches the current
value of the group, Command Mode is enabled on the serial
line.

Use both Serial String and CP Group = the serial string and
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