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Disclaimer

The information in this guide may change without notice. The manufacturer assumes no
responsibility for any errors that may appear in this guide.

Operation of this equipment in a residential area is likely to cause interference, in which case the
user, at his or her own expense, will be required to take whatever measures may be required to
correct the interference.

Note: This equipment has been tested and found to comply with the limits for Class A
digital device pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with this User Guide, may
clause interference to radio communications. Operation of this equipment in a residential
area is likely to cause interference, in which case the user will be required to correct the
interference at his or her own expense.

The user is cautioned that changes and modifications made to the equipment without approval of
the manufacturer could void the user's authority to operate this equipment.

Changes or modifications to this device not explicitly approved by Lantronix will void the user's
authority to operate this device.

The information in this guide may change without notice. The manufacturer assumes no
responsibility for any errors that may appear in this guide.
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Improved usability (device/port search, improved Ul, Secure Lantronix
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Simplified ‘end-device only’ view for users with a minimum of privileges.

Expanded managed device (end-device) integration:
Integration of SLK and SLP to the device port level.
Device-type dependent processing and views.

July 2006 C Added capabilities:
Enable, disable, and prioritization of local user authentication; additional (2) polled
NTP servers; additional two (2) NIS slave servers; auto-detection of SCSxx00
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backup increased up to 8 SLMs.

Modifications to GUI and command line interfaces.

December 2006 D Added capabilities:

IPv4 Filters; modem management; virtual managed devices for easier
administration; uploading passwords in bulk; additional search options; get/put
SSH keys; new triggers for events; device folder state management; session
termination; discovery protocol using multicast.
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April 2007 E Added capabilities:

Access SLM by mobile phone; discover USB modems; view session log files;
change SNMP settings for SLPs in bulk; connect directly to the port of an SLC or
SLB; apply power to multiple ports on an SLP; view port logs, make a web channel
connection to an SLC; update SLM and SLP firmware; read SLC information to the
SLM database; create banners for the CLI.

November 2007 F Added capabilities:

More Ethernet devices to manage (SLB, WiBox, UDS, Spider); IPsec
Management (IKE Policies and VPN Connections); SecurlD authentication; WiBox
and UDS firmware updates; enhanced SLM update feature; port access for SLC,
SLB, SLP and Spider); SLM proxy; additional trigger types for events; more file
types to manage.

April 2008 G Added capabilities:
Persistent connection, keep alive, TN3270, and call back.
April 2011 H New look and feel, add support for XPort, EDS, EDS-MD, Premier Wave, UDS

connections, individual keystroke loggins, improved Spider support, use FQDN in
place of IP, device locator, UDS port access, UDS applet add, SLC connection
management.

Firmware version 3.4

October 2012 Updated to include the virtual SLM for firmware release 3.4b.
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1: About This Guide

Purpose and Audience

This guide provides the information needed to install, configure, and use the Secure Lantronix
Management Appliance (SLM) which includes the SLM-01, SLM-02 and the vSLM. The SLM
enables IT professionals to remotely and securely configure and administer multiple Lantronix and

non-Lantronix devices.

Chapter Summaries

The remaining chapters in this guide include:

Chapter 2: Introduction

Chapter 3: Quick Setup

Chapter 4: Virtual SLM Deployment

Chapter 5: Web and Command Line
Interfaces

Chapter 6: Configuration and Operation
Overview

Chapter 7: Network and Modem Settings

Chapter 8: User Management

Chapter 9: Ethernet Device
Management

Chapter 10: Managed Devices

Describes the SLM’s main features and the protocols it supports.

Provides instructions for getting your unit up and running.
Describes connection formats and power supplies and how to
configure network, date, and time settings so you can use the
SLM on the network.

Describes the differences between the SLM-01 and SLM-02 and
the virtual version of SLM (vSLM). Provides directions on how to
deploy vSLM.

Describes the web and command line interfaces available for
configuring the unit.

Note: The configuration chapters (6-9) provide detailed
instructions for using the web interface and include command
line interface commands.

Outlines the process of setting up and using the SLM and
explains the responsibilities of administrators and other user
groups.

Provides instructions on entering network, date, and time
information.

Provides instructions for configuring user authentication methods
and setting up user accounts and account groups.

Provides instructions for detecting devices on the network,
entering information about the devices and ports, granting read/
write permissions for devices and ports, and auto-saving an SLM
configuration to another SLM.

Explains how to add, update, and delete Managed Device
Groups as well as how to create and "fuse" individual managed
devices. Provides information about connecting to and
configuring managed devices via the SLM.
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1: About This Guide

Chapter 11: Operation and Maintenance

Chapter 12: Using SLM on a Mobile
Browser

Appendix A: Command Reference

Appendix B: Security Considerations
Appendix C: Safety Information
Appendix D: Technical Specifications

Appendix E: Compliance

Appendix F: Protocol Glossary

Additional Documentation

Explains how the user can search for devices, access notes and
logs about the SLC and its ports, and open the SLC, SLP, SLK
and SLC interfaces using SSH, secure channel (SLC only), or a
browser.

Provides instructions for upgrading firmware, viewing system
logs and diagnostics, and generating reports. Includes
information about web pages and commands used to shut down
and reboot the SLM.

Provides instructions for accessing and monitoring the SLM
using a mobile phone.

Lists and describes all of the commands used on the SLM
command line interface.

Provides tips for enhancing SLM security.
Lists safety precautions for using the SLM.
Lists information about the SLM hardware.

Provides information about the SLM's compliance with industry
standards.

Briefly describes networking protocols.

Visit the Lantronix website at www.lantronix.com/support/documentation for the latest

documentation and the following additional documentation.

SLM Quick Start
SLM Online Help for the Command
Line Interface

SLM Online Help for the Web Interface

Detector Online Help

Describes the steps for getting the SLM up and running; provided
in printed form.

Provides online Help for configuring and operating the SLM using
commands.

Provides online Help for configuring and operating the SLM using
the web interface.

Provides online Help for the utility that enables you to change an
automatically assigned IP address to a static IP address quickly.
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Terminology

In this User Guide, we use the following terms:

Ethernet Device

Port

Managed Device

Managed Device Group

Account

Account Group

A Lantronix or non-Lantronix device that the SLM discovers on the network.
Ethernet devices include:

Secure Lantronix Management Devices: Members of the Secure Lantronix
Management IT family of products: the Secure Lantronix Console (SLC)
Server, Secure Lantronix Power (SLP) Manager, Secure Lantronix KVM
(SLK) Manager, WiBox, Secure Lantronix Branch (SLB) Office Manager, and
Spider. These devices enable you to remotely and securely access and
manage networking equipment.

Management Devices: Lantronix devices that enable you to manage
networking equipment. The SCS05/20 is an example.

Lantronix Devices: Other Lantronix products that network-enable serial
devices so you can remotely control, monitor, diagnose, and troubleshoot your
equipment over a network or the Internet.

Other Devices: Non-Lantronix Ethernet devices.

A connector (e.g., serial, power, or KYM) on a management device (e.g., SLC,
SLP, SLK, SCS) that allows for control of another device.

A device (such as a Unix server) that has one or more of its connections (e.g.,
serial, power, or KVM) exposed to allow control and configuration changes by
Managed Device Users. A managed device belongs to a Managed Device
Group.

A group created to allow logical clustering of managed devices (e.g., devices
of the same type or devices in the same physical location). A managed device
may not be created until at least one Managed Device Group has been
defined.

Individual users; must belong to an account group, from which they inherit
permissions.

A group of accounts (users) with the same privileges. The four types of
account groups include:

Administrators Group: The sysadmin account, which has all privileges and
others with specified configuration privileges.

Note: Throughout this user guide, the term "administrator* means the person
using the sysadmin user name and those members of the Administrators
Group permitted to perform the task.

Ethernet Device Account Groups: Have access to specified Ethernet
devices and the managed devices connected to them.

Managed Device Account Groups: Have access to devices attached to
specified Ethernet device ports.

Menu Only Account Groups: May only access the command line interface
and use a limited menu of options.

SLM User Guide
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Figure 1-1 Rights of Ethernet Device Group and Managed Device Group to Devices
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2:

Introduction

The Secure Lantronix Management (SLM) Appliance is a member of the Lantronix Secure IT
Management family of products. There are three models of SLMs: the SLM-01 and SLM-02 which
include both the hardware and software and the vSLM, or the virtual, software-only version of the
SLM. Other products in the Lantronix Secure IT Management family include the Secure Lantronix
Console (SLC) Manager, Secure Lantronix Power (SLP) Manager, and Secure Lantronix KVM
(SLK). These products offer systems administrators and other IT professionals a variety of tools
for remotely and securely accessing and managing their networking equipment. You can even
access the system using a cell phone.

Note: The SLM-01, SLM-02 and vSLM will be generally referred to as SLM throughout
this user guide. For more information about the product family, see the Lantronix web site
at http://www.lantronix.com.

The SLM manages Lantronix and non-Lantronix devices. It "auto-detects" and then displays them
in a single, concise view through a web or a command line interface (CLI). A user can search the
web view for a desired device or device port (in the case of an SLC or SLK) and then connect to a
found device or port without using a separate interface. With an SLC, the user logs in only once, to
the SLM, and then any subsequent device logins are automatic. The SLM can also use LDAP,
RADIUS, NIS, Kerberos, TACACS+, and SSH public key to authenticate users connecting
remotely to the command line interface.

Note: The SLM is designed to work in an exclusively Lantronix environment. In a mixed
environment, the necessary protocols may not be available to provide the same level of
functionality.

Benefits

With the SLM, you can:
¢ Consolidate management of IT infrastructure through a simple browser interface.
¢ Maintain a secure, central point of access to all equipment with centralized console logging.

¢ Reduce equipment diagnosis and repair time while minimizing the cost of ownership and
administrative resources.

¢ Maintain more network up time.
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2: Introduction

IT Management Application
The following diagram shows how a user can perform management activities through the SLM.

Figure 2-1 SLM Overview

SLM: Secure Lantronix
Management Appliance

Remote KVM

Windows Servers

Remote Power Manager

Figure 2-2 vSLM Overview

vSLM: Virtual Secure Lantronix
Management Appliance

Remote KVM

Windows Servers

Remote Power Manager
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Firmware

The SLM firmware has the following features:

® 6 O 6 6 O 6 6 O O O O O O O o o

Access to up to 256 devices

User and events logging

Email notification of trap events, log file events, and Ethernet down
ID/Password security, configurable access rights

SSH and SSL security

External authentication through RADIUS, LDAP, NIS, Kerberos, and TACACS+
Shared authentication among SLMs and SLCs

SLC firmware version storage and updates

Local access through a console port

Web presentation of SLC and ports in a user-configured view

Web administration (using most browsers)

Direct SSH access to SLCs or SLC ports from the web view

Auto-discovery of devices and other Lantronix and non-Lantronix Ethernet devices
Support for an internal PCI or external USB modem

SNMP MIB2

SNMP trap target

Mobile phone WAP browser access

Protocols Supported

In addition to supporting the TCP/IP network protocol, the SLM supports:

L 2

® 6 6 & o o o

L 2

SSH for connections in and out of the SLM

SMTP for mail transfer

SNMP for remote monitoring and management

SFTP and FTP for file transfers and firmware upgrades
DHCP and BOOTP for IP address assignment

HTTPS (SSL) for secure browser-based configuration

NTP for time synchronization

LDAP, NIS, RADIUS, Kerberos, and TACACS+, SecurlD, and SSH public key encryption for

remote user authentication

WAP for mobile phone access

For brief descriptions of these protocols, see Appendix F: Protocol Glossary.
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SLM Hardware
The hardware included with the SLM-01 and SLM-02 have the following features:

2

® 6 6 6 6 0 o o

1U rack mountable

Two network ports for conventional Ethernet network; uses standard RJ45-terminated
Category 5 cables:

SLM-01: One 10/100Base-T and one 10/100/1000Base-T connection
SLM-02: Two 10/100/1000Base-T connections

DB9 RS-232 serial console port for VT100 terminal or PC with emulation
AC input voltage of 100 to 240 VAC with 50 or 60 Hz

Operating temperature range of 50°F to 95°F

PCI expansion slot

DB25F parallel port ( currently disabled) (SLM-02 only)

USB ports: SLM-01 has three; SLM-02 has four

Note: For more detailed information, see the Appendix D: Technical Specifications.

Figure 2-3 Front View of SLM

Figure 2-4 Back View of SLM

The vSLM supports the following virtual hardware features:

*

*

Two network adapters
USB ports

Product Information Label

The product information label on the underside of the unit contains the following information about
each specific unit:

L 4

L 4

L 4

Part Number
Revision Number

Country of Manufacturer
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Figure 2-5 Product Information Label.

"LANRONIX'

REV: D13
MADE IN USA

SLM-01 and SLM-02 Package Contents

In addition to the SLM, the box contains the following items:

L 4

L 4

L 4

L 4

Quick Start Guide

Null modem DB9 serial cable
Power cord

Rack slide kit

Verify and inspect the contents of the SLM package using the enclosed packing slip or the list
above. If any item is missing or damaged, contact your place of purchase immediately.

SLM User Guide 31



3:

Quick Setup

This chapter provides instructions for installing the SLM-01 and SLM-02, getting it up and running,
and entering basic network settings so you can configure and use the SLM on a network. For
instructions on setting up the vSLM, go to Chapter 4: Virtual SLM Deployment.

Warning: To avoid physical and electrical hazards, please be sure to read
Appendix C: Safety Information before installing the SLM.

Installing the SLM

Installation includes setting the SLM up in a rack and making serial console port (for initial setup
only), network, and power connections.

To install the SLM:
1. Place the unit in a 19-inch rack.
Warning: Be careful not to block the air vents on the front and back of the unit. If

you mount the SLM in an enclosed rack, we recommend that the rack
have a ventilation fan to provide adequate airflow through the unit.

2. For initial configuration, connect a terminal or a computer with terminal emulation to the
console port. See Connecting a Terminal to the Console Port below.

Connect the power cord and apply power. See Connecting to the Power Supply on page 33.

4. Wait approximately a minute and a half for the boot process to complete.

Figure 3-1 Connections

Disabled  Video
Mouse USB1  DB25F  VGA

=

PCl Expansion Slot

7 JEP .. = .

Power Keyboard USB2 \| Terminal/  Ethemnet
ConsolePort 1 2

Note: The PS/2 and VGA connectors are not used.

Connecting a Terminal to the Console Port

The serial console port is for local access to the SLM. You can attach a dumb terminal or a
computer with terminal emulation to the console port using a null-modem serial cable with DB9 on
the SLM side. The SLM console port uses RS-232C protocol and supports VT100 emulation. The
console port is configured as DTE. The default baud rate is 9600.
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Connecting to a Network Port

The SLM's two network ports allow remote access to SLCs, SLKs, and SLPs and their attached
devices and to system administrative functions. Use a standard RJ45-terminated Category 5 cable
to connect to a network port).

Notes:

¢ SLM one 10/100Base-T and one 10/100/1000Base-T network port; SLM-02 has two
10/100/1000Base-T network ports.

¢ One possible use for the two Ethernet ports is to have one port on a private, secure
network, and the other on an unsecured network.

¢ Both Ethernet ports should not be on the same subnet.

Connecting to the Power Supply

The SLM has a universal auto-switching AC power supply. The power supply accepts AC input
voltage between 100 and 240 VAC with a frequency of 40 or 60 Hz. A rear-mounted IEC-type AC
power connector provides universal AC power input (North American cord provided).

Monitoring the LEDs

The SLM has five LEDs on the front panel to signal information during boot-up and while the SLM
is running.

Figure 3-2 LEDs on Front of SLM

System Overheat/
Fan Failure Power

LANTRONIX

Network Ports Hard Disk

Table 3-3 SLM LED Functions

Power Steady green when power is on.

Hard drive Blinking yellow when there is hard drive access (typical PC LED).
Network Port 1 Green indicates activity.

Network Port 2 Green indicates activity.

System Overheat/ Steady yellow if the unit overheats.

Fan Failure Warning:  If the alarm LED is on, quickly shut down the SLM and contact

Lantronix Tech Support at www.lantronix.com/support. Continued use of the
SLM while the alarm indicator is on may cause permanent system damage to
hardware and data stored in the system.
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Quick Network Setup

This section helps get the IP network port up and running quickly, so you can administer the SLM
using your network. Your SLM must have a unique IP address on your network. The SLM receives
an IP address in one of three ways:

Automatically: The first time you power up the SLM, Network Port 1 tries to obtain its IP address
via DHCP. If you have connected Network Port 1 to a network with a DHCP server, it acquires an
IP address. Smaller networks may use BOOTP.

Using Detector: This software allows you to quickly assign a static IP address to a unit that has
an automatically assigned IP address. This utility can be downloaded from the Lantronix website,
by selecting the Secure Lantronix Management SLM product from the Firmware/Downloads
page: www.lantronix.com/support/downloads.

Manually: If the SLM cannot obtain an IP address by means of DHCP, you must manually enter
one using a terminal or a PC running a terminal emulation program to the unit's serial console port.

The administrator generally provides the IP address and corresponding subnet mask and
gateway. If you assign an IP address manually, it must be within a valid range and unique to
your network.

Required Information

To set up the SLM quickly so you can use it on your network, you must first enter some basic
information about one network port and the network.

IP address (if not already assigned):

Subnet mask (if not already assigned):

Gateway:

Using Detector

Note: The Detector software is located under the Secure Lantronix Management SLM
product group on the Firmware/Downloads page: www.lantronix.com/support/downloads.
Use Detector to replace an If you try to run detector2.exe on a network shared drive, you
may get a security exception. We recommend that you copy the detector2 directory to
your local hard drive and run it from there. If you must run detector2.exe from a network
shared drive, you need to change your security settings using the" .NET Framework
Configuration” or "caspol” tool.

To install Detector:

1. Download the Detector.zip compressed folder.
2. Extract all files in the .zip folder.

3. Open the Detector folder and double-click the Detector2.exe.
4. Click Run.
5

If a "The application failed to initialize properly (0xc0000135), click OK to terminate the
application" message displays, you need to install .NET Framework.

Obtain the .NET Framework redistributable package. It is available as a stand-alone
executable file, Dotnetfx.exe downloadable from Microsoft at: http://www.microsoft.com/
downloads/details.aspx?FamilylD=0856EACB-4362-4BOD-8EDD-
AAB15C5E04F5&displaylang=en
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To use Detector to set the IP address:

1. Open the Detector software. The Lantronix Detector window opens.

Figure 3-4 Lantronix Detector Window

Internet - Detector? - DORISTEST
File Device Help

Q0| | @ | Timeout (msi500 =

Device Tupe IP Address MALC Address

2. From the Timeout drop-down menu (in the toolbar), select the number of milliseconds before
the search stops. The default is 500.

3. Click the Search J\ icon. A list of Lantronix Ethernet devices on the network displays.
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Figure 3-5 SLMDetector Device List Window

= Detector?

File  Device Help
P @ @ | Timeout (ms) 500 =
Device Type IF Address MALC Address ~
EDS4100 172.19.100.214 00: 20 44:11:11:05
EDS4100 172.19.100.243 00: 20 44:00:00.00
EDS4100 172.19.100.9 00:20:44:19:33.D4A
EDS4100 172.19.100.1 00:80:45:BD:AD:00
A1 [Unknown) 172.19.205.103 00 20t 44 FF:FF.52
SLC16 172.19.100.169 00:30: 31:FF:FF:58
SLC16 172.18.237.10 00:30:31:FF:FF:4E
SLC1E 172.19.100.194 00:80:43:89:03.C5
SLC16 172.19.39.254 00:80:43:89:07.03
SLC32 17219.39.249 00:11:11:00:11:11
SLC32 172.19.215.50 00:30:31:FF:FF:1E
SLC32 17219.39.252 00:30:31:FF:FF.3C
SLC32 172.19.211.254 00:30:31:FF:FF:22
SLC48 172.19.39.250 008042890243
SLC48 172.19.226.40 00:30: 31:FF:FF.5C
sLCe 172.19.39.253 00 300 31:FF:FF:54
SLM 17219.220.64 00:04: 23 0E:16:C4,
SLM 1721921117 00;0E:0C:4E:7C:8E
SLM 17219100127 00:04: 2300 7844
SLM 172.19.100.104 00:14:24:89.80:86
SLM 172.19.226.27 00:04:23:0E:13.06
172 1105 0

SLM 17219.39.17

UDS-10/Cobox 5% 172.19.205.145 00:20: 44:32:B0:35
uosiio0 17219.235.31 00200 44:83:08:22
uDs1100 172.19.205.18 00: 20 44 83:06:9F v
< >
31 devices found

4. |If the SLM has an automatically assigned IP address and you want to change it, select the
SLM and click the Network Settings icon. The Enter Network Settings window displays.

Figure 3-6 Network Settings Window

Enter Network Settings

Device Type SLM

MAC Address 00:A0:CS:CE:9E:DO

Use the following IP addiess

Enter new IP address. Leave subnet mask blark
to use default. Leave default gateway blank ta

keep the existing settings.
IP Address _1?2 .19 . 100 . 105
Subnet Mask 285 . 285. 0 . O

Defaul Gateway | 172. 19 . 0 . 1

Cancel

The Device Type and MAC Address (Ethernet Address) fields identify the unit.

5. Enter the following information:

Table 3-7 Enter Network Settings

IP Address An IP address that will be unique and valid on your network and in the same
subnet as your PC. There is no default.

Note: Enter all IP addresses in dot quad notation.
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Subnet Mask The subnet mask specifies the network segment on which the SLC resides.
To accept the default, leave blank.

Default Gateway IP address of the router for this network. To accept the default, leave blank.
6. Click OK. A message confirms that your network configuration has been sent.
7. Click OK.

8. To confirm the change, click the Search 2, icon and verify that the unit has new network
settings.

Note: IP address reassignment is only effective if the CLI quick setup or web network
setting has not been configured before. Once you change the IP address using Detector,
the network setting recognizes it as the static IP. You must set up a default gateway prior
to using the Lantronix Discovery Protocol (LDP) to discover devices that support LDP,
such as SLC devices. See .

Using Quick Setup on the Command Line Interface

If the SLM does not have an IP address, connect a dumb terminal or a PC running a terminal
emulation program (VT100) to access the command line interface. If the unit already has an IP
address, you can use SSH to connect to the command line interface and add or change the IP
address or other network-related information.

To complete the command line interface Quick Setup script:
Note: Chapter 5: Web and Command Line Interfaces describes the command line
interface in detail.

1. Do one of the following:

¢ With a serial terminal connection, power up, and when the command line displays, press
Enter.

¢ With a network connection, use an SSH program to connect to xx.xx.xx.xx (the IP
address in dot quad notation) and press Enter. The login prompt displays.

2. Type sysadmin (case sensitive) as the user name and press Enter.

3. Type PASS (case sensitive) as the password and press Enter.

Figure 3-8 Beginning of Quick Setup Script

Welcome to the Secure Lantronix Manager
Version: 3.4

Login Name: sysadmin

Login Time: Wed July 25 15:24:35 2012
For a list of commands, type 'help'.

Do you want to do quick setup? [no]

4. Inresponse to the prompt asking whether you want to do the quick setup, type yes and press
Enter.

Note: The prompt displays the first time you log in only. If you want to run the script
again, type admin quicksetup.
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5. Enter the following information at the prompts:

Note: To accept a default or to skip an entry that is not required, press Enter.

Table 3-9 Quick Setup Script

Configure Port 1 or 2

IP Address (if specifying)

Subnet Mask

Gateway IP Address

Hostname

Time Zone

Date/Time

Sysadmin password

Select one of the following:

<1> obtain IP Address from DHCP: The unit will acquire the IP address
and gateway from the DHCP server. (The DHCP server may provide the
gateway, depending on its setup.) This is the default setting.

<2> obtain IP Address from BOOTP: Permits a network node to request
configuration information from a BOOTP "server" node.

<3> static IP Address: Requires you to assign a static IP address
manually. The administrator generally provides the IP address.

Note: For SLM-01, Network Port 1 is 10/100/1000Base-T, while Network
Port 2 is 10/100Base-T. For SLM-02, both Network Ports 1 and 2 are 10/
100/1000Base-T.

An IP address that will be unique and valid on your network and in the same
subnet as your PC. There is no default.

If you selected DHCP or BOOTP, this prompt does not display.
Note: Enter all IP addresses in dot quad notation.

The subnet mask specifies the network segment on which the SLC resides.
There is no default. If you selected DHCP or BOOTP, this prompt does not
display.

IP address of the router for this network.

The default host name is SLM. The host name can be a short host name or
a fully qualified domain name. For example, we might add lantronix.com to
the factory default name of SLM to get SLM.lantronix.com. There is a 64-
character limit (contiguous characters).

If the time zone displayed is incorrect, enter the correct time zone and press
Enter. If the entry is not a valid time zone, the system guides you through
selecting a time zone. A list of valid regions and countries displays. At the
prompts, enter the correct region and country.

If the date and time displayed are correct, type n and continue. If the date
and time are incorrect, type y and enter the correct date and time in the
formats shown at the prompts.

Enter a new password for the sysadmin account. It can be up to 128
characters and is case sensitive.
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Figure 3-10 Completed Quick Setup

Quick Setup will now step you through configuring a few basic settings.

The current settings are shown in brackets (' []1’).
You can accept the current setting for each question by pressing <returns.

Ethernet Port and Default Gateway
The SLM has two ethernet ports, Port 1 and Por 2.
Current settings are:

Port State IP address Subnet mask Mode IPv4 filter
1 Static 172.19.220.64 255.255.0.0 Auto-negotiate (None)

2 Disabled 0.0.0.0 0.0.0.0 Auto-negotiate (None)
Configure Port 1 or 2: [1]

Configure Port 1: (1) obtain IP Address from DHCP

(2) obtain IP Address from BOOTP
(3) static IP Address(172.19.220.64)
Enter 1-3: [3]
Enter IP Address: [172.19.220.64]
Enter Subnet Mask: [255.255.0.0]
Enter gateway IP Addrses: [172.19.0.1]
Specify a hostname: [DaveSLM]

Time Zone
The current time zone is ‘US/Pacific’.
Enter time zone: [US/Pacific]

Date/Time
The current time is Thu Jul 26 15:05:35 2007
Change the current time? [n]

_____ Sysadmin Password
New password: [<current passwords]

Network settings will be updated, the current terminal may not work.
Please re-connect to SLM with new settings as needed.
[sysadmin@DaveSLM] >

Once you complete the Quick Setup script, the changes take effect immediately.

Using the Web Interface

Note: Chapter 5: Web and Command Line Interfaces describes the web interface in
detail.

Once the SLM has an IP address, you can use the web interface to configure required network
parameters that determine how the SLM interacts with the attached network. The unit might have
a DHCP-assigned IP address or one assigned manually using Detector or a serial connection to

the command line interface.

To log in to the web interface:

1. Open a web browser (Internet Explorer 6.0. and later, or Firefox 1.5 and later, with JavaScript
enabled).
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2. Inthe URL field, type https:// followed by the IP address of your SLM.

3. Login using sysadmin as the user name and PASS as the password. The SLM Configuration
page opens.

Figure 3-11 SLM Home Page

L/\NT N I X Tahle: Field value: sysadmin@SLMC413
‘Ethernet Device "H Name "H H Search || Reset Laogout

SLM
E] E Configuration
[+ _IConfiguration CELLUN Password | Notes | Help |
[+ _JAccaunts
__|Events
# _IFiles
e Welcome to the Secure Lantronix Management Appliance

__IManaged Devices

To enter settings for one network port:

Note: For SLM-01, Network Port 1 is 10/100/1000Base-T, while Network Port 2 is 10/
100Base-T. For SLM-02, both Network Ports 1 and 2 are 10/100/1000Base-T.

1. On the menu (in the pane on the left), click Configuration > Network Settings. The following
page opens:

Figure 3-12 Network - Settings Page

Tahble: Fleld: e sysadmin@SLMC413
Etharmet Device | Name A Search Resat Logout
| Network Settings
5 CYombiowration serngs |00 S —— ey Help
= Ahetwork Settings
__IIPv4 Filers
= _JiPsac Managamont . ~
_IIKE Cortificates © pisabled © Disabled
—IE Policies Hetwork Port 1 & Obtain from DHCP Hetwork Port 2O Obtain from DHCP
_‘JW Connections Setings. O Qutain from BOOTP Setings. O Qutain from BOOTP
= AModemn Management © =npc e
Cl e Specity. Specify.
—Imodarm Profiles IP Aniiress 1P Address
| sawntacation
= | Services Subnet Mask Subnet Mask
= _IDevice Management
[ _laccounts Fort 1 Moder | Auto - Port 2 Made
—JEvens et lr',;,m None ¥ Part 2 P Fiter
[ _IFils L
1 _|Ethormot Devioes Static PV 1 StatiC PV 7
e MALC Address 1: 00:0C29:24:04:13 MAC Address 2: 0000 29:24:C4:10
. 2001:0080:a¢ 13091820 291 fe24.04 13064 .
PO 1 BVE: tagg: a0c 29 te24.c41 3064 LR
Dietault Gateway: Etnemet Bonding: | Disabled bt
ONS Servers:  #1: DHCE-Acquired DNS Servers: #10 1724844
»2 #2 1724842
w3 #3 None
Note: The hostname will be used as the
Hostname: | S| MC413 prompt in the Command Line Interface.

2. Enter the following information for one network port:
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Table 3-13 Network Port Settings

Network Port Settings Disabled: This is the default setting for Network Port 2.

IP Address

Subnet Mask

Obtain from DHCP: Acquires IP address, subnet mask, and gateway from the
DHCP server. (The DHCP server may provide the gateway, depending on its
setup.) This is the default setting for Network Port 1. If you select this option, skip
to step 3.

Obtain from BOOTP: Lets a network node request configuration information from
a BOOTP "server" node. Skip to step 3.

Specify: Requires you to assign a static IP address manually. The administrator
generally provides the IP address.

If specifying an IP address, enter an IP address that will be within a valid range,
unique to your network, and in the same subnet mask as your workstation. There
is no default.

Note: Enter all IP addresses in dot quad notation.

If specifying an IP address, enter the network segment on which the SLM resides.
There is no default.

3. To save your entries, click Apply. Clicking Apply commits these changes immediately.

Next, enter network gateway information.

To enter gateway information:

1. On the Network - Settings page, click the Gateways tab. The following page opens:

Figure 3-14 Network Settings -Gateways Tab

Li.3 [l () I 2 |

= _YConligration
= _ANetwork Settings
18Pyt Filter's

+ _IwPsec Managament

# _Imodem Managoment
# _Jauthorticaton
= | Services
+ | Device Management

# _lEsomat Davices
I Dovices

Table: Fleld: Walue: sysadminESLMC413
Ethemet Device  » | Name v Search Reset Logout

SLM
Network Settings

Gateways

MNetwork Gateways

Deefandt Alternate

DHCP Acquired: 172.19.0.1

Precedence. O pHep @

P Address to Ping:
Defaull Ethernet Port for Ping:
Delay beween Pings

Numiber of Falled Pings

| update

) Ethernet 1 Ethernet 2

3

10
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2. Enter the following:

Table 3-15 Network Gateway Settings

Default

DHCP Acquired

(view only)

Precedence

IP address of the router for this network.

If this has not been set manually, any gateway assigned by DHCP for Network Port 1
or Network Port 2 displays.

All network traffic that matches the Network Port 1 IP address and subnet mask goes
out Network Port 1. All network traffic that matches the Network Port 2 IP address and
subnet mask goes out Network Port 2.

If you set a default gateway, the SLM sends any network traffic that does not match
Network Port 1 or Network Port 2 to the default gateway for routing.

Gateway assigned by DHCP for Network Port 1 or Network Port 2. The default setting
is None.

Indicates whether the gateway assigned by DHCP or the default gateway takes
precedence. The default setting is Default. If you select DHCP, and both network
ports are configured for DHCP, the SLM gives precedence to the Network Port 1
gateway.

Note: You have configured only the settings required to get the SLM up and running. To
complete the network configuration, see Chapter 7: Network and Modem Settings.

To set the local date, time, and time zone:

You can specify the current date, time, and time zone at the SLM's location (default), or the SLM
can use NTP to synchronize with an NTP server on your network.

1. On the menu, click Configuration > Services > Date & Time. The following page opens:

Figure 3-16 Date & Time Page

(3] L
S
+ | Natwerk Sattings
| Authentication
=l Y Services 3
S Maintonance
15 Date & Tiene
i sheP B Sysiog
&I Frmwara Updates
+ ) Dirvici Maramant
# _JAccounts
JEverity
+ _|Fies
+ _|Ethernet Davices
Iy Dorvices

J

Table Fieid Valug: sysadmin@ELMC41D
Ethemsat Device | » | Name v Search Reset Logout
SLM
Date & Time

Configure

Change Date/Time. [

Time Zone: | JSIFacmc 5

SLM Up Time 14 days. 9 hours, 41 minutes

The SLM can synchronize its cock

Enabie NTP: [ with a remate time server using NTP

& Broadcast fram NTP Server

Synchronize via.
Poll NTP Server

Pubi

Local

2. Enter the following information:
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Table 3-17 Date & Time

Change Date/Time Select the check box to manually enter the date and time at the SLM's location.

Date From the drop-down lists, select the current month, day, and year.
Time From the drop-down lists, select the current hour and minute.
Time Zone From the drop-down list, select the appropriate time zone.

SLM Up Time Indicates how long the SLM has been up and running.

3. To save, click Update.

To change the administrator password:
The default sysadmin password is PASS.

1. On the menu, click Accounts > Administrators > sysadmin. The following page opens:

Figure 3-18 Account Page for Sysadmin

Tahle: Fielc Value sysadmin@sSLMC413
Ethernet Device v || Name ~ Logout
E [:] E Manage Account "sysadmin®
+ _|Configuration Ceonfigure
=) _daccounts
=N Administrators
2 sysadmin
] Name Allow Network Modifications:
Events
* _IFiles Password: eeeessss Allow Authentication Modifications
#) _|Ethernet Devices
|Managed Devices RELYIE: (e ssessse Allow Service Modifications:
Email: Allow Device Management:
Allow Password Change: Allow Account Modification
Password Never Expires: Allow Event Modification:
Change Password on Mext Login: Allow Log File Management
Synchronize Password: [
Enable DiakBack: [J  Dial Back Number:
Authentication:
Account Group: Administrators
Update

2. Enter the new administrator password in Password and (Retype). The password can be up to
128 characters and is case sensitive.

3. Click the Update button. When the update is complete, a confirmation message displays.
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Quick Setup Command

admin quicksetup

Syntax

admin quicksetup

Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.

Next Steps

After quickly getting the SLM up and running, you can complete the configuration on the web
pages.

¢ Tolearn more about the interfaces, go to Chapter 5: Web and Command Line Interfaces.

¢ To continue configuring the SLM for your needs, start with Chapter 7: Network and Modem
Settings.
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4:  Virtual SLM Deployment

The Virtual Secure Lantronix Management (vSLM) Appliance is a virtual appliance that runs under
a variety of virtual machine managers, including VMware. vSLM can be downloaded from the
Lantronix website and launched on a desktop or server, and used to administer Secure Lantronix
Mangement devices like the SLM hardware version. This chapter describes the differences
between the SLM and vSLM.

vSLM is available as a 32-bit VMware version or a OVF (Open Virtualization Format) version. The
VMware version can be launched on VMware Player or VMware Workstation; it can also be
converted for use on VMware ESX and ESXi (see http://kb.vmware.com/kb/900 for more
information on converting the VMware version to a format used by ESX or ESXi). The OVF
version can be launched on VMware ESX and ESXi, both virtual machine managers that support
importing the OVF format.

Minimum Hardware Requirements
3.0 Ghz or faster single core speed
RAM: 2GB

Disk Space: 60 GB

Ethernet: 1 Bridged

* 6 o o

Deployment Instructions

Below are instructions for deploying a vSLM VM from the VMware or OVF distribution. Refer to
the documentation for your virtualization manager for specific instructions on opening or launching
a VM.

To deploy the VMware version:

1. Download the vslm-<firmware versions>.vmware.zip distribution from the Lantronix
website.

2. Unpack vslm-3.4b.vmware. zip for distribution:

¢ slm-3.4b.vmwarevm/

¢ vslm-3.4b.vmwarevm/vslm-3.4b.vmdk

¢ vslm-3.4b.vmwarevm/vslm-3.4b.vmx

¢ vslm-3.4b.vmwarevm/vslm-VMware-README. txt

Launch your virtualization manager and open the unpacked VM.
4. Before starting the VM, configure the following settings:

¢ A minimum of 2GB of RAM

¢ USB enabled

¢ MAC addresses assigned to both network interfaces BEFORE the first boot of the vSLM
sound

¢ Floppy disk and printer support removed
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4: Virtual SLM Deployment

5. Start the VM.
To deploy the OVF version:

1. Download the vslm-<firmware version>.OVF.zip distribution from the Lantronix
website.

2. Unpack vslm-3.4b.OVF. zip for distribution:
¢ vslm-3.4b.OVF/
¢ vslm-3.4b.0OVF/vslm-3.4b-diskl.vmdk
¢ vslm-3.4b.OVF/vslm-3.4b.mf
¢ vslm-3.4b.OVF/vslm-3.4b.ovE
¢ vslm-3.4b.0OVF/vslm-OVF-README. txt

3. Launch your virtualization manager and open or import the unpacked .zip files
(see vslm-OVF-README. txt for instructions for using VMware ovftool).

4. Before starting the VM, configure the following settings:
¢ A minimum of 2GB of RAM
¢ USB enabled
¢ MAC addresses assigned to both network interfaces BEFORE the first boot of the vSLM
¢ sound, floppy disk and printer support removed
5. Startthe VM

After the VM boots (this may take a few minutes while it is performing its initial setup), the login
prompt will be displayed on the console. The initial credentials are username "sysadmin" and
password "PASS". After logging in, the settings for the first network interface can be displayed
with the command "show network port 1". The web interface can be accessed with the URL:

https://<IP Address of the first network interface>

At this point you can follow the instructions from Chapter 3: Quick Setup for Quick Setup starting
with Using Quick Setup on the Command Line Interface on page 37.

It is recommended that the vSLM be shutdown or restarted using its "admin shutdown" and "admin
reboot" commands, rather than using the virtualization manager to shutdown or restart the vSLM.

30-Day Trial License

The vSLM has a 30-day trial period during which all features are available. At the end of the 30
day trial period, most features will be disabled, and a license will be required to reenable the
features. The current license options can be viewed at the CLI with the "admin showoptions"
command:

[sysadmin@SLMB1DC] > admin showoptions

Physical device location: Disabled

Auto firmware update expiration: apr2014

Virtual Machine: Disabled (2 days remaining in trial
period)

Maximum concurrent users: 25
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4: Virtual SLM Deployment

To obtain a permanent vSLM license, contact Lantronix Sales at 800-422-7055. You will need to
provide the unique signature for your vSLM:

[sysadmin@SLMB1DC] > admin signature show
Signature: 6£32deb993d767081dada4ff9a2b27c2
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5. Web and Command Line Interfaces

The SLM offers two interfaces for configuring the SLM: a web interface and a command line
interface (CLI). This chapter introduces you to both.

Web Interface

A web interface allows the administrator to configure and manage the SLM using most web
browsers (Internet Explorer 6.0. and later or Firefox 1.5 and later with JavaScript enabled).

Note: Certain features, for example Browse http and Browse https access to some non-
Lantronix devices, require IE 7.

Logging in
To log in to the SLM web interface:

1. Open a web browser (Internet Explorer 6.0. and later or Firefox 1.5 and later with JavaScript
enabled).

2. Inthe URL field, type https:// followed by the IP address of your SLM.

3. To configure the SLM, use sysadmin as the user name and PASS as the password. (These
are the default values.)

Notes:

¢ The administrator may have changed the password using the method described in the
previous chapter.

¢ When SecurlD is enabled, the user must enter the number on the RSA token.
Depending on the state of the user, the login page may require a PIN number,
passcode, or new token code.
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Typical SLM Web Page
The following figure shows a typical web page:

Figure 5-1 Web Page Layout

Home, Reload, Progress buttons Tabs Search area
\IT Ni X T Ficid Vaiue SyEAdMINEELIACA1Z
Ethemet Dwnice  [8]| Name - [ Bearch |[ Reset || Logout st Logout
SLM
|_| _, |J Metwork Settings
Menu/Tree I= dconfiqranon (Smuai Gatewsys | Kesp Alive | Staistics | Netss | Help )i
—_— = _ANetwork Sattings 4
_ |1y Filters
= _liFsec Management
% _|Modtam Mansegmant (7 ' Disatled = Disabled ™
=l ausmentcaton Network Port 1 & Datain from DHCE? Netwark Port 2 O Obtain from DHCP
* _IServices SemngE: O Gutain fram BOOTP SERNGE. ) Qutain from BOOTR
# | Device Managerment, [y Ty € 5
¥ _Jaccounts - Specty. - Specity.
vents IP Address IP Adddress
= _IFiks
51 [Btherrt Davices Subnet Mask Subnet Mask
il Part 1 Moge: | Auto - Part 2 Mode: Entry fields
Part 1 e [ Post 2 1R Fer and options
Fitter; L= et 3 1P Filtee
Static IPv 1 Static IPvé 2
MAC Address 10 D00C:29:24:04:13 MAC ABdress 20 00:0C:29.24:C4:10
- 200 1:0080 9c13.09 1. 206, 2907 122404 13064 e
Port | IPVR: o S g i s Port 2 PG
Defaut Gateway. Ethemet Bonding: | Disablad -
ONS Servirs. =1 DOHCP-ACquired DNS Servers. #1 1721919
# #2 1724802
Ll #1 Nena
. T Meta: The hastname wil be ustd as the
\ Hostname: | S MC413 pramgt in the Command Line Interface. y
Message —
area |_Update ¥ Update
button

The web page has the following components:

Search Fields: Enable you to search for devices (e.g., SLCs,
SLPs, and SLKSs), ports, managed devices, users and persistent

connections in the SLM database. (1] (€] ] (2]
Menu/Tree: Enables you to display a page to configure settings or s j'ijc”jf:g“ﬂ”
to perform a function. =) 4 administrators
2 =ysadmin
¢ Clicking the expand (plus sign) or contract (minus sign) icon _ _t"gm
{ b | les
causes the tree structure to toggle between expanded and = _AFirmware Upgrade
H [ESLM Fw Upgrade Files
contracted views but does not populate the page. BloLe/sis F oparact Flks
L. . [ZISLP P Ungradie Fil

+ Clicking the folder or document icon causes the tree structure Elepicr P Upgy e Fls

to toggle between expanded and contracted views (for folders) [ NESEmS Ry Uy eeo s

[=lwiBox Fw Upgrade Files
and populates the page. 4 corfiguration
3 Log
¢ Clicking the text only populates the page; the tree structure :,'j
. 53} rap
remains unchanged. ¥ Ethernet Devices
. . . . _IManaged Devices

Tabs: Display a series of pages related to a particular entity (e.g.,
account group, network settings, and Ethernet devices).

Home Button: Displays the Lantronix web site home page.

Figure 5-2 Tree Structure

Reload Button: Use to refresh the tree structure after auto-detect, or if some other process
(another logged-in user) makes changes that affect the database.

Progress Button: Indicates status of background processes such as bulk updates and automatic

detection for SLCs, SLMs, SLKs, SLPs, and SCSs.
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Entry Fields and Options: Enable you to enter data and select configuration options.
Update Button: Makes and saves the changes immediately.
Reset Button: Sets field contents to their original values.

Message area: Displays messages such as update confirmations or error messages.

Notes

Administrators and authorized users can add, update, and delete information about any of the
entities in the system (e.g., account, account group, device, and event) in the form of a note. All
users with permission to view the entity can view notes about it. In this example, we add a note to
an account group.

To view, add, update, and delete a note:

1. On the page for the entity to which you want to add a note (e.g., Account Group page), click
the Notes tab. The following page opens.

Figure 5-3 Note for an Account Group

Tahle Field Yalue: sysadmin@SLMC413
Ethernet Device || Name v [ search | Logout
SLM
E C] E Administrator Account Group "Administrators"
#_IConfiguration Notes
=1 _Naccounts
=1 A dministrators
2 =ysadmin
__|Events
+1_IFiles
#_|Ethernet Devices
__IManaged Devices
This note last updated: new

2. In the text box, type the information you want to associate with the entity.
3. Do one of the following:
¢ To reset the note to its previous contents, click the Reset button.

¢ To delete a saved note, click in the box, press CTRL+A, press Delete, and then click the
Update button.

¢ To save a new note, click the Update button. A confirmation message displays. The next
time you open the page, it displays the note and the date and time of the update.
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Web Page Help
To view context sensitive information about any SLM web page:

1. Click the Help tab. A Help page opens for the tab you are viewing. The Contents and Search
buttons are above the pane on the left.

Figure 5-4 Example of a Help Page

; Contents = %)) - Search -
-~
(X
& Introduction
& Network Setup . ) )
K@ Services and Mairtenance Administrators configure alarms and triggers. An alarm is a notification that may take the form of
@ Liser Authentication an email, trap, or syslog. A trigger is something that happens to set off an alarm assigned to that
& Account Groups and AccoLnts trigger. An eventis a combination of a trigger and an alarm
@ Auto-Detection and Searches ‘You can map one trigger to multiple alarms andfor multiple triggers to one alarm (saving you from
@ Conrections having to define the same alarm repeatedly for each trigger)
(& Ethemet Devices To define alarms:
& Ports i
@ Managed Devices and Managed D 1. Onthe menu, click Events.
@& Files 2. Enter the following information
1] Events
7| Bvents Alamm Type
3 DEfm”T‘g and Dele.tmg Everts Alarm Type Select one of the following:
[7] Updating or Deleting an Event
_j Viewing and Clearing the Ever email: Sends an email to the specified email address with details of the
: event that has been triggered
trap: Sends a notifications of a critical event to a specified IP address.
syslog: Writes an entry into the syslog with details of the event.
IP/email address For an email alarm: The email address where notifications go
For atrap: The IP address of the device to which notifications go
For a syslog: Leave blank
Community For a trap: The SMMP cammunity of the device to which the trap is sent.
The default is public.
Example: If the alarm type is Trap, and the IP address is
172.18.100.123, the SNMP community name should be the SNWP
cormmunity of the device 172.19.100.123. Otherwise the device will not
receive the trap
3. Click the Define Alarm button. The alarm displays in the Alarm list on the right
4. Enter the following information
Trigger Type
Trigger Type Select one of the following
trap: An incoming trap from a specified IP address.
< > port log. A defined string matches a monitored device's port log. The b’

To search for information:
1. Click the Search button. A search field displays.
2. Enter the word(s) you want to search for and press Enter.

Note: You can also enter the word in the search field to the left of the Lantronix logo and
press Enter.
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Logging Out of the Web Interface
A Logout link is available in the upper right corner of every page.
To log out of the SLM web interface:

1. Click Logout to the right of the search buttons on the SLM page banner.

Figure 5-5 Logout on the Page Header
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VPN Connactions Settings. & gptan from BOOTR Setlings. & cptain fram BOOTR
= _Amodemn Managemint O mopel O enard
=1 = Specity. Specity.
—IMadarn Profiles 1P Adiress IP Address
=) _lsusthentication
+_|Servicas Subnet Mask Subret Mask
- "
Taltacauenget g T Tre— ..m..._,r'. B eninrad rf"’ T il gt B s o

Command Line Interface (CLI)

A command line interface is available for entering the commands for the SLM. You can access the
CLI using SSH or a serial terminal connection.

In this User Guide, after each section of instructions for using the web interface, you will find
related CLI commands. Not all web page entries have corresponding commands, and vice versa.
The sysadmin user has access to the complete command set, while all other users have access to
a reduced command set.

Logging into the CLI
To log in to the SLM command line interface:
1. Do one of the following:

¢ With a serial terminal connection, power up, and when the command line displays, press
Enter.

¢ If the SLM already has an IP address (manually assigned previously or assigned by
DHCP), SSH to xx.xx.xx.xx (the IP address in dot quad notation) and press Enter. The
login prompt displays.

2. Tolog in as the administrator for setup and configuration:
a. Type sysadmin as the user name and press Enter.
b. Type PASS as the password and press Enter.

Note: The administrator may have changed the password using the methods
described in the previous chapter.

3. Tolog in as any other user:

a. Enter your SLM user name and press Enter.
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b. Enter your SLM password and press Enter.

Note: When SecurlD is enabled, the user must enter the number on the RSA token.
Depending on the state of the user, the login page may require a PIN number,
passcode, or new token code.

Commands

Commands have the following format:

<action> <category> <parameter(s) >

where

<actions is set, show, connect, diag, admin, or logout.

<category> is a group of related parameters you want to configure or view. Examples are
devicegroup, account, and network.

<parameter (s) > is one or more name-value pairs in one of the following formats:

Table 5-6 CLI Commands

<parameter Specify one of the values (aa or bb) separated by a vertical line ( | ). The values are
names> <aa bb> alllowercase and must be entered exactly as shown. Bold indicates a default value.

<parameter Specify an appropriate value, for example, a device group name.
name> <Value>  This User Guide shows parameter values in mixed case to indicate they are case

sensitive. For example, if you saved a device group name in mixed case, you must
enter it in mixed case; if you saved it in lowercase, you must enter it in lowercase.

Square brackets [ ] ' Indicate optional parameters.

Table 5-7 Actions and Category Options

set network | service | ipfilter | account | accountgroup |
auth | nis | Idap | radius | kerberos | tacacs+ | secured
| ethernetdevice | manageddevice | mgroup | datetime |
cli |
menu | sshkey | history | modem | dialaccount |
persistent | ipmi | ilo

show network | service | ipfilter | iptables | account |
accountgroup | auth | nis | ldap | radius | Kerberos |
tacacs+ | secured | device | port | ethernetdevice |
manageddevice | auditlog | syslog | portlog | traplog |
eventlog | sessionlog | datetime | cli | menu | sshkey |
history | connection | progress | sysconfig | sysinfo |
modem | dialaccount | routing | persistent | ipmi | ilo

connect device | remote | index | ssh | telnet | tn3270 |
terminate | persistent | wakeonlan

diag ping | ping6 | arp | traceroute | netstat | nettrace |
internals

SLM User Guide 53



5: Web and Command Line Interfaces

admin autodetect | locallog | version | option | showoptions |
config | quicksetup | securechannel | signature | banner
| reboot | shutdown | showbootbank | switchbank |
copybank | web

logout Terminates CLI session.

Command Help

For general command help, type: help

For more information about a specific command, type help followed by the command, for example:
help set network

OR

type ? after the command:

set network ?

Tips
¢ Type enough characters to identify the action, category, or parameter name uniquely. For
parameter values, type the entire value. For example,

set network port 1 state static ipaddr 122.3.10.1 mask 255.255.0.0
can be shortened to:
se net po 1 st static ip 122.3.10.1 ma 255.255.0.0

¢ Use the Tab key to automatically complete action, category, or parameter names. Type a
partial name and press Tab to complete the name if only one is possible, or to display the
possible names if more than one is possible.

¢ Should you make a mistake while typing, backspace by pressing the Backspace key or the
Delete key, depending on how you accessed the interface. Both keys work if you use VT100
emulation in your terminal access program when connecting to the console port. Use the left
and right arrow keys to move within a command.

¢ Use the up and down arrows to scroll through previously entered commands. If desired, select
one and edit it. You can scroll through up to 100 previous commands entered in the session.

¢ When the number of lines displayed by a command exceeds the size of the window (the
default is 20), the "Type more to see the next page" message displays. To display the next
page, type more and press Enter. You can override the number of lines (or disable the feature
altogether) with the set cli command.

¢ Toclear an IP address, type 0.0.0.0.

Logging Out of the CLI
To log out of the SLM command line interface:

1. Type logout and press Enter.
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CLI Commands

The following commands relate to the CLI itself.

set cli terminallines

Syntax

set cli terminallines <disable|1-1000>
Description

Sets the number of lines that display in a page for the auditlog, syslog, portlog, traplog, and device
list. Default is 20.

set history clear
Syntax
set history clear

Description

Clears the CLI command history.

show cli
Syntax

show cli

Description

Displays the terminal lines settings.

show history
Syntax
show history

Description

Displays the 100 most recent CLI commands.

Session Commands

connect terminate

Syntax

connect terminate <connect ID> <one or more parameters>

Parameters

outbound <outbound ID>
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You must specify connection ID (inbound ID) to terminate an outbound connection.

Use show connection to view the current connections and their ID.

Examples

connect terminate 3
connect terminate 3 outbound 1

Description

Terminates a user connection to the SLM session. Use show connection to view the current
connections and IDs.

show connection
Syntax
show connection

Description

Displays active user connections and connection IDs.
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Configuration and Operation Overview

To best use the SLM, review the setup and configuration process outlined below before
undertaking the tasks detailed in Chapters 6-10.

Note: Throughout this user guide, the term "administrator" means the person using the
sysadmin user name and those members of the Administrators Account Group permitted
to perform the task.

Following is an overview of the tasks the administrator and other users perform to configure and
use the SLM, in roughly the order performed.

The typical user employs SLM as follows:

¢ Searches for Lantronix Devices and other Ethernet devices.

¢ Connects by browser, SSH, or Telnet to Lantronix Devices and other Ethernet devices, and
additionally, by secure channel to SLCs and other SLMs.

¢ Accesses notes and logs about the management devices and their ports.

The administrator performs the following configuration and maintenance activities:

Updates SLM firmware and configurations.

Configures properties of the log files.

Manages syslog, portlog, auditlog, upgrade, configuration, session, and trap files.
Configures an SNMP agent.

Configures and views events.

Updates firmware on Lantronix Ethernet devices (SLM, WiBox, UDS, Spider, SLP, and SLC).

® & & o o o

Step 1: Configure Network Settings

The administrator enters the network settings that enable the SLM to access the network,
manages modems, and sets up IPv4 filter sets

Step 2: Define Authentication Methods

The SLM supports LDAP, RADIUS, NIS, Kerberos, TACACS+, SecurlD, and SSH public key
authentication. Remote authentication is optional. The administrator can opt to use only local
authentication.

Step 3: Set Up User Account Groups and Accounts

The SLM comes with four types of account groups: Administrators, Ethernet Device, Managed
Device, and Menu Only users. Administrators create account groups of each type (except
Administrators) and create and assign accounts to the account groups.

The administrator can create additional administrator accounts that have the following rights
enabled or disabled:
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Network Settings

Authentication

Services (e.g., SNMP and syslog, Date and Time, and Maintenance)
Device Management

Accounts

Events

® 6 ¢ 6 o o o

File Management

Step 4: Auto-Detect Devices

The administrator uses auto-detection methods to find Lantronix devices and other devices on the
network and to add them to the SLM database for the SLM to manage. There is no need to add a
device manually, although that option is available. Currently, auto-detect supports Lantronix
Discovery Protocol (LDP) for SLCs and other Lantronix devices, the Lantronix SCS05/20 device
discovery protocol, and SNMP for SLPs, SLKs, and all other Ethernet devices.

Step 5: Associate Account Groups with Ethernet and Managed
Devices

Once the SLM administrator adds account groups and Ethernet devices, the next step is to
associate the account groups with the Ethernet devices and managed devices (devices attached
to Ethernet device's ports) to which they will have access. In the case of SLC/SCS Console
Servers, permissions also allow specific account groups listen-only access or full bidirectional
control.

Step 6: Manage Devices

The user selects Ethernet devices from the menu's tree structure or enters search criteria to
search for Ethernet devices, ports, and managed devices. The user then views port settings (if the
device has ports) and can connect to an attached device through a web browser or the CLI.

For ease of communication and management, managed devices that link together device ports
(e.g., SLC, SCS, SLK, and SLP) may be created or "fused" together. Users may then manage all
of these ports through the managed device on a single web page. In the case of an SLC or another
SLM, the user can make a secure channel connection through which the SLM forwards user
permission information so a secondary login is not required. For SLCs, once a secure channel has
been set up, the user can make a web channel connection.

Step 7: Maintain the SLM

The SLM enables the following maintenance tasks:

SLM Firmware Updates: The SLM administrator updates the SLM firmware.
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Auto-Save: The administrator saves the configuration of one SLM on another SLM. If there is a
need, the second SLM can "become" the first SLM.

Configuration Save and Restore: The administrator saves and restores system configurations,
providing rapid recovery of inadvertent configuration changes.

User Log (Audit Trail): Every successful login, logout, and command on the command line
interface and web is logged into a database table. The administrator reads this information from
the CLI or web and creates an audit report for one or multiple users.

Events: The administrator defines alarms and triggers that constitute an event. Events are sent to
specific users or recorded on the syslog or on another device through an SNMP trap.

Files: The administrator manages (imports, exports, deletes, and renames) and views upgrade,
configuration, syslog, audit log, port log, sysconfig, device session, and trap files.
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Network and Modem Settings

This chapter is primarily for the administrator. It explains how to enter the network configuration,
IPv4 filters, and modem settings for the SLM using the SLM web interface or the CLI. If you used a
procedure in Chapter 3: Quick Setup to get your unit up and running on the network, you can add
or update settings here.

IP Address and Other Required Information

Note: On the SLM-02, both Network Ports 1 and 2 are 10/100/1000Base-T. Previous
versions of the SLM have one 10/100Base-T and one 10/100/1000Base-T network port.
The vSLM supports two bridged network adapters.

To configure the unit for use on the network, you need the following information:
Network Port 1:

IP address (if not already assigned):

Subnet mask:

Network Port 2: (optional)

IP address (if not already assigned):

Subnet mask:

Default Gateway:
DNS Server:

Your SLM must have a unique IP address on your network. If you assign an IP address manually,
it must be within a valid range and unique to your network. The administrator generally provides
this information.

The SLM receives an IP address in one of the following ways:

Automatically: The first time you power up the SLM, Network Port 1 tries to obtain its IP address
automatically through DHCP. If you have connected the network port to a network with a DHCP
server, the network port acquires an IP address. Smaller networks may use BOOTP.

Using Detector: This software allows you to quickly assign a static IP address to a unit that has
an automatically assigned IP address. This utility can be downloaded from the Lantronix website,
by selecting the Secure Lantronix Management SLM product from the Firmware/Downloads page:
www.lantronix.com/support/downloads.

Manually: If the SLM cannot obtain an IP address by means of DHCP, you must manually enter
an IP address using a terminal or a PC running a terminal emulation program to the unit's serial
console port.

Once the SLM has an IP address, you can configure the remaining settings (and change the IP
address, if desired) using the CLI or the web interface.

SLM User Guide 60



7: Network and Modem Settings

Using the Web Interface

After the unit has an IP address, you can configure network parameters that determine how the
SLM interacts with the attached network and enter the date, time, and timezone.

Note: Chapter 5: Web and Command Line Interfaces describes the web interface in
detail.

To log in:

1. Open a web browser (Internet Explorer 7.0. and later or Firefox 15.0 and later with JavaScript
enabled).

2. Inthe URL field, type https:// followed by the IP address of your SLM.

3. Log in using sysadmin as the user name and PASS as the password. The SLM Configuration
page opens.

Figure 7-1 SLM Configuration Page (SLM-01 and SLM-02)

LANTQONI Tahle Field: Value: i 2_19
\EthemetDevi:e > HName V|| H Search ][ Reset ] Logout

SLm

D D D Configuration
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B I bovier Welcome to the SecureLinx Management Appliance

Figure 7-2 vSLM Configuration Page
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83 e e Welcome to the Virtual Secure Lantronix Management Appliance
| Configuration
=) _dLog
[Edsim Syslog Files
[EISLM Auditing Files
DSLC/SLB Syslog Files
[Elsic/sLe Auditog Files
[ZdSLC/SLE Porting Files
L:IFerslstent Log Files
13 _|Session
#_1Trap
[#]_|Ethernet Devices
[# _IManaged Devices
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Network Port(s)

Notes:

¢ On the SLM-02, both Network Ports 1 and 2 are 10/100/1000Base-T. Previous versions of the
SLM have one 10/100Base-T and one 10/100/1000Base-T network port.

¢ One possible use for the two Ethernet ports is to have one port on a private, secure network,
and the other on an unsecured network.

¢ Both Ethernet ports should not be on the same subnet.

To enter settings for one or both network ports:

1. On the menu, click Configuration > Network Settings. The following page opens:

Figure 7-3 Network Settings Page
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= Aconfiguration
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—IIE Policies
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Static PV 1

MAC Address 10 00:0C-29:24°:C4:13
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Ethermet Devica  + | Name b Search Resat Logout

Network Settings
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Network Port 2
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® Address
Subnet Mask
Fort 2 Mode
Port 2 IPvd Fier

Static IPVG 2
MAC Address 20 0000C:29:24.C4:1D

20010080, 3¢ 1309182029 fe24.¢413/%4

Port 1 Pve

Teg0 20¢ 29M fe2d.c413/%4

Default Gateway:

DNS Servers: #1

Hostname: SLMC413

Port 2 IPvE.

Etnemet Bonding: | Disabled ~

DHCP-Acquired DNS Servers:  #1 1721844
#2 1721842
#3 None

Note: The hostname will be used as the
prompt in the Command Line Interface

2. Enter the following information for one or both network ports:

Table 7-4 Network Port Settings

Network Port Settings Disabled: This is the default setting for Network Port 2.

Obtain from DHCP: Acquires IP address, subnet mask, and gateway from the
DHCP server. (The DHCP server may provide the gateway, depending on its
setup.) This is the default setting for Network Port 1. If you select this option, skip

to step 3.

Obtain from BOOTP: Lets a network node request configuration information from
a BOOTP "server" node. Skip to step 3.

Specify: Requires you to assign a static IP address manually. The administrator
generally provides the IP address.
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IP Address

Subnet Mask

Port Mode

Port 1 and Port 2 IPv4
Filter

Static IPv6

MAC Address
(display only)
Port IPv6 (display
only)

Default Gateway

If specifying an IP address, enter an IP address that is within a valid range, unique
to your network, and in the same subnet mask as your workstation. There is no
default.

Note: Enter all IP addresses in dot quad notation.

If specifying an IP address, enter the network segment on which the SLM resides.
There is no default.

The method of data transmission (Auto, Half-Duplex, or Full-Duplex).

If you have added filter sets on the IPv4 Filter Definitions page, select the desired
one. (See IPv4 Filters.)

IPv6 addresses are written as 8 sets of 4-digit hexadecimal numbers separated by
colons. There are several rules for modifying the address. For example,
1234:0BCD:1D67:0000:0000:8375:BADD:0057 may be shortened to
1234:BCD:1D67::8375:BADD:57.

Note: The SLM stores all IP addresses internally using IPv6 format. When
rendering these addresses for display, the SLM uses IPv4 unless the address
cannot be displayed in that format, in which case it uses shortened IPv6.

Also referred to as the Hardware or Ethernet address.

IPv6 addresses active on this network port.

IP address of the router for this network.
If this has not been set manually, any gateway acquired by DHCP for Network Port
1 or Network Port 2 displays.

All network traffic that matches the Network Port 1 IP address and subnet mask
goes out Network Port 1. All network traffic that matches the Network Port 2 IP
address and subnet mask goes out Network Port 2.

If you set a default gateway, the SLM sends any network traffic that does not
match Network Port 1 or Network Port 2 to the default gateway for routing.
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Ethernet Bonding Ethernet bonding is a way of joining two Ethernet interfaces into a single virtual
interface for redundancy and/or load balancing. The SLM supports four types of
Ethernet bonding in addition to the default state of disabled.

Note: With bonding enabled, the IP/netmask settings for network port 1 are
applied to the virtual bonding interface.

Select one of the following:

Active Backup: Only one of the two Ethernet interfaces will be active (involved in
transmitting and receiving data) at any one time. If the SLM detects that the
Ethernet interface has lost network connectivity, the system makes the secondary
interface the new active one after a few seconds (~3.5 - 4) of delay. (This delay
length is also used with the other bonding settings.)

802.3ad Layer 2: IEEE 802.3ad-compliant dynamic link aggregation. This is a
load-balancing strategy that uses the destination MAC address as the criterion for
determining which interface to send each data frame out of.

802.3ad Layer 3+4: Much like 802.3ad Layer 2, but uses the destination IP and
TCP/UDP port number to determine which interface to send data from.

Note: Both 802.3ad bonding modes require that both network interfaces share the
same speed/duplex modes. This rule is currently enforced by the web interface,
but not by the CLI.

Adaptive Load Balancing: This mode determines which interface to send data
from by looking at the current load on each interface. It also controls which
interface will receive a response by modifying the SLM's ARP replies before they
are sent out. If a link failure occurs on one of the network ports, the system will fail
over to the other interface.

Note: In theory, the active-backup and adaptive load balancing modes do not
require any special network switch configuration, while the two 802.3ad modes do.
The active-backup mode is recommended for most situations, as redundancy
tends to be a more important goal than the relatively small increase in bandwidth
(note that bonding two interfaces for load balancing does not double the available
bandwidth because of protocol overhead issues).

3. Configure up to three name servers, either by entering the IP addresses or by accepting the IP
addresses assigned by DHCP:

Table 7-5 DNS Servers

#1 IP address of the primary name server. This entry is required if you choose to
configure DNS (Domain Name Server) servers. Note: Assigning DNS servers allows
FQDNSs to be used in place of most IP addresses throughout the system.

#2 (optional) IP address of the secondary DNS name server.
#3 (optional) IP address of the tertiary DNS name server.

DHCP-Acquired DNS servers automatically assigned by DHCP. The default setting for up to three
DNS Servers (view servers is None.

only)

4. Enter the following:
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Table 7-6 Hostname

Hostname

no spaces).

Note: The hostname becomes the prompt in the command line interface.

5. To save your entries, click the Update button.

Network Gateways
You can enter network gateway information.

To enter gateway information:

1. On the Network - Settings page, click the Gateways tab. The following page opens:

Figure 7-7 Network Settings -Gateways Tab
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example, SLM.lantronix.com). There is a 64-character limit (contiguous characters,
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2. Enter the following:

Table 7-8 Network Gateway

Default IP address of the router for this network.
If this has not been set manually, any gateway assigned by DHCP for Network Port
1 or Network Port 2 displays.

All network traffic that matches the Network Port 1 OIP address and subnet mask
goes out Network Port 1. All network traffic that matches the Network Port 2 IP
address and subnet mask goes out Network Port 2.

If you set a default gateway, the SLM sends any network traffic that does not match
Network Port 1 or Network Port 2 to the default gateway for routing.

DHCP Acquired Gateway assigned by DHCP for Network Port 1 or Network Port 2. The default
(view only) setting is None.
Precedence Indicates whether the gateway assigned by DHCP or the default gateway takes

precedence. The default setting is Default. If you select DHCP, and both network
ports are configured for DHCP, the SLM gives precedence to the Network Port 1
gateway.

Alternate An alternate IP address of the router for this network, to be used if an IP address
usually accessible through the default gateway fails to return one or more pings.

IP Address to Ping  IP address to ping to determine whether to use the alternate gateway.

Ethernet Port to Ethernet port to use for the ping.

Ping

Delay between Number of seconds between pings

Pings

Number of Failed Number of pings that fail before the SLM uses the alternate gateway.
Pings

3. To save your entries, click the Update button.

Keep Alive

Keep Alive settings keep TCP connections active and monitor for connections that are no longer
active.

To enter Keep Alive settings:
1. Click the Keep Alive tab.

2. Enter the following information:

Table 7-9 Keep Alive Settings

Start Probes Number of seconds the SLM waits after the last transmission before sending the
first probe to determine whether a TCP session is still alive. The default is 600
seconds (10 minutes).

Number of Probes Number of probes the SLM sends before closing a session. The default is 5.

Interval The number of seconds the SLM waits between probes. The default is 60 seconds.
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3. To save your entries, click the Submit button.

Viewing Network Statistics
You can check Ethernet counters for the network port(s).
To view network statistics:

1. On the Network - Settings page, click the Statistics tab. The following page opens:

Figure 7-10 Network Settings - Statistics Tab
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Statistics include the following:

Table 7-11 Counters for Rx and Tx Transmissions

Bytes Number of bytes received or transmitted through this Ethernet interface.
Packets Number of Ethernet packets received or transmitted through the interface.
Errors Number of received or transmitted packets with physical layer errors.

Multicast (Tx only) Number of received or transmitted packets with the destination address equivalent
to a multicast address.

Changing the Current User's Password

Users logged in locally (not using remote authentication) may change passwords at any time,
unless the administrator has disabled this option.

To change your password:
1. On the menu, click Configuration. The Configuration Home page opens.

2. Click the Password tab. The following page opens:
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Figure 7-12 Configuration Page - Password Tab
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3. Enter the New Password and Retype fields.
4. Click the Update button.

Network Commands

admin quicksetup

Syntax

admin quicksetup

Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.

set network dns

Syntax

set network dns <1|2|3> ipaddr <IP Address>
Description

Configures up to three DNS servers.

set network gateway

Syntax

set network gateway <parameterss

Parameters

default <IP Address>
precedence <dhcp|defaults>
alternate <IP Address>
pingip <IP Addresss>
ethport <1 or 2>

pingdelay <1-250 secondss>

failedpings <1-250>
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Description

Sets the default gateway.

set network host

Syntax

set network host <Hostname>
Description

Sets the SLM hostname.

set network port

Syntax

set network port <1|2> <parameters>

Parameters

state <dhcp|bootp|static|disables>

[ipaddr <IP Address> mask <Masks>]

mode <auto|lOmbit-half|100mbit-half|l0mbit-full|100mbit-fulls>
[ipfilter <IPv4 Filter Name | CLEARS>]

CLEAR removes the IP filter assignment.

Description

Configures Network Port 1 or 2.
show network all

Syntax

show network all
Description

Displays all network settings.
show network port

Syntax

show network port <1|2>
Description

Displays Network Port 1 and Network Port 2 connection information.
show network settings
Syntax

show network settings
Description

Displays all network settings.
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IPv4 Filters

Warning: IPv4 filters configuration is a feature for advanced users. Adding and
enabling IPv4 filter sets incorrectly can disable your SLM.

IPv4 Filters act as a firewall to allow or deny individual or a range of IP addresses, ports, and
protocols. On the IPv4 Filter Definitions pages, the administrator defines and edits IPv4 filter sets
and displays the current system-recognized filters.

Viewing a List of IPv4 Filters
Each IPv4 filter set is composed of one or more filter rules.
To view a list of available IPv4 filters sets:

1. On the menu, click Configuration > Network Settings > IPv4 Filters. The following page
displays a list of existing filters.

Figure 7-13 IPv4 Filter Definitions - List Tab
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2. View the list of filters and the associated comments.

Adding an IPv4 Filter

Note: User-created IPv4 filter sets display on the menu tree and are composed of one or
more filter rules. When a network connection or modem is configured to use an IPv4 filter
set, all network traffic through that connection is compared, in order, to the rules of that
filter set. Network traffic may be allowed to pass, it may be dropped (without notice), or it
may be rejected (sends back an error packet) depending upon the rules of that filter set.

To add an IPv4 filter:
1. On the List tab, click the Add New Filter button. The Configure tab displays.
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Figure 7-14 New IPv4 Filter Definition - Configure Tab
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Note:

A new filter set is initialized with a rule to allow all established TCP connections.

You may remove this rule from your filter set, but do so with caution as loss of connectivity

may result.

2. Enter the following for each filter in the set:

Table 7-15 IPv4 Filter Definition - Configuration Tab

IP[/mask] or IP1-
IP2 (optional)

Protocol

Port Range

Action

Filter Name

Specify any IP address, IP prefix with mask, or IP range.
Examples:

172.19.220.64 - this specific IP address only
172.19.0.0/16 - IP addresses 172.19.0.0 - 172.19.255.255
172.19.0.128 - 172.19.64.0 - IP addresses in this range

From the drop-down list, select the type of protocol (if any) through which the filter will
operate. The default setting is All.

Enter a range of destination port numbers to be tested. An entry is required for TCP,
TCP New, TCP Established, and UDP, and is not allowed for other protocols.
Separate multiple ports with commas. Separate ranges of ports by colons.

Examples:

22 - filter on port 22 only

23,64,80 - filter on ports 23, 64 and 80

23:64,80,143:150 - filter on ports 23 through 64, port 80 and ports 143 through 150
Select whether to drop, reject, or allow communications from IPv4 addresses within

the specified range. Drop ignores the packet with no notification. Reject ignores the
packet and sends back an error message. Allow permits the packet through the filter.

Name that identifies a filter. The name may be composed of letters, numbers and
hyphens only. (The name cannot start with a hyphen.)

Example: FILTER-2
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Save as new filter | Select to make small changes to an existing filter set and then save it as a new filter

definition set. If you select this option, you must supply a Filter Name that does not already
exist.

Comment Enter information related to the filter. It displays next to the filter name on the List tab.

(optional)

Generate filter to  You may wish to "punch holes" in your filter set for a particular protocol or service. For

allow the specified instance, if you have configured your NIS server and wish to create an opening in your

protocol or service filter set, select the NIS option and click the Add Filter button. This entry adds a new
rule to your filter set using the NIS -configured IP address. Other services and
protocols added automatically generate the necessary rule to allow their use.

3. Click the right arrow button to add the new rule to the bottom of the list box on the right, or
click the Add Filter button to add a predefined rule to the bottom of the list box.

4. To remove a rule from the filter set, highlight that line and click the left arrow. The rule
populates the rule definition fields, allowing you to make minor changes before reinserting the
rule. To clear the definition fields, click the Clear button.

5. To change the order of priority of the rules in the list box, select the rule to move and use the
up or down arrow buttons on the right side of the filter list box.

6. To save, click the Update button. A confirmation message displays, and the new filter displays
in the menu tree.

Note: To add another new filter, return to the List tab (step 1).
Updating or Deleting an IPv4 Filter

The administrator can update or delete IPv4 filters.

To update or delete an IPv4 filter:

1. On the List tab, click the Edit £4 icon to the left of the filter. The Configure tab displays.
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Figure 7-16 IPv4 Filter - Configure Tab
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2. To delete a filter:

Note: You may not delete a filter set currently referenced by a network interface or a

modem.
a. Click the Delete button.

b. In response to the request for confirmation, click OK.

c. Click IPv4 Filters on the menu tree. The deleted filter is no longer on the menu tree or

listed on the List tab.
3. To update an IPv4 filter:
a. Edit the information as desired.

b. Click the Update button. A confirmation message displays.
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Viewing the System IPv4 Filter Sets

The administrator may view a list of all IPv4 filter sets (user and system) or an individual IPv4 filter

set.
To view all filter sets:
1. On the menu, click IPv4 Filters. The List tab displays.

2. Click the Show tab. The following page opens:

Figure 7-17 IPv4 Filter Definitions - Show Tab
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| Authenticati pkts bytes targe prot opt in ou source
'js:wj;:a'm 2487K 256M ACCEPT all -- = * 0.0.0.0/0
o 0 ACCEPT all -- leo * 0.0.0.0/0
+ __|Device Management
* Jaccounts Chain FORWARD (pelicy ACCEPT 0 packets, 0 bytes)
_IEvents pkts bytes target pret opt in out source
# |_IFiles
+ _|Ethernet Devices Chain OUTPUT (policy ACCEPT 4734 packets, 1670K bytes)
_IManaged Devices pkts bytes target prot opt in out source
2180 ZB6K ACCEPT all -- * lo 0.0.0.0/0

IP Filter Mode: Mot in Test Mods

LANTQONI Table Field alle: MC413
| Ethernet Device  ~| Name "‘r |[ Search |[ Reset |  Lagout
SLM
LI L A | IPv4 Filter Definitions
= _Acanfiguration | List [ECLEE Properties | Notes | Help |
=l _ANetwork Settings
__|TP%4 Filters Contents of sim_ipfilter.txt

destination
0.0.0.0/0
0.0.0.0/0

destination

destination
0.0.0.0/0

To view an individual IPv4 filter set:
1.
2. Click the Show tab.

Figure 7-18 IPv4 Filter - Show Tab

On the menu, click the individual filter set name. The IPv4 Filter page for the filter set displays.
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0.0.0.0/0

tep dpt:30718
tep dpt:30718

SLM User Guide

74



7: Network and Modem Settings

Setting Properties of an IPv4 Filter

For IPv4 filters to be in effect, the Enable IPv4 Filters check box must be selected on the
Properties tab.

To enable and test the IPv4 filter:
1. On the menu, click IPv4 Filters. The IPv4 Filter Definitions page displays.
2. Click the Properties tab.

Figure 7-19 IPv4 Filter Definitions - Properties Tab

Tahle Field Walue: sysadmin@SLMC413
Ethernet Device |~ || Name o Logout

SLM
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__|Events
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_IManaged Devices

3. Enter the following:

Table 7-20 IPv4 Filter Definitions - Properties Tab

Enable IPv4 Filters To enable the filters, select the check box. Disabled by default.
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Filter Test Period (minutes) = Note: There may be times when a complex IPv4 filter set may accidentally
lock all users out of the SLM. To allow testing of new filter sets, the
administrator can enable and test the filter sets for a specified period.

Before enabling an untested complex filter, enter the number of minutes you
would like filters to be active before being automatically disabled.
¢ A zero (0) in this field indicates that filtering will not be automatically
disabled, and the Enable IPv4 Filters state you specified will take place
immediately.
¢ A non-zero value is the number of minutes until IPv4 filters are disabled,
whether or not a lockout condition occurs.
» Example:
You set this value to 5 and enable IPv4 filters. If your system locks up
because of a bad filter set definition, then in five minutes, filtering will
automatically be disabled. Note that even if there are no problems with
the filter set, IPv4 filtering will still be disabled in 5 minutes. Once you
are satisfied with the IPv4 filter definitions, return to this page and set
the Filter Test Period to 0 and resubmit to enable IPv4 filtering
permanently.

Note: If you submit a new Filter Test Period (larger than 0) when the IP filter
is already in test mode, the test timer resets to the new test period and starts
test mode again. If you submit a zero Filter Test Period when the IP filter is
in test mode, the test mode stops, and the specified Enable IPv4 Filters
state takes effect immediately. If you have physical access to the SLM, you
can always disable IPv4 from the console using the CLI.

4. To save, click the Submit button.
5. Inresponse to the confirmation request, click OK. A confirmation message displays in the
message area.

Note: To determine whether the IPv4 filter is still in test mode, when the test mode was
started, and how long until the test mode ends, click the Show tab on the IPv4 Filters page
or on an individual IPv4 Filter Set page.

IPv4 Filter Commands
set ipfilter delete

Syntax

set ipfilter delete <Name>

Example:

set ipfilter delete MyFilter
Description

Deletes IPv4 filter set by specified name.
set ipfilter delete all

Syntax

set ipfilter delete all
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Description

Deletes all references to filters.

set ipfilter delete interactive
Syntax

set ipfilter delete interactive
Description

Deletes IPv4 filters by interactive mode.
set ipfilter name delete

Note: Type show ipfilter name <Name> or show ipfilter index
<number> to display the rule number.
Syntax

set ipfilter delete name <Name> [rule <rule numbers]

Example

set ipfilter delete MyFilter rule 3
Description

Deletes IPv4 filter rule by specified name and rule number.
set ip filter state

Syntax

set ipfilter state <enable|disable>
Description

Enables or disables IPv4 filters.

set ipfilter test

Syntax

set ipfilter test <number of minutess>
Description

Enables or disables IPv4 filter test mode.

show ipfilter
Note: Type show ipfilter to display index.

Syntax

show ipfilter <parameterss

Parameters

[name <Filter Name>]
[index <numbers>]
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Examples

show ipfilter
show ipfilter name MyFilter
show ipfilter index 2

Description

Displays IPv4 filter information.
show iptables

Syntax

show iptables
Description

Displays all IP filtering rules for all chains.

IPsec Management

Internet Protocol Security (IPsec) for the SLM includes IKE policy for internet key exchanges and
Virtual Private Network connections.

Internet Key Exchange (IKE) Policies
The administrator can view, add, and update one or more IKE policies.

Viewing a List of IKE Policies
The administrator can view IKE Policies.

To view a list of available IKE policies:

1. On the menu, click IPsec Management > IKE Policies. The following page displays, listing
current IKE policies.

Figure 7-21 Internet Key Exchange Policies Page
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Etharnet Device |« | Hame ~ Logout
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+ _I1Pv4 Fillurs: Name Local Peer ID Remote Peer ID Certificate PF8 DH Auth Encrypt Lifetime XAUTH
=l _AiPsec Managament Type Type Type Type Group  Algerithm  Algorithm
__InE Cortificatres 0 iterns
nEpoces
__IvPN Connections.
+ __IMockem Management
[ ] ruthenteation
F ) Sorvices
¥ _lDevice Management
= Anccounts
[ ) Addrministrators
_Events
E AFiam
¥ _IFrmware Upgrade
[ __|Configuration
B _JLeg
[ _ISession
B _ITrap
# _JEswrrt Devices:

__IManaged Devices
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2. View the list of policies and associated information:

Table 7-22 Ike Policy Exchange Information

Name Name identifying the IKE policy.
Gateway Type IPv4 or IPv6 type of address.
Authentication Method of verifying data integrity:

PSK: Pre-Shared Key uses a password exchange and matching process.
Exchange Type Mode during the security association phase of the key exchange.
Note: Aggressive mode will be available in a future release.

Local Peer ID Type  Local SLM identification type:
IPv4: Internet Protocol version 4
IPv6: Internet Protocol version 6
FQDN: Fully Qualified Domain Name
User Email: Email address of the local user

Remote Peer ID Type Remote host or gateway identification type.

Certificate Note: This feature will be available in a future release.

PFS Perfect Forward Secrecy (PFS) ensures that a given IPsec SA key was not derived
from any other secret, such as another key. Enabled by default.

DH Group Diffie-Hellman key group (DHx) used for an encryption key.

Authentication From the drop-down list, select an algorithm for verifying data integrity:

Algorithm SHA1: Secure Hash Algorithm 1

MD5: Message Digest
SHA2-256: 256-bit Secure Hash Algorithm

Encryption Method of encrypting data, in order of security level provided:
Algorithm 3DES: Data Encryption Standard

AES: Advanced Encryption Standard

AES-192: 192-bit key with AES encryption

AES-256: 256-bit key with AES encryption
Lifetime Duration in seconds before a key expires.
XAUTH XAUTH in use.
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Adding an IKE Policy:
The administrator can add an IKE policy.

To add a new IKE policy:
1. On the List tab, click the Add New Policy button. The Configure tab displays.

Figure 7-23 Add Internet Key Exchange Policy Page
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Ethernet Device v | Name v Logout
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*# _services Lacal Peer ID Type: | |Pv4 v Local Peer 1D valug:
# _|Device Management
=l _daccounts Remote Peer ID Type: | [Pvd v Rermote Peer ID value:
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[ ertificate File aluie:
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% _JLog ¥AUTH: [ (client only) Lifetime: |3600
# ) Session
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__IManaged Devices

2. Enter the following information:

Table 7-24 Add Internet Key Exchange Policy - Configure Tab

Policy Name

Gateway Address
Type

Remote Gateway
Address

Authentication
Method

Exchange Type

Enter a name to identify the IKE policy. Must be 1-63 characters, including digits,
letters, hyphens, and underscores.

From the drop-down list, select the version of the Internet Protocol used for
theaddress:

IPv4: Internet Protocol version 4 (default)
IPv6: Internet Protocol version 6

Enter the IP address of the remote end of the gateway.

From the drop-down list, select the method of verifying data integrity:
PSK: Pre-Shared Key uses a password exchange and matching process. (default)

RSA Signature: Uses a private and public key that together comprise a digital
signature.

Note: This feature will be available in a future SLM release.

Select the mode during the security association phase of the key exchange:
Main Mode: (default)

Note: Aggressive mode will be supported in a future release.
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Local Peer ID Type  From the drop-down list, select the method of filtering incoming data.

Local Peer ID Value

Remote Peer ID
Type

Remote Peer ID
Value

Certificate File
PSK Value
PFS

DH Group

Authentication
Algorithm

Encryption
Algorithm

XAUTH

Lifetime
Login

Password

IPv4: Internet Protocol version 4

IPv6: Internet Protocol version 6

FQDN: Fully Qualified Domain Name

User Email: Email address of the local user
Enter the local SLM identification value. This value depends on the Local Peer ID
Type setting.

Select the method of filtering outgoing data:
IPv4: Internet Protocol version 4 (default)
IPv6: Internet Protocol version 6

FQDN: Fully Qualified Domain Name

User Email: Email address of the remote user

Enter the identification value of the remote host or gateway.

Note: This feature will be available in a future release.
Enter the value of a pre-shared key.

Select the checkbox to enable PFS (Perfect Forward Secrecy). PFS ensures that a
given IPsec SA key was not derived from any other secret, such as another key.
Enabled by default.

Initial Diffie-Hellman value.
MODP1024
MODP1536
MODP2048

From the drop-down list, select an algorithm for verifying data integrity:
SHAL: Secure Hash Algorithm 1.

MD5: Message Digest 5.

SHA2-256: 256-bit Secure Hash Algorithm

From the drop-down list, select the method of encrypting data (listed below in order
of security level provided):

3DES: Data Encryption Standard

AES: Advanced Encryption Standard
AES-192: 192-bit key with AES encryption
AES-256: 256-bit key with AES encryption

Select to use a "group" shared secret rather than digital certificates for
authentication. Disabled by default.

Note: This feature will be available in a future SLM release.

Enter the duration in seconds before a key expires. Default is 3600.
Enter the username for XAUTH.

Enter the password for XAUTH.

3. To save your entries, click the Submit button.
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Updating or Deleting an IKE Policy
The administrator can update or delete IKE policies.

To update or delete a policy:

1. On the List tab, click the Edit £4 icon to the left of the policy. The Configure tab displays.

Figure 7-25 Internet Key Exchange Policiy -- Configure Tab
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S dAccounts Remote Peer ID Type: | |Pyd £ Remote Peer ID YValue:
+ ) Administrators
s Certificate File: PSK Walue:
=1 _AFiles PFS: DH Group: | MODP1024 +
# __IFirmware Upgrade
# ) Configuration Authentication Algorithm: | SHA v Encryption Algorithm: | 3DES e
+ _llog KAUTH: [ (client anlyy Lifetime: |3600
* _|session
& | Trap Login: Password:
# _|Ethernet Devices
IManaged Devices

2. To delete a policy:
Note: You may not delete a policy currently referenced by a VPN.
a. Click the Delete button.
b. In response to the request for confirmation, click OK.
c. Click IKE Policies on the menu bar.
3. To update a policy:
a. Edit the information as desired.
b. Click the Update button. A confirmation message displays.

4. To save your entries, click the Save button.
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VPN Connections

The administrator can view, add, or update one or more Virtual Private Networks (VPNs). Each
VPN must reference an IKE Policy. You can only delete an IKE Policy that is not referenced by a
VPN.

Viewing a List of VPNs
The administrator can view a list of VPNs.
To view a list of VPNs:

1. On the menu, click Configuration > Network Settings > IPsec Management > VPN
Connections. The following page displays:

Figure 7-26 VPN Connections Page
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2. View the following information about each VPN:

Table 7-27 VPN Connection Settings

Name Name that identifies VPN.
IKE Policy IKE policy that references this VPN.

Encapsulation Mode Tunnel mode: Used when the remote peer is an IPSec gateway.
Host mode: Used when the remote peer is an IPsec host.

Remote Address Subnet type: The subnet that is the destination of the IPsec traffic.
Type Single: The single host that is the destination of the IPsec traffic.
Network Port Network port on the SLM that connects to the VPN.

Local Protocol IP protocol selected to protect data traffic.

Local Port Method selected to protect data traffic on the TCP port of the SLM.
Subnet Prefix Subnet prefix length for Subnet type clients.

Auth Algorithm Algorithm for verifying data integrity.
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Encrypt Algorithm

Lifetime
Active

Status

Adding a VPN

Method of encrypting data, in ascending order of security level provided:
3DES (Data Encryption Standard)

Advanced Encryption Standard (AES)

AES-192: 192-bit key with AES encryption

AES-256: 256-bit key with AES encryption

Duration in seconds before a key expires.

Indicates whether the VPN is ready to be connected.

Indicates whether the VPN is connected or disconnected.

Administrators may add VPNs.

1. On the List tab, click the New VPN Connection button. The Configure tab displays.

Table 7-28 Add VPN Connection Settings

VPN Name

Encapsulation Mode

Network Port

Protocols

Port

IKEPolicy

Remote Peer
Address Type

Remote Peer IP Start

Subnet Prefix

Enter a name to identify the VPN.

Tunnel mode: Used when the remote peer is an IPSec gateway.
Host mode: Used when the remote peer is an IPsec host.

Select the network port connecting to the VPN.

Select the protocol used in the VPN connection:
ALL: All of the listed protocols are used.

TCP: Transmission Control Protocol

UDP: User Datagram Protocol

ICMP: Internet Control Message Protocol
ICMPvV6: Internet Control Message Protocol version 6
IGMP: Internet Group Management Protocol
Select the type of security used on the port:

All

SSH

Telnet

FTP Data

FTP Control

HTTP

RLOGIN

TFTP

IKE Policy that references this VPN.

Subnet type: The subnet that is the destination of the IPsec traffic.
Single: The single host that is the destination of the IPsec traffic.

Starting IP address in a range of remote IP addresses.

Prefix of the subnet for Subnet Type peers.
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Authentication
Algorithm

Encryption
Algorithm

SA Lifetime

Active

From the drop-down list, select the algorithm for verifying data integrity:
None

SHAL:

MDS5:

SHA2-256:

From the drop-down list, select the method of encrypting data:

3DES (Data Encryption Standard)

AES

AES-192

AES-256

Duration in seconds before an IPsec Security Association (SA) expires. The default
is 28800.

Select to activate the VPN.

2. To save, click the Submit button.

Updating or Deleting a VPN
To update or delete a VPN:

1. On the List tab, click the Edit £4 icon to the left of the policy. The Configure tab displays.

Figure 7-29 VPN Connection -- Configure Tab
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El_4¥pN Connections &1 ,—
Bt Metwork Port: 2 Remote Peer IP Start |172.19.220.71
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_IManaged Devices
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To delete a VPN:

a. Click the Delete button.

b. Inresponse to the request for confirmation, click OK.

c. Click VPN Connections on the menu bar.

To update a policy:

a. Edit the information as desired.

b. Click the Update button. A confirmation message displays.

To save your entries, click the Save button.
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Connecting a VPN
To connect a VPN:

1. On the List tab, click the Edit £4 icon to the left of the VPN. The VPN Connection page
displays.

2. Make sure you have updated the connection.
Select the Active checkbox (if not already selected).

4. Click the Connect button. It will take a couple of seconds before the connection is established.

Modem Management

Dial-up modem support ensures access when the network is not available. SLM supports dial-in
(text mode and PPP mode) and dial-out (PPP mode) as follows:

¢ The administrator can configure dial-in and dial-out from either the web interface or the CLI.
¢ A userdialing in from a remote computer in text mode can access the CLI on the SLM.

¢ A user dialing in from a remote computer in PPP mode can access the CLI and the web
interface on the SLM. Depending on the PPP settings, the user may access all devices that
the SLM has access to as well.

¢ A user can dial out from the CLI and the web interface in PPP mode.

Viewing a List of Modems
The administrator can view a list of the SLM's internal and external modems.

Note:  Currently, the SLM-01 and SLM-02 support PCl and USB modems. The vSLM
supports USB modems only. See Discovering a USB Modem. SLM does not support
plug-and-play.

To view a list of available modems:

1. On the menu, click Configuration > Network Settings > Modem Management > Modems.

The following page displays.

SLM User Guide 86



7: Network and Modem Settings

Figure 7-30 Modems Page
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2. View the following information about each modem:

Table 7-31 Modem - List Tab

Name that identifies the modem.

Name
Modem Type
Baud

Data Bits
Parity

Stop Bits
Flow Control
Mount Point

Connection

IPv4 Filter Set

Inbound Enabled

Status

Identifies the type of modem (e.g., PCl or USB).

Communication speed between the SLM and a modem.

Number of data bits used to transmit a character.

Type of parity checking. Parity checking detects simple, single-bit errors.

Number of stop bit(s) used to indicate that a byte of data has been transmitted.

Method of preventing buffer overflow and loss of data.

Name of the serial interface device to which the modem is assigned.

Name of connection assigned for dial-in. See Enabling or Disabling Dial-in
Connections on page 89.

IPv4 filter being used.

Indicates whether the modem is enabled to receive dial-in calls.

Indicates whether the modem is currently connected.

3. To disconnect a connection, select its check box and click the Disconnect button.

Configuring a Modem

The administrator can configure the modem for an incoming connection from a remote device or

computer.

To configure a modem:

1. Select the modem and click the Configure tab. The following page opens:
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Figure 7-32 Modem Page - Configure Tab
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2. Enter the following information:

Note: In most cases, you do not need to change these settings.

Table 7-33 Modem - Configure Tab

Modem Name

Modem Type (view
only)

Model (view only)

Initialization Script

Baud

Data Bits

Parity

Stop Bits

Flow Control

Current Status (view
only)

You may change the modem name assigned by the SLM.
Displays PCI or USB.

Manufacturer's name for the modem.

Commands sent to configure the modem may have up to 100 characters. Consult
your modem's documentation for recommended initialization options. If you do not
specify an initialization script, the SLM uses a default initialization string of AT
S7=45 S0=0 V1 X4 &D2 &Cl E1 QO.

Note: We recommend that the modem initialization script always be preceded with
AT and include E1 V1 x4 QO so that the SLM can properly control the modem.

Communication speed between the SLM and the modem. From the drop-down list,
select the baud rate. The default setting is 115200.

Number of data bits used to transmit a character. From the drop-down list, select
the number of data bits. The default is 8 data bits.

Parity checking detects simple, single-bit errors. From the drop-down list, select the
parity. The default is none.

Number of stop bit(s) used to indicate that a byte of data has been transmitted.
From the drop-down list, select the number of stop bits. The default is 1.

Method of preventing buffer overflow and loss of data. The available methods
include none, XON/XOFF (software), and RTS/CTS (hardware). The default is
RTS/CTS.

Status of the connection.

3. To save, click the Update button. A confirmation message displays.
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Enabling or Disabling Dial-in Connections

The system administrator can enable the modem to answer incoming calls and can set the mode
to use when establishing these connections.

To enable or disable dial-in connections to a modem:

1. Click the Dial in tab. The following page opens:

Figure 7-34 Modem - Dial in Tab

A T2 ' | W LSS ey oy P Tisdnindlas i
|._-'ﬁ'~r\-l | \C)i b [ Fa® EtamonDoca o [Mere Bl Saarch | Besel | Logos
SLW
T fodem “usbacmd”

Sl s  contigars [[TTL] dstes | boin
= _AMetweork Sattren

—LiFed Filan

= P Panagent
Pk Pianbemeei Profla; | Nara =
El _iroderm
e 1Pt Fome: [Hara o]
Ik Profbic Enatkd. I

|t S —
£ I Dwtcn Marugarant ke
e

2. Enter the following information:

Table 7-35 Modem - Dial-In Tab

Profile From the drop-down list, select the desired profile. The default is none.

IPv4 Filter From the drop-down list, select an IPv4 filter for the connection. The default is
none.

Enabled Select this check box to allow incoming connections on this modem. Disabled

until a connection is selected.

3. To save, click the Submit button. A confirmation message displays.

Viewing a List of Profiles
The administrator can view a list of modem connections.

1. On the menu, click Configuration > Network Settings > Modem Management > Modem
Profiles. The following page opens:
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Figure 7-36 Modem Profiles - List Tab
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2. View the following information about each connection:

Table 7-37 Modem Profile - List Tab

Name
Modem Mode

Timeout

Negotiate

Local IP
Remote IP

Modem
Authentication

Host/User Name
NAT

A name identifying the specific connection.
The format in which the data flows back and forth:

Text: In this mode, the SLM assumes that the modem is for remotely logging into
the CLI. Text mode is only for dialing in.

PPP: This mode establishes an IP-based link over the modem. Dial-out mode uses
PPP connections (e.g., the SLM connects to an external network). You can dial out
from both the CLI and the web interface.

Indicates whether the connection times out logins after the connection is inactive
for a specified number of minutes (1-30).

If Yes, the remote device or PC specifies the local (SLM) IP and remote
addresses.

If No, the SLM assigns the local (SLM) IP and remote IP addresses.
IP address of the SLM.
IP address of the remote device or remote PC.

Indicates whether the SLM uses PAP or CHAP to authenticate modem logins.

Username for dial-ins or dial-outs between the SLM and a remote system.

If Yes, the SLM uses Network Address Translation (NAT) for dial-in PPP
connections. Users dialing into the SLM access the network connected to Eth1
and/or Eth2.

Note: This does not apply to dial-out PPP.

Adding a Profile

The administrator can define a Text or PPP profile for use by an appropriate modem in the system.

To add a profile:
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1. On the menu, click Configuration > Network Settings > Modem Management > Modem
Profiles, and then click the Add New Profile button. The following page opens:

Figure 7-38 New Profile-Configure Tab
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2. Enter the following information:

Table 7-39 New Profile - Configure Tab - Profile

Profile Name
Mode

Timeout Logins

Call Back

Auto Login

A name identifying the specific profile.
The format in which the data flows back and forth:

Text: In this mode, the SLM assumes that the modem is for remotely logging into
the CLI. Text mode is only for dialing in. Enabled by default.

PPP: This mode establishes an IP-based link over the modem. Dial-out mode uses
PPP connections (e.g., the SLM connects to an extemal network). You can dial out
from both the CLI and the web interface.

For both Text and PPP modes, you can enable logins to time out after the
connection is inactive for a specified number of minutes (1-30).

Select to enable this security feature. When the SLM user calls an SLC and logs in,
the SLC hangs up and calls the user back. The SLM then logs in again. This
feature is currently available in text mode only.

If you select the check box, when the SLM attempts to connect to an SLC via a text
mode connection, it automatically uses the Login and Password specified on the
SLC Device page. If you do not select it, the user will have to enter the password
and login manually.
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Table 7-40 New Profile - Configure Tab - Text Mode

Dial-Back Only

Dial-Back Number

Employ User Account
Settings

Select to grant a local user dial-back access. Users with dial-back access can dial
into the SLM and enter their login and password. Once the SLM authenticates
them, the modem hangs up and dials them back. Disabled by default.

Following are the rules the SLM follows concerning Dial-Back Only in Text mode.

If both Dial-Back Only and Use User Profile are not selected, users can dial in
text mode. (Regular usage).

If Dial-Back Only is not selected and Use User Profile is selected:

¢ If Enable Dial-back is selected on the Manage Account page, the user can only
dial in using dial-back with the number defined on the Manage Account page.
¢ If Enable Dial-back is not selected, the user can dial in using text mode.

If Dial-Back Only is selected and Use User Profile is not selected, users can only
dial in using dial-back. SLM dials back to the number defined on the Modem
Connection.

If Dial-Back Only is selected and Use User Profile is selected

¢ If Enable Dial-back on the Manage account page is selected, the user can only
dial in using dial-back with the number defined on the Manage account page.

¢ If Enable Dial-back on the Manage account page is not selected, the user can
only dial in using dial-back. SLM dials back to the number defined on the Modem
connection page.

Enter the phone number the modem dials back on. It can be a fixed number or a
number associated with the user's login. If you select Fixed Number, enter the
number in the format 2123456789.

Select to indicate that the SLM takes dial-back rules from the local user account on
the Manage Account page (see Accounts on page 125).

Table 7-41 New Profile - Configure Tab - PPP Mode

Negotiate IP Address

Local IP
Remote IP
Enable NAT

Authentication

Host/User Name

For the remote device or PC to specify the local (SLM) IP and remote addresses,
select Yes. Defaults to Yes.

For the SLM to assign the local (SLM) IP and remote IP addresses, select No, and
enter the local IP (IP address of the SLM) and remote IP (IP address of the remote
device or PC).

IP address of the SLM.
IP address of the remote device or remote PC.

Select to enable Network Address Translation (NAT) for dial-in PPP connections.
Users dialing into the SLM access the network connected to Eth1 and/or Eth2.

Note: This does not apply to dial-out PPP.

Enables PAP or CHAP authentication for modem logins. PAP is the default.

+ With PAP, if you do not specify username and password, users are authenticated
by means of the Local Users and any of the remote authentication methods that
are enabled.

¢ With CHAP, the CHAP Handshake fields authenticate the user. You must specify
the username and password.

User name for dial-ins or dial-outs between the SLM and a remote system for PAP
or CHAP authentication.
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Secret/User Password for dial-ins or dial-outs between the SLM and a remote system for PAP or
Password CHAP authentication.

Updating and Deleting a Profile
The administrator can update or delete profiles.
To update or delete a modem profile:

1. On the menu, click Configuration > Network Settings > Modem Management > Modem

Profiles, and then click the Edit ££ icon to the left of the modem profile you want to update or
delete. The Configure tab displays.

Figure 7-42 Modem Profile Page - Configure Tab
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2. To delete a profile:
a. Click the Delete button.
b. In response to the request for confirmation, click OK.

c. Click Modem Profiles on the menu tree. The deleted connection is no longer on the menu
tree or listed on the List tab.

3. To update a profile:
a. Edit the information as desired.
b. Click the Update button. A confirmation message displays.

Note: For information about configuring a dial-out profil, see Configuring a Modem
Connection to a Managed Device on page 206.

Discovering a USB Modem

The system administrator can attach a USB modem to an SLM and configure it into the system
without rebooting the SLM. For the vSLM, a USB modem must first be connected to the vSLM VM
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prior to discovery of the modem; refer to the documentation for your virtualization manager for
instructions on connecting a USB device to a VM.

To "discover" a USB Modem:

1. On the menu, click Configuration > Network Settings > Modem Management > Modems
and then click the Discover tab. The Discover tab displays.

2. Click the Discover button. A message displays indicating that the task (discovering USB
modems) has started.

3. After a few moments, refresh the tree structure. Any new USB modems display in the tree.

Modem Commands

reset modem connection

Note: You may only use this command when the modem is completely stuck. Wait for
minimum timeout period (3 minutes) before you use this command when:

¢ You dial out via PPP and encounter no dial tone.

¢ You dial out via PPP and encounter a busy signal.

Syntax

reset modem connection

Description

Resets a modem connection.

set modem disconnect
Note: Type show modem to view the current modem connections.

Syntax

set modem disconnect <Name>

Example

set modem disconnect MyPCIModem
Description

Terminates modem dial-out connection.

set modem edit

Syntax

set modem edit <Modem Name> <parameterss
Parameters

name <New Name>

baud <300-115200>

flowcontrol <none|xon/xoff|rts/cts>

initscript <Modem Initialization Scripts>
defaultinitscript <Modem Default Initialization Scripts
dialin <Dial Account Name|CLEAR|disable|enables>
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CLEAR removes the dial account assignment.
disable disables dial-in.

enable enables dial-in

ipfilter <IPv4 Filter Name |CLEAR>
ipfilter CLEAR removes the ipfilter assignment.
Description

Configures a currently loaded modem.

show modem

Syntax

show modem

Description

Displays all modems.

show modem connection

Syntax

show modem connection <parameterss
Parameters

[index <numbers>]

Description

Displays active (established) modem connections.
show modem settings

Syntax

show modem <parameterss

Parameters

[name <Modem Name>]
[index <numbers>]

Description

Displays modem settings.
show modem status
Syntax

show modem status
Description

Displays the status of the modem.

Dial Account Commands

set dialaccount add

Syntax
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set dialaccount add <Dial Account Name> <parameterss
Parameters

modemmode <text |ppp>

If you select text, all other parameters except timeout are ignored.
localipaddr <negotiate|IP Address>

remoteipaddr <negotiate|IP Address>

auth <pap|chap>

username <User Name>

password <Passwords>

nat <enable|disable>

Default is 20.

Description

Creates a new dial account.

set dialaccount delete

Syntax

set dialaccount delete <Dial Account Name>
Description

Delete a dial account.

set dialaccount edit

Syntax

set dialaccount edit <Dial Account Name> <parameterss
Parameters

modemmode <text |ppp>

localipaddr <negotiate|IP Address>
remoteipaddr <negotiate|IP Addresss>
auth <pap|chap>

username <User Name>

password <Passwords>

nat <enable|disable>

forcedialback <disable|enable> (apply only text mode)
dialbacknumber <dial-back number|CLEAR> (apply only text mode)
CLEAR removes the dial-back number.

userprofile <disable|enable> (apply only text mode)
Uses local user-defined dial-back configuration.

timeout <disable|1-30 minutes>

Description

Modifies a dial account's settings.

set manageddevice config
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Syntax

set manageddevice config <Device Name> [dialout <Dial Account
Name | enable |disable> modem <Modem Name> phonenumber
<phonenumbers>] application <ssh|telnet|http|nones]

Description
Configures modem and dial account settings for a managed device.

set manageddevice index
Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> [dialout <Dial Account
Name | enable |disable> modem <Modem Name> phonenumber
<phonenumbers>] application ssh|telnet |http|nones]

Description

Finds managed device by index and modifies dial account settings.
To set modem parameters, you must specify a dial-out option.

set modem edit

Syntax

set modem edit <Modem Name> dialin <Dial Account
Name | CLEAR |disable |enable>

Description
Modifies a dial-in account name.

show dialaccount
Note: Type show dialaccount to display index.

Syntax
show dialaccount <parameterss
Parameters

[name <Dial Account Name>]
[index <number>]

Examples

show dialaccount
show dialaccount name ppp-pap
show dialaccount index 2

Description
Displays dial account settings.

show dialaccount mapping
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Syntax
show dialaccount mapping
Description

Shows dial account used by dial-in and dial-out.
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This chapter is primarily for administrators, who configure authentication methods, add, update,
and delete accounts and account groups, and grant account and account group permissions.

By default, local authentication is enabled and is the first method the SLM uses to authenticate
users. The administrator can select additional authentication methods, such as NIS, LDAP,
RADIUS, SecurlD, and SSH public key or CLI login. The ability to assign different degrees of
access to individual users or user groups provides another level of security.

User Authentication Methods

On this page you may enable, disable and order methods for authenticating users attempting to
log in to the SLM. The methods include NIS, LDAP, RADIUS, Kerberos, TACACS+, SecurlD, and
Local. The authentication method selection on the SLM does not affect devices or SLM interaction
with devices.

By default, local authentication is enabled and is the first method the SLM uses to authenticate
users. The ability to assign different degrees of access to individual users or user groups provides
another level of security.

The authentication method selection on the SLM does not affect devices or SLM interaction
with devices.

Note: For a user to be authenticated using one of the remote methods, the user's
account must be configured for remote access (Remote Only or Local & Remote), or there
must be an account defined whose login name is the same as the protocol (e.g., "NIS" for
NIS).

If you enable multiple authentication methods, the SLM attempts login authentication in the order
specified. When Attempt next method on authentication rejection is enabled, login authentication
continues until a configured method reports success or all configured methods have been
exhausted. When Attempt next method on authentication rejection is disabled, login authentication
continues until a configured method reports success or failure, skipping non-responding methods.

Note:  Adding an NIS user with the same user name as a local user may result in
undefined behavior. For this reason, the SLM prevents the addition of such accounts
when NIS is configured and enabled, but it is unable to stop the creation of such accounts
when NIS is disabled. The other remote authentication types are not affected by this
issue.

SLM User Guide 99



8: User Management

To enable, disable, and set the precedence of authentication methods:

1. On the menu, click Configuration > Authentication. The following page opens:

Figure 8-1 User Authentication - Configure Tab
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2. To enable a method currently in the Disabled methods list, select the method and click the left

arrow.
Table 8-2 User Authentication - Configure Tab
Local The SLM authenticates users in the local database by user name and password. If
this method is enabled, it always responds.
NIS (Network A network naming and administration system developed by Sun Microsystems for
Information smaller networks. Each host client or server computer in the system has knowledge
System) about the entire system. A user at any host can access files or applications on any

host in the network with a single user name and password.

NIS uses the client/server model and the Remote Procedure Call (RPC) interface for
communication between hosts. NIS consists of a server, a library of client programs,
and some administrative tools. NIS is often used with the Network File System
(NFS).

LDAP (Lightweight A set of protocols for accessing information directories, specifically X.500-based
Directory Access directory services. LDAP runs over TCP/IP or other connection-oriented transfer

Protocol) services.

RADIUS (Remote An authentication and accounting system used by many Internet Service Providers
Authentication (ISPs). This client/server protocol enables remote access servers to authenticate
Dial-In User dial-in users and authorize their access to the requested system or service.
Service) RADIUS allows a company to maintain user profiles in a central database that all

remote servers can share. It increases security, allowing a company to set up a
policy that can be applied at a single administered network point.

Select RADIUS if a RADIUS server is used as a proxy for SecurlD. Select SecurlD if
a native SecurlD server is used.

SLM User Guide 100



8: User Management

Kerberos Kerberos is a network authentication protocol that enables two parties to exchange
private information across an unprotected network.

It works by assigning a unique electronic credential, called a ticket, to each user who
logs on to the network. The ticket is embedded in messages to identify the sender.

TACACS+ TACACS+ allows a remote access server to communicate with an authentication
(Terminal Access  server to determine whether the user has access to the network. TACACS+ is a
Controller Access  completely new protocol and is not compatible with TACACS or XTACACS. The SLM
Control System) supports TACACS+ only.

SecurlD SecurlD is a two-factor authentication method based on the user's SecurlD token
and pin number. The SecurlD token displays a string of digits called a token code
that changes once a minute (some tokens are set to change codes every 30
seconds).

Select RADIUS if a RADIUS server is used as a proxy for SecurlD. Select SecurlD if
a native SecurlD server is used.

3. To disable a method currently in the Enabled methods list, select the method and click the
right arrow between the lists.

4. To set the order in which the SLM will authenticate users, click the up and down arrows to the
left of the Enabled methods list.

5. Toinstruct the SLM to attempt authentication using the next configured method in the list
when an authentication method responds to, and fails, a login, select the Attempt next method
on authentication rejection check box.

6. Check the box to Limit sysadmin account logins to the system console.
7. Click the Apply button.

Now that you have enabled one or more authentication methods, you must configure them.

NIS

The administrator can configure the SLM to use NIS to authenticate users attempting to log in to
the SLM through the web interface, SSH, Telnet, or the console port.

Note: For a user to log in remotely using NIS, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is NIS. See Accounts on page 125 for information on setting up accounts.
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To configure the SLM to use NIS to authenticate users:

1. On the menu, click Configuration > Authentication > NIS. The following page opens.

Figure 8-3 NIS Authentication Page - Configure Tab
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2. Enter the following:

Table 8-4 NIS Authentication - Configure Tab

Domain The NIS domain of the SLM must be the same as the NIS domain of the NIS server.
Master Server The IP address or hostname of the master server.

(required)

Slave The IP addresses or hostnames of up to five slave servers.

Server#1-5

Broadcast for Server Select the check box for the SLM to send a broadcast datagram to find the NIS
Server on the local network.

Enabled Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User Authentication
page. If you enable it here, it is assigned the lowest priority on the User
Authentication page.

3. To save, click the Update button. A confirmation message displays.
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LDAP

The administrator can configure the SLM to use LDAP to authenticate users attempting to log in to
the SLM through the web interface, SSH public key, Telnet, or the console port.

LDAP allows SLM users to authenticate using a wide variety of LDAP servers, such as OpenLDAP
and Microsoft Active Directory. The LDAP implementation supports LDAP servers that do not
allow anonymous queries.

Note: For a user to log in remotely using LDAP, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is LDAP. See Accounts on page 125 for information on setting up accounts.

Note: Users that are authenticated via Microsoft Active Directory LDAP server may
automatically be created and assigned to SLM account groups. If an LDAP acount is
made a Member of Group and the name has the format "SLM_xxxxx" AND an account
group exists on the SLM named "xxxxx" (without the "SLM_" prefix), then a user logging
into the SLM using LDAP authentication will have an account automatically created for
them in the matching account group, and the user will inherit all permissions assigned to
that group.

Example: user "dsmith" has an account on the LDAP server and is a member of group
"SLM_musers". The account group "musers" has been defined on the SLM. When user dsmith
logs into the SLM, a "dsmith" account will be created in the "musers" account group and user
dsmith will log into the SLM using that account.

If the dsmith LDAP acccount is a member of more than one group starting with "SLM_" the first
one found will be used. If later, the LDAP account dsmith is assigned to a different "SLM_xxxxx'"
group, then at the next login, the dsmith account on the SLM will be moved to the new account
group.

To configure the SLM to use LDAP to authenticate users:

1. On the menu, click Configuration > Authentication > LDAP. The following page opens.

Figure 8-5 LDAP Authentication Page - Configure Tab
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2. Enter the following:

Server

Base

Bind Name

Bind Password and
Retype Password

Port

Active Directory
Support

Encrypt

Enabled

Table 8-6 LDAP Authentication Settings

The IP address or host name of the LDAP server.

The name of the LDAP search base (e.g., dc=company, dc=com). May have up to 80
characters.

The name for a non-anonymous bind to an LDAP server. This item has the same
format as LDAP Base. One example is
cn=administrator,cn=Users,dc=domain,dc=com

Password for a non-anonymous bind. This entry is optional. Acceptable characters
are a-z, A-Z, and 0-9.

The maximum length is 127 characters.

Number of the TCP port on the LDAP server to which the SLM talks. The default
setting is 389.

Select to enable. Active Directory is a directory service from Microsoft that is a part of
Windows 2000 and later versions of Windows. It stores information about network
resources within a domain. It is LDAP- and Kerberos- compliant. Disabled by default.

Select to encrypt messages between the SLM and the LDAP server. Disabled by
default.

Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User Authentication
page. If you enable it here, it is assigned the lowest priority on the User
Authentication page.

3. To save, click the Update button. A confirmation message displays.
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RADIUS

The administrator can configure the SLM to use RADIUS to authenticate users attempting to log in
to the SLM through the web interface, SSH public key, Telnet, or the console port.

Note: Forauser to log in remotely using RADIUS, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is RADIUS. See Accounts on page 125 for information on setting up accounts.

To configure the SLM to use RADIUS to authenticate users:

1. On the menu, click Configuration > User Authentication > RADIUS. The following page

opens.
Figure 8-7 RADIUS Authentication Page - Configure Tab
Tahle Field Walue! sysadmin@SLMC413
Ethermnet Device v || Name v Lagout
SLW
LI € A | RADIUS Authentication
=1 _AcConfiguration Configure

# __|Metwork Settings

* _|Services
# __|Device Management
+ __|Accounts
__lEvents
+ _IFiles
+ __|Ethernet Devices
IManaged Devices

Server #1: Server #2
Server #1 Port: 1812 Server #2 Port: 1812
Server #1 Secret Server #2 Secret
Timeout: |30 Enabled: [J
Upaits

Note: Individual Remote Users must be acded to the SLM Account database, or a specific account by the name of "RADIUS" has to
be added to the SLM Account database prior to the SLM allowing "RADIUS" remote Users access
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2. Enter the following:

Table 8-8 RADIUS Authentication Settings

Server #1 IP address or hostname of the primary RADIUS server. This RADIUS server may be
a proxy for SecurlD. For native SecurlD, use the SecurlD configuration web page.
Server #1 Port Number of the TCP port on the RADIUS server used for the RADIUS service. If you

do not specify an optional port, the SLM uses the default RADIUS port (1812).

Note: Older RADIUS servers may use 1645 as the default port. Check your
RADIUS server configuration.

Server #1 Secret Text that serves as a shared secret between a RADIUS client and the server (SLM).
The shared secret is used to encrypt a password sent between the client and the
server. May have up to 128 characters.

Server #2 IP address or hostname of the secondary RADIUS server.

Server #2 Port Number of the TCP port on the RADIUS server used for the RADIUS service. If you
do not specify an optional port, the SLM uses the default RADIUS port (1812).

Note: Older RADIUS servers may use 1645 as the default port. Check your
RADIUS server configuration.

Server #2 Secret Text that serves as a shared secret between a RADIUS client and the server (SLM).
The shared secret is used to encrypt a password sent between the client and the
server. May have up to 128 characters.

Timeout The number of seconds after which the connection attempt times out. The default
setting is 30.
Enabled Displays selected if you previously enabled this method on the User Authentication

page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User
Authentication page. If you enable it here, it is assigned the lowest priority on the
User Authentication page.

2. To save, click the Update button. When the update is complete, a confirmation message
displays.

Kerberos

Kerberos is a network authentication protocol that provides strong authentication for client/server
applications by using secret-key cryptography.

The administrator can configure the SLM to use Kerberos to authenticate users attempting to log
in to the SLM through the web interface, SSH, Telnet, or the console port.

Note: Forauserto log in remotely using Kerberos, the user's account must have remote
access (Remote Only or Local & Remote), or there must be an account defined whose
login name is Kerberos. See Accounts on page 125 for information on setting up
accounts.
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To configure the SLM to use Kerberos to authenticate users:

1. Onthe menu, select Configuration > Authentication > Kerberos. The following page opens.

Figure 8-9 Kerberos Authentication Page - Configure Tab

i#y Ic) %0

1= _AcConfiguration
4 I Metwork Settings
=1 A Authentication
Ens

[Z)55H Keys
* | Services
+ | Device Management
#)_|Accounts
JEvents
#_IFiles
[#_|Ethernet Devices
IManaged Devices

Table: Field WValue: sysadmin@SLMC413
Ethernet Device v || Name v Logout

Kerberos Authentication

Configure

Realm Koo
IP Address: |0.0.0.0 Port |88
Use LDAP: [ Enabled: []

Note: Individual Remote Users must be added to the S5LM Account database, or a specific account By the name of "Kerberos" has to
be added to the SLM Account database prior to the SLM allowing "Kerberos® remote Users access

2. Enter the following:

Table 8-10 Kerberos Authentication Settings

Realm

KDC

IP Address
Port

Use LDAP

Enabled

Enter the name of the logical network served by a single Kerberos database and a
set of Key Distribution Centers. Usually, realm names are all uppercase letters to
differentiate the realm from the Internet domain. Realm is similar in concept to an NT
domain.

A key distribution center (KDC) is a server that issues Kerberos tickets. A ticket is a
temporary set of electronic credentials that verify the identity of a client for a
particular service.

Enter the KDC in the fully qualified domain name format (FQDN). An example is
SLC.local.
Enter the IP address of the Key Distribution Center (KDC).

Port on the KDC listening for requests. Enter an integer with a maximum value of
65535. The default setting is 88.

Indicate whether Kerberos should rely on LDAP to look up user IDs and Group IDs.
This setting is disabled by default.

Note: Make sure to configure LDAP if you select this option.

Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User
Authentication page. If you enable it here, it is assigned the lowest priority on the
User Authentication page.

3. To save, click the Update button. A confirmation message displays.
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TACACS+

Similar to RADIUS, the main function of TACACS+ is to perform authentication for remote access.
The SLM supports the TACACS+ protocol (not the older TACACS or XTACACS protocols).

The administrator can configure the SLM to use TACACS+ to authenticate users attempting to log
in to the SLM through the web interface, SSH, Telnet, or the console port.

Note: For a user to log in remotely using TACACS+, the user's account must have
remote access (Remote Only or Local & Remote), or there must be an account defined
whose login name is TACACS.

To configure the SLM to use TACACS+ to authenticate users:

1. Onthe menu, select Configuration > Authentication > TACACS. The following page opens.

Figure 8-11 TACACS+ Authentication Page - Configure Tab

Tahle Field. Walue: sysadmin@sLMC413
Ethernet Device v | Name v Logout
L[ e« A | TACACS+ Authentication
=1 _Aconfiguration Configure
# _INetwork Settings
= _A Authentication
Server 1: Secret;
Server 2 Encrypt Messages
Server 3: Enahbled: [J
3 Clservices Update
# _|Device Management
# _Jaccounts Note: Individual Remate Users must be acded to the SLM Account database, or a specific account by the name of "TAGACS" has to
|Events be added to the SLM Account database prior to the SLM allowing "TACACS" remote Users access
* _IFiles
+ _|Ethernet Devices
IManaged Devices

2. Enter the following:

Table 8-12 TACACS+ Authentication Settings

Servers 1-3 IP address or host name of up to three TACACS+ servers.

Secret Shared secret for message encryption between the SLM and the TACACS+ server.
Enter an alphanumeric secret of up to 127 characters.

Encrypt Messages Select the check box to encrypt messages between the SLM and the TACACS+
server. Selected by default.

Enabled Displays selected if you previously enabled this method on the User Authentication
page or on this page. To configure this authentication method but not enable it, clear
the check box.

Note: You can enable this authentication method here or on the User Authentication
page. If you enable it here, it is assigned the lowest priority on the User Authentication

page.

3. To save, click the Update button. A confirmation message displays.
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SecurlD

SecurlD is a two-factor authentication method based on a SecurlD token and a pin number. An
analogous two-factor authentication method is an ATM card combined with a pin number. The
SecurlD token displays a string of digits called a token code that changes once a minute (some
tokens are set to change codes every 30 seconds).

The administrator can configure the SLM to use SecurlD to authenticate users attempting to log in
to the SLM through the web interface, SSH, Telnet, or the console port. Selecting this option will
disable all other authentication methods, as SecurlD cannot be used in conjunction with other
methods.

To configure the SLM to use SecurlID to authenticate users:

1. On the menu, select Configuration > Authentication > SecurID. The following page opens.

Figure 8-13 SecurlD Authentication Page

Table: Field Walue: sysadmin@SLMC413
Ethernet Device v || Name v Logout
C] E E SecurlD Authentication
1= _Nconfiguration Configure
#) _|Metwork Settings
=1 N Authentication
Eins
ElLDap sdconf rec Upload new scconfrec [
%RADIUS SLM IP: [0.0.0.0 Clear Node Secret: [
[E|Kerberos
(B TACACS+ Enahled: [J
=/SecurlD Note: Individual Remote Users must be added to the SLM Account database, or a specific account by
[E)SSH Keys the name of "SecurlD" has to be added to the SLM Account database prior to the SLM allowing
3| services "SecurlD® remaote Users access.
#] _| Device Management
#_JAccounts
JEverts Update sdconf.rec file NOT present
#_IFiles
1+ _IEthernet Devices
IManaged Devices

2. Enter the following information:

Table 8-14 SecurlD Authentication Settings

sdconf.rec/Upload Configuration file generated by the SecurID server. To upload this file from the
new sdconf.rec Administrator's browser client, select the Upload new sdconf.rec checkbox and
select the file with the Browse button.

SLM IP The SLM's IP address as configured on the SecurID server. The SecurlD server uses
this to validate the identity of the SLM.

Clear Node Secret | Upon the first successful authentication, the SecurlD server places a shared node
secret key on the SLM. There may be times when this file needs to be cleared by both
sides, so this option is available.
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Enabled Select the checkbox to enable SecurlD authentication. You can also select this option
on the User Authentication page.Selecting this option will disable all other
authentication methods, as SecurlD cannot be used in conjunction with other
methods.

The local sysadmin account will still be able to log in, but can be limited to system
console logins if desired on the User Authentication page.

3. To save, click the Submit button.

SSH Keys

The SLM can import and export SSH keys to facilitate shared key authentication for all incoming
and outgoing SSH connections. By using a public/private key pair, a user can access multiple
hosts with a single passphrase, or, if a passphrase is not used, a user can access multiple hosts
without entering a password.

For imported and exported SSH keys, the SLM supports both RSA and DSA keys and can import
and export keys in OpenSSH and SECSH formats. Both imported and exported keys must be
associated with a local SLM user.

Imported Keys

Imported SSH keys must be associated with an SLM local user. The key can be generated on host
"MyHost" for user "MyUser," and when the key is imported into the SLM, it must be associated with
either "MyUser" (if "MyUser" is an existing SLM local user) or an alternate SLM local user. The
public key file can be imported through SCP or FTP; once the file is imported, you can view or
delete the public key. Any SSH connection into the SLM from the designated host/user
combination uses the SSH key for authentication.

Exported Keys

The SLM can generate SSH keys for SSH connections out of the SLM for any SLM user. The SLM
retains both the private and public key on the SLM, and makes the public key available for export
through SCP, FTP, or copy and paste. The name of the key is used to generate the name of the
public key file that is exported (for example, <keyname>.pub), and the exported keys are
organized by user and key name. Once a key is generated and exported, any SSH connection out
of the SLM for the designated host/user combination uses the SSH key for authentication.
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To configure the SLM to use SSH keys to authenticate users:

1. On the menu, select Configuration > Authentication > SSH Keys. The following page

opens.
Figure 8-15 Manage SSH Keys - SLM Keys Tab
Table: Field Walug sysadmil LMC413
Etharnat Device |+ || Hame v Search Lofout
SLM
(€] Manage SSH Keys
= Aconfiguration SLM Kays SLC/SLE Kays Copy Keys Notes
+ | bbwork Sittings
= A Authertcation
NS Host & Login Imported Keys (SSH In) Exported Keys (S5H Out)
Hust Hust User,
Path Liser iy Type.
Logir Import viae | SCP | Fry Nawmni,
Password Filervame Passphwase;
Ritype. Ribype.
SECSH Format
[ Bubmit ] @ import © Export Exportia
Imported SSH Keys View  Delets  Exported SSH Keys View  Dalete
User Host Type User Hey Name Type
Sysanmin WEIm_glenn1s HEA 1024 O

2. To the right of the Submit button, click Import or Export to indicate the type of keys you are
setting.

3. Enter the following:

Table 8-16 Host and Login SSH Key Settings

Host IP address of the remote server from which to SCP or FTP the public key file.
Path Optional pathname to the public key file.
Login User ID to use to SCP or FTP the file.

Password/Retype | Password to use to SCP or FTP the file.

Imported Keys (SSH In)

These entries (the Host, User, Import via, and Filename fields are always required for importing

keys) are required in the following cases:

¢ The imported key file does not contain the host from which the user will be making an SSH
connection.

¢ The SLM local user login for the connection is different from the user name from which the key
was generated or is not included in the imported key file.

If either of these conditions is true, or the imported file is in SECSH format, you must specify the
host and user. The following is an example of a public key file that includes the host and user:

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAEEAPUHCX9EWsHt+jmUGXalYC3us
ABYXIXUhSU1N+NU9HNaUADUFfd8LYz8/gUnUSH4Ksm8GRT7/8/Sn9jCVEGPh
UQ== asallawaye@winserver
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Table 8-17 Imported Key Settings

Host Host name or IP address from which the SSH connections to the SLM will be made.
User User ID of the person given secure access to the remote server.

Import via Select SCP or FTP as the method for importing the SSH keys. The default is SCP.
Filename Name of the public key file (for example, mykey.pub).

Exported Keys (SSH Out)

Table 8-18 Exported Keys Settings

User User ID of the person given secure access to the remote server.

Key Type Select either the RSA or the DSA encryption standard followed by the number of
bits (512 or 1024) in the key. DSA 512 is the default. All export fields are disabled
during import and vice versa.

Key Name Name of the key. This will generate the public key filename (e.g., <keyname>.pub).

Passphrase/Retype Optionally, enter a passphrase associated with the key. The passphrase may have
up to 50 characters. The passphrase is an optional password that can be associated
with an SSH key. It is unique to each user and to each key.

SECSH Format Indicate whether the keys will be exported in SECSH format. The default is
OpenSSH.
Export via Select the method (SCP, FTP, or Cut and Paste) of exporting the key to the remote

server. Cut and Paste, the default, requires no other parameters for export.

4. Click the Submit button. The keys display in the list below.

5. To view a user's key, select the user and click the View button.

6. To delete a user's key, select the user and click the Delete button.
To add or view export SLC keys:

You can enable the SLM to retrieve all the public keys (each with a specific user and host name)
from a particular SLC and store them in the SLM database. Then you can push those public keys
to other SLCs, allowing those particular users to access the other SLCs from those particular
hosts.

Note: Forinformation about importing and exporting keys, see Using the Actions Tab on
page 259.

1. On the menu, select Configuration > Authentication > SSH Keys, and click the SLC/SLB
Keys tab. The following page opens:

SLM User Guide 112



8: User Management

Figure 8-19 Manage SSH Keys - SLC/SLB Keys Tab

Table Field: Walue:
Etherret Device v || Name v

SLV
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Key.

View
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2. Enter the following information:

Table 8-20 Manage SSH Keys - SLC Keys Tab

User

Host

Type

Key

User login of the person given secure access to the SLC.

Host name or IP address from which the SSH connections to the SLC will be

made.

Select either the RSA or the DSA encryption standard followed by the number of
bits (512 or 1024) in the key. DSA 512 is the default. All export fields are disabled

during import and vice versa.
Enter the SSH key content.

3. Click the Add Key button. The key information (except the key itself) displays in the table on

the top of the page.

4. To view the key, select the check box for the user, and click the View button in the top right of
the page. The SLC key displays.

Example of an SLC key:
SLC key for sysadmin@SLM_tpham17

RSA 1024:

AAAAB3NzaClyc2EAAAABIWARAAQEAVY7zXy+11YDbaXalMYVRKGPBue+HdR+1hmdZZgGcN8xc
02Lgdwb61yJ04QN4PcQ6n88VWLMO /UEJgW1PF3vp/Z+kKw4dv4 8NHJUOZSKRETe jMssgplSé6
TTE+YWzHCr1imX/+yRUyA+I9VXb9cI2r9uqIllMk/GVTgpI/8YERNASQIAeRfy/20MX0SGg895
tdBW6piLKWoJ5P6NRCXSFJIScmowGXNU4 snUpk2cvVNyGivVMe9jb454fb080+/1phmMrIMUPY
X3uG22Qsm0KZGosnLFKtYzimDaOoRQ2QI%myl91i/baFX9R1iH2yda+vLmBsTchaEx30Dp7Pw

baHi7gf8Rb9Q==

5. To delete one or more keys:

a. Select the check box for each key to be deleted and click the Delete button.

b. In response to the request for confirmation, click OK.
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Copy Keys

If your SLM is set up with dual booting, you can move SSH keys from one boot partition to another.

To copy a key:

1. On the menu, select Configuration > Authentication > SSH Keys, and then click the Copy

Keys tab.

Figure 8-21 Manage SSH Keys - Copy Keys Tab

L/\NT N | X Tahle Field Value: ¥ i M
| Ethernet Device || Name v |[(Bearch ][ Reset | Logout
1| IC1] A Manage SSH Keys
3/< [EEligeEim | SLMKeys | SLC/SLE Keys RSl LScigl] Notes | Help
# _INetwark Settings
= _AAuthentication
Eins
ElLpar & Copy 55H keys from current boot bank to alternate boot bank
[ElraDIUS ) Copy 55H keys from alternate boot bank to current boot bank
[Elkerberos
[E|ThcACS+
Bisearid
[E)55H Keys
# _services
[# _|Device Management
+ __|Accounts
_Events
+ _IFiles
# _lEthernet Devices
__IManaged Devices

2. Select one of the following:

¢ Copy SSH keys from current boot bank to alternate boot bank.

¢ Copy SSH keys from alternate boot bank to current boot bank.

Click the Submit button.

4. To return to the original settings, click the Reset button.

Authentication Commands

set auth

Syntax

set auth <one or more parameterss>
Parameters

local <1-7>

nis <1-7>

ldap <1-7>

radius <1l-7>kerberos <1-7>

tacacs+ <1-7>

securid <1-7>

authusenextmethod <enable|disables>
limitsysadmin <enable|disable>

Description

Sets ordering of authentication methods and how authentication methods are used.

SLM User Guide

114



8: User Management

Authentication can occur using all methods, in the order of their precedence, until a successful
authentication is obtained, or using only the first authentication method that responds (in the event
that a server is down).

Note: If SecurlD is used, no other parameters can be used.

Any methods omitted from the set auth command will be disabled if at least one method is
selected

set ldap

Syntax

set ldap <one or more parameterss
Parameters

state <enable|disable>

server <IP Address or Name>
port <TCP Ports>

base <LDAP Base>

bindname <Bind Namex>
bindpassword <Bind Passwords>
adsupport <enable|disables>
encrypt <enable|disable>

Description

Configures the SLM to use LDAP to authenticate users who log in to the SLM via SSH, Telnet, the
web, or the console port.

set nis

Syntax

set nis <one or more parameterss
Parameters

<enable|disable>

domain <NIS Domain Names>
broadcast <enable|disable>
master <IP Address or Name>
slavel <IP Address or Name>
slave2 <IP Address or Name>
slave3 <IP Address or Name>
slave4 <IP Address or Name>
slave5 <IP Address or Name>

Description

Configures the SLM to use NIS to authenticate users who log in to the SLM via SSH, Telnet, the
web, or the console port.

set radius
Syntax

set radius <one or more parameterss
state <enable|disables>

timeout <1-30 seconds>

serverl <IP Address or Name>
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portl <TCP Ports>
secretl <Secret>
server2 <IP Address or Name>
port2 <TCP Ports>
secret2 <Secret>

Description

Configures the SLM to use RADIUS to authenticate users who login to the SLM via SSH, Telnet,
the web, or the console port.

set sshkey delete

Syntax

set sshkey delete keyuser <SSH Key User> keyhost <SSH Key Host>
Description

Deletes an imported SSH key.

set sshkey import

Syntax

set sshkey import <copypastes>
Note: RSA keys must be 1024 bits.

Description

Imports an SSH key.

show auth

Syntax

show auth

Description

Displays authentication methods in use.
show ldap

Syntax

show ldap

Description

Displays all LDAP information.
show nis

Syntax

show nis

Description

Displays all NIS information.
show radius

Syntax

show radius
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Description

Displays all RADIUS information.

show sshkey import

Syntax

show sshkey import <one or more parameterss>
Parameters

[keyuser <SSH Key Users>]
[keyhost <SSH Key IP Address or Names>]
[viewkey <enable|disables]

Description

Displays imported SSH keys.

Account Groups

The administrator organizes accounts into account groups to simplify the task of assigning
permissions. Accounts inherit device rights from the account group to which they belong. To
assign unique permissions to an individual account, it must be the only member of an account
group. The sysadmin account always has all permissions enabled.

Note: Only functions and devices for which the user has rights display in that user's
menu on the web interface or on the CLI.

Account Group Types

There are four types of account groups: Administrators, Ethernet Device, Managed Device, and
Menu Only.

Administrators Account Group: Has rights and permissions to configure the SLM and to add,
edit, and delete account groups within the Ethernet Device, Managed Device, and Menu Only
categories. Administrators cannot delete or rename the Administrators Group, although they can
add additional accounts to it. Administrators have access to configuration, events, logs, and files,
can create groups of managed devices, and interact with Ethernet and managed devices.
Administrators can log into both the web interface and the CLI.

Ethernet Device Account Groups: Can interact with SLCs, SLKs, SLPs, and other SLMs, other
Lantronix devices, some non-Lantronix device, the ports of the devices, and the managed devices
created from these ports to which the group has rights. Ethernet Device Account groups can log
into both the web interface and the CLI. Ethernet Device Account groups may also create, update,
and delete Managed Device Groups and assigh managed devices to which they have rights (by
having rights to their parent Ethernet device) to those groups.

Managed Device Account Groups: Have access to the managed devices (e.g., servers and
switches) connected to Ethernet device ports to which the group has rights. Managed Device
Account Groups can log into both the web interface and the CLI.

Menu Only Account Groups: These groups can log into the CLI but not the web interface. They
can interact with managed devices only. The administrator assigns a restricted menu of numbered
options that these users can select.
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Viewing Account Groups
Administrators can view account groups.
To view account groups:

1. On the menu, click Accounts.

The following page opens:

Figure 8-22 Account Groups Page - Accounts Tab
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B pulrnin Addrass Network Sarvices Evants Log Change Expirea  Login
_lEvents Filas
] _IFies L sysadmin Yes ves Yes Yes ves Yes ves Local Onty ves No Mo No
(=] _IESwrmut Devices 1 Item
__IManaged Devices

2. Click the Members tab. A list of existing account groups displays.

Figure 8-23 Account Groups Page - Members Tab
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Adding an Account Group
1. On the Account Groups page, click the Group tab. The following page opens:

Figure 8-24 Account Group Page - Group Tab
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;]Managad Devices Add Delete

All users must be removed prior to account group deletion

2. Enter the following:
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Table 8-25 Account Group - Group Tab

Account Group The name of the new account group.

Name

Account Group From the drop-down list, select the type of account group. The default setting is
Type Ethernet Device.

3. To save, click the Add button. A confirmation message displays and the new group displays in
the Accounts menu tree.

4. To display the list of account groups, click Accounts on the menu. The new group is on the
list.

Updating or Deleting an Account Group

The administrator can update or delete any group except for sysadmin.

To update or delete an account group:

1. On the Members tab, click the Edit £4 icon to the left of the group you want to update or
delete. The Group tab displays.

Figure 8-26 Account Groups - Group Tab
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All users must be removed prior to account group deletion

2. To delete an account group:

Note: You can rename an account group but not change its type. You cannot delete
an account group if it contains any accounts; delete the accounts first.

a. Click the Delete button.
b. In response to the request for confirmation, click OK. A blank Group tab opens.

c. Click Accounts on the menu tree. The deleted group is no longer on the menu tree or
listed on the Members tab.

3. To update the name of an account group:
a. Edit the name as desired.
b. Click the Update icon. A confirmation message displays.

c. Click Accounts on the menu tree. The updated group is on the menu tree and listed on
the Members tab.

Setting Password Requirements for User Accounts
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The administrator sets parameters for passwords that apply to all accounts.

1. On the Account Groups page, click the Passwords tab.

Figure 8-27 Account Groups Page - Passwords Tab

Tahle: Field. Walug:

sysadmin@SsLMC413
Ethernet Device v || Name 4 [ search |

Lagout

SLM

i#i 1c

+1_|configuration
=1 _daAccounts
=11 Adinistrators
2 sysadmin
JEvents
+ _IFiles
+1_|Ethernet Devices
IManaged Devices

Account Groups

Passwords

Allow Reuse Reuse History: |4

Lifetime (days) |90 warning Period (days): |7
Max Login Attempts: | O Lockout Time (minutes): |

Session Length (minutes). | 20 Enforce Complexity Rules: [

2. Enter the following information:

Table 8-28 Password Requirement Settings

Allow Reuse

Reuse History

Lifetime (days)

Warning Period
(days)

Max Login Attempts

Lockout Time
(minutes)

Session Length
(minutes)

Enforce Complexity
Rules

Select to enable users to continue to reuse old passwords. If you disable the check
box, the user cannot use any of the Reuse History number of passwords. Enabled
by default.

The number of passwords the user must use before reusing an old password. The
default is 4.

For example, if you set reuse history to 4, the user may reuse an old password after
using 4 other passwords.

The number of days until the password expires. The default setting is 90.

The number of days ahead that the system warns that the user's password will
expire. The default setting is 7.

The number of times the user can attempt to log in unsuccessfully before the
system locks the user out. The default setting is 0 (disabled).

The number of minutes the locked-out user must wait before trying to log in to the
web interface again. The default setting is 0 (disabled).

The number of minutes a session can be idle before it times out. The minimum is
five minutes. The default setting is 20. This applies to both web and CLI sessions.

Note: The SLM ships with a default maximum of 25 concurrent user sessions (or

"seats"). If you require more than 25 concurrent user sessions, please contact your
sales associate to order them. When all seats are in use, the sysadmin can still log
in one more time, from the CLI interface only, and terminate other connections.

Select to enable the SLM to enforce rules concerning the password structure (e.g.,
alphanumeric requirements, number of characters, punctuation marks). Disabled
by default.

Complexity rules:

¢ Passwords must be at least eight characters long.

¢ Passwords must contain one upper case letter (A-Z), one lower case letter (a-z),
one digit (0-9), and one punctuation character (()’ ~!@#$%"&*-+=\{}{]:;"'<>,.?/_).
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3. To save, click the Update button. When the update is complete, a confirmation message
displays.

Assigning Account Group Device Rights

Accounts inherit the device rights of the account group to which they belong. Administrators can
add or remove permission to an account group to view, configure, or interact with specific Ethernet
devices or specific ports and the managed devices connected to them.

¢ Administrators Account Group: Can view, configure, and interact with all Ethernet devices
and with the managed devices connected to the Ethernet device's ports.

¢ Ethernet Device Account Groups: Can view, configure, and interact with specific Ethernet
devices, their ports, and the managed devices connected to the ports.

¢ Managed Device Account Groups: Can view, configure, and interact with specific managed
devices.

¢ Menu Only Account Groups: Can view and interact with specific managed devices,
according to the menu they have permission to use.

To assigh permissions to an Ethernet Device Account Group:

The administrator assigns permissions to an Ethernet Device Account Group to access specific
Ethernet devices. All members of the group inherit these permissions.

1. Select the account group from the menu. The following page opens.

Figure 8-29 Ethernet Device Account Group - Accounts Tab

L/\NTQ " Ni Table Fleld Value: sysadmin@SLMC413
Ettemet Device |~ | Name b Search Reset Logaut
SLM
| | Ethernet Device Account Group "Ethernet Device”
# _‘ICmrux.ulm Accounts ! b
ALC L
% L] adminktrators Name Emall  Config Config Conflg  Device Conflg  Conflg Config Next Sy Last
I EFeet Deie Address Network Events Log Changs Expire  Login Accass
I Mursagied Davie Filas
| i Oy 0 items
—JEvenes | Add Account |
+ _JFiles
+ _Ethorrot Dovices
Iyt D

2. Click the Assign tab. The following page opens:
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Figure 8-30 Ethernet Device Account Group - Assign Tab

Tahle: Field: Walue: sysadmin@SLMC413

Ethemet Device v | Name v [ Reset |  Logout
SLM
ix) 1G] A0 Ethernet Device Account Group "Ethernet Device"
# _|Configuration Assign | Help |
= Maccounts
+ ] Administrators
e e i Permission Enahled Permission Disabled
__IManaged Device
_IMenu Only
__|Events
*_|Files

#1 _JEthermet Dovices \E
__IManaged Devices

(%]

This tab displays two lists: Permission Enabled and Permission Disabled.
Note: You can use Ctrl+click to select multiple devices from these lists.
3. To enable access to a device listed in Permission Denied, select the device and click the left

arrow. The device is now in the Permission Enabled list.

4. Toremove access to a device, select the device in the Permission Enabled list and click the
right arrow. The device is now in the Permission Disabled list.

5. Click the Update button. When the update is complete, a confirmation message displays.
When the user logs in, only Ethernet and managed devices for which the user has permission
display in the menu tree.

To assigh permissions to a Managed Device Account Group:

The administrator assigns permissions that allow a Managed Device Account Group to access
specific managed devices. All members of the group inherit these permissions.

1. Select the account group from the menu. The following page opens:

Figure 8-31 Managed Device Account Group - Accounts Tab

T \/ Tabile: Field. alue! sadmi LMC412
| b Ethemat Device  + || Name v Search || Reset Logout
SLM
Managed Device Account. Group “Managed Device™
+ __IConfiguration Accounts 3 p
= JAccounts
# ) Administrators Hame Email Config Config Config  Device Config Config Config Authentication Password Password Mext Synchronize Last
_ | Eihamet Devka Address Metwork Events Log Change  Expire  Login Access
Flln
—l Managed Device
_IMenu Oy 0 items
—JEvents Add Account
+ _IFiks
+ _IEthernat Davices
—IManaged Devices

2. Click the Assign tab.

SLM User Guide 122



8: User Management

Figure 8-32 Managed Device Account Group - Assign Tab

l ANT2NII Table, Field value sysadmin@SLMC413
WA | “‘l\_,» | yi Ethermet Device  » || Name - | search || Reset | Logout
SLM
Cj | Managed Device Account Group "Managed Device"
+ _Iconfiguration c Assign Nob H
= _daccounts
# L] Administratoes
—JEfhemet Device B e e w a
=] Devica Conreect Direct Dievices ermission Digabled
1M Oty
_|Events r
5 _IFiles *
+ _IEthernet Devices
_Imanaged Devicas *
Lister-onty Devices

3. To enable permission to read from and write to a managed device connected to an Ethernet
device port, select it from the Permission Disabled list and click the top left arrow. The
device displays in the Connect Direct Devices list.

Note: You can use Ctrl+Right click to select multiple devices.

4. To enable permission to listen only to a managed device, select it from the Permission
Disabled list and click the bottom left arrow. The device displays in the Listen-only Devices
list.

5. To disable permission for a managed device, select it from the Connect Direct Devices or
Listen-only Devices list, and click the corresponding right arrow. The device displays in the
Permission Disabled list.

6. Click the Update button. When the update is complete, a confirmation message displays.
When the user logs in, only managed devices for which the user has permission display on the
menu tree.

Viewing Currently Logged-In Accounts

Administrators can see which users are currently logged into the SLM and whether they are
connected to any managed devices. The page also displays the maximum number of concurrent
users for which this SLM is licensed.

To view logged-in accounts:

1. On the menu, click Accounts, and then click the Connections tab. The following page opens:
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Figure 8-33 Account Groups - Connections Tab

Table: Field: Walue: sysadmin@SLMC413
Ethemet Device v || Name n Logout
@i 1ol A Account Groups
=+ _|canfiguration Connections
# _|Accounts
JEvents
# _IFiles -
5 _IEthernat Devices Inbound Cohnections Outbound Connections
IManaged Devices User Account UL Location Last Access i Idle App Destination Device StartTime
sysadmin Web 172.19.100.41 08A17/2012 00:48 o (none)
Licensed for 25 concurrent users Tertninate checked sessions

2. View the following information:

Table 8-34 Inbound Connections

User Account User name for logging in to the SLM.

U.l. Type of interface (web or command line) the user is logged in to.
Location IP address of the client.

Last Access Date and time the user last accessed the SLM.

Minutes Idle Number of minutes since the user last took an action in the session.

Table 8-35 Outbound Connections

App Application used to manage the device.
Destination IP address of the managed device.
Managed Device Name of the managed device.

Start Time Time the SLM made the connection.

2. To terminate a session, select the check box for the inbound or outbound session(s) and click
the Terminate button.

Note: All outbound connections associated with a closed inbound session will also
close.

3. To refresh the page only, click the Terminate button with no sessions selected.

Account Group Commands

set accountgroup add
Syntax

set accountgroup add <Group Name> type <ethernet|managed|menus>
<parameterss>
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Parameters

[menu <Menu Name>]

Description

Creates a local account group. Group type is Administrators, Ethernet, Managed, or Menu User.
set accountgroup edit

Syntax

set accountgroup edit <Group Name> <one or more parameterss

Parameters

[name <new name>]
[menu <Menu Name | CLEAR>]

Description

Modifies an account group. Group type is Administrators, Ethernet User, Managed User, or Menu
User. CLEAR removes the current menu assignment.

show accountgroup
Syntax

show accountgroup <Group Names>
show accountgroup name <Group Name>

Description

Displays account group information.
show accountgroup all
Syntax

show accountgroup all
show accountgroup

Description
Displays information about all account groups.

show accountgroup index
Note: Type show accountgroup all to display the index.

Syntax
show accountgroup index <numbers
Description

Displays account groups by index number.

Accounts

The Accounts page is for administrators who add, update, and delete accounts. Accounts inherit
device rights from the account group to which they belong. To assign unique permissions to an
individual account, create the account as the sole member of an account group. The sysadmin
account always has all permissions enabled.
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Note: Only functions and devices for which the user has rights display in that user's
menu on the web interface or on the CLI.

Viewing Accounts

1. On the menu, click Accounts. The Accounts tab on the Account Groups page displays a list of
authenticated users with the functions each user has permission to perform.

Figure 8-36 Account Groups -- Accounts Tab

Table: Field Walug sysadmil LMC413
Ethamnet Device  « || Hame ~ Search Logout
SLM
Account Groups
% _configuration LRI Members | Group | Passwords | Connactions | Notes | Help
= Jécoounts
=14 Administrators Hame Email Config Cenfig Config Device Config Config Config Authentication Password Password Mext Synchrenize
B sysoximin Addrass Network Sarvicas o Evants Log Change Expira  Login
|Events Files
= _IFiles L sysadmin Yes ves Yes Yes ves Yes ves Local Onty ves Ho Mo No
= _|ESwrrut Dosvices: 1 item
—IManaged Devices

2. View the following information about each user:

Note: Only Administrator accounts may have the configuration flags enabled.

Table 8-37 Account Groups - Accounts Tab

Name The user name for logging in to the SLM.

Email Address User's email address; may be used for event notification.

Config Network Indicates whether the user has permission to open the Network Settings page and
configure network settings.

Config Indicates whether the user has permission to select and prioritize authentication

Authentication methods and to configure related settings.

Config Services Indicates whether the user has permission to configure services such as date and
time and SNMP Agent & syslog and to update SLCs to which the user has access.

Device Indicates whether the user has permission to configure settings for auto-detecting

Management devices and ports and for managing alternate SLMs.

Config Accounts Indicates whether the user has permission to add, update, and delete all accounts
and to grant account permissions.

Config Events Indicates whether the user has permission to set alarms and triggers.

Config Log Files Indicates whether the user has permission to view, copy, and delete various log files.

Authentication Indicates whether authentication for this user is Local Only, Remote Only, Local &

Remote, or Disabled.
Password Change  Indicates whether the user has permission to use the current password indefinitely.
Password Expire No allows the user to keep a password indefinitely.

Change Password  Indicates whether the user has permission to change the password the next login.
Next Login
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Synchronize

Last Access

3. click the Edit

When the Push Passwords check box on the Maintenance page is selected, the
SLM uses the password on all accounts with Synchronize Password enabled to
update accounts on remote SLMs, SLCs, SCSxx05/20s, and SLPs. The accounts
must have access rights to and local user accounts on the devices.

Note: SLP password synchronization uses SSH and CLI commands not an SNMP
command, so you must provide the sysadmin login and password in the SLP device
page for SLP password synchronization to work.

Rebooting the SLM for any reason causes it to ignore user account password
changes made but not yet pushed before the reboot.

Date and time the account group was last updated.

£4 icon to the left of a user. The following page opens:

Figure 8-38 Account Page - Configure Tab

Table: Field: Walue: sysadmin@SLMC413
Ethernet Device v || Name v Logout

SLM

%l 1IG1

¥ _lconfiguration

[+ _|Accounts
__|Events

5 _JFiles

1#_|Ethernet Devices
__IManaged Devices

Manage Account "kansas™

Configure

Name: Allow Network Mocifications: [

Password: eeesssss Allow Authentication Modifications: [

Retype: (eesssese Allow Service Modifications: [

Email. Allow Device Management. [

Allow Passiward Change: Al Account Madification: [
Password Never Expires Allow Event Modification: [
Change Password on Next Login: (] Allow Log File Management: [J

Synchronize Password: [
Enable Dial-Back: [ Dial Back Number:
Authentication: | Local Only v

Account Group: Administrators

Update ][ Delete ][ Reset

Adding an Account to the Administrators Account Group

The sysadmin account can add other administrators to the Administrators Group, assigning a user
name and email address for each user. The name is for logging in over the web interface or the
command line interface. The SLM uses the email address to send emails to users based on
configured alarm settings.

To add a user to the Administrators Group:

1. On the menu, click Accounts > Administrators. The following page opens.
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Figure 8-39 Administrator Account Group - Accounts Tab

2. Click the Add Account button at the bottom of the table. The following page opens:

Figure 8-40 Add New Account to Group - Configure Tab
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3. Enter the follo

Configure e H

Name: Allow Network Modmcatons: [

Password ABow Authentication Modifications: [

Retype Allow Senace Modifications: [
Email

Aliow Password Change: [#)

Allow Dinvice Management: [

Adlow Account Modification: [

Password Never Expires: [=

Allgw Event MOdINcaton:

Change Password on Next Login: [ Allow Log Flle Management [
Fyncheonize Password, [
Enable DiakBack [ Dial Back Number

Authentication: | Local Ondy Ll

Actount Group: Administrators

wing information:

Table 8-41 Add New Account to Group - Configure Tab

Name

Password and
Retype

Email

Allow Password
Change

Password Never
Expires

Change Password
on Next Login

User ID for logging into the SLM. Must be alphanumeric, start with an alpha
character, and may include an underscore ( _ ).

User's password for logging in to the SLM.

User's email address.

Select to allow user to change passwords. Enabled by default.

Selected by default. Select to allow the user to use current password indefinitely.
Selected by default.

Select to require the user to change the password the next time the user logs in.
(You may change this setting at any time.)
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Synchronize When the Push Passwords check box on the Maintenance page is selected, the

Password SLM uses the password on all accounts with Synchronize Password enabled to
update accounts on remote SLMs, SLCs, SCSxx05/20s, and SLPs. The accounts
must have access rights to and local user accounts on the devices.

Note: SLP password synchronization uses SSH and CLI commands not an SNMP
command, so you must provide the sysadmin login and password on the SLP
device page for SLP password synchronization to work.

Rebooting the SLM for any reason causes it to ignore user account password
changes made but not yet pushed.

Enable Dial-Back Users with dial-back access can dial into the SLM and enter their login and
password. Once the SLC authenticates them, the modem hangs up and dials them
back.

Dial Back Number  Select the phone number the modem dials back on. It can be a fixed number or a
number associated with their login. If you select Fixed Number, enter the number
(in the format 2123456789).

Authentication From the drop-down list, select how the user will be authenticated (Local Only,
Remote Only, or Local & Remote). The default setting is Local Only.

Account Group Click the link to view the Administrator Account group.
(link)

Table 8-42 Add New Account to Group - Configure Tab - Permissions

Allow Network Select to allow the user to configure network settings.
Modifications

Allow Select to allow the user to configure authentication settings.
Authentication
Modifications

Allow Service Select to allow the user to configure settings for services.

Modifications

Allow Device Select to allow the user to auto-detect and to auto-save a configuration to another
Management SLM.

Allow Account Select to allow the user to set up accounts and account groups.

Modification

Allow Event Select to allow the user to modify event settings.

Modification

Allow Log File Select to allow the user to manage log files.

Management

4. To save, click the Add button. A confirmation message displays, and the account displays in
the Administrators Group on the menu tree.

5. Click Administrators on the menu tree. The Account Group Accounts tab opens. The added
user displays in the list.

Adding an Account to an Ethernet or Managed Device Account Group

Administrators assign a user name and email address for each user. The name is for logging in
over the web interface or the command line interface. The SLM uses the email address to send
emails to users based on configured alarm settings.
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To add an account to an Ethernet Device, Managed Device, or Menu Only Account Group:

Note: In this section, we use the example of an Ethernet account.

1. On the menu, select the account group.

2. Click the Add Account button at the bottom of the table. The following page opens:

Figure 8-43 Add New Accounts to Group - Configure Tab

Table: Field! Walug, sysadmin@SLMC413
Ethernet Device |~ | Name v Logaut

SLM

sl ol %l

# _|Configuration
= Naccounts
# ) Administrators
| Ethernat Device:
) Managed Device
_Itenu only
__|Events
4 __|Files
+ _|Ethernet Devices
_IManaged Devices

Add New Account to Group "Managed Device”

Configure

Name:
Password:
Retype:

Email:

&l

Allow Password Change:

&

Password Never Expires:

™

Change Password on Next Login:

™

Synchronize Password:

Enable DiarBacke (] Dial Back Mumber:

Authentication: | Local Only v
Account Group: Managed Device

3. Enter the following:

Table 8-44 Add New Account to Group - Configure Tab

Name

Password and
Retype

Email

Allow Password
Change

Password Never
Expires

Change Password
on Next Login

User ID for logging into the SLM. Must be alphanumeric, start with an alpha, and
may include an underscore ( _ ).

User's password for logging in to the SLM.

User's email address.

Select to allow the user to change passwords. Selected by default.

Select to allow the user to use the current password indefinitely. Disabled by
default.

Select to require the user to change the password the next time the user logs in.
(You may change this setting at any time.)
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Synchronize
Password

Enable Dial-Back

Dial Back Number

Authentication

Account Group
(link)

When the Push Passwords check box on the Maintenance page is selected, the
SLM uses the password on all accounts with Synchronize Password enabled to
update accounts on remote SLMs, SLCs, SCSxx05/20s, and SLPs. The accounts
must have access rights to and local user accounts on the devices.

Note: SLP password synchronization uses SSH and CLI commands not an SNMP
command, so you must provide the sysadmin login and password in the SLP device
page for SLP password synchronization to work.

Rebooting the SLM for any reason causes it to ignore user account password
changes made but not yet pushed.

Once the SLM authenticates them, users with dial-back access can dial into the
SLM and enter their login and password. Once the SLC authenticates them, the
modem hangs up and dials them back.

Select the phone number the modem dials back on. It can be a fixed number or a
number associated with their login. If you select Fixed Number, enter the number
(in the format 2123456789).

From the drop-down list, select how the user will be authenticated (Local Only,
Remote Only, or Local & Remote). The default setting is Local Only.

Click the link to view the parent Account Group page.

4. To save, click the Add button. A confirmation message displays.

5. Click the account group name on the menu tree. The account displays in the list of accounts
and in the list on the Accounts tab.

Updating or Deleting an Account

Administrators can edit the password, email information, and configuration permissions for an
account and remove accounts from an account group (except for the sysadmin account from the
Administrators Group).

Note: In this section, we use the example of an Ethernet account.

To update an account or remove it from an account group:

1. Inthe menu tree, click the account. The following page opens:
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Figure 8-45 Manage Account - Configure Tab
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Change Password on Next Login: [ Allow Log File Management. [
Synchronize Passwore: [
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Authentication: | Local Only v
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2. To update the account:
a. Make changes as desired.
b. Click the Update button.

3. To remove the account from the account group:
a. Click the Delete button.

b. In response to the confirmation request, click OK. A message confirming the deletion
displays.

c. To verify the deletion, click the account group in the menu. The user is no longer listed.

Account Commands

Use the following commands to configure local accounts (including sysadmin) to authenticate
users who login to the SLM by means of SSH, Telnet, the web, or the console port.

set account add

Syntax

set account add <User Name> group <Group Name|admin>> <parameters>
Parameters

[email <Email Addresss>]

[auth <local|remote|localremote|disables]
[allowdialback <enable|disables]
[dialbacknumber <dial-back numbers]
[allowpwchange <enable|disables]
[pwneverexpires <enable|disables]
[changepwnextlogin <enable|disables]

Description

Creates a new user account.
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set account delete

Syntax

set account delete <User Names>

Description

Deletes a user account.

set account edit

Syntax

set account edit <User Names> group <Group Name|admin> <parameters>
Parameters

[email <Email Address|CLEARS>]

[auth <local|remote|localremote|disables>
[allowdialback <enable|disables]
[dialbacknumber <dial-back number|CLEAR>]
[allowpwchange <enable|disables]
[pwneverexpires <enable|disables]
[changepwnextlogin <enable|disables]

Description

Modifies a user account.

set account password

Syntax

set account password <User Name>

Note: Administrators with permission to change passwords must enter the username.
Other users may not enter a username (they are changing their own password).
Description

Configures a user account's password for the SLM.

show account

Syntax

show account <User Name>
show account user <User Name>

Description

Displays account information by user name.
show account all

Syntax

show account all
show account

Description
Displays all account names and information.

show account index
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Note: Type show account all to display the index.

Syntax

show account index <numbers>
Description

Displays accounts by index number.
show account search

Syntax

Note: All searches are case insensitive.
show account search name <names>
show account search email <email address>
Examples

show account search name sys
Description

Searches for accounts by name or email address.
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The SLM device database contains information about SLCs and other Secure Lantronix
Management devices (SLKs, SLPs, and other SLMs) connected on the network. It may also
contain information about other Lantronix and even non-Lantronix devices on the network, but you
may have limited ability to manage them.

Administrators can enter Secure Lantronix Management devices one at a time or, preferably, let
the SLM auto-detect them. The SLM uses the Lantronix discovery protocol to auto-detect Secure
Lantronix Management and other Lantronix devices, Lantronix SCS05/20 discovery protocol to
auto-detect Lantronix SCS05/20 devices within a specified IP range, and SNMP to detect all other
devices within a specified IP range.

Auto-Detecting Devices

Auto-detect enables the SLM to search for and register Ethernet devices automatically. When the
SLM detects an Ethernet device, it also scans the device for ports and port information. You only
need to define search protocols and parameters once; they are saved for use in any future
searches. When the SLM performs a device search, it uses all defined protocols simultaneously.

After performing an auto-detect search once, you need to run it again only if the search protocols
change, or if new (undetected) devices are added to the network.

To add auto-detect devices:

1. On the menu, click Configuration > Device Management > Auto-Detect Devices. The
following page opens.

Figure 9-1 Automatic Device Detection Page - Configure Tab
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__IManaged Devices SMMP an IP range
Starting IP address Ending IP address Timeout  Community IE
100 public

SC508/20 discovery on 1P range

Starting IP address Ending IP address Timeout E

100

Web configuration [https] must be enabled for SC5 detection [d] Atternpt secure channel connections

Use 255.255.255 255 for LDP broadcast Use default password
Use 233.255 255 251 far LDP multicast Use password
All imeaut values are in milliseconds
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2. Enter the following information:

Notes: The maximum range of IP addresses to enter is 64K entries. We strongly
recommend that you break the intended discovery range into several smaller ranges, to
speed up the discovery process.

The discovery process may take up to 17 hours (1 second timeout for each entry) to
complete for a full range of 64K IP entries; there is no option to cancel during discovery
process.

Table 9-2 Automatic Device Detection - Configure Tab

Lantronix discovery  This protocol discovers SLCs and other Lantronix-built devices on the network.

protocel Note: To discover SLPs and SLKs, use SNMP; to discover SCSs, use SCS05/20
discovery. Use IP address 255.255.255.255 to discover all Lantronix-built devices
on the local subnet, and use a remote subnet broadcast address if the routers in
the network forward subnet broadcast packets.

The Lantronix IP multicast address is 239.255.255.251. Any device can join the
239.255.255.251 multicast group by notifying or registering to its subnet router.
SLM then sends out a single discovery request, which is delivered to all devices in
that multicast group by routers on different subnets. Once SLM gets a discovery
response from members, it queries each individual device for further information.

Note: See [RFC1112] for a description of the basic IGMP protocol.

IP address: Specify the subnet (e.g., 255.255.255.255) to be searched, or if
specifying a range of IP addresses, the IP address at the beginning of the range in
which the SLM is to detect devices.

Optional Ending IP: If specifying a range of addresses, enter the IP address at
the end of the range.

Timeout: Number of milliseconds the SLM will continue to look for a device before
moving on. The default is 1000.

Note: You may specify more than one protocol search definition before the
search.

SNMP on IP range Simple Network Management Protocol (SNMP) is a set of protocols for managing
complex networks. Enter the following to discover all devices within one or more
ranges of IP addresses on the network.

SNMP requires that you specify a range of IP addresses.

Starting IP Address: The IP address at the beginning of the range in which the
SLM is to detect devices.

Ending IP Address: The IP address at the end of the range in which the SLM is
to detect devices.

Timeout: Number of milliseconds the SLM will continue to look for a device before
moving on. The default is 100.

Community: An SNMP community is the group to which devices and
management stations running SNMP belong. The default setting is public.
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SCS05/20 discovery | To locate Lantronix SCS05/20 products on the network, specify:
on IPrange Starting IP Address: The IP address at the beginning of the range in which the
SLM is to detect devices.

Ending IP Address: The IP address at the end of the range in which the SLM is
to detect devices.

Timeout: Number of milliseconds the SLM will continue to look for a device before
moving on. The default is 100.

Note: Web configuration must be enabled on an SCS device for the SLM to
discover it.

Attempt secure To establish a secure channel connection to discovered SLC and SLM devices,
channel connections select the check box and one of the following options:

Use default password: If you select this option, the SLM attempts to set up a
secure channel to discovered SLCs and SLMs using the default sysadmin
password of PASS. This is the default option.

Use password: Enter a password to use for secure channel connections to
discovered SLCs and SLMs.

If the password has been changed, the user must manually establish secure
channels on the device pages (using the appropriate password) later.

To add an entry to the current search list, click the right arrow.
To remove an entry from the current search list, select the entry and click the Delete button.

After defining all the searches, click the Search button.

2 e

If desired, check the progress of the search by clicking the Progress button above the menu.
The table shows how far along the search is towards completion.

Note: You can continue working while the auto-detect process takes place in the
background.

7. To add the detected devices to the menu tree, click the Reload button. When you open the
device groups, the devices display in the proper place on the menu tree.

Note:  When you first auto-detect devices, all devices that respond are entered into the
SLM database. You may decide to change the names of these devices (and ports) to
something more meaningful than "SLC" or "Port-1." If you then auto-detect again, and
auto-detect notices these devices again, the SLM retains the names you assigned. If you
want to rename a device back to its original name, change the device name to ? before
running the auto-detect. If auto-detect finds a device with the name ?, the SLM updates
the name to the value the device returns.

Auto-Detect Commands

admin autodetect filter delete
Syntax
admin autodetect filter delete

The command displays an index of current filters. Type the index number of the filter you want to
delete and press Enter.
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Description

Deletes one of the current auto-detect search filters.

admin autodetect filter ltrx

Syntax

admin autodetect filter ltrx <IP range> [timeout <number of

milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155 timeout 1500
timeout: default is 1000 ms; range is 1000-60000 ms

Description

Sets Lantronix discovery protocol search filters. The ending IP address is optional.
admin autodetect filter scs

Syntax

admin autodetect filter scs <IP range> [timeout <number of

milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155
timeout: default is 100 msec; range is 100-60000 msec

Description

Sets SCS discovery protocol search filters.
admin autodetect filter show
Displays the current auto-detect search filters.
Syntax

admin autodetect filter show
Description

Displays the current auto-detect search filters.
admin autodetect filter snmp
Syntax

admin autodetect filter snmp <IP range> [community <name>] [timeout

<number of milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155
name: public (default)
timeout:default is 100 msec; range is 100-60000 msec
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Description

Sets SNMP protocol search filters.

admin autodetect start

Syntax

admin autodetect start <one or more parameterss
Parameters

[securechannel <default |passwords]
[option <ltrxonly|delnonltrxs}

ltrxonly detects only Lantronix devices

delnonltrx detects only Lantronix devices and removes existing non-Lantronix devices.
Examples

admin autodetect start securechannel default

Attempts secure channel using the default password

admin autodetect start securechannel mypass option delnonltrx

Attempts secure channel using password mypass. Detects only Lantronix devices and removes
existing non-Lantronix devices.

Description

Starts the SLM auto-detect device process, using the protocol and filters configured.
show progress

Syntax

show progress

Description

Shows the progress of background tasks.

Ethernet Devices

The SLM enables you to list all devices, groups of devices, and individual devices in the SLM
database. These devices have been auto-detected or added manually. This section shows how
the Administrator and Ethernet Device Account groups add devices manually, edit device settings,
and delete devices.

Listing Devices
You can view a list of all devices in the SLM database. The list may include other Lantronix-built
devices and even non-Lantronix devices.

Note: The examples in this section show SLCs. You can perform similar actions on all
other Ethernet devices.
To list all devices on the network:

1. To view all of the detected devices, click Ethernet Devices on the menu. The All Ethernet
Devices page displays all devices in the database.
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Figure 9-3 All Ethernet Devices Page - List Tab

Note:

Table; Flgitt: Valug: sysadmin@ELMC412
LANT?ON | X Ethemet Devics (% Name b Search Reset Logout
SLM
1] O [j All Ethernet Devices
= jmmam P28 Foiting | Traps | [ Fasswords | sWmP | suwProxy | Notes | Help |
2 _laccouns
IEvents Nama IP Addrass Ethernat Address Device Type Location Modal FW LastFW Legin Channal Poll Reach  S5H Rack
= _IFiles Wer  Update Hey Fail Part
= _feternntoovicss Coun
& _lsm &7 172192058 O080AZEE00:0C Other Lantront ) 68 sysadmin No ves 0 22
= -1 [~ 1721910039 00:20.4A 900288 Other Lantronkc 7 X1 sysadmin No es 0 22
B Ll @7 172.19.100.129 00:20°4A90:01FE Other Lantronix 77 704 sysadmin No Yes 0 =
;;‘“m’-m (Il 2 ai-gsm 1721923199 00B0AIBC0161 Spiser sLs 22 sysadmin Yes ves 0 2
Tlap i DSM-6-1 1721938110  00B0ATAC:00:14 Spider S a1 sysadmin No ves 0 22
IR T 14 DSM-Access 1721830248 00:80:A3.69:9F-07 SLB SLBO0GE4-01 54 sysadmin ‘ves es 0 2
G SeDEM-Access (172.18.39.240) id EDS16PR 17219.229.79 0020AABEB3C4 EDS EDSI6PR 502 agmin - No Yes O Frl
i) B T i EDS16PR 172192454  O0.20.4ABE AF.8B EDS EDS16PR 502 adnin No Ves 0 22
=4 ;m-";;;‘;’;;gﬁm’ (i EDS16PS 1721921206 0020.4ABE 6074 EDS EDSI6FS 502 atmin Mo es 0 22
¥ ISUB_W (172102714} {4 EDS16PS 172192453  00204ABETESF EDS EDS16FS 502 aEmin No ves 22
3! sedsbush_glern (172.19.250,180) (& EDS2100 172.19.100.220 00:20:4A°A8 BEBD EDS EDS2100 502 ammin  No ves 0 2
] Sele247 (172.19.39.247) 4 eoszi00 17219212207 00:20:4A90:00:7F EDS EDS2100 502 agmin - No ves 0 22
= ::S“““ @ EDSZIFR 172192456  O020AABE 5557 EDS EDS32PR 502 agmin - No Yes 0 2
[ _Je0s @ EDSE:PR 172192458 00204ABESE28 EDS EDS32PR 502 agmin - No Yes 0 n
& _lepe-Mp & EDSXIFR 172.19.229.72 00:204A0ERCEE EDS EDS32FR 502 admin - No Yes 0 2
I Promier Wave (3 EDS3FR 172192457  00204ABE 5525 EDS EDS32FR 502 atmin Mo es 0 22
% I Other Lanrontx (4 EDS32PR 172182455 00204864959 EDS EDS32PR 502 aomin Mo es 0 2
—IManagwd Derices 4 EDSEPR 17219212157 00204A8E5500 EDS EDS32PR 502 agmin - No ves 0 22
14 EDS3PR 1721910054 00204483 TE24 EDS EDS32PR 502 agmin - No ves 0 22
@ EDSE:PR 17219212156 00:20.4A8E SDAC EDS EDS32PR 502 agmin - No Yes 0 n
(@ EDSIPR 172192459 00204A8E 543 EDS EDS32PR 502 agmin - No Yes 0 n
¢ 20 5 o 2
- e Ij!'_nfz:l??" 172 mf?‘rj‘_r.l’n‘.‘ni.\:;.? A EDS — EDSHPR, 500 1 atmin .'Nl es 0 J.,?.?P"-- i

You can sort tables in SLM by clicking the text in the column header by which you

want to sort. For example, to sort by name, click Name. Click the same header again to
change between ascending and descending order. If there is more data in a table than fits
on the screen, scroll forward and backward through the data.

To list all Ethernet devices of a specific type:

¢ Tolist all SLCs managed by the SLM, click Ethernet Devices > SLC on the menu tree.

following page opens:

Figure 9-4 Manage Group Page - List Tab

The

LANTRONIX'

Table: Field: Walug:

Ethernet Device v || Name h "7

i MCca13
[ Search ][ Reset Logout

SLm

LL.1 [N (] R 72 |

[+ _|configuration
# _Accounts
_|Events
) _IFiles
(=1 _dEthernet Devices
Bl_lsim
= 4sic
4] #sic19a2 (172.19,245.10)
) #=5lca60d_Glenn (172.19,100,81)

4] “-IDSM-Access (172.19,39,248)
“patizh_slbl (172.19.212.153)
“patiah_slk2 (172.19.229.253)
=lslb04ce (172.19.245.2)
“=ISLB_DW (172.19,221.4)
=lslbush_glenn (172.19,250,180)
=lslc247 (172.19.39.247)

[# _lspider

# _|ups/s0s

& _Eps

& _|EDS-MD

(1 _|Premier Yave

(31| Other Lantranix

__IManaged Devices

HEMNEEE

Manage "SLC" Group

Rl Add | Traps | Actions J PorthAccess | Notes § Help |

Name

£ sic19a2
£Z sicasnd
2 itemns

IP Address Ethernet Device Location Model Fw Last FW
Address Type Ver Update

1721924510 00:80:AZ:8D:13:A2 SLC 5LC4a8 58

_GIenn 172.19.100.81 00:80:A3:B8:66:00 SLC SLC32-03 85

Login Channel Poll Reach Fail
Key Count

sysadmin Yes Yes 0

sysacmin ves Yes 0

¢ Tolist devices in any other device group (e.g., SLK, SLP, or Other Lantronix), click Ethernet
Devices and the name of the device group on the menu tree.
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Adding a Device Manually

If you know there is a new device on the network, or for some reason, the SLM does not auto-
detect a device, the administrator can manually add it.

To add a device:

Note: Ethernet device pages may differ slightly, depending on the type of device. The
procedure below the examples notes these differences.

1. On the menu tree, click Ethernet Devices and then the type of device you are adding (e.g.,
SLC, SLK, Spider, or Other Lantronix).

2. Click the Add tab. Depending on the device type, one of the following pages or a similar page
displays.

Note: The connection buttons on the right are inactive until the Ethernet device has
been added to the system. See Connecting to Ethernet and Managed Devices (on page
224) for instructions on using the buttons. The TN3270 button is inactive for all Lantronix
devices.

Figure 9-5 Add SLM Device Page - Configure Tab

X Table Field “alue: y in@sLMC413
| Ethernet Device || Name v |r | Csearch ] [Reset |  Logout
SLM
(RN Add“SLW" Device
e EALELLR Ports | PerCons § LocalCons § Utiities | Display § Traps | Modem § Notes § Help |
+ _INetwork Settings
# __| Authentication
+ _lservices
j SLM
[Z) autn Detect Devices
©C hccounts Padgess | | Mol | Browse hitp
& IFiles Browse https O
=1 _AEthernet Devices Secure channel: No Link Status; 00N - 1ast checked:
CJam Mever Web Channel
_Jsic TCP Port for 5SH
JSLK TCP Part Secure Channel
ort for N "
_lSLP Telnet Rack Location: Feature not licensed X
§SH Connection
__IManaged Devices Poll
Telnet
Delete TN3ZTO
Figure 9-6 Add SLC Device Page - Configure Tab
L/\N T ?ON I >< Table: Field e sysadmin@aLMca13
Efhemet Device = || Name - [ eeareh [ Resst | Logow
SLM
Li.3] ] Wl Manage “SLC" Group
T ST e | TR BT T p— T ST
(3] _Jacoounts
__Jl.u:nu Name 1P Addrass Ethernat Davice Location Model FWw Last FWw Lagin Channel Poll Reach Fail a8H Rack
i+ _IFiles Address Type Ver Update Kay Count Port
=1 _ABthrrest Corvicis £ sici9az 172,19 24510 0080 AT 6D 19.A2 SLC SLCal 58 sysaomin ves wes 0 22
i :;’: £ aichdDo_Gienn 1721910081 00 00 A0S BEOD SLC SLCAT-03 88 syRammin Vel wes O

2 mems
&) ek 102 (172,19.245. 10)
= S akcBe0d_Glern (172,19, 100,81}
_dEmk
—lap
- =B
& iDEM-Access (172.19.30.248)
= siparie, sk (172.10.212.153)
5 shipariah_sibd (17210270, 295)
* Slabdoe (172.19.245.2)
& SMISLBDAW (172.19.221.4)
&) sintanb_ghen (172.19.250.100)
#) SisicT (172.19.30.247)
# | spuder
i _IUOs/s06
1 _Inos
# _IEDS-vD
I Pramie Wave
41 _| Ot Larmroni
—IMaruged Davices
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Figure 9-7 Add SLK Device Page - Configure Tab
! Table: Field: Walug: sysadmin@SLMC413
LANT?ON'X |Ethemet Device "H MName VH H Search ][ Reset Logout
SLM

ial 1ICh %0 Add "SLK" Device
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e Password:

Secure Channel
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Telnet §SH Connectioh
Poll:
Telnet
Device Ports
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Delete

Figure 9-8 Add SLP Device Page - Configure Tab
! Table: Field: Walug, sysadmin@SLMC413
LANT?ON'X |Ethernet Device vHName v|| H Search ][ Reset Logout
SLM
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Figure 9-9 Add Spider Device Page - Configure Tab
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Figure 9-10 Add Other Lantronix Device Page - Configure Tab
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Figure 9-11 Add Non Lantronix Device Page - Configure Tab

Table: Field Value: sysadmin@SLMC413
Ethemet Device v | Name v Logout
E E E Add "Non Lantronix™ Device
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# _|Events
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3. Enter the following as required by the device type:

Table 9-12 Manually Added New Device Details

Name (required)

MAC Address
(required)

IP Address
(required)
Model
Location
FW Version

Secure Channel
(view only)

Link Status (view
only)

Login (not on SLM)

Password and
Retype Password
(not on SLM)

TCP Port for SSH

TCP Port for Telnet

Name that identifies the device.
Network (Ethernet) number of the device (on the device label).

Note: Enter all Ethernet addresses in hexadecimal, colon-separated format (e.g.,
12:34:56:AB:CD:EF).

IP address that uniquely identifies the device on the network. There is no default.
Note: Enter all IP addresses in dot quad notation.

Model number of the device. Required for both SCS05/20 and SLB.

Place where the device is installed (e.g., city, building, or room).

Release number of the firmware.

Indicates whether the SLM has a Lantronix secure channel connection from the web
interface to the command line interface of an SLC and its ports. The default is No.

Indicates whether or when the SLM polled the connection from the SLM to the
device.

User name for logging into any Ethernet device that can be logged into using http or
https.

Password for logging into any Ethernet device that can be logged into using http or
https.

Number of the port for establishing an SSH connection to the device or its ports. The
default setting is 22.

Number of the port for establishing a Telnet connection to the device or its ports.
The default setting is 23 for all devices except WiBox and UDS, which use 9999.
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TN3270 Logical Unit  Used by devices that support TN3270 connections.

SNMP Read An SNMP community is the group to which devices and management stations
Community (SLC, running SNMP belong. The default setting is public..
SLB, SLP only)

SNMP Write A string that acts like a password for an SNMP manager to modify data where
Community (SLC, permitted.
SLB, SLP only)

SNMP Trap A string that is sent along when a trap is broadcast. Only management devices that
Community (SLC, are listening for that value process the trap. Management devices that are not
SLB, SLP only) listening for that trap community ignore the trap.

Current load (SLB  Displays the current voltage on the SLB or SLP.
and SLP -view only)

Synchronized If you make a change to an SLC or SLB configuration but only save the change to

(SLC and SLB only) the local database, this field displays No. It will change to Yes if you push the
configuration to the physical device or read or write information to make the
database match the physical device.

Poll If selected, the SLM will include this device when performing periodic polling of
Ethernet devices. Selected by default.

Device Ports Select the number of device ports on the Ethernet device.
4. Click the Add button.

5. Click Ethernet Devices and then the device group (e.g., SLC) to which you added the device.
The added device displays at the end of the list and on the menu tree.

Updating or Deleting Ethernet Device Settings

The Administrator and Ethernet Device Account groups can edit settings for Secure Lantronix
Management devices (SLCs, SLBs, SLKs, SLPs, SLBs, Spiders, and other SLMs) and other
Ethernet devices. They can also delete a device from the SLM database so that the SLM will no
longer manage it.

To update an Ethernet device:

1. On the All Ethernet Devices or the Manage Group page, click the Edit £4 icon to the left of the
desired device,

OR

On the menu tree, click the name of the desired device. The Configure tab for the device
opens.

Note: An example of the Configure tab for updating an SLC is shown below.
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Figure 9-13 Update SLC Device Page - Configure Tab
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|Z] Autn Defect Devices
® _ JAccounts IP Address: |172.19.38.112 Model: | 5LS i
__|Events W Praxy
 ere . T
B i Browse http
—Ethernet Devices Secure channel No L2 Up - last checked: Mever
+_lsim Status
) Browse https
] =ce Lagin: sysadmin Password: eessesss
SLK
j TCP Port for [ Retype Web Channel
_ISLP SSH Password:
# _lste
TCP Port for Rack Secure Channel
=l _ASpider Telnat Locatan. FEatlre nat ieensed
| S awi-dsm (172.19.231,93) S5H Cennection
) A DEN3E-1 (172.19.39.110) Managed Device Create
= % Glenn-¥MPC (172,19.38.112) Read info from Write info
e SLS kM- device to device:
PC-182 (172.19.100,229) Foll: TN3270

Note:

on how to use the active connect buttons.

2. Add or update information as desired. In addition to the fields described on Configuring a
Managed Device (on page 207), enter the following for SLCs, SLBs, SCSs, SLMs, and SLPs:

Managed Device

Table 9-14 SLC Device Settings

See Connecting to Ethernet and Managed Devices (on page 224) for instructions

Note: This field is unavailable if no Managed Device Groups exist in the system.

If desired, create a managed device from the Ethernet device. For more information,
see Creating Individual Managed Devices (on page 197).
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Read info from If selected, the SLM will attempt to update its internal database by interrogating the

device physical device. The SLM must have a Secure Channel established to the Ethernet
device (or provide the sysadmin login and password of the Ethernet devices) for this
function to work.

Currently, the SLM can read the following information:

SLC: SLC host name, firmware version, device port names, device port parameters
(e.g. baud, flow control), and the SLM logging parameters for each port

SCSxx05/20: SCS host name and the port names

SLM: SLM host name and firmware version

SLP: SLP outlet names and outlet IDs

SLB: SLB host name, firmware version, device port names, device port parameters
(e.g. baud, flow control), and the SLM logging parameters for each port

Write info to device | If selected, the SLM will attempt to update the physical device using the values
currently in its internal database. The SLM must have a Secure Channel established
to the Ethernet device (or provide the sysadmin login and password of the device)
for this function to work.

Currently, the SLM can write the following information:

SLC: SLC host name, device port names, device port parameters (e.g. baud, flow
control), and the SLM logging parameters for each port

SCSxx05/20: SCS port names
SLM: SLM host name
SLP: SLP outlet name
SLB: SLB host name, device port names, device port parameters (e.g. baud, flow
control), and the SLM logging parameters for each port.
2. Click the Update button. When the update is complete, a confirmation message displays.
To delete the device:
1. Click the Delete button.
2. Inresponse to the request for confirmation, click OK. A blank device page opens.

3. Click Ethernet Devices on the menu tree. The deleted device is no longer on the menu tree or
listed on the Device Group page.

Device Locator

Note:  Use of Device Locator is not included with your SLM installation. Please contact
Lantronix Sales at 800-422-7055 for additional information on enabling Device Locator.

At times it is desirable for the user to know the physical location of Ethernet devices that are being
managed by the SLM. Device Locator takes advantage of the SLM device management to assign
a specific Row, Cluster and Rack Position to any device in the SLM database. Once the physical
location of the device has been entered into the device record (or determined during the discovery
process for SLC/SLB), users can:

¢ Immediately determine where the device is located on a map representation of the machine
room

¢ Check the names and types of all devices in a specific rack
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¢ Access any device using any valid protocol with a single mouse click

To take advantage of this feature, the user must first determine the physical makeup of the
machine room to be managed. How many rows of racks are there? How many clusters exist
within each row (may be 1)? And, finally, how many racks are there in each cluster? The user
should use the actual number or rows, the maximum number of clusters, and the average number
of racks, as these can be added to or deleted from later.

Configuring Device Racks

Click on the Device Locator icon in the tree pane, directly below Ethernet Devices, then click on
the Configure tab. You will be presented with:

Figure 9-15 Device Locator - Configure Tab

Tahle: Fiel: Value sysadming@sSLMC413
Ethernet Device v || Name > Logout
SLM
[:] E [:] Rack and Device Locations
=1 _Acanfiguration Configure
# __|Metwork Settings
# __| Authentication
I = [ Define Room
+ __|Device Management
+ ) Accounts Rows: |3
# _IEvents
& Criles Clusters/Row: |3
=l _dEthernet Devices Racks/Cluster: |4
[ Device Lacator
4 s
+ _]sic
etk rAdd Rack
_lsip Row
4 _lse
I _Ispider Cluster
+ _JUDsS/sDS Position
# _IEDS
4 Jesvp
+ _IPremier Wave
A Ot Lanonic rRemove Empty Racks
+ _INon Lantronix ROTCOTPOT ~
# _IManaged Devices ROTCOT1POZ
ROTCOTPO3
ROTCOTPO4
ROTCOZPO1
ROT1CO2P02
RO1CO2P0O3
RO1C0O2P04
ROTCO3POT
ROTCO3PO2

Enter these values in the "Define Room" section and presses "Submit". The racks are all created
and assigned names based upon their location. For instance, if the machine room is defined with
3 rows, 2 clusters per row, and 5 racks per cluster, then 30 rack objects will be added to the
database. Each rack object will be assigned a name in the format "RrrCccPpp" where "rr" is the
row number, "cc" is the cluster and "pp" is the position within the cluster. Additional racks may be
added at this time should some clusters contain more racks than typical, and empty racks may
also be removed. Note that if a rack is removed from the end of a cluster, then the other racks are
"enlarged" to physically fill out the cluster. If a rack is removed from the middle of a cluster, then a
"hole" is shown in the cluster to indicate an available space.
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Assigning Devices to Racks

Once the racks have been configured, you may now assign the Ethernet devices to their
respective racks.

Click on the Assign tab. The Ethernet device assignment page shows:

Figure 9-16 Device Locator - Assign Tab

Tahle: Fiel: Value sysadmin@sLMC413
Ethernet Device v || Name v Logout
SLM
E E C] Rack and Device Locations
=l _AConfiguration Assign

# _ | Network Settings
| Authentication
+ | Services

® (1 Device Management Rack Current Devices Available Devices
+ _accaunts ROTCOTPO] » 7(172.18.100.128) “
[ |Events 7(17218.203 8)
217218100 38)
# L_IFiles avi-dsm (17219231 9
=l _AEthernet Devices [o}: 1(17219.3
E) Divics Locator DShi-Access (1721830 245)
EDS1BPR (17210 2454
[ 5m
- EDS1BPR (17210228 74)
B_lsic EDS16PS [172.19.212.88)
NETS EDS1BPS [172.18.245 3)
Clap EDS2100 (172 18100 220)
EDS2100 (172 18.212 207)
Ll lse EDS32PR (172.19.229.8)
*+ | Spider ED532PR (172.19.245.8)
+ _|Uns/s0s EDS32PA (172.19220.72)
® _leDs EDS32PR (172.10246.7)
&0 EDS32PA (172.10246.5)
B LEDS-D EDS32PR (17210212157
[# __| Pramisr \avs EDE32PR (172.10100.54)
[# | Other Lantronix EDE32PR (172.10212.158) v
[# _| Non Lantronix Update

+ _IManaged Devices

On the left is a dropdown list of all racks in the database. To assign one or more Ethernet devices
to a given rack, first select the rack from the drop down (note Row, Cluster and Position number),
then select one or more of the Available Devices in the rightmost list and use the left pointing
arrow to move them to the Current Devices list. Finally, click on the Update button to send these
changes to the database. Note that devices may be moved between the Current Devices list and
Available Devices list one or more at a time by using Ctrl-click or Shift-click to select multiple
devices. Also note that devices may be "removed" from a rack and placed back in the "Available
Devices" pool by use of the right pointing arrow. Repeat this action to populate more racks.
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Viewing Ethernet Device and Rack Locations

To take advantage of your newly defined machine room, click on the View tab:

Figure 9-17 Device Locator - View Tab

Table Field Value: sysadmin@SLMC413
Ethermet Device ¥ | Name A Logaut
SLM
®l 1T o Rack "R01C01PO1"
[+ __Jconfiguration View
# _JAccounts
[ _JEvents [ ]

3+ __IFiles
= _Nethernet Devices
[ Device Locatar
+_Jsm
+ _]siLc
sk
_lsLp
#|_|sLe
+) __| Spider
# __|UDS/SDS
# _JEDs
+ _|EDS-MD
+ _IPremier Wave
#) _|Other Lantronix
#) __|Mon Lanitranix
+ __IManaged Devices

¥ avi-dsm {172.19.231.99) [ HTTP | [ HTTPS | [ Web Channel | [ Secure Channel | [ SSH | [ Telnet

Note that racks that are populated a rendered in a pale yellow, rather than the gray of an empty
rack. Use the mouse pointer to hover over one of these populated racks and a tool tip appears
giving the name of the rack, along with the device type, name and IP address of all Ethernet
devices in the rack. Furthermore, by clicking on the rack, that rack is highlighted in red and the
bottom of the window is populated with a table containing an entry for each device in the rack.
Each entry contains the icon for the device type (hover over the icon to see the device type in a
tool tip), the name of the device (along with a link to that devices's configuration page), the IP
address of the device, and a series of connection buttons, one for each valid connection that the
SLM can make to that device (note that due to actual configuration settings, some of these
connections may not complete.)

One additional note: once a device has been "placed" in a rack, a link appears on that device's
configuration page. By clicking on that link, the Device Locator View page is brought up, with its
rack highlighted in red and all devices in that rack populated in the table below.

Persistent Connections

Persistent connections are permanent connections made between the SLM and an Ethernet
device (e.g., an SLC or SLP) that include connection capability for up to five simultaneous users.

Note: The number of concurrent users may be increased up to a maximum of 25 users.
Please contact Lantronix Sales at 800-422-7055 for additional information.

Some users may have read-only access and may only view all traffic on the connection. Other
users may have read/write access and can type into the connection from the SLM side. Should a
persistent connection fail (e.g., inadvertently closed by user or a network problem), the SLM will
detect this condition and attempt to reestablish the connection. All traffic on the connection may be
logged to the SLM.
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To list existing persistent connections to a device:

1. On a specific device page, click the PerCons tab. A list of existing persistent connections

displays.

Note: You may view all Persistent Connections to which you have rights by performing a

search.

Figure 9-18 Device Page - PerCons Search

SLM

LAN T Q N I Table Field! WalLe sysadmin@SLMC413
Ethemet Device v | Name -

Logout

ind @Gl IR Device "Glenn-VYMPC"

=1 _dconfiguration g PerCons

L
+ __|Metwork Settings

+_IServices
= _ADevice Management 4 Pan2 Glenn-¥MPC Secure Channel 2012-09-17 15:14:03 Yes No Yes
EJ Auto Detect Devices 1 item
i Accin [_Add New Persistent Connection | [ Refresh
__|Events
# _IFiles
=) _dEthernet Devices
#_Jsim
#H__JsSLc
=T
Llsip
#_lsie
= _Mspider
[+ avi-dsm (172.19.231.99)
= DSM-38-1 (172,19.38,110)
LS
E Glenn-YMPC (172,19.38.112)
LS
# Pan2
PC-182 (172,19,100.229)
PCOn-192 (172,19,100.147)
SLS (172.19.225.50)
SLS4a808c06 (172,19,100.688)
SLSAZSC4FDO (172.19,100.5)
sls-sunset2 (172.19.208.2)
sls-sunset3n (172,19.208.30)
sks-sunset31 (172.19.208.31)
sls-sunseta2 (172,19.208.32)
sls-sunsett (172.19.208.6)
[# %% SpiderG-108 (172.19.38,108)
+ _JuDs/sDs
# _JEDs
+ _JEDS-MD
+ __|Premier Wave
+ __|Other Lantronix
_IManaged Devices

HEHNEEEBHBE

+ _] Authentication Name Cohsole Protocol Time Established Managed Device Logging Cennection
Available Ehabled Ehabled

Status

Up

To view a specific persistent connection to a device:

1. On a specific device page, click the PerCons tab (see Figure 9-18).

2. click the Edit £4 icon to the left of the connection. The PerCons page opens.
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Figure 9-19 Device Page - Persistent Connection

L/\NT N | X Table Field Value: ¥ in@SLMC413
Ethemet Device v || Name < [ search ] [(Reset
SLM

Logout

ind @Gl IR Persistent Connection "Pan2"

=1 _Aconfiguration Configure | Notes | Help |
[#] | Metwork Settings
# _| Authentication

# _|Services
= _Dewice Managerent Mame: l:l Parent Ethernet Device: Glenn-YMPC
[ Aot D Do Protocol: | Secure Channel v Last Established: 09/17/2012 15:14:03

# __J&ccounts
_|Events Logging Enabled: [ Managed Device Availahle:

[+ _Files Connection Enabled: Use Parent Login: [J

__IsLk

_lap Escape Sequence: 1B Reconnect Delay (mins):
B _lsie
=1 _4spider Status: Up EOL Translation

[# S avi-dsm (172.19,.231.09)

[=] % DSM-38-1 (172,19.38,110)
LS
=% Glenn-YMPC (172.19.38.112)
LS
I} Pan2

FPC-182 (172,19.100.229)

Con-192 (172,19,100.147)

SLS (172.19.225.50)

LS4a808c06 (172,19,100.68)

LSA38C4FD0 (172,19,100.5)

ls-sunset2 (172.19.208.2)

ls-sunseta0 (172,19.208.30)

ls-sunset3l (172.19.208.31)

ls-sunseta? (172,19.208.32)
1+ Ssls-sunsets (172.19.208.6)
[# %% SpiderG-108 (172.19.38,108)

[+ _Jups/sps

# _Jeps

(# _JEDS-MD

[+ _|Premier Wave

# _|Other Lantronic

__IManaged Devices

(CRCRCRCRCRCRCRCEC)

=1 _AEthernet Devices
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To add a persistent connection to a device:

1. On the PerCons list page, click the Add New Persistent Connection button. The Add

Persistent Connection page displays.

Figure 9-20 Add Persistent Connection

Tahle Field
Ethemet Device v || Name

LL1 IO (][I P |

=1 _Aconfiguration Configure
# __INetwork Seftings
#_J authentication
#_Iservices
=) _ADevice Management Mame:
REREI SRS Pratocol: | Secure Channel v
[ JAccounts
| Ererin Logging Enabled: [
#_JFils Connection Enablec:
=l _NEthernet Devices
CIN Y Login:
st Promat
ISk
ISP Escape Sequence: W1 BC
F__lsie
B d=pider Status: Down

Delete

[+ avi-dsm (172,.19,231.99)
El DSM-38-1 (172.19.38.110)

= SLSKYIMEL
E Glenn-¥MPC (172,19.28.112)
= SLSKWM-1
3 Panz
PC-182 (172,19.100.229)
PCon-192 (172.19.100,147)
SLS (172.19.226.50)
51542308006 (172.19,100.63)
SLSA3BC4FDO (172,19.100.5)
sle-sunset2 (172,19.208.2)
sls-sunset3n (172.19.208.30)
sls-sunset3l (172,19.208.31)
sls-sunset32 (172.19,208.32)
sls-sunsets (172,19.208.6)
[ SpiderG-108 (172.19,38.108)
#_Jups/sDs
+ _|EDs
# _JEDS-MD
*
+]

AR EEEE

IFremier Wave
1 Other Lantromic
IManaged Devices

Walue sysadmin@sLMC413
Logout

Add Persistent Connection

Parent Ethernet Device: Glenn-YMPC

Last Established: Never

Managed Device Available

Use Parent Login: [J
Password. | eeeessss
Application
Reconnect Delay (mins): | 1

EOL Translation | GR, v

2. Enter the following information:

Table 9-21 Add Persistent Connection - Configure Tab

Name (required)

Protocol

Name that identifies the persistent connection.

From the drop-down list, select the protocol used to make the persistent

connection. The options available depend on the type of Ethernet device.
Secure Channel: SLC, SLB, Spider, and SLM only

SSH
Telnet

TN3270: A special Telnet program that connects to mainframes. It is only available
if the Ethernet Device is of type Non-Lantronix. No Lantronix devices use this

protocol.

Logging Enabled

Select to enable the SLM to log the persistent connection.
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Connection Enabled Clear this box to define the persistent connection, but not to initiate it. Later, when

Login

Prompt

Escape Sequence

Status (view only)

Parent Ethernet
Device (view only)

Last Established
(view only)

Managed Device
Available
Use Parent Login

Password

Application

Reconnect Delay
(min)

EOL Translation

you want to activate the connection, return and select this box.

If specified, this is the account the SLM will use for logins when establishing the
persistent connection. If you select the Use Parent Login box, this Login field is
disabled. If this field is left empty and the Use Parent Login box is not checked, the
user will be prompted for the login name when the connection is first established.

Prompt that displays on the CLI when you log into the connection.

A series of one to ten characters that cause the user to exit the connection.

A suggested value is Esc+C (escape key followed by an uppercase "C"), specified
as \x1BC (default).

Indicates whether the connection is active.

Name of the Ethernet device to which the persistent connection is made.

Indicates when the persistent connection was made.

If the parent Ethernet device of this persistent connection is being managed as part
of a managed device, then users with access to that managed device will also be
able to connect into this persistent connection.

If selected, you can log in using the userid and password for the Ethernet device.
The Login and Password fields become inactive.

Password for logging into the Ethernet device. (Inactive if you select Use Parent
Login.)

When the connection is made, the application will start automatically and keep
running as long as the connection is active.

An example is a program that monitors a system function such as throughput and
sends unusual values to the screen. The application is available to anyone who
attaches to the persistent connection and can be logged.

If the connection drops by mistake, the number of minutes to wait between attempts
to reconnect.

Specifify LF or CR for the end-of-line character

3. Click the Submit button. A confirmation message displays, and the persistent connection
displays below the list of the Ethernet device's ports on the menu tree.
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To update a persistent connection to a device:

1. On the PersCon tab, click the Edit £4 icon to the left of the desired connection,

OR

On the menu tree, click the name of the desired connection (below the list of ports for a

device). The PersCon page displays.

Figure 9-22 Edit Persistent Connection

PC-182 (172,19,100.229)
FCon-192 (172,19,100.147)
SLS (172.19.226.50)
SLS4a808c06 (172,19,100.88)
SLSA3BC4FDO (172.19,100.5)
slks-sunset2 (172.19.208.2)
slks-sunset30 (172,19,208.30)
sls-sunsetal (172,19.208.31)
sks-sunset32 (172.19,208.32)
sls-sunsetf (172.19.208.6)

[+ f¥SpiderG-108 (172,19,38,108)
+ _lUDsS/sDS
# |_JEDS
+ _|EDS-MD
# _|Premier Wave
+ | Other Lantronix
__IManaged Devices

HEHFHBEEHBEB

Tahle Field Value: sysadmin@SLMC413
Ethernet Device v | Name v [ search |[ Reset | Logout
SLM
E C] [:] Persistent Connection "Pan2"
=1 _Aconfiguratian Configure
# _IMetwork Settings F———
4| Authentication
+ _lServices
-1 _4Device Managament Name: Parent Ethernet Device: Glenn-VMPGC
5] 4uto Detect Devices Protacal:| Secure Channel v Last Established: 09/17/2012 15:14:03
# _laccounts
_JEvents Lagging Enabled: [ Managed Device Available:
[ _IFikes Connection Enabled: Use Parent Login: [
= _dEthernet Devices
#_Jsm Login: Password. seeessss
HLsLC Prampt: Application:
5K
s Escape Sequence: \w1BC Reconnect Delay (mins): | 1
+|_lsiB
= Nspider Status: Up EOL Translation | CR
¥ S avi-dsm (172.19.231.99)
= DSM-38-1 (172,19.38.110)
e slsKvM-1
=] ¥ Glenn-VMPC (172.19.38.112)
e slsKvM-1
4 Panz

2. Add or update the information as desired.
3. Click the Submit button.

To delete a persistent connection to a device:

1. On the PersCon tab, click the Edit £4 icon the left of the desired connection,

OR

On the menu tree, click the name of the desired connection (at the end of the list of ports for a

device). The PersCon page displays.
2. Click the Delete button.
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Polling

Only administrators with Allow Device Management set on their account page can access the
global polling page. Any administrator or Ethernet device user with rights to an Ethernet device
can change the "poll flag" for the device. This poll flag enables and disables polling on a device-by-
device basis. The poll flag of a device is enabled by default, but if not selected, even if polling is

turned on, that device will not be polled.
To poll Ethernet devices on the network:

1.  On the menu, click Ethernet Devices. The All Ethernet Devices page opens.

2. Click the Polling tab. The following page opens.

Figure 9-23 All Ethernet Devices -- Polling Tab

LI |

=1 _dConfiguration
I Network Settings
| suthentication
| Services
A Device Management
=) Auto Detect Devices
JAccounts
JEvents
# _IFiles
AEthermet Devices
JE =R
[+ _IsLc
ISLE
=
IsLe
| Spider
JUDs/5DS
|EDS
JEDS-MD
| Fremier Wave
| Other Lantronix
IManaged Devices

1 [+ & [

+)

H#HEH N

Table Figld: Walue: sysadmin@sLMC413
Ethernet Device v | Name n Logout

All Ethernet Devices

Polling

Ethernet devices may be tested for network reachability on a

periodic basis

Configure the frequency to perform these connection tests
Periodically pall: [

Pall interval (minutes): |2

Alto Modem Failover Count: |0
Last poll: Never

3. Enter the following information:

Table 9-24 Poll Settings

Periodically poll

Poll interval
(minutes)

Select to have the SLM poll Ethernet devices on the network at regular intervals.
Disabled by default.

If you select this option, then any Ethernet device that has its "poll" flag set but fails
to respond to Auto Connection Fail Count consecutive polling attempts displays with
a vertical red stripe in its icon on the menu tree.

Note: You can disable polling on a per device basis by clearing the poll flag on an
individual device's page.

Number of minutes the SLM should wait between polls.
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Auto Connection The following conditions are required for the SLM to automatically connect to the

Fail Count SLC through a modem:

¢ Ethernet device polling is enabled.
¢ The SLC device has polling enabled for itself.
¢ The SLC has a modem connection and phone number configured.

¢ The SLC has reached the maximum polling failure count (see below).
¢ There is an available modem on the SLM.

Enter the number of consecutive times the system must fail to reach the SLC before

the SLM will connect through a modem. Enter O (zero) to disable this feature.

Once the connection is established, it will remain connected until after either a
successful Ethernet poll or a manual disconnect of the modem by an SLM user.

Last poll (view only) Time the last poll was performed.

4. To save, click the Update button. A confirmation message displays.

SLC/SLB Local Connections

SLC/SLB serial connections may be monitored and terminated directly from the SLM. On the
device page for an SLC/SLB, simply click on the LocalCons tab. That page opens to reveal

Figure 9-25 Device Page - LocalCons Tab

SLM

Table Field: WValug sysadmin@SLMC413
Ethernet Device |+ || Name v [ search |[ Reset | Logout

LI (] R 7 |

= _Aconfiguration
3| Network Settings
3| Authentication
3 _|services
=l _dDevice Management
£ Autn Detect Devices
4 __JAccounts
|Events
IFiles
AEthernet Devices
3 _Isim
= ysLc
# ==slc19a2 (172.19.245.10)
[# =lslc860d_Glenn (172.19.100.81)
J5LK
=
ISLe
| Spider
lups/sps
|EDS
JEDS-MD
| Premier Wave
|| Other Lantronix
Itanaged Devices

+)

BB EHE R

Device "slc19a2"

LocalCons

I Port/Service Flow Pert/Service User Uptime [
3 Console Port < Command Ling 2245227 [
1 connection

This table shows the connection ID, the type of connection (SSH, Console, etc), the flow direction,
the Service, the username and how long the connection has been up in hours:minutes:seconds.

To terminate one or more of these connections on the SLC/SLB, check the connection's box (the
Refresh button changes to Terminate selected connections button) and click on the Terminate

button.

The window will refresh to show the selected connections no longer active.
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Device Modem

The Modem tab allows you to define modem connectivity between the SLM and the Ethernet
device. This can included a PPP profile definition for the SLM to use to communicate with the
device if the Ethernet connection should become severed, or a text profile to be used in call back
mode, where the SLM calls the SLC/SLB, the SLC/SLB hangs up and then calls the SLM back
(this for security purposes).

Note: The phone number of the modem on the SLM and call back mode must be
configured on the SLC/SLB.

1. On the All Ethernet Devices or the Manage Group page, click the Edit £4 icon to the left of the
desired device and click the Modem tab in the device page which appears.

Figure 9-26 Device Page - Modem Tab

Tahle Field: Value: sysadmin@SLMC413
Ethernet Device v | Name A [ search | Logout
(L] Device “DM-38-1"
# __Iconfiguration Modem
+__JAccounts
__|Events
+_IFiles
=1 _dEthernat Devices Maodern: | Ary | v
N =T Modem Profile: | Disabled |~
[#_|si.c
sk Maderm Phone:
_lste
& _lsie
[# | spider Update
[+ _|UDS/SDs
[+ _|EDS
[ _|EDS-MD
[+ _|Premier Wave
[# _|Other Lantronix
__IManaged Devices

2. Enter the following information:

Table 9-27 Device - Modem Tab

Modem From the drop-down list, select a specific modem for the Ethernet device to use. The
default is Any.

For PPP connections, if you leave Any, the SLM will choose any available modem
to use.

For text connections (call back), specify which modem the SLC is expected to call
back on. If you leave Any, the SLM will choose the first available modem, and if the
SLC calls back on another modem, the connection will fail. If there is only one
modem, then it does not matter whether it is specified or not in text mode.

Modem Profile From the drop-down list, select profile to be used with the connection. The default
setting is Disabled.

Modem Phone The phone number of the Ethernet device that will be contacted.
3. Click the Update button. A Modem Connect or, in the case of an SLC/SLB, a Call Back button
may display.

- The Call Back button allows you to open a window to the SLC/SLB, view the connection,
and type commands.
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= The Modem Connect button establishes a PPP connection between the SLM and the
remote Ethernet device. It is used when there is a network interruption and the SLM needs
to contact the Ethernet device. Click this button to establish the connection manually.

Note: The Modem Connect button only displays if a modem is present on the
system, a PPP profile is configured on the Ethernet device, the Ethernet device
references a defined SLM PPP profile, and a telephone number is defined for the

Ethernet device.

Viewing Session & Audit Log Files, Ping and SNMP Walk

On the Device page, you can

To view session log files:

view all session log files for the device.

1. On the Device page, click the Utilities tab. The following page opens:

Figure 9-28 Device Page - Utilities Tab
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Auth Passphrase:

Device session log file names have the following format:

<hostname> <host mac_address>-
<device port number>=<username>=<connection type>-<date and time>.log,

where:

Table 9-29

Device Session Log File Name Components

<hostname>

<host_mac_address>
<device_port_number>

<username>

Up to the first 8 characters of the hostname of the Ethernet device. If the
hostname is shorter than 8 characters, the hostname section is padded
with ~ characters to reach this length.

MAC Address of the Ethernet device. This is used by the SLM to correlate
log files to their corresponding Ethernet devices.

Device port number connected to for this session. This field is set to 0 "00"
for direct connections to the Ethernet device.

The SLM user ID that initiated this session.
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<connection_type> Session connection type: tnt for telnet, ssh for ssh, or scc for secure
channel.
<date_and_time> Date and time string in the format YYMMDD_HHMMSS

2. From the Device Session drop-down list, select the log you want to view.
Click the View button. The contents of the log display on the Display tab.

4. To view an SLC or SLB audit log, select the audit log from the SLC/SLB drop-down list and
click the View button. The contents of the log display on the Display tab.

5. To Ping a device, click on the Ping-V4 button. A pop-up window will appear to display the
resuts of the ping operation.

6. To perform an SNMP walk on a device, select the SNMP version, and if version 3 is selected,
set the v3 Auth, the v3 Encrypt, the v3User and the Auth Passphrase, then click on the SNMP
Walk button and the resulting output will appear in the Display tab. Not all devices support
this operation or have it enabled.

Note: Forinformation about a global option for enabling both device session logging and
SLC port session logging, see Logging in to the SLM (on page 288).

Traps

Traps are notifications of events sent from one device to another. The traps listed below are those
sent by other devices (SLMs, SLCs, SLPs, and SLKs) and received by the SLM. This feature is
applicable when you select Enable Traps Reception on the SNMP Agent page. Examples of traps
the SLM can receive include:

¢ SNMP Generic Traps:
- Cold Start
- Warm Start
- Ethernet Link Down
- Ethernet Link Up
- Authentication Failure
- EGP Neighbor Loss
¢ SLM Custom Traps (specified in SLM custom MIBs)
¢ SLC Custom Traps (specified in SLC custom MIBs)
¢ SLP Custom Traps (specified in SLP custom MIBs)
* SLK Custom Traps (specified in SLK custom MIBs)

Note: You can view traps on three levels: All Ethernet devices, Ethernet device group,
and individual Ethernet device.
To view traps for devices listed on the All Ethernet Devices page:

1. On the menu, click All Ethernet Devices, the Ethernet device group, or the individual device,
and then click the Traps tab. The following page opens.
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Figure 9-30 All Ethernet Devices Page -- Traps Tab
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2. Review the following information:

Table 9-31 Trap Settings

IP Address
Time
Object ID

Trap Type

Trap Community

Device

Description

Contents

IP address of the Ethernet device generating the trap.
Time the Ethernet device generated the trap.

Uniquely identifies the trap among all possible traps from all SNMP-capable devices;
it is derived from the trap.

Category of trap, for example, device cold/warm start, device Ethernet link up/down,
device authentication failure; it is derived from the trap.

Community value.

Name of the device sending the trap; it is derived by associating the sender's IP
address to a device name in the SLM database.

Message text in the trap.

The entire contents of the SNMP trap.

To clear or export a trap log:

1. On the top part of the page, enter the following:

Table 9-32 Clear or Export Trap Log Settings

Clear Trap Log
Export Trap Log

Select the check box to clear the trap log.

To export a trap log, select the check box and enter the range of dates the log you want

Filename

to export should cover.

Enter the name of the log file to export and select one or both of the following options:

Overwrite Existing File: Replace an existing log file with the one being exported.

Remove Exported Rows: Removes exported rows of Trap data from the database so

they will not be perceived as new traps in future viewings.
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2. Click the Update button.
3. To clear the table, click the Clear Trap Table button.

Properties (Ethernet Device Menu Tree)
The system administrator can control the display of Ethernet device folders in the tree menu.
To configure the Ethernet device menu tree:

1. On the menu, click Ethernet Devices, then click the Properties tab. The following page

opens:
Figure 9-33 All Ethernet Devices Page -- Properties Tab
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2. Enter the following:

Table 9-34 All Ethernet Devices - Properties Tab

Ethernet Device For each device group, select one of the following options from the drop-down list:

Groups Always: Device folder displays whether populated or not. This is the default setting
for the SLM, SLC, SLK, and SLP folders.

Never: Device folder does not display, even if populated.

Populated: Device folder displays only when populated. This is the default setting
for the SCS05/20, SCSxx00, SLB, Spider, WiBox, UDS/SDS, EDS, EDS-MD, Xport,
Premier Wave, Other Lantronix, and Non Lantronix folders.

Don't Detect: Prevents devices of this type from being auto detected.

3. Toremove all devices of a type currently in the SLM database, select its checkbox.

Note: Check boxes are active only if you change the display mode to Don't Detect.
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4. To save, click the Submit button.

Port Access

The Port Access tab is available for SLCs, SLBs, SLPs, Spiders and UDS/SDSs and provides the
following:

¢ SLCs: Connection to serial ports.
SLBs: Connection to serial ports and access to the port page for power ports.
SLPs: Access to the port page for power ports.

Spiders: KVM access to devices connected to a Spider.

® & o o

UDS/SDS: Manage connections between UDS/SDS ports.
To connect to an SLC port:
1. On the menu, click Ethernet Devices > SLC. The Manage SLC Group page opens.

2. Click the Port Access tab. A list of all SLCs displays, along with all of their ports. Numbered
squares represent the ports.

Note: Hovering over a port reveals the port name.

Figure 9-35 Manage SLC Group -- SLC Tab
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3. Click the SLC port to open a Secure Channel connection.
To connect to an SLB port or access its port page:
1. On the menu, click Ethernet Devices > SLB. The Manage SLB Group page displays:

2. Click the Port Access tab. A list of all SLBs and their IP addresses displays, along with all of
their ports and the power load of each port.

Note: Hovering over a port reveals the port name.
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Figure 9-36 Manage SLB Group - Port Access Tab
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Color-coded numbered squares represent the ports:
= Green = serial ports
- Red = power port on
= Blue = power port off
= Gray = power port state unknown (the device may not be responding)
3. You have the following options:
- To open a Secure Connection with a serial port, click the corresponding green square.
= To open an SLB port page, click the corresponding red or blue square.
To access an SLP port page:
1. On the menu, click Ethernet Devices > SLP. The Manage SLP Group page displays:

2. Click the Port Access tab. A list of all SLPs displays, along with all of their ports and the
power load of each port.

Note: Hovering over a port reveals the port name.
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Figure 9-37 Manage SLP Group - Port Access Tab
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Color-coded numbered squares represent the ports:
= Blue = power port off
= Red = power port on
= Grey = power state unknown (device may not be responding)
3. Click the port whose port page you want to open.
To gain KVM access to a device connected to a Spider:
1. On the menu, click Ethernet Devices > Spider. The Manage Spider Group page displays.

2. Click the Port Access tab. All Spiders in the system display as boxes with IP addresses.
Some boxes may display the current view of the device the Spider is controlling.
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Figure 9-38 Manage Spider Group - Port Access Tab
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3. Click the screen image to open a Spider KVM
To refresh the Port Access tab:

1. You have two options:

ol Spider Spider
@ iamervave Screen Image Screen Image
et Unavailable Unavailable

PC-182 (172.18.100.228)

vt i g i e RN

session to that device.

= To refresh the port information automatically every two minutes, select the Auto Refresh

check box and click the Refresh button.

- To refresh the port information once, clear the Auto Refresh check box and click the

Refresh button.

To manage UDS/SDS port connections:

1.

On the menu, click Ethernet Devices > UDS/SDS. The Manage UDS/SDS Group page
opens.

Click the Port Access tab. A list of all current UDS and SDS port connections displays, along
with drop down lists of the unmanaged UDS/SDS ports.
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Figure 9-39 Manage UDS/SDS Group - Port Access Tab
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To have the SLM connect two UDS/SDS ports automatically:
Select Device 1 from the drop down list.

Select the Serial Port for Device 1.

Select Device 2 from the drop down list.

Select the Serial Port for Device 2.

Choose the port for the connection (defaults to 10001).
Select the Protocol (TCP or UDP).

7. Click on the Create button.

2 o

The SLM will attempt to log into both UDS/SDS devices and set up the requested connection.
SLM Management will be offered in a future release.

To delete a connection, check the box to the right of the connection to be terminated and click on
the Delete button.

Updating Passwords in Bulk

The administrator and Ethernet device users can perform bulk password updates on multiple
devices in the local database. These changes can also be pushed to remote SLM, SLC, SLP, and
SCS05/20 devices.

¢ The user has access to the device.

¢ The current user ID on the device matches the Login field.

¢ The current password on the device matches the Current Password field.

¢ The device type matches one of the types selected on the page described below.
To perform a bulk password update:

1. On the menu, click Ethernet Devices and then the Passwords tab. The following page
opens:

SLM User Guide 167



9: Ethernet Device Management

Figure 9-40 All Ethernet Devices Page - Passwords Tab
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2. Enter the following:

Table 9-41 Settings to Update Passwords in Bulk

Login Enter the login currently used by the devices whose password you want to change.

Current Password Enter the password currently used by the devices whose password you want to
change.

New Password and | Enter a new password for accessing the devices.
Retype Password

SLM, SLC, SLK, Select the check box for each type of device whose password you want to change.
SLP, SCS05/20,

SCSxx00, SLB,

Spider, WiBox, UDS/

SDS, EDS, EDS-MD,

XPort, Premier

Wave, Other

Lantronix, Non

Lantronix

Push Passwords to | Select the checkbox when you want to push the password change to remote SLM,
Devices SLC, SLP, and SCS05/20 devices.

3. Click the Update button. A confirmation message displays.
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Changing SNMP Settings for SLC, SLB and SLPs in Bulk

For security reasons, some companies change SNMP communities frequently. The administrator
can change the SNMP communities for multiple devices at the same time. To change the SNMP
communities of an SLC, SLB or SLP, the current user must be able to access it.

To perform a bulk SNMP update:
1. On the menu, click Ethernet Devices and then the SNMP tab. The following page opens:

Figure 9-42 All Ethernet Devices Page - SNMP Tab
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2. Enter the following:

Table 9-43 Settings to Update SNMPs in Bulk

SNMP Read An SNMP community is the group to which devices and management stations
Community running SNMP belong. The default setting is public.

Because SSH-to-SLP authentication may take a long time, this setting allows the
user to choose SNMP support, which is faster.

SNMP Write A string that acts like a password for an SNMP manager to modify data where
Community permitted.

SNMP Trap A string that is sent along when a trap is broadcast. Only management devices that
Community are listening for that value process the trap. Management devices that are not

listening for that trap community ignore the trap.

Push to all devices | Select this check box to upload these SNMP settings to all devices of the same type
(SLC, SLP, pr SLB) in the

3. Click the Update button. A confirmation message displays.

Note: To clear all values before saving, click the Reset button.
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SLM Proxy

The SLM can act as a proxy server, allowing users outside the internal network to connect to
devices securely through the SLM. You can set most devices to connect through the SLM. The
SLM proxy feature is not limited to connections between the SLM's two Ethernet ports; the remote
device can even be located on the same subnet as the client browser.

To use the SLM as a proxy server:
1. On the menu, click Ethernet Devices. The All Ethernet Devices page displays.

2. Click the SLM Proxy tab. The tab displays a list of all the Ethernet Devices with a column for
each method of connection.

Figure 9-44 All Ethernet Devices - SLM Proxy Tab
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Three types of check boxes display on the page:
= Active check boxes in the HTTP and HTTPS columns
= Inactive selected check boxes indicate devices that are automatically set for proxy
= Inactive unselected check boxes indicate devices that cannot be set for proxy
3. To enable a device to use the SLM as a proxy in conjunction with HTTP or HTTPS, select the
appropriate checkbox.

Note: You may select Proxy in conjunction with these protocols and others on the
configuration page for an individual device.
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Ethernet Device Commands

set ethernetdevice assign
Syntax

set ethernetdevice assign <ethernetDevice|IP> group
<ethernetAccoutGroup> [remove]

Description

Assigns or removes permissions for an Ethernet device by name.
set ethernetdevice config

Syntax

set ethernetdevice config <Device Name or IP Address> <one or more
parameters>

Parameters

[delete]

[dialout <Dial Account Name|enable|disable> phonenumber <phone numbers]
[disconnect modem]
[name <Device Name>]
[ipaddr <IP Address>]
[location <Locations>]
[login <Loginnames>]
[model <Models>]
[readinfo]

[sshport <TCP Port for SSH>]
[tnport < TCP Port for Telnets>
[tn32701u <Logical Units>
[version <Versions]

Description

Finds Ethernet devices by device name or IP address and modifies device parameters.
set ethernetdevice config

Syntax

set ethernetdevice config <Device Name or IP Address> <one oOr more
parameters>

Parameters

[name <Device Name>]

[ipaddr <IP Address>]
[location <Locations>]

[login <Loginnames>]

[model <Models>]

[sshport <TCP Port for SSH>]
[version <Versions>]

Description
Finds Ethernet devices by device name or IP address and modifies device parameters.

set ethernetdevice port
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Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <Port
Number> <one or more parameterss

Parameters

[name <New Port Name>]

[state <on|off|cyclepowers>] (available for SLP, SLB and Spider Duo only)

Powers Ethernet device port on or off.

Examples

To power up SLP outlet 2:

set eth port slp-sunset po 2 state on

You may specify a comma separated outlet list to control multiple outlet at once.

To power up SLP outlet port list 1-3,6,8-14:

set eth port slp-sunset po 1-3,6,8-14 state on

Description

Finds a port by device name or IP address with the port number and modifies port parameters.
set ethernetdevice sync

Syntax

set ethernetdevice sync <Device Name or IP Address> action <read|writes
Description

Finds an Ethernet device using device name or IP address and synchronizes device information.

show device
Note: Entries are not case sensitive.

Syntax

show device <device names>

Description

Searches for and displays Ethernet or managed devices by device name.
show device all

Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.
show ethernetdevice account
Syntax

show ethernetdevice account <accountName>
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Description

Displays all Ethernet devices viewable by the specified user account.
show ethernetdevice accountgroup

Syntax

show ethernetdevice accountgroup <accountGroup>
Description

Displays all Ethernet devices viewable by users whose accounts belong to the specified account
group.

show ethernetdevice all

Syntax

show ethernetdevice all

Description

Displays all Ethernet device information.

show ethernetdevice config

Syntax

show ethernetdevice config <Device Name or IP Address>
Description

Finds an Ethernet device using device name or IP address and displays device information.
show ethernetdevice firmware

Syntax

show ethernetdevice firmware

Description

Displays firmware versions of all Ethernet devices managed by the SLM.
show ethernetdevice group

Syntax

show ethernetdevice group <Group Name> [firmware]
group name: SLM, SLC, SLK, SLP, SCS, SCSX, SLB, SPDR, WiBox, UDS, EDS,
EDSMD, Xport, PWave, other, non

Note: Ethernet device group names are not case sensitive.

Description

Displays Ethernet devices by device group.
show ethernetdevice index

Syntax

show ethernetdevice index <numbers>
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Description

Displays Ethernet devices by index.
show ethernetdevice port
Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber
<Port Number>

Description

Finds an Ethernet device using device name or IP address and displays port information.
show ethernetdevice search device

Syntax

show ethernetdevice search device <one or more parameterss
Parameters

[name <Device Name>]
[ipaddr <IP Address>]
[location <location>] [firmware <version numbers>]

Note: Search entries are not case sensitive.

Example

show ethernetdevice search device name slc firmware 4

Description

Displays all devices that match the criteria entered. For example, if you specify name slc, the
SLM searches for all devices whose name starts with s1c.

Persistent Connection Commands

set persistent add
Syntax

set persistent add <persistentConnectionNames> ethernetdevice
<ethernetDeviceName|IP> <one or more parameters)

Parameters

[protocol <Secure|SSH|Telnet|TN3270>] (default SSH)
[logging <enable|disable>] (default disable)
[managed <enable|disable>] (default enable)

[active <enable|disable>] (default enable)
[parentlogin <enable|disable>] (default disable)
[login <loginAccounts>]

[password <loginPasswords]

[prompt <promptStrings]

[application <applicationNames]

[escapesequence <escapeString>] (default is '\x1BC')
[reconnectdelay <1-999>] (default is 1)
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[eoltranslation <cr | 1f>]

Description

Creates a new persistent connection

set persistent edit

Syntax

set persistent edit <persistentConnectionName> <one or more parameters)
Parameters

[ethernetdevice <ethernetDeviceName|IP>]
[protocol <Secure|SSH|Telnet |TN3270>]
[logging <enable|disables]

[managed <enable|disables]

[active <enable|disables]

parentlogin <enable|disables]

[login <loginAccount>]

[password <loginPasswords]

[prompt <promptStrings]

[application <applicationName>]
[escapesequence <escapeStrings]
[reconnectdelay <1-999>]
[eoltranslation <cr | 1f£>]

Note: For the edit command, the ethernetdevice parameter is necessary only to
discriminate between two or more persistent connections that are visible to the current
user and are using the same name.

Description

Modifies an existing persistent connection.

set persistent delete

Syntax

set persistent delete <persistentConnectionName> [ethernetdevice

<ethernetDeviceName | IP>]

Note: For the delete command, the ethernetdevice parameter is necessary only to
discriminate between two or more persistent connections that are visible to the current
user and are using the same name.

Description

Deletes a persistent connection.

show persistent

Syntax

show persistent [[name] <persistentConnectionName>][device <devname|IP>][all]
Notes:

¢ The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same
name.
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¢ The <devname> following device may be the name of an Ethernet device or the
name of a managed device. Persistent connections automatically belong to managed
devices that have an Ethernet device component that has persistent connections
defined.

Description

Displays one or more persistent connections

connect persistent

Syntax

connect persistent <persistentConnectionName> [device <devname|IP>]
Notes:

¢ The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same
name.

¢ The <devname> following device may be the name of an Ethernet device or the name
of a managed device. Persistent connections automatically belong to managed
devices that have an Ethernet device component that has persistent connections
defined.

Description

Connect to an existing persistent connection.

Trap Commands

show traplog index

Syntax

show traplog [index <numbers>]
Description

Displays all current trap log information. The index number displays detailed information about a
selected traplog.

show traplog device
Note: Type show traplog to display the index.

Syntax
show traplog device <Device Name or IP address> [index <numbers>]
Description

Displays the current trap log information for an Ethernet device using device name, IP address, or
index number. show traplog group

show traplog group

Note: Type show traplog group to display the index.
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Syntax

show traplog group <Device Group Name> [index <numbers]
Group name: SLM, SLC, SLK, SLP, SCS, SCSX, SLB, SPDR, WiBox, UDS, EDS,
EDSMD, Xport, PWave, other, non

Description

Displays the current trap log information for an Ethernet device group by index number.
show traplog index

Syntax

show traplog index <number> <parameterss>

index is the number of lines of the log specified by 1astminutes and date. If you specify 0 at
number of lines, all lines display.

Parameters

[top <number of lines>]
[tail <number of lines>]
[lastminutes <minutess>]
[date <MMDD>]

[date <MMDD-MMDD>]
[loglastminutes <minutess>]
[logdate <MMDD>]

[logdate <MMDD-MMDD>]

If you specify both the date and time, the SLM ignores the date.
Description

Displays the specified part of the traplog by index.

Examples

show traplog

Lists traplog files.

show traplog lastminutes 5

Lists traplog files modified in the last 5 minutes.

show traplog date 0205
Lists traplog files last modified on 0205.

show traplog date 0205-0209
Lists traplog files last modified between 0205 and 0209.

show traplog index 3

Displays index 3 from the top.
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show traplog index 3 top 10

Displays the first 10 lines of index 3 from the top.

show traplog index 3 tail 15

Displays the last 15 lines of index 3 from the tail.

show traplog index 3 lastminutes 5

Displays the lines in index 3 from the last 5 minutes of.

show traplog index 3 date 0205

Displays the audit log in index 3 for the date 0205.

show traplog index 3 date 0205-0209
Displays the traplog by the index 3 between the dates 0205 to 0209.
show traplog index 3 top 10 lastminutes 5

Displays the first 10 lines of index 3 of the traplog from the last 5 minutes.

show traplog index 3 tail 0 lastminutes 5

Displays all lines of the traplog in index 3 from the tail.

show traplog index 3 lastminutes 5 logminutes 10

Displays the part of traplog in index 3 times tamped in the last 10 minutes.

show traplog index 3 date 0205

Displays the part of traplog in index 3 times stamped on 0205.

Ports

Administrators and Ethernet device users with rights to an Ethernet device can list, add, update,
delete, and interact with its ports. Managed Device users can only interact with managed devices
(which may manage one or more ports, and/or a local Ethernet device) that they have permissions
on.

Note: Port pages may differ slightly, depending on the type of Ethernet device. The
procedures below note these differences.
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Viewing a List of Ports
You can view a list of all ports on any Ethernet device that has ports (e.g., SLC, SLK, SLP, etc).

To view port information:

1. On the Device page for the Ethernet device, click the Ports tab. The following page opens.

Figure 9-45 Device -- Ports Tab

+ __|Configuration
+ __|Accounts
[+ _JEvents Name
# _IFilss 2 Porid
1= _dEthernet Devices —f|IPe
[El Device Locatar E4 Port-2
] _15LM £4 Porta
=l ds.c 2 Poria
[#] #&l5lc19a2 (172,19,245,10) B LAl
#) = glcas0d_Glenn (172.19.11 £ Port-5
IsLk £4 POM-G
P &F Port7
# _1sLB =
+ __|Spider LS Port-8
+_|uDs/sDs 4 Port-9
2/ E1Es 4 Port-10
+ _|EDS-MD
+ __|Premier \Wave £ Part-11
# _|other Lantronix 4 Port-12
+1 __INon Lantronis 2 Part13
+ __IManaged Devices —
4 Port-14
A4 Port-15
£ Port-16
Z Port-17
£ Port-18
4 Port-19
o Port-20
4 Port-21
F Port22
£ Port-23
£ Port-24
o Port-25
£ Port-26
£F Port-27
Eo Port-28
o Port-28
4 Port-30
o Port-31
£4 Por-32
32items

Tahle:

Ethernet Device v || MName

Ports

Port Number Console

1 sIcBA0d_Glenn
2 slcg60d_Glenn
3 slcg60d_Glenn
4 slcBA0d_Glenn
3 slc860d_Glenn
[ slcB60d_Glenn
7 sICcBE0d_Glenn
8 sIcBA0d_Glenn
g slcg60d_Glenn
10 sIcBA0d_Glenn
1 slcg60d_Glenn
12 sICBA0d_Glenn
13 slcBA0d_Glenn
14 slcB60d_Glenn
15 slcB60d_Glenn
16 sICcBE0d_Glenn
17 slcB60d_Glenn
18 slcg60d_Glenn
19 sIcBA0d_Glenn
20 slcg60d_Glenn
21 sIcBA0d_Glenn
22 slcg60d_Glenn
23 slcg60d_Glenn
24 slcBA0d_Glenn
25 slc860d_Glenn
26 slcB60d_Glenn
27 sICcBE0d_Glenn
28 sIcBA0d_Glenn
29 slcg60d_Glenn
30 sIcBA0d_Glenn
31 slcg60d_Glenn
32 sICBA0d_Glenn

Field

Walle:

Device "slc860d_Glenn™

sysadmin@sSLMC413

Log Enabled Log Time Frame Max Log Size (KB) Byte Threshold [

Mo 60
[\l 60
Mo 60
Mo 60
Mo 60
Mo B0
Mo 60
Mo 60
Mo 60
Mo 60
[\l 60
Mo 60
Mo 60
Mo 60
Mo B0
Mo 60
Mo B0
Mo 60
Mo 60
Mo 60
Mo 60
[\l 60
Mo 60
Mo 60
Mo 60
Mo B0
Mo 60
Mo 60
Mo 60
Mo 60
[\l 60
Mo 60

256
256
256
258
256
256
256
256
256
256
256
258
258
256
256
256
256
256
256
256
256
256
256
258
256
256
256
256
256
256
256
258

100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

Create Managed Devices v | for checked ports: | Los Angeles ~ || Update

T ) ) 5 f (] f (]

Add Port

Logout

2. View the following information about each port:

Name Name of the Ethernet device port.
Port Number

48).
Console Name of the parent Ethernet device.

Table 9-46 Device - Ports Tab

Number of the Ethernet device port (e.g., a number between 1 and 48 for the SLC
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Log Enabled

Log Time Frame

Max Log Size (KB)

Byte Threshold

Port Status (SLP and
SLB only)

Adding a Port

Indicates whether logging has been enabled for this port.

Note: To enable or disable port logging for one or more ports, select the check
box for each affected port, and select Enable Port Logging or Disable Port
Logging from the drop-down list at the bottom of the page.

Only SLC devices that have established a secure channel connection can have
ports with logging enabled.

For SLC v3.1 and later v3.x (but not v4.0): The maximum time frame in hours
before a new log file is created. The default setting is 1 hour.

For SLC v4.0 and later: The maximum time frame in seconds before the SLC
sends data to the SLM. The default is 30 seconds.

Maximum size of each log file in kilobytes. Once it is reached, a new log file is
created. The default setting is 256 KB.

For SLC v4.0 and later: The number of bytes the SLC device port receives before
it forwards them to the SLM. For example, a threshold preset at 128 characters
means that as soon as the SLC receives 128 bytes of data on this particular device
port, it captures log data and sends it to the SLM. The minimum byte threshold is 1,
and the default is 1024.

Indicates whether the port's power is on or off.

Administrators and Ethernet device users with rights to a device may add ports to that device. This
is useful when a device does not automatically report port information.

To add a port:

Notes:

¢ The example below shows how to add an SLC port. Ports on other devices do not
require extra port information such as baud and flow control).

¢ During auto detect, if an SLC device does not have SNMP enabled, it will not retrieve
these extra SLC port parameters. Then this SLC device is marked with an internal flag
to indicate that those port parameters are incorrect. When this flag is set, the user
cannot perform a "Write info to device" as this would push incorrect port settings back
to the SLC device. This flag is cleared if the user did a "Read info from device" or
manually modified one of the SLC device port settings. After this flag is cleared, the
user can perform "Write info to device."

1. On the Ports tab of the Device page, click the Add Port button at the bottom. The following

page opens:
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Figure 9-47 New SLC Port Page - Configure Tab

Tahle: Fiel! Malue: sysadming@SLMC413
Ethernet Device  ~ | Name v Logout
[:] [:] [:] Device "slc860d_Glenn"
[# _Iconfiguration Configure
[+ _Jaccounts
[# _|Events
# _IFiles
MAC
[= _MEthernet Devicas Mame: |slc860d_Glenn Address
{Z] Device Locator
IR IP Address: |172.19.100.81 Model: | SLC32-03
- %SLC Location .FW 55
[+ #sic19a2 (172.19.245.10) Warsion aLm
¥ == sleB60d_Glenn (172.19.1 Secure channel: Yes Link Status: Up - last checked: Never Prosey
:IISLK Login: |sysadrmin Passwird eessssee Browse http
SLP
TCP Port for Retype
:jg‘: 55H 22 Pasaword: [***e*ee® Browse https [ud]
pider
TCP Port for Rack .
+ :IIUDB/SDE Telnet 23 Location Mot assigned Web Channel
3 EDS
ShitdP
+ | EDSMD SCND'\FAH':HSHEI?S public Wiite [eesesene SECurelchannel
+ _|Premier Wave Community
+ _lother Lantronix SNMP Trap SSH Connection
+ I Non Lantronix Cammurnity public
= fﬁﬁi&:ﬂzz“’gs Managed Device: | New Device ¥ || Los Angeles v
Read info from write info TNI2ZT0
device to device
Synchronized: Mo Fall

Note:

The connection buttons on the right are inactive until you save the port. See

Connecting to Ethernet and Managed Devices (on page 224) for instructions on using the

buttons.)

2. Enter the following information:

Table 9-48 New Port - Configure Tab

Port Number

Parent Ethernet
Device (view only)

Name

Parent Device Type
(view only)

Log Enabled

Number of the Ethernet device's port (e.g., a number between 1 and 48 for the SLC
48). The system offers all unassigned ports up to 16 above the current highest port
number.

Name of the Ethernet device.

Name of the port (e.g., name of the device to which it is attached).
Ethernet device type (e.g., SLC, SLM, SLK).

Indicates whether logging is enabled on the port. Disabled by default.

Note: To enable or disable port logging for one or more ports, select the check box
for each affected port, and select Enable Port Logging or Disable Port Logging from
the drop-down list at the bottom of the page.

Only SLC/SLB devices that have established a secure channel connection can
have ports with logging enabled.
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Log Time Frame

Max Log Size (KB)

Byte Threshold

Receiving SLM (s)

Break Sequence

Managed Device

For SLC v3.1 and later v3.x (but not v4.0): The maximum time frame in hours
before a new log file is created. The default setting is 1 hour.

For SLC v4.0 and later: The maximum time frame in seconds before the SLC
sends data to the SLM. The default setting is 30 seconds.

Maximum size of each log file in kilobytes. Once it is reached, a new log file is
created. The default setting is 256 KB.

For SLC v4.0 and later: This is the number of bytes the SLC device port receives
before it forwards them to the SLM. For example, a threshold preset at 128
characters means that as soon as the SLC receives 128 bytes of data on this
particular device port, it captures log data and sends the received data regarding
this device port to the SLM. The minimum byte threshold is 1, and the default is
1024.

An SLC port can log its port data to one, two, or three SLMs at the same time. This
field shows the IP address(es) of any SLM(s) that are receiving log data from this
particular SLC port. These IP addresses need not necessarily include the SLM that
you are looking at.

A series of one to ten characters users can enter on the command line interface to
send a break signal to the external device. A suggested value is Esc+B (escape
key, then uppercase "B" performed quickly but not simultaneously). You would
specify this value as \x1bB, which is hexadecimal (\x) character 27 (1B) followed by
aB.

Not active when you are adding a port.

Table 9-49 New Port - Configure Tab - Data Settings

Baud

Data Bits

Stop Bits

Parity

Flow Control

Enable Logins

The speed with which the device port exchanges data with the attached serial
device.

From the drop-down list, select the baud rate. Most devices use 9600 for the
administration port, so the device port defaults to this value. Check the equipment
settings and documentation for the proper baud rate.

Number of data bits used to transmit a character. From the drop-down list, select
the number of data bits. The default is 8 data bits.

The number of stop bit(s) used to indicate that a byte of data has been transmitted.
From the drop-down list, select the number of stop bits. The default is 1.

Parity checking is a rudimentary method of detecting simple, single-bit errors. From
the drop-down list, select the parity. The default is none.

A method of preventing buffer overflow and loss of data. The available methods
include none, xon/xoff (software), and RTS/CTS (hardware). The default is none.

For serial devices connected to the device port, displays a login prompt and
authenticates users. Successfully authenticated users are logged into the command
line interface.

Disabled is the default and is the correct setting if the device port is the endpoint for
a connection.
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Table 9-50 New Port - Configure Tab - Hardware Signal Triggers

Check DSR on
Connect

Disconnect on DSR

If this setting is enabled, the device port only establishes a connection if DSR (Data
Set Ready) is in an asserted state. DSR should already be in an asserted state, not
transitioning to, when a connection attempt is made. Disabled by default unless dial-
in, dial-out, or dial-back is enabled for the device port.

If a connection to a device port is currently in session, and the DSR signal transitions
to a de-asserted state, the connection disconnects immediately. Disabled is the
default unless dial-in, dial-out, or dial-back is enabled for the device port.

Table 9-51 New Port - Configure Tab - IP Settings

Enable Telnet In
Enable SSH In
Enable TCP in

Port

Authenticate
Terminal Rows

Terminal Columns

Enables access to this port through Telnet. Disabled by default.
Enables access to this port through SSH. Disabled by default.
Enables access to this port through a raw TCP connection. Disabled by default.

Note: When using raw TCP connections to transmit binary data, or where the
break command (escape sequence) is not required, clear the Break Sequence of
the respective device port.

Automatically assigned Telnet, SSH, and TCP port numbers. You may override this
value, if desired.

If selected, the SLM requires user authentication before granting access to the port.
Value to use when creating a terminal window (by Java applet) to that port.

Value to use when creating a terminal window (by Java applet) to that port.

2. Click the Add button. A confirmation message displays, and the port is now listed below the
Ethernet device on the menu tree.

Updating or Deleting a Port
Administrators and permitted Ethernet Device Account groups can update or delete a port.

To delete a port:

1. On the device's Ports tab, click the Edit £ icon to the left of the port name,

OR

On the device's menu tree, select the port.

The following page opens:
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Figure 9-52 Port Page - Configure Tab

Tahle: Field. Walue sysadmin@sSLMC413
Ethernet Device v || Name - Logout
SLM
[ e I ] Port Port-t
1# _lconfiguration Configure
+ _JAccounts
__JEvents
# _IFiles
= _\Ethernat Devices Port Number: Parent Ethernet Device: slcBE0d_Glenn
& _Jsim Mame: |Port-1 Parent Device Type: SLC
B 3s.c
[#] =islc19a2 (172.19.245,10) Log Enabled: [ Log Time Frame (seconds): |60
[+ =
8 m¥=kess0d]Glenn) (172.19.100:51) Max Log Size (KB): | 256 Byte Threshold [100
sk
Asip Receiving SLh(s): 172.19.39.19 Break Sequence: |w1bB
#_Ise
# _|Spider Managed Device: Create Browse http
# __Jups/sDs Data ing:
# _JeDs
+_|EDS-MD Baud: | 9600 v Data Bits: |8+ Browse https
# _IPremier Wave Stop Bits: | 1 |+ Parity. | None |+
[ _|Other Lantronix Web Channel
_Ivanaged Devices Flow Control: | None ~ Enable Logins: [
Hardware Signal
Triggers Secure Channel
Check DSR on Connect: [ Disconnect on DER: [
IP Settings SSH Connection
Enable Telnet In Part: | 2001 Authenticate:
Telnet
Enable 55H In Port: | 3001 Authenticate
Enahle TCP In Part: | 4001 Authenticate: [J
Terminal Rows: |24 Terminal Columns: |80
Updzte

Note:

2. Click the Delete button.

3. Inresponse to the request for confirmation, click OK. A message confirming the deletion

displays.

The deleted port is no longer listed on the Ethernet device's menu tree or on the device's

Ports tab.

To update a port:

The page below shows and SLC port. Devices other than the SLC do not display
as much information.

1. Add or update information as desired. In addition to the fields completed when adding a port,
complete the following fields:

Managed Device

TCP Port for Terminal
(SCS and SLP)

Table 9-53 Port - Configure Tab

If desired, create a managed device from the port. See Creating Individual
Managed Devices (on page 197).

Note: This field is unavailable if no Managed Device Groups exist in the system.

Port number to use when establishing a Telnet connection via that port. A value of
zero means use the default port (which is 23); otherwise use the entered value.

2. Click the Update button. When the update is complete, a confirmation message displays.

Note:

Port configuration fields differ depending on the parent device type.
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Connecting Directly to the Port of an SLC or SLB

You can get quick secure channel access to any port on any SLC (or SLB).

To gain quick secure channel access to an SLC port:
1. On the Manage SLC Group Page, click the Port Access tab. The following page displays:

Figure 9-54 Manage SLC Group Page - Port Access Page

Table: Fleld: Walug: sysadmin@SLMC412
Ethemet Device | Name v Search || Reset Logout

il Il B Manage "SLC™ Group

+ _IConfiguration Port Access
|Accounts . S
|Evnts
: J:::es — 38T 8 (111315 17 18 7123 25 37 29 3133 35 37 39 4143 45 47
= ;,:;q e alcloas 172.19.245.10 6 8 10 12 14 16 18 20 22 @ 30 32 3436 36 A0 42 44 46 48
=k |1 3087 (9 [11](13/ 18 a7 18
+ Eskc19a2 (172.19.245.10) 816260d_Glonn 172.19.100.51 9 6 8 101214 16 10 20 2224
+ Eslces0d_Glenn (172.19.1
sk
IsLp O auto Refresh [ Refresh
=10 .
| spader
uessos
_leos
|EDS+D
| Premier Wave
| Ofher Lantroni:
IManaged Devices

clofcioioiclo

2. Click the desired port on the specific SLC. The following page displays:

Figure 9-55 Connection to Selected SLC Port

BSSH2 Terminal connected to slc19a2 (172.19.24... E EJ
Edit Terminal Help

Connected to 172.19,100.17 port 22 79x 23 (80 x 24)
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Statistics
Users authorized to view or interact with the port may view status and statistics about it.
To view port status and statistics:

1. On the Port page, click the Statistics tab. The following page opens:

Figure 9-56 Port Page -- Statistics Tab

LANT N | X Tahle: Field: Walue sysadmin@sSLMCa13
Ethemet Device || Name ¥ [ search [ Reset | Logou

SLM
[T e Port“Port1
+ _Icanfiguration | Configure [REESELEIR Logs | Display | MNotes | Help |
= _daccounts
1 [ administrators
__|Ethernet Device
[ IManaged Device Port Status and Counters
_Indenu only DSR/ICD Yes Bytes input 5
__IEvents DTR Yes Bytes output 48
i+ _JFiles CTS Yes Framing errors o
=) _AEthernat Devices RTS Yes Parity errors 0
/=y Overrun errors 0
£ dac Seconds since zeroed 3127747 Flow Control errors 0

[¥) #slc19a2 (172.19.245.10)

=) 2 2IcB60d_Glenn (172.19,100,81)
pore1 O clear
e Port2
Frort3
JePort-4
JeForts
FForta
FPort7
FPorte
JeForto
e Fort-10
Frort11
Frort12
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port counters

The page displays port status and counters.
2. To see the current statistics, click the Refresh button.

3. To clear the port counters, select the Clear port counters check box and click the Refresh
button.

Applying Power to SLP Ports on a Single Device
You can power on, power off, or cycle power on multiple ports on an SLP.
To manage power on multiple ports of an SLP:

1. On the SLP's Device page, click the Ports tab. The following page opens:
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Figure 9-57 SLP's Device Page -- Ports Tab
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2. Select the ports whose power you want to power on, power off, or cycle.

3. From the drop-down list at the bottom of the page, select the action you want to take (Power
On, Power Off, or Cycle Power).

4. Click the Update button.

Viewing Port Logs

Depending on the type of device, you can view one or more port and session logs on the Port
page.

To view logs:

1. On the Port page, click the Logs tab. The following page displays:

Figure 9-58 Port Page - Logs Tab
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JePort-1
FPort2
Jerort3
Jerort4
JePort-s
JePorts
Jerort7
Jerorts
= Fort-g
JePort-10
JePart11
e rort-12

_"‘\.""vﬂq\_w\ il 'g._.. \,‘-n.\ r-a\ﬁdw.w*\)"#’m\rw P

Port "Port-1"

e, el 100 Ll o el

SLC/SLB Portiog)

SLC/SLEB Port Active:

SLC/SLE Part Saved

2. To view a log, select the log from the appropriate drop-down list:
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Note: The SLC enables you to view three types of logs, while other devices enable you
to view only the current session.

Table 9-59 Port - Logs Tab

SLC/SLB Portlog Select the log of this particular SLC or SLB device port.
SLC/SLB Port Active Select the log of a currently active SLM user session to the port.

SLC/SLB Port Saved Select a session log of a saved SLM user session to the port.

3. Click the View button. The log displays on the Display tab.

Port Commands

set ethernetdevice port
Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <Port
Number> <one or more parameterss

Parameters
[name <Port Name>]
[<on|off|cyclepowers>] (available for SLP only)

Powers Ethernet device port on or off.

Example

To power up SLP outlet 2:
set eth port slp-sunset po 2 state on
Description

Finds a port by device name or IP address along with the port number and modifies port
parameters.

show ethernetdevice port
Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber
<Port Numbers>

Description

Finds an Ethernet device using device name or IP address and displays port information.
show ethernetdevice search port

Syntax

show ethernetdevice search port <one or more parameterss
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Parameters

Note: Search entries are not case sensitive.
[name <Port Names>]

[portnumber <Port Numbers]
Examples

show ethernetdevice search port name waimea-port
show ethernetdevice search port name waimea portnumber 2

Description

Displays all ports that match the criteria entered.
show port

Syntax

show port <names>

Type show port all to display index.

Example

show port slc displays all Ethernet ports whose name starts with "slc."
Description

Searches Ethernet ports by port name and displays port information.
show port all

Syntax

show port all
show port

Displays all Ethernet ports.

show port index
Note: Type show port all to display index.

Syntax
show port index <numbers
Description

Displays Ethernet ports by index.
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The SLM can treat any device connected to a port or connected to the local network as a managed
device. Furthermore, multiple managed device objects in the system may be fused into a single
managed device to streamline managed device operations and access.

For example, a single device (e.g., a UNIX server) may be connected to an SLC by a serial port, to
an SLP by a power connector, and to an SLK by a KVM port. You could manage these three
individual managed devices separately. However, if you fuse the individual managed devices into
one virtual managed device, you can then manage the SLC, SLP, and SLK connections from a
single SLM web page.

Each virtual managed device in the SLM system can include a connection to:
¢ 1 SLC or SLB serial port

¢ 1 SLK or Spider KVM port

¢ 2 SLP or SLB power ports
.

1 local Ethernet device

Figure 10-1 Virtual Managed Device

= | Unified view of all out-of-band
Remote Management Technologies
Serial Consoles, KVM and AC Power.

Managed Device

— e s AR

lr

Serial RS232
Console Port

SLC Console Server

SLP Remote Power Manager
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To create individual managed devices and fuse individual devices into a virtual managed device,
you have the following options:

¢ On the Port or Device Page: Create a new managed device or fuse a new managed device
into an existing managed device.

¢ On the Ports Page: Create one or more managed devices at the same time.

¢ Onthe Managed Device Group Page: Select two or more individual managed devices and
fuse them to create a virtual managed device.

Managed Device Groups

Managed devices are assigned to Managed Device Groups so that users can easily locate them.

Administrators, authorized Ethernet Device Account group users, and authorized Managed Device
Account Group users can organize the devices attached to Ethernet ports into groups. For
example, an administrator may want to create groups by location, type of device, or user. A
Managed Device Group may include devices attached to the ports of several different Ethernet
devices.

The administrator creates custom groups of managed devices and then assigns individual devices
to the groups. For example, a group called Lab 1 might include all devices attached to the ports of
Ethernet devices being tested. The administrator and permitted users can delete a Managed
Device Group.

Viewing All Managed Devices
You can view a list all managed devices in the system.
To view all managed devices:

1. Onthe menu, click Managed Devices. The Devices tab on the Managed Device Groups page

opens.
Figure 10-2 Managed Device Groups Page - Devices Tab
Tahle: Field: Walue: sysadmin@SLMC413
Ethernet Device  + || Name > @ Logout
SLM
C] D C] Managed Device Groups
#1_IConfiguration Devices
# _JAccounts
+_JEvents Name Serial PowerPort1 Power KVM Port Device g Modem Cor Modem Phone Poll Reachable
+ _IFiks Port Port2 Device Group App
*|_|Ethernet Devices Type
# _Imanaged Davices £ MD-Linux PG Port-5  PowerOutiet-1 SLS-KVM-1 LinUX PG Unknown Lo Angeles None Mo NO
1 item
Delete checked managed devices:

2. View the following information about each managed device:

Table 10-3 Managed Device Groups - Devices Tab

Name Name of the managed device.

Serial Port Name of an SLC or SCS serial port that is connected to this managed device.
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Power Port 1
Power Port 2
KVM Port
Device

Managed Device
Type

Managed Group
Modem
Connection
Modem App
Phone

Poll

Reachable

Name of an SLP power port that is connected to this managed device.
Name of an SLP power port that is connected to this managed device.
Name of an SLK port that is connected to this managed device.

Name of a local Ethernet device.

Type of managed device (e.g., Solaris Server or Linux Server).

Note: If the managed device type is set to Windows, a Remote Desktop option
becomes available. If set to Linux Server, the a VNC option becomes available.

Name of the Managed Device Group to which the managed device belongs.
Name of the modem (if any) to be used when connecting to the managed device.
Name of the connection to be used with modem access.

Application to invoke for the connection (e.g., Secure Channel, SSH, Telnet).
Telephone number of the modem on the managed device.

Indicates whether to check the managed device for modem connectivity during
modem polling testing.

Indicates whether a connection to the modem on this managed device was
successful the last time it was tested.

Viewing Managed Device Groups
You can view a list of all the Managed Device Groups and view devices by group.

To view a list of Managed Device Groups:

On the menu, click a device under Managed Devices, and then click the List tab. The following

page opens:
Figure 10-4 Managed Device Groups Page - List Tab
Tahle: Field: Walug: sysadmin@sLMC413
Ethernet Device v || Name v Logaut
SLM
E D E Managed Device Groups

'+ _IConfiguration

# _JAccounts

# _|Events

+ _IFiles

i+ _|Ethernet Devices
'+ __IManaged Devices

List

Name
4 Los Angeles
1item

To view a list of devices belonging to a Managed Device Group:

1. On the menu tree, click the name of the device group. The following page opens:
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Figure 10-5 Managed Device Group Page - List Tab

L/\NT NlX T Field: Value: v \@SLMC413
E( ) |Ethemet Device |~ || Name < |[search | [ Reset | Logout

SLM
:] E E Managed Device Groups
£ Big iy bl Ut el il i kil
+ __|Accounts
+ __|Ewents Name
+ __IFiles £ Los Angeles

+ _JEthernet Devices 1 item
# __Imanaged Devices

2. View the information about each device:

Adding a Managed Device Group

The administrator creates custom groups of managed devices and then assigns individual devices
to the groups. For example, a group might include all devices attached to the ports of Ethernet
devices being tested.

To add a Managed Device Group:

1. On the menu, click Managed Devices, and then click the Add tab. The following page opens:

Figure 10-6 New Managed Device Group Page - Configure Tab

LANT?ONIX Table Field Value MC413
| Ethemet Device v Name ~| |[(search ] [(Reset | Logout

SLM

D D E] New Managed Device Group

# __IConfiguration
+ __|Accounts

| Uist JRCLLEECR Notes | Help |

__|Events
B _JFiles
# _|Ethernet Devices Mame: ‘

__IManaged Devices Delete

Allmanaged devices must be removed from group prior to group deletion

2. In the Name field, enter the name of the Managed Device Group.
3. Click the Add button.

4. Expand Managed Devices on the menu tree. The custom group displays as a folder.

Note: A managed device may belong to only one Managed Device Group.

Updating or Deleting a Managed Device Group
The administrator can update or delete a Managed Device Group.
To update or delete a Managed Device Group:

1. On the menu, click the Managed Device Group and then the Configure tab. The following
page opens:
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Figure 10-7 Managed Device Group Page - Configure Tab

L/\NTQ NI Tahle Field: Yalue sysadmin@SLME413
Ethernet Device v | Name v Logout
SLM

i) Gl P New Managed Device Group
# _IConfiguration Ceonfigure
# __Jaccounts

__|Events
o} _IF\|ES
1# _IEthernet Devices MName

__IManaged Devices Delete

All managed devices must be removed from group prior to group deletion.

To update a Managed Device Group:

1. Change the name of the group and click the Update button. A confirmation message displays.

To remove the Managed Device Group:

Note: You can only delete a Managed Device Group that has no devices assigned to it

1. Click the Delete button.

2. Inresponse to the confirmation request, click OK. A message confirming the deletion displays.
The menu no longer displays the Managed Device Group.

Configuring Polling Settings

The system administrator or permitted user can specify polling settings for the Managed Device
Group. The SLM polls the Managed Device Group's connections according to these settings.

To configure polling settings:

1. On the menu, click Managed Devices, and then click the Polling tab. The following page

opens:

Figure 10-8 Managed Device Groups - Polling Tab
L/\N ‘l’ QON I Tahle: Field valug: sysadmin@SLMC413
Ethernet Device v || Narme v Logout
SLm
C] C] [j Managed Device Groups

+ _IConfiguration Pelling

# | Accounts

# _|Events

+ _IFiles

# _ |Ethernet Devices Modern connections to managed devices may be tested far reliability on a periodic bhasis.

Configure the frequency, day and time to perfarm these connection tests
+ __IManaged Devices

Periodically pall: [
Poll interval (days). | 7
Pall day (if interval a multiple of 7). | Sunday >~

Foll Hour: | 11:00p v
Last poll: Never

2. Enter the following information:
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Table 10-9 Managed Device Groups - Polling

Periodically poll Select the check box to enable periodic polling of the Managed Device Group's
connections. Disabled by default.

Poll interval (days) @ From the drop-down list, select the number of days between polls. The range is
between 1 and 30. The defaultis 7.

Poll day

(if interval a If the poll interval is a multiple of 7, from the drop-down list, select the day of the week
multiple of 7) on which the SLM should poll the connections. Default is Sunday.

Poll Hour Enter the time of day at which the SLM should poll the connections. Default is

11:00p.

3. To save the settings, click the Update button.

Managed Device Group Commands

show manageddevice all
Syntax

show manageddevice all
show manageddevice

Description

Displays information about all managed devices.

show manageddevice group

Syntax

show manageddevice group <Group Name> group name
Description

Displays all managed devices by Managed Device Group.
show manageddevice groupnames

Syntax

show manageddevice groupnames

Description

Displays all Managed Device Group names

Connecting to a Managed Device

The Connect tab on the Managed Device page provides various methods of connecting directly to
a managed device. The method depends on the type of Lantronix device server or modem
connected to the managed device. The ability to connect also depends on the user's permissions.

To view connection methods to a managed device:

1. On the menu, select the managed device. The following page opens:
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Note: This example shows multiple connections being managed.

Figure 10-10 Managed Device Page -- Connect Tab

Table Field Walue: sysadmin@SLMC413
Ethemet Device v || Name v Logaout
SLM
[ 1 [ (€] W[ 2 | Managed Device "MD-Linux PC"
3 _|configuration Connect
#_JAccounts
3 _|Events
= _IFiles
* _IEthernet Devices
=l _dManaged Devices HTTPS
=1 _ALos Angeles SSH Cohnection
EvoLnuec Start Logging
TN3270 Secure Channel
= X = @@
-
Web Channel Cycle Power

An icon bar contains a series of icons representing the types of connections the SLM can make to
managed devices. Buttons above or below the icons enable you to connect directly to the
managed device. Icons for options not configured into the device are unavailable.

In the example above, the button below the SLK icon enables you to connect to the managed
device through a KVM port on an SLK.

Note: For more information about connection methods, see Connecting to Ethernet and
Managed Devices (on page 224).

Table 10-11 Connection Icons and Buttons on the Connect Tab

Network connection: Enables the SLM to connect to a managed device
directly by means of HTTP, HTTPS, Secure Channel, Web Channel,

SSH Connection, or Telnet.
Note: If the managed device incorporates a local Ethernet device, and
D that device type is set to Windows, then a Remote Desktop button
displays. If the managed device type is set to Linux Server, a VNC button
displays.
KVM HTTP connection: Enables the SLM to connect to the managed
device through a port on an SLK or Spider using a nonsecure web
@ @' —wmnre | | connection.
m KVM HTTPs connection: Enables the SLM to connect to the managed
device through a port on an SLK or Spider using a secure web
connection.
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SLC Serial Connection: Enables the SLM to connect to the managed
device through an SLC serial port by secure channel and to cause the
managed device to start logging to an SLC.

SLCs display the Secure Channel button. SCSs as well as Other
Lantronix and Non-Lantronix devices display the SSH Connection
button for the serial port.

Start Logging
m Secure Channel

Note: If logging is on, the Stop Logging button displays instead of the
Start Logging button, and vice versa.

Power connection: Enables the SLM to control power on the managed
device through an SLP port. Two power connections are available.

Note: If the SLM detects that the power is on, then only the Power Off

|_cyclePower | and Cycle Power buttons display. If the SLM detects that the power is

off, only the Power On button displays. If the state of the power

connection is not known, all buttons display (but you also get a message
letting you know that the state was not detectable).

Modem: Enables the SLM to connect to the managed device through the
telephone network.

The Connect button displays when no session has been established and
during session negotiation. Refresh the page after establishing a
session, and this button reads “Disconnect”. If you click the Disconnect
button, be sure to refresh the page as the session may not have
terminated when the new page was rendered.

The Call Back button displays under the following conditions:

¢ The SLM is connected to a modem.

¢ The Managed Device is managing either an SLC or SLB Ethernet
device.

¢ The SLC or SLB is configured for call back operations. This means
that on the Modem tab for that Ethernet device, Modem Connection
is Text, and there is a modem telephone number. Also, on the Modem
Connection page, Call Back is selected.

2. Toidentify the port or device on the device server to which the managed device is connected,
move the pointer over the icon.

3. To go directly to the port or device page, click the icon.
Note: A drop-down list of persistent connections may display below the icon bar. Use

the Connect button to the right of the list to connect to the managed device through the
selected persistent connection.

Creating Individual Managed Devices

The administrator and permitted users can create individual managed devices in the following
ways:

¢ From a port
¢ From alist of ports

¢ From a device
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From a Port

You can create a managed device from a port on a Lantronix device server such as an SLC, SLK,
SLP, SCS05/20, or SCSxx00. The managed device represents the physical device connected to
the port.

To create a managed device from a port:

1. On the menu, click Managed Devices > (specific managed group) > (specific managed
device) > Configure tab > Serial Port. The Port page opens.

Note: In this example, we show a port on an SLC.

Figure 10-12 Port Page - Configure Tab

Tahle Field. walue sysadmin@SLMC413
Ethernet Device ||| Name v Logout
SLmW
| ol Port "Port"
# _|Configuration Configure
# __laccounts
# __|Events
3 __Files
® _ |Ethernat Devices Port Numnber: Parent Ethernet Device: s1¢860d_Glenn
= Amanaged Devices Mame: |Port-5 Parent Device Type: SLC
= _Alos angeles
& MD-Linux PC Log Enabled: [ Log Time Frame (seconds). |60
Max Log Size (KB): | 256 Eyte Threshold: 100
Receming SLM(s): 172.19.39.19 Break Sequence: 1bB
Managed Device: MD-Linux PC Browse http
Data Setting:
Baud: | 9600 v Data Bits: | § Browse https
Stop Bits: | 1 Parity: | None
Flow Caontral: | Mone M Enable Logins: [ pesbichannsl
Hardware Signal
Triggers Secure Channel
Check DSR on Connect: [] Disconnect on DSR: [
IP Settings SSH Connection
Enable Telnetin. [ Port | 2005 Authenticate
Telnet
Enahle §SH In: [ Paort | 3005 Authenticate
Enable TCR In: [ Port 4005 Authenticate: [
Terminal Raws: |24 Terminal Columns: |80
Updts

2. Leave New Device in the Managed Device drop-down list, and select the Managed Device
Group to which the new device will belong.

3. Click the Create button.

The managed device field displays as a link to the managed device's configuration page, and the
menu tree lists the new managed device in the assigned Managed Device Group.

A Defuse button displays to the right of the link. Click the button to remove this port from the
managed device. If the port was the only component of the managed device, the Defuse button
removes the managed device itself from the system.
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Figure 10-13 Link to a Managed Device Page - Configure Tab

Managed Device: MD-Port-3

4. On the menu, click the name of the new managed device. The Managed Device page Connect
tab displays the available connection buttons for the serial connection.

Figure 10-14 Managed Device Page - Connect Tab

Start Logging
Secure Channel

s W W

In a similar manner, you can create individual managed devices from SLP ports and SLK
connectors.

From a Ports List

You can create one or more managed devices from an Ethernet device's ports list. In this example,
we show ports on an SLC.

To create one or more managed devices on the Ports page:

1. On the Device page, click the Ports tab. The following page opens:
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Figure 10-15 Device Page - Ports Tab

Table Field walue sysadmingbSLMC413
Ethernet Device Narme v Logout
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* han Lantroniz £Z Por-13 13 sIc860d_Glenn No &0 256 100 O
+ _IManaged Devices
£2 Port-14 14 5lcB60d_Glenn Mo 60 256 100 [d]
£4 Port-15 15 slcB60d_Glenn Mo 60 256 100 O
£Z Port-16 16 5IcB600_Glenn Mo 60 258 100 [d]
£2 Port-17 17 slcE60d_Glenn Mo 60 256 100 O
£ Port-18 18 5lc8600_Glenn No 60 256 100 [d]
£4 Port-19 19 sIcB600_Glenn Mo 60 256 100 O
£ Port-20 20 slc8600_Glenn Mo 60 256 100 [d]
£4 Port-21 21 sIcB600_Glenn Mo 60 256 100 O
£ Port-22 22 sIc8600_Glenn Mo 60 256 100 (]
£ Port-23 23 3lc860d_Glenn Mo 60 256 100 4]
EZ Port-24 24 5IcBE00_Glenn Mo 60 248 100 O
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32 items
Create Managed Devices v | for checked ports: | Los Angeles ~ || Update Add Port

Select the check box for one or more ports on the SLC that will be connected to serial devices.

From the drop-down list box at the bottom of the page, select Create Managed Devices.

From the for checked ports drop-down list box, select the Managed Device Group to which

the selected managed device(s) will belong.

Click the Update button.

Ine response to the confirmation request, click OK. The menu tree displays the new managed
device(s) in the assigned Managed Device Group.

If desired, repeat step 2 through step 6 above to create managed devices and assign them to
other Managed Device Groups.

SLM User Guide

200



10: Managed Devices

From an Ethernet Device

Administrators and permitted users can create a managed device from any auto-discovered or
manually added Ethernet device, such as a server or a switch, and assign it to a Managed Device

Group.

To create a managed device from an Ethernet device:

1. On the menu, click the name of the device (in this example, an SLC). The following page

+ _lother Lantronix
# _INon Lantronit

=)' _AManaged Devices
# _lLos angeles

opens:
Figure 10-16 Device Page for an SLC
Table Field: “alue: sysadmin@SLMC413
Ethernet Device | Name b Logout
SLM
"l Il o Device "slc860d_Glenn"
#) _|Configuration Configure
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#)__|Events
+_Files MAC
=1 _Ethernet Devices Name: slc860d_Glenn Address
[E) Device Lorator
& )om IP Address: |172.19.100.81 Model | SLC32-03
Bl §s.c Fuy
Location: 55
+ #slc19a2 (172.19.245.10) ersion Sl
+ = 5lcg60d_Glenn (172.19.11 Secure channel: Yes Link Status: Up - last checked: Never Prisy
sk e
Login: sysadmin Password: eeseeses
_IsLP S Y ety Browse http
& oit for etype
':'::gmd gah: 122 password: (*******® Browse https ]
picer
m TCP Part far Rack
# _JEDs
. SNMP
HL_Jeos+0 ShMP Read [ )i Wiite [seseeses Secure Channel
& | Premier Wave Community: Community

SNMP Trap
Community. public
Managed Device: | New Device v

Read info from
device:

Synchronized: No

Los Angeles v

Write info
to device o

Foll

SSH Connection

Telnet

TN3270

2. In Managed Device, leave New Device and from the Group drop-down list, select the

Managed Device Group to which the new managed device will belong.

3. Click the Create button. When the page redisplays, the Managed Device field displays as a
link to the new managed device, and the assigned Managed Device Group in the menu lists
the new managed device. A Defuse button displays to the right of the link.

4. Click the Defuse button to remove this device from the managed device, as desired. If the
device was the only component of the managed device, the Defuse button removes the
managed device itself from the system.

5. To view the Connect tab for the managed device, click the name of the managed device on
the menu. Above the network icon are buttons for connecting to the device through the

network.

Note:

Managed Devices (on page 224).

For more information about connection methods, see Connecting to Ethernet and
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Fusing Managed Devices

While the SLM can communicate with a device connected to a port of a Lantronix device server
(e.g., an SLC, SLK, or SCS05/2) individually, it is often more convenient to communicate from a
single web page to a virtual managed device composed of more than one connection to the
device. The process of creating the virtual managed device from individual managed devices is
called fusing. One convenient application is to fuse the SLC, SLK, and SLP port connections that
manage a single Ethernet device such as a server or a switch.

Methods of Fusing
There are two methods of fusing individual managed devices together:
¢ On the Port or Device page, fuse a new managed device with an existing one.

¢ On the Managed Device Group page, fuse several existing managed devices at once.

Guidelines
Follow the guidelines below when fusing managed devices:
¢ The managed devices must be in the same Managed Device Group.

¢ Avirtual managed device can consist of only one device (local), one SLC port, one SLK or
Spider port, two SLP ports, and one modem.

Fusing a Port with an Existing Managed Device

The Port Configure tab provides an opportunity to merge a single port with an existing managed
device. Previously, we showed an example of creating a managed device from an SLC port.

In the following example, as we configure an SLK port, we fuse it with the SLC port managed
device.

To fuse a port with an existing managed device:
1. On the menu tree of an Ethernet device such as an SLC or SLK, select the port.

The following page opens:

Figure 10-17 Fusing on a Port Page - Configure Tab

Tahle: Field. Walue, sysadmin
Ethemet Device j | Name j | Search | Reset Logout
= Port "SLK16-Glenn-3"
__IConfiguration Configure g ,
_accounts
—Events
_IFiles
1=l _dEthernet Devices
EIDevice Locatar Browse http
LT
Lsic
ERET Part Number: |3 - Parent Ethetmet Device: SLK16-Glenn Browse https
KM (172.19.39.5)
W1 ! Narne: [SLK1 6-Glenm3 Parent Device Type: SLK
Bl E=ISiK16-Glenn (172.19.39 Web Channel
i sLK16-Glenn-1 Managed Device: [MD-sim01_glennid  f-| [MO Grop A -] _Fuse
e sLk16-Glenn-2
e sLk16-Glenn-3 Secure Channel
e SLktE-Glenned Update Reset Delete
F sLk16-GlennS p—l —I —I z
sik15-Genn-6 SSH Connection
JsLk1e-Genn7
e sLk16-Glenn-8 Telnet
e sLk16-Glenn-9
e sLk16-Glenn-10

2. From the Managed Device drop-down list, select the existing managed device.

3. Click the Fuse button (changed from the Create button).
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The Managed Device field now displays as a link to the virtual managed device, which has the
name of the original managed device.

A Defuse button displays to the right of the link. Click the button to remove this port from the
managed device. If the port was the only component of the managed device, the Defuse
button removes the managed device itself from the system.

4. To view the Connect tab, click the name of the virtual managed device in the menu.

Figure 10-18 Virtual Managed Device Page with Two Connections

Table: Field: Walue: sysadmin
[Etremet Davice =] [Name =] search | Reset | Logout
SLM
= Managed Device "MD-sIm01_glenn19"
=
= I Canfiquration Connect
Accounts
_|Events
—Irils HTTPS
_IEthernet Devices
= JManagad Do Secure Channel
= _AMD Group A SSH Connection
E mD-DM_ETS32 T
{E MD-slc32glenn2_portd
B MD-simo1_glennig oo
E MD-Towera_outiet2 E T gy ﬂ ﬂ
~ Emp-wigoxg
LMD Group B Web Channel

There are four connection buttons above the Ethernet icon and one below the KVM icon ,
enabling you to connect to the physical managed device through the network and the SLK
connection.

Fusing an Ethernet Device with an Existing Managed Device

The physical device to which a Lantronix device server or a modem is connected may be fused
with an existing managed device.

To fuse a device with an existing managed device:

1. On the menu, click the name of the Ethernet device. In this example, we use a switch.

Figure 10-19 Fusing a Managed Device on the Device Page

Tahle Field Value: sysadmin
Ethemet Device j | MName j l_ Search | Reset Logout
SLM
= Device "localhost”
__IConfiguration Configure
_laccaunts
_lEvents
_IFiles
=] _dEthemet Devices Mame: |localhost MAC Address: |00 3 D4 B453 F5
ElDevice Locator
;IELM IF Address: |172.19.39.21 Model SLM Prowy
j;tg Location: || T Test Lab Fiy Varsian Browse littp r
B Secure channel: No Link Status: Up - last checked: Never
Llsip Browse hittps r
& st Login: |sysadrmin Password: |eses
&1 _Ispicer | P —— Web Channel F
;IECSDStZD TCP Port for S5H. IZZ— Retype Password: | e Gl |
::SCS‘XDU TGP Port for Telnet: [23 Rack Location: Mot assigned Secure Channel &
# _lwiBox
luos Managed Device: ENEW Device | | WD Group A -] _Create SSH Connection =
__lother Lantrorix
o Read info from device: \irite info to deviee: [T
= AMan Lankronbc MD-slcI2glenn?_part Telnet =
Hlocalhost (172.19.39.21) TN3270 Logical Unit | pAD-Towerd, Outlet? TN3270 Terminal: | IBM-3278-2 =
= TN3270 =
 EHlocalhost (172,19.39.22) Pall
= _dManaged Devices i, e
Fl _AMD Group & g“ S
¢E MD-DM_ETS32
= Updat Reset Delet
E MD-slc32glenniz_part3 pidle il oele
{E MD-simD1_glenn1g
=

2. From the Managed Device drop-down list, select the existing managed device.
3. Click the Fuse button (changed from the Create button).

The Managed Device field now displays as a link to the virtual managed device, which has the
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name of the original managed device. The virtual managed device has taken the name of the

existing managed device and still displays in the Managed Device Group.

A Defuse button displays to the right of the link. Click the button to remove this device from the
managed device. If the device was the only component of the managed device, the Defuse

button removes the managed device itself from the system.

Continuing the One-at-a-Time Fusion Process

If you continue in this manner, fusing a new serial port managed device and then a new power
managed device into the original managed device in the examples above, the Connect tab would

look like this:

Figure 10-20 Virtual Managed Device on Managed Device Page - Connect Tab

| Tahle: Field: Walug sysadmin
' lﬁlemetDemce =] [Hame = Search | Reset | Logout
SLM
= | Managed Device "MD-DM_ETS32"
_ICanfiguration Connect
_accounts
_IEvents
_IFies HTTPS
__IEthernet Devices
= “Managed Devices Secure Channel
= _AManaged Device Group A& SSH Connection Start Logging
EnmmHETSs Telnet Secure Channel
(Y]
] o - dh
Web Channel Cycle Power Connect
Power Off

pcl x Connect

Fusing Managed Devices on the Managed Device Group Page

Another place to fuse individual managed devices is on the Managed Device Group page. Here

you use a single web page to fuse multiple managed devices at the same time.

To use the Managed Device Group page to fuse managed devices:

1. On the menu, click the name of the Managed Device Group that includes the managed

devices you want to fuse. This page that opens displays a table listing all the managed

devices within the group.

Figure 10-21 Managed Device Group - List Tab

Tahle: Field: Walue sysadmin
[EthemetDevice =] [Name = Search | Reset | Logout
SLM
= Managed Device Group "MD Group A"
_configuration List
accounts
TlEvEnts Name Serial Port Power Port 1 Power KVM Device Managed Managed Modem  Connection Modem Phone Poll Reachable
(51 _IFiles Port 2 Port Device  Group r
_IEthernet Devices Type
= é""j‘”‘igm Devices 4 MD-DM_ETS32 Port-1 PuwrPri-4 SLS-1 blah Unknown MD Group A ush-acmi0 Connection-PPP S5H 999-889-9999 Mo No -
MO Group A
EM;;:H i £4 MD-slc32glennz_port3 sle32glenn2_part3 Unknown MD Group A Naone No Mo i
EMDrsld_z.;\ennZJ:mt £ MD-sim01_glenn19 sim01_glenn19 Unknown WD Group A Mane Mo Mo ird
E MD-slm1_glenn1s £ WD-SLS-1 8LS-1 Unknown WD Group A Nonhe NO N I
gmgﬁﬁ;n EriE EA MD-TowerA_Outlet? TowerA_Outlet? Unknown WD Group A Mone Mo Mo ¥
B MD-wiBox 97 4 MD-WiBox g WiBox g Unknown MD Group & Mone Mo Mo r
_IMD Group B Bitems
Fuse checked Managed Devices: Fuse Delete checked Managed Devices: _ Delete

2. Select the check box for each managed device you want to fuse.
3. Click the Fuse button.
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4.

In response to the confirmation request, click OK. The page redisplays:

Figure 10-22 Managed Device Group Page - List Tab (After Fusion)

Table: Figld: Value sysadmin
[EthernetDevica =] [Name B search | Reset | Logout
SLM
= Managed Device Group "MD Group A"
__Iconfiguration List
= _laccounts
JEvents Name Serial Port Power Port 1 Power KVM Device Managed Managed Modem  Connection Modem Phone Poll Reachable
= _IFles Port2 Port Device  Group App r
= _IEthernet Devices Twpe
= é""j‘”‘igm BEHES 4 MD-DM_ETS32 Port-1 PuwrPri-4 SLS-1 blah Unknown_MD Group A usb-aem0_Connection-PPP SSH_ 989-838-8988 Mo Mo C
MD Group A
EMQ;:‘! Eion £ MD-slc32glenn2_port2 sle32glenn_part3 Towerd_Oullet2 581 simD1_glenn19 Unknown MD Group A Nane No Mo r
EMD-slczglennz_port] | G MD-WiBox g WiBox g Unknown D Group A None No No [m]
 EMp-wisox g 3items
—IMD Group B Fuse checked Managed Devices:  Fuse Delete checked Managed Devices:  Delete
tanaged devices MO-slc32glennZ_port3, MD-sim01_glenn19, MD-SLS-1, MD-TowerA_Outlet2 fused to MD-sle32alenn2_port3,

The components of the virtual managed device now display on the same row, and a message
in the message area confirms the fusion. The virtual managed device takes the name of the
individual managed device that was in the highest row. In the Managed Device Group on the
menu, that name remains, but the other fused components do not.

On the menu, click the virtual managed device. The Connect tab displays the components of
the virtual managed device, each with the button(s) for connecting directly to each component.

Figure 10-23 Virtual Managed Device after Fusion

Tahle: Field: Walue sysadmin
Il NI/ lﬁmmetDemce =] [Mame = Search | Reset | Logout
SLM
=] Managed Device "MD-slc32glenn2_port3"
| Configuration Connect
accounts
_Events
Fies HTTPS
__lEthernet Devices
= _iManaged Devices _Secure Channe |
= _AMD Group A SSH Connection Start Logying

Ero-on_erse Telnet Secure Channel

EMD-slcszglennz_port

(B MD-wiBax g UYL

oo = e > ") it
Web Channel Cycle Power
Power Off

6. Click the Configure tab to see the list of managed devices that make up the virtual managed
device.

Figure 10-24 Managed Device Page - Configure Tab

Tahle: Field: Walue sysadmin
lﬁlemetDevwce =] [Mame dl Search | Reset Logout
SLM
= Managed Device "MD-slc32glenn2_port3"”
_configuration Configure
accounts
ClEvents
__IFies

Mame: [MD-slc32glenn2_port3|  Serial Port sle32glenn? portd
Local Device: sim01_glenn19 KM Port SLS-1

Dewice Type: | Unknown i Power Port1: TowerA Outlet2
Managed Device Group: | MD Group & =

_IEthernet Devices
= _IManaged Devices
El_AMD Group &
B MD-DM_ETS32

{EMD-slc3zglennz_port Power Port 2: None

Jpﬁﬁféx:ﬁ;xg Update | Reset
Note: You can change the name of the virtual managed device, identify the device type

if a local device is a component of the virtual device, and change the Managed Device
Group to which the virtual managed device belongs.
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Configuring a Modem Connection to a Managed Device

It is useful to enable the SLM to connect over the telephone should a network connection fail. This
is possible if, for example, the SLM has an internal or a physically connected modem, and a
managed device such as a UNIX server on the network is connected to a modem .You can
connect to an SLC through a modem if you configure the SLC as a managed device. Then the
SLM can connect to the SLC's attached devices through the modem.

To configure a managed device to use a modem:

1. On a Managed Device page, click the Modem tab: The following page opens:

Figure 10-25 Managed Device Page -- Modem Tab

Tahle Field: Walue sysadmin
Ethemet Device j Name j | Search | Reset Logout
SLM
_I _I _I = Managed Device "MD-slc32glenn2_port3™
_IConfiguration Modem
_accaunts T ——— —
_Events
_IFiles
_IEthernet Devices Modem: | Any = Connection: | Disabled =
= A d D
=) jﬁszruﬂies Application: | None ~| Telephone Number:

 MD-DM_ETS32 Foll: T Link Status: Down - last checkad: Never

E MD-slc32glennz_port

B MD-WiBox g

IMD Group B Submit_| Reset

2. Enter the following information:

Table 10-26 Managed Device - Modem Tab

Modem From the drop-down list, select the modem, or set to Any to allow the SLM to
choose the modem.

Connection From the drop-down list, select the type of modem connection. Disabled by default.
For information about types of modem connections, see on Modem Management
(on page 86).

Application From the drop-down list, select the application for connecting to the managed
device. The default setting is None.

For example, if you select Telnet, the Telnet program launches to connect to the
remote system after a PPP connection is established. If you select None, a set of
buttons (Secure Channel, SSH, Telnet, HTTP, and HTTPS) displays, enabling you
to select a connection method.

Telephone Number  Telephone number of the modem on the managed device

Poll Select the check box to enable polling of the modem connection Disabled by
default. See Configuring Polling Settings (on page 194).

Link Status (display | Indicates whether the modem connection is active.
only)

3. Click the Submit button. A message in the message area indicates that the managed device
has been updated.
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Configuring a Managed Device

The administrator and permitted users can configure a managed device.

To configure a managed device:

1. On the menu, click the name of the managed device, and then click the Configure tab. The
following page opens:

Figure 10-27 Managed Device Page - Configure Tab

Tahle Field Value sysadmin
Ethemet Device =] [Name | | Search | Reset Logaut
SLM
= Managed Device "MD-WiBox g"
__|Configuration Configure
I Accounts
_Events
__IFiles
__IEthernet Devices Mame: |MD-WiBox g Serial Port: None
= _IManaged Devices Local Device: WiBox ¢ K¥M Port: None
(= _4MD Group i . l—_' .
B MD-DM_ETS32 Device Type: | Unknown - Power Port 1: None
EMD's\tszu\enanmvtS Managed Device Group: | MD Group A+ Power Port 2: None
HD-WiBax
LMD Group B Update | Reset

2. Edit the following information as desired:

Table 10-28 Managed Device - Configure Tab

Name
Local Device

Device Type

Managed Device
Group

A name to identify the managed device.
Name of an optional local Ethernet device that is being managed.

From the drop-down list, select the type of device. Examples are Cisco 10S, EMS,
Firewall, Solaris Server, and Switch. Unknown is the default.

Note: If you set the type to Windows, the Remote Desktop button displays on
the Connect Tab. If the type is set to Linux Server, then a VNC button is offered.

To change the group to which the managed device belongs, select the group from
the drop-down list.

3. View the connection information in the column on the right:

Table 10-29 Managed Device - Configure Tab (View Only)

Serial Port

KVM Port

Power Point 1 and 2

Indicates whether the managed device is connected to a serial port on an SLC,
SLB or SCS.

Indicates whether the keyboard, video, mouse connector of the managed device is
connected to a port on an SLK or Spider.

Indicates whether the managed device is connected to a power port on an SLP or
SLB.

4. To save any changes, click the Update button.
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Updating or Deleting a Managed Device
The administrator and permitted users can update or delete a managed device.
To update a managed device:

1. On the menu, click the managed device. The following page opens:

Figure 10-30 Managed Device - Configure Tab

LANTQON I X Tahle Field alue sysadmin
lﬁemelDevlce j mme j | Search Reset Logout
SLM
= Managed Device "MD-WiBox g"

~Jconiiguration | Connect JRESLH Modem | Naotes | Help |
_accounts

Events
_IFiles

—Ethernet Devices Mame: [MD-WiBox g Serial Port: None

I iManaged Devices Lacal Device: WiBox KVM Part: None

= _AMD Group & )
B MD-DM_ETS32 Device Type: | Unknown - Power Port1: None

{E MD-slc32glennz_port3 Managed Device Group: | MD Group A = Fowrer Port 2: None
B MD-WiBox g

_IMD Group B Update | Reset

2. Add or change the entries and click the Update button.
To delete a managed device:
1. On the menu, click Managed Devices. The Managed Devices - List tab displays.

2. Check the managed devices that you wish to delete, and click Delete button at the bottom of
the page.

Managed Device Commands

Administrators, Ethernet Account Users and Menu Only Users

set manageddevice add

Syntax

set manageddevice add <managedDeviceName> group <ManagedDeviceGroups

<parameters>

Parameters

ethernetdevice <ethernetDevice|IP>
[port <portName |portNumbers]

Description

Create a new managed device from the specified Ethernet device or port.
set manageddevice assign

Syntax

set manageddevice assign <managedDeviceName> group <managedDeviceGroup>
[write|remove]

Description

Assigns or removes permissions for a managed device.
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set manageddevice config
Syntax

set manageddevice config <Device Name> <one or more parameterss

Parameters

name <New Name>

powerport <1|2> state <on|off|cyclepowers]
[dialout <Dial Account Name|enable|disable>
modem <Modem Name>

To set modem parameters, you must specify the dial-out option.

disconnect modem

delete

phonenumber <phone numbers]
application <ssh|telnet |http|nones>]

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.
set ma config slp-sunset-portl state off

Specifies a managed device name (slp-sunset-port1) and turns the power off.

Description

Finds a managed device-by-device name and modifies device parameters.
set manageddevice defuse

Syntax

set manageddevice defuse <managedDeviceName>
device|serial |powerl |power2 | kvm

Description

Defuses an Ethernet device or port from an existing managed device.
set manageddevice fuse

Syntax

set manageddevice fuse <managedDeviceName> ethernetdevice
<ethernetDevice|IP> [port <portName |portNumbers]

Description
Fuses an Ethernet device or port to an existing managed device.

set manageddevice index

Note: Type show manageddevice all to display index.
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Syntax

set manageddevice index <number> <one or more parameterss
Parameters

assign group <managedDeviceGroup> [write|remove]

Assigns or removes permissions.

name <New Name>

powerport <1|2> state <on|off|cyclepower> (SLP, SLB and Spider Duo only)
delete

dialout <Dial Account Name|enable|disables

modem <Modem Name>

To set modem parameters, you must specify the dial-out option.

disconnect modem
phonenumber <phone numbers
application <ssh|telnet|http|nones>

Examples

set ma config port-1 name waimea-port-1

set ma config slp-sunset-portl powerport 1 state off

set ma index 1 delete

set ma index 1 dialout myaccount modem pci-s4 phone 3334444

If you set dialout myaccount first and then decide to set modem and phonenumber later,
you still must specify dialout myaccount or dialout enable.

set ma index 1 dialout myaccount
set ma index 1 dialout enable modem pci-s4 phone 3334444
set ma index 1 disconnect modem

Description

Finds managed device by index and modifies device parameters.
set manageddevice index n defuse

Syntax

set manageddevice index n defuse device|serial|powerl|power2 |kvm
Description

Defuses an Ethernet device or port from an existing managed device.
set mgroup add <newManagedGroupName>

Syntax

set mgroup add <newManagedGroupName>

Description

Creates a new managed device group.

set mgroup delete <existingManagedGroupName>

Syntax

set mgroup delete <existingManagedGroupName>
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Description

Deletes an existing managed device group. The group must be empty.
show device

Syntax

show device <device name>
Note: Entries are not case sensitive.

Description

Searches for and displays Ethernet or managed devices by device name. For example, if you
specify name slc, the SLM searches for all Ethernet and managed devices whose name starts
with slc.

show device all
Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.

show manageddevice account

Syntax

show manageddevice account <accountName>
Description

Displays all managed devices viewable by a user account.
show manageddevice accountgroup

Syntax

show manageddevice accountgroup <accountGroupNames>
Description

Displays all managed devices viewable by an account group.
show manageddevice all

Syntax

show manageddevice all
show manageddevice

Description

Displays information about all managed devices.
show manageddevice config

Syntax

show manageddevice config <Device Name>
Description

Displays the configuration of a managed device.
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show manageddevice index
Note: Type show manageddevice all to display index.

Syntax

show manageddevice index <numbers>
Description

Displays managed devices by index.

show manageddevice list

Syntax

show manageddevice list

Description

Displays all managed devices in short form.
show manageddevice search

Syntax

show manageddevice search <one or more parameterss>

Parameters
Note: Search entries are not case sensitive.
[name <Port Names>]

Example

show manageddevice search name waimea-port
Description

Displays all ports that match the criteria entered.

Managed Device Users

set manageddevice config

Syntax

set manageddevice config <Device Name> <one or more parameterss
Parameters

[name <New Name>]

[state <on]|off|cyclepower>] (available for SLP, SLB and Spider Duo only)
Powers managed device on or off.

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.

set ma config slp-sunset-portl state off

Specifies a managed device name (slp-sunset-port1) and turns the power off.
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Description
Finds a managed device-by-device name and modifies device parameters.

set manageddevice index
Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> <one or more parameterss
Parameters

name <New Name>

powerport <1|2> state <on|off|cyclepowers>] (SLP, SLB and Spider Duo only)

Example

set ma port slp-sunset po 2 state on

Description

Finds managed device by index and modifies device parameters.

set manageddevice config <Device Name> disconnect modem
Syntax

set manageddevice config <Device Name> disconnect modem
Description

Finds managed device by nhame and disconnects modem.

set manageddevice index <number> disconnect modem
Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> disconnect modem

Example

set ma index 2 disconnect modem
Description

Finds a managed device by index number and disconnects modem.
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Depending on permissions, the typical user employs SLM to:
¢ Search for SLCs and other Ethernet devices, ports, and managed devices.

¢ Connect by browser, SSH, or secure channel to Secure Lantronix Management devices and
to the managed devices connected to their ports.

¢ Access notes and logs about the Ethernet devices and their ports.
The administrator performs the following maintenance activities:

¢ Update SLM firmware and configurations

Configure and manage log files

Configure an SNMP agent

View events

* & o o

Update SLC firmware

Searching for Ethernet Devices, Ports, Persistent Connections,

Managed Devices, and Users
All pages in the web interface have three search fields at the top. Administrators and Ethernet
Device Account groups can search by Ethernet device, port, and managed devices.

Administrators with account rights can also search by user. Managed Device Account Groups can
only search by managed device.

Figure 11-1 Search Fields

Table: Fleld Valug: sysadminZiSLMCA13
I_/\NT?ONIX ————m | Fihemat Davics |+ || Hame v EDS | Search | Lagaut
SLM

L5 I A Search Results - Devices

) lccafguration Name  IPAddress  EthernetAddress Davice  Location Modsl FW  LastFWw Login Channel  Poll ReachFall SSH  Rack

& Lironts Type Ver  Update Key Count Port

“lEvents {4 EDS16FR 172.19.22979 00:20.4A0E03.C4 EDS EDS16FR 502 admin No Yes 0 22
% R 4 EDE16PR 172192454  D0.20.4ASEAF.88 EDS EDSIEPR 502 admin No Yes 0 22
* _|ethemet Devices (Z EDS16PS 17219 21286 (090 4ABE 6B TA EDS EDS16RS 602 admin No Yes 0 22
—IManaged Davices (4 EDS1EPS 172192455 (0 J04ABE TESF EDS EDS16PS 6502 admin No Yes 0 22

{4 EDS2100 172.19.100.220 00:20:4A:A0.6B:00 EDS EDS2100 502 admin No Yes 0 22
fi4 EDE2100 172.19.212.207 00.20.4A9D.00.7F EDS EDS2100 502 admin No Yes 0 22
f# EDSIZPR 172192456 (0 J04ABESS 5T EDS EDS32PR 602 admin No Yes 0 22
{4 EDSIZFR 17219.2458  00:204A0E:SE20 EDS EDS32FR 502 admin No Yes 0 22
(4 EDSIZFR 1721922972 00:204AGEGEGE EDS EDS32FR 502 admin No Yes 0 22
fi4 EDE32PR 172192457  D0.20.4ASE5525 EDS EDS32PR 502 admin No Yes 0 22
f# EDSIZPR 172192455 (0 J04ABEA9SS EDS EDS32PR 602 admin No Yes 0 22
{4 EDSIZFR  172.19.212.157 00:20.4A0E:59.00 EDS EDS32FR 502 admin No Yes 0 22
(4 EDE32PR 172.19.100.54 D0.20.4A837E.24 EDS EDS32PR 502 admin No Yes 0 22
f# EDE32PR  172.19.212.156 D0.20.4A 8E.5D.AC EDS EDS32PR 502 admin No Yes 0 22
f# EDSIZPR 172192458 (0 204ABESASE EDS EDS32PR 602 admin No Yes 0 22
4 EDSIZFR 172192298  00:20.4A0E:SC:TA EDS EDS32FR 502 admin No Yes 0 22
fi4 EDE4100 172.19.100.237 D0.20.4A11.41.00 EDS EDS4100 502 admin No Yes 0 22
f# EDS-MO04 17219 29985 (0204490 01ES EDS-MD EDS-MD0E 702 admin No Yes 0 22
4 EDS-MO04 17219100157 0020449001 BA EDS-MD EDS-MD04 702 admin No Yes 0 22
fid EDS-MO0D 172.19.100.216 00:20:4A:90:02:6F EDS-MD EDS-MD00 7.0.6 admin No Yes 0 22
fi4 EDE-MDOB 172.19.100.79  00.20.4A90.02.4F EDS-MD EDS-MD08 7.0.6 admin No Yes 0 22
& EDS-MOOE 17219 29999 (0 HOAS 93 H006 EDS-MD EDS-MOOE 706 admin No Yes 0 22
{d EDS-MO0D 172.19.100.152 00:20:44:11:22:00 EDS-MD EDS-MD00 7.0.6 admin No Yes 0 22
(4 EDS-MO0D 172.19.213.112 00:00:A3:93:00:05 EDS-MD EDS-MD00 7.0 admin No Yes 0 22
fid EDS-MDIE 172.19.21240 00.80.A3.91.0C.FC EDS-MD EDS-MD16 7.0.5 admin No Yes 0 22
28 items
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To view or make changes to any item returned in a search, click the Edit £4 icon in the leftmost
column. (If the search returns the item, you have rights to edit it.)

To clear the search fields, click the Reset button. To re-sort the list (e.g., alphabetically by name),
click the header of the column you want to sort by.

All searches are case insensitive.

Search for an Ethernet Device

There are several criteria to use to search for an Ethernet device.

To search for Ethernet devices on the network:

1. From the Table drop-down list at the top of any page, select Ethernet Device.

2. From the Field drop-down list, select one of the following search fields and enter the
corresponding Value. If you omit the value, the search returns all devices.

Note: Searches are not case sensitive.

Table 11-2 Available Search Fields

Device Fields Name: The name of the device for which you are searching. You need type only as
many characters as will identify the device. For example, s returns all devices with
names starting with s.
IP Address: The IP address of the device for which you are searching. You need enter
only as many octets as will identify the device or group of devices.
Location: The location of the device (or devices), for example, a room or building. You
need type only as many characters as will identify the location. Thus, Irv returns all
devices with locations starting with Irv, for example, Irvine. Case insensitive.
Model: Model name of the device(s) (e.g., SLC16, SLM 2.0).

Firmware: Version of the device's firmware (e.g., 4.0).

2. Click the Search button. The Search Results - Devices page opens, listing all devices that
meet the search criteria that you have permission to see.
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Figure 11-3 Example of a Search by “EDS” Ethernet Device

* _IConfiguration
+__ltecounts
| Evenits
+ _IFiles
3 __JEtrurrut Durvicrs:

—IManaged Devices

[ Table Flekd: Wale: sysadmi LMC417
Il Ethwernet Dewce || Name ~| |EDS Search Reset Logout
SLM
Search Resuits - Devices
Name IP &ddress Ethernet Address Device Location Model FWY Last FW Login Channel PFoll Reach Fail 85H Rack
Type var  Update Kay Port

f4 EDSIEPR 1721922079 00.20.4ABE.B3.C4 EDS EDES16PR  §5.0.2 admin Mo Yes 0 22

B16PR 172192454 D02 4ABEAF BE EDS EDS16PR 502 admin No Yes 0 22

= 206 00:20:4A0E60:7A EDS EDS16PS 5.0.2 admin Mo Yes 0 22
id EDS16PS 172192450  OD:204A0E:TEIF EDS EDS16PS  5.0.2 admin Mo Yes 0 22
f4 EDS2100 172.19.100.220 00.20.4AAB.8B.BD EDS EDS2100 5.0.2 admin Mo Yes 0 22
fof EDS2100 17219 DO20aA 8000 7F EDS EDS2100 502 admin No Yes 0 22
f& EDSI2PR 172192456  QD:20:4ADE:ST5T EDS EDS32PR 5.0.2 admin Mo Yes 0 22
i EDS32PR 172192458  0D.20.4ABE.5E.2B EDS EDES32PR  5.0.2 admin Mo Yes 0 22
Lof EDS32PR  172.19220.72 0D.20.4ABE.BE.66 EDS EDES32PR 5.0.2 admin Mo Yes 0 22
Lo PR 172182457 D020 AABE D520 EDS @ 502 admin No Yes 0 22
i EDx 172192455 00:204A0E.A9:59 EDS EDS32PR  5.0.2 admin Mo Yes 0 22
f4 EDS32PR  172.19.212.157 00.20.4ABE.53.00 EDS EDES32PR  5.0.2 admin Mo Yes 0 22
hi® g PR 1721810054 DO204AARE TE2A EDS i 502 admin No Yes 0 22
i PR 21912156 D020 4ABE SD-AC EDS X 502 admin No Yes 0 22
f& EDSI2PR 172192459  QD:20:4ADE:SAJE EDS EDS32PR  5.0.2 admin Mo Yes 0 22
f4 EDS32PR 172192208  0D.20.4ABE.5C.TA EDS EDS32PR  5.0.2 admin Mo Yes 0 22
fof EDSA100 17219100 237 D02004A11°:41°00 EDS EDS4100 502 admin No Yes 0 22
L EDS-MDO4 1721922095 00:2004400001:B0 EDS-MD EDS-wMD04A 7.0.2 admin Mo Yes 0 22
4 EDS-MDO04 17219100157 00:20:44:90001:B4 EDS-MD EDS-MD04A 7.0.2 admin Mo Yes 0 22
f4 EDES-MDO2 172.19.100.216 00.20.4A00:02.6F EDS-MD EDE-MDOD2 7.0.6 admin Mo Yes 0 22
Lo EDS-MOO8 1721910079 D020 4489002 4F EDS-MD EDS-MOO08 706 admin No Yes 0 22
f& EDS-MDO8 1721922099 0Q0B0:AJ9E0:06 EDS-MD EDS-MD08 7.0.6 admin Mo Yes 0 22
i EDS-MDO2 172.19.100.152 00.20:4A:11.22.88 EDS-MD EDE-MDOD2 7.0.6 admin Mo Yes 0 22
Lsf EDES-MDO8 172.19.213.112 00.:80:A3.93.80.05 EDS-MD EDE-MDO2 7.0.6 admin Mo Yes 0 22
L EDS-MDIB 1721921240 DOBOAT 91 DCFC EDS-MD EDS-MD16 705 admin No Yes 0 22

24 Itermns

The following information (if available) displays for each device retrieved by the search:

Table 11-4 Device Search Results

Name

IP Address
Ethernet Address
Device Type
Location

Model

Firmware Version
Last FW Update
Login

Channel Key

Poll

Reach Fail Count

Name of the device (e.g., SLC 4.0).

IP address of the device.

Hardware or MAC address.

SLC, SLM, Spider, etc.

Place at the site, such as a room or a closet, where the unit is installed.
Model name of the device (e.g., SLC48).

Firmware release number (e.g., 2.1).

Date of the last firmware update for the device.

User name for accessing the device.

Yes indicates that a secure channel has been established between the SLM and the
device. The Channel Key does not indicate whether or not there is an active secure
channel communication session, but instead indicates whether or not a secure
channel was established to the device in the past, enabling the SLM to connect to the
device without using a password.

Note: Behind the scenes, the secure channel uses SSH keys for authentication.
Yes indicates that the device may be polled.

During polling, the SLM keeps track of the number of consecutive failures. If that
count exceeds the threshold specified in Auto Connection Fail Count (on the Polling
tab of the Ethernet Devices page), the icon for that device shows a red stripe. If that
device is configured for auto-modem connect, the SLM will attempt to connect to that
device over telephone lines.
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SSH Port Port assigned for SSH access, if applicable.

Rack The name of the rack (RrrCccPpp, where rr = row, cc = cluster and pp = position) in
the form of a link that will take you to the Device Locator page.

The Search Results - Devices page opens, listing all devices that meet the search criteria that you
have permission to see.

Search for Ports

To search for a port, you can use two criteria.

To search for a port:

1. From the Table drop-down list at the top of any page, select Port.

2. From the Field drop-down list, select one of the following and enter the corresponding Value.
If you omit the value, the search returns all ports.

Note: All searches are case insensitive.

Table 11-5 Search by Port

Port Fields Name: The name of the port for which you are searching. You need type only as
many characters as will identify the port. For example, s returns all devices with
names starting with s.

Number: Number of the port for which you are searching.

3. Click the Search button. The Search Results - Ports page opens, listing all ports that meet the
search criteria that you have permission to see.
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Figure 11-6 Example of a Search by Port

LL1IL N )

* _|configuration

# _lAccounts
JEvents

* _IFiles

# _|Ethernet Devices
Ivanaged Devices

Name
£A Channel-3
£A Channel-3
L4 Channel-3
L4 Channel-3
A Channel-3
£A Channel-3
£A Channel-3
L4 Channel-3
L4 Channel-3
A Channel-3
£A Channel-3
A Channel-3
L4 Channel-3
L4 Channel-3
A Channel-3
£A Channel-3
A Channel-3
L4 Channel-3
LA Channel-3
A4 Channel-3
£A Channel-3
A Channel-3
£A Channel-3
EF Port3
o Port-3
A Port-3
o Port-3
A Beagle
Lo DSM-Test100.5
E4 DsC-Device
A Port-3
o Port-3
32 items

Table:
Port

Port Number Console

TR S SR RS N RO R N R R SR S R R R R Y R R S R R R R S S )

EDS32FPR
EDS16PR
EDS16FPR
EDS32PR
EDS32PR
EDS32PR
EDS18PS
EDS32PR
EDS16PS
EDS32PR
EDS32PR
EDS32PR
EDS4100
EDS32PR
EDS32PR
EDS-MD04
EDS-MD04
ED5-MD16
EDS-MD08
EDS-MDOS
EDS-MD0&
EDS-MDOg
EDS-MD0&
slhD4ce
patlab_sib1
slbushb_glenn
slc19a2
SLB DwW
DSM-Access
slc247
slcBe0d_Glenn
patiab_sibz2

Log Enabled Log Time Frame Max Log Size (KB) Byte Thresheld

No
No
No
No

No
No
No
No
No
No

Field: Valug sysadmin@SLMC413
[ Nurnber B Logout

Search Results - Ports

0 0 0

e =T = T T T e = R = =]

30 256 1024
a0 286 1024
60 256 100
an 286 1024
30 256 1024
60 256 100
&0 286 100
60 256 100
&0 286 100

The following information (if available) displays for each port retrieved by the search that you have

permission to see:

Name

Port Number
Console

Log Enabled

Log Time Frame

Max Log Size (KB)

Byte Threshold

Table 11-7 Search Results - Ports

Name of the device connected to the port.

Number of the port.

Name of the Ethernet device.

For SLC/SLB devices shows logging status.

For SLC v3.1 and later v3.x (but not v4.0): The maximum time frame in hours
before a new log file is created. The default setting is 1 hour.

For SLC v4.0 and later: The maximum time frame in seconds before the SLC
sends data to the SLM. The default setting is 30 seconds.

Maximum size of each log file in kilobytes. Once it is reached, a new log file is

created.

The number of bytes of data the port receives before the Ethernet device captures
log data and sends a notification regarding this port.

4. The Search Results - Ports page opens, listing all ports that meet the search criteria that you
have permission to see.
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Search for Persistent Connections

You can search for persistent connections to which you have rights. To search for persistent
connections:

1. From the Table drop-down list at the top of any page, select Persistent Connection.

2. From the Field drop-down list, select Name and the corresponding Value (name of the
connection). If you omit the value, the search returns all persistent connections.

Note: All search fields are case insensitive.

3. Click the Search button. The Search Results - Persistent Connections page lists all persistent
connections that meet the search criteria and that you have permission to see.

Figure 11-8 Example of a Search by Persistent Connection

Tahle Field Walue: sysadmin@sSLMC413

Persistent Connect v || Name v Logout
SLV

D C] E Search Results - Persistent Connections

+ I configuration Name Console Protecol Time Established Managed Device Available Logging Enabled Connection Enabled Status
+ | |Accounts EA pan  avi-dsm Secure Channel 2012-09-17 13:13:34 Yes Mo Yes Up
__|Events 4 Pan2 Glenn-vMPC Secure Channel 2012-09-17 15:14:03 Yes Mo Yes up
*)_IFiles 2 items
+) _|Ethernet Devices
_IManaged Devices

Note: To clear the search fields, click the Reset button. To re-sort the list (e.g.,
alphabetically by name), click the header of the column you want to sort by.

The following information (if available) displays for each persistent connection:

Table 11-9 Search by Persistent Connection

Name Name of the persistent connection.

Console Ethernet device to which the SLM is connected.

Protocol Protocol used to make the persistent connection.

Time Established Time the persistent connection was initiated.

Managed Device If the parent Ethernet Device on this persistent connection is being managed as
Available part of a managed device, users with access to the managed device also have

access to this persistent connection.
Logging Enabled Indicates whether the SLM is enabled to log the persistent connection.
Connection Enabled | Indicates whether the connection has been enabled and ready to activate.

Status Indicates whether the connection is active.

Search for Managed Devices

To search for a managed device, Administrators, Ethernet Device Account group members, and
Managed Device Account Group members can search by name.

To search for managed devices on the network:

1. From the Table drop-down list at the top of any page, select Managed Device.
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2. From the Field drop-down list, select Name and the corresponding Value. If you omit the
value, the search returns all managed devices.

3. Click the Search button. The Search Results - Devices page opens, listing all managed
devices that meet the search criteria that you have permission to see.

Figure 11-10 Example of a Search by Managed Device

L]

*l _lconfiguration

= _JAcoounts
_Events

5 P

= _|Efhemet Devices
_Imanaged Davices

1%l

Tabile: Field alug

Managed Device  + || Name -

sysadmin@SLMCA13

Logout

SLM
Search Results - Managed Devices

Nama Serial

0 iterns

Modam Modam

App

Powar Port Phona Poll Reachable

Fowar Port KM Davice aged Davice
Port 1 4

'ort Type Group

The following information (if available) displays for each managed device retrieved by the
search that you have permission to see:

Table 11-11 Search by Managed Device

Name

Serial Port

Power Port 1

Power Port 2

KVM Port

Device

Managed Device
Type

Managed Group
Modem
Connection
Modem App
Phone

Poll

Reachable

Search for Users
To search for users, administrators with account rights can search using two criteria.

Name of the managed device.

Number or name of the Ethernet device's serial port (e.g., a number between 1 and
48 for the SLC 48) that is connected to the managed device's console port.

Number or name of an SLP's power port that is connected to the managed device's
power connector.

Number or name of an SLP's second power port that is connected to the managed
device's power connector.

Number or name of an SLK (KVM) port that is connected to the managed device's
KVM port.

Name of the Ethernet device.

Type of managed device (e.g., Solaris Server or Linux Server).

Name of the Managed Device Group to which the managed device belongs.
Name of the modem to be used when connecting to the managed device.
Type of connection to make when using the modem.

Application to invoke for the connection (e.g., Secure Channel, SSH, Telnet).
Telephone number of the modem on the managed device.

Indicates whether to check the managed device for modem connectivity during
modem polling testing.

Indicates whether a connection to the modem on this managed device was
successful the last time it was tested.

To search for users on the network:

1. From the Table drop-down list at the top of any page, select User.
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2. From the Field drop-down list, select one of the following search fields and enter the
corresponding Value. If you omit the value, the search returns all devices.

Note: Searches are not case sensitive.

Table 11-12 Search for Users

User Fields Name: The name of the user for whom you are searching. You need type only as
many characters as will identify the user. For example, s returns all users with
names starting with s.

E-Mail: E-mail address of the user for whom you are searching.

3. Click the Search button. The Search Results - Users page opens, listing all users who meet
the search criteria.

Figure 11-13 Example of a Search by User

Table. Figld. Value:
sar * | Hame -

SySadmINESLICA13
| Search || Reset

Logaut
SLM

) _Jconfiguraton

¥ _lhooounts
|Events

= _IFiles

T
IManagnd Dovices

Search - Users

Config  Config Config 4 Next
Accounts Events Log Change Expire  Login
Files

%0

Mame Email  Config Config
Address Network

Config  Davice
Bervices

Last Access

2012-09-16 21:16:05

2012-09-18 143457

f4 kansas Mo o No No No No No Local Ondy WES No No No

£ sysadmin es ves Yes er “fiag ves ‘ves  Local Oniy Yes hi L

2 items

The following information (if available) displays for each user retrieved by the search.

Table 11-14 Search Results - Users

Name The user name for logging in to the SLM.

Email Address User's email address; may be used for event notification.

Config Network Yes indicates the user can open the Network Settings page and configure network

settings.

Config
Authentication

Yes indicates the user can select and prioritize authentication methods and related
settings.

Config Services Yes indicates the user can configure services such as date and time and SNMP

Agent & syslog and update SLCs to which the user has access.

Device Management

Config Accounts

Config Events
Config Log Files

Authentication

Password Change

Yes indicates the user can configure settings for auto-detecting devices and ports
and for managing alternate SLMs.

Yes indicates the user can add, update, and delete all accounts and grant account
permissions.

Yes indicates the user can set alarms and triggers.
Yes indicates the user can view, copy, and delete various log files.

Indicates whether authentication for this user is Local Only, Remote Only, Local
& Remote, or Disabled.

Yes indicates that the user can use the current password indefinitely. Selected by
default.
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Password Expire No allows the user to keep a password indefinitely.

Next Login Yes requires the user to change the password the next time the user logs in. (You
may change this setting at any time.)

Synchronize Yes indicates that if the user's password has changed since the last
synchronization, the SLM will update that new password on all SLMs, SLCs,
SCSxx05/20s, and SLPs.

Last Access Date and time the user last logged into the SLM, or the date and time of account
creation if the user has never logged in.

Using Wildcards
You can use SQL wildcards when conducting a search:
¢ Use the percent sign (%) to match zero or more instances of any character.

¢ Use the underscore (_) to match any one character.

Note: The SLM search automatically appends a percent sign to the end of all search
strings, so you do not need to put one there. All searches are case insensitive.

Table 11-15 Searching with Wildcards

Aabc aaaaaaaabCccccce SLM32_device
BABCdef ABCccccccececcce
Sxx32
AabCghi liilijiijabe
bABC $2232_system
but not but not but not
SLM332_device
aaabcdc Aaaaaaaabbccccce sAB16
Bcccceccecccecece Dev_2232

Search Commands

show account search email
Syntax

show account search email <email address>

Example

show account search email sys

Displays all accounts whose email address starts with "sys."
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Description

Displays accounts that match the email address entered.
show account search name

Syntax

show account search name <user name>
Examples

show account search name sys

Displays all accounts whose name starts with "sys."
Description

Displays accounts that match the name entered.

show ethernetdevice search device

Syntax

show ethernetdevice search device <one or more parameterss

Parameters
Note: Search entries are not case sensitive.

[name <Device Name>]
[ipaddr <IP Address>]
[location <location>] [firmware <version numbers]

Example

show ethernetdevice search device name slc firmware 4
Description

Displays all devices that match the criteria entered. For example, if you specify name slc, the
SLM searches for all devices whose name starts with s1c.

show ethernetdevice search port
Syntax
show ethernetdevice search port <one or more parameterss

Parameters
Note: Search entries are not case sensitive.

[name <Port Names>]
[portnumber <Port Numbers]

Example

show ethernetdevice search port name waimea-port
show ethernetdevice search port name waimea portnumber 2

Description

Displays all ports that match the criteria entered.
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show manageddevice search
Syntax
show manageddevice search <one or more parameterss>

Parameters
Note: Search entries are not case sensitive.
[name <Port Names>]

Example

show manageddevice search name waimea-port
Description

Displays all ports that match the criteria entered.

Connecting to Ethernet and Managed Devices

Connections Overview

From the SLM, you can connect to Secure Lantronix Management and other Ethernet devices just
as you would if you logged into the device directly. You can also connect to Managed Devices.

Permissions set on the SLM for Ethernet devices and managed devices, in addition to granting
access to device information in the SLM database, determine whether an account group can
manage or just listen to the device.

Connection methods offered on a Managed Device depend on what is being managed, as well as
the device types doing the management. For instance, if a Linux Server is being managed, then a
VPN connection button displays. If a Windows box is being managed, then Remote Desktop is
offered. Other connection methods are offered according to the device type specified in the table
above.

Note: Some buttons on Device and Port pages may be inactive, depending on the type
of device. On the Managed Device page, only active buttons display.

Ethernet Devices - Connection Methods
The table below shows the methods available for connecting to an Ethernet device.

Table 11-16 Methods of Connecting to Ethernet Devices

SLM X X

X X X
SLC X X X X X
SLK X X X
SLP X X X X
SLB X X X X X
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X X X X

Spider X X
SCS05/20 X X X
SCSxx00 X X X X
WiBox X X
UDS/SDS X X
EDS X X X X
EDS-MD X X X X
XPort X X X X
Premier X X X X
Wave

Other X X X X
Lantronix

Other X X X X X
Devices

(Non-

Lantronix)

Managed Devices - Connection Methods
The following table shows the methods available for connecting to a managed device.

Table 11-17 Methods of Connecting to Managed Devices

Non-Lantronix, By means of SSH when connected by serial; when a local Ethernet device is
SCS05/20, SCSxx00, | being managed, then HTTP, HTTPS, SSH, Secure Channel, Telnet, and Remote
Other Lantronix Desktop may be offered, depending on the type of Ethernet device.

Spider HTTPS; Web Channel

SLK HTTP or HTTPS

SLC, SLB and SLM Secure Channel; also Web Channel for SLC/SLB

Browsing to an Ethernet or Managed Device's Web Page

Users can browse directly to the home page of a Secure Lantronix Management or other
discovered Ethernet device.

Note: Ifthe Login and Password fields in the device record have been completed, the
SLM uses them for an automatic login when you browse to secure devices. However, if
you use Microsoft Internet Explorer on the client machine, you must change the registry to
use this feature. Firefox does not have this problem. You can change the Windows
registry with the file, iefix.reg, which can be downloaded under the Secure Lantronix
Management Appliance SLM product group at the Lantronix website: www.lantronix.com/
support/downloads. You must run this file on the client machine that runs IE. Further,
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some non-Lantronix devices (notably the Avocet DSR1022) require IE 7 to support the
browsing feature (from SLM to other device).

To access the Ethernet device's web page interface:

1. On the Device page, click the Browse http or Browse https button.

2. If required, enter the user name and password for accessing the device. The device's home
page opens.

3. Configure or manage the device as directed by the device's User Guide or online Help.

Making a Secure Channel Connection to an SLC, SLM, or SLB

You can use a Lantronix secure channel connection from the web interface to the command line
interface of another SLM or an SLC and its ports and managed devices.

Secure channel is actually a special form of SSH connection. If you use the secure channel, you
need only supply the password when logging into the SLM. If you use SSH, you have to supply the
password every time.

Before connecting to an SLC or to another SLM through the secure channel, the administrator
must first establish the secure channel connection to the Ethernet device (SLC or SLM only). The
administrator attempts to connect to the Ethernet device through the SLM secure channel
connection and supplies the sysadmin password for the SLC. After this, any authenticated user
who has permission to connect to the Ethernet device can connect to it through the SLM secure
channel without further authentication.

Configure or manage the device as directed by the product's User Guide or online Help.
To make a secure channel connection to an SLC or SLM:

1. Tolog in to the SLC, SLB, or SLM, click the Secure Channel button on its Ethernet device
page. A Java applet runs, and then the "Connected to SLM" message displays.

Figure 11-18 Secure Channel Connection to an SLC

B SSH2 Terminal connected to slc19a2 (172.19.24... g
Edit Terminal Help

53 |5

o to Secure Lantronix device... A

Connected to 172,19,100,17 port 22 T9x 23 (80 % 24)

2. If prompted to enter a key, type Yes to continue.
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3. If prompted, enter your current sysadmin password for the SLC.

4. Configure or manage the device as directed by the product's User Guide or online Help.

Following is a list of error codes that may display:

0 0 0 oo oo o A b W W EF P P P

X

40
41
50
51
62
64
68
80
81
101
102
200
202
203
204
205
207
301
600
800

Table 11-19 Secure Channel Error Codes

Could not connect to SLC

Network connection to SLC broken during login

Error opening secure channel key

Error reading secure channel key

Error removing old secure channel key from SLC

Error importing secure channel key to SLC

Error importing secure channel key to SLC

Error assigning user permissions

Timeout connecting to device port

Error connecting to device port (the port may already be in use)
Error listening to device port. (the port may not be connected)
Error getting key data from SLC

Error establishing secure channel session to SLC

Error establishing connection to SLC

Error updating secure channel status

Error setting user permissions (for a connection to a device port)
Error exiting device port access

Error exiting listen mode

Error setting user permissions (for a connection to the CLI)

Error clearing command history on SLC

Note: Error codes display in the format: <Major Code>,<Minor Code>. An X indicates a

variable major code.

Making an SSH Connection to an Ethernet or Managed Device

Users can use SSH from the web page of a Java-enabled web browser to connect to the
command line interface of any Secure Lantronix Management or other discovered Ethernet

device.

SSH is a connection protocol that requires all data sent to be encrypted. SSH accomplishes this by

using public and private keys generated by the client and the server. Both sides have a pair of
keys. The private key encrypts the data being sent; for the receiver to decrypt the received

encrypted data, it must have the sender's public key.

The received host key is saved in a file called known_hosts in the SSH directory of users. Upon

reconnection to the same host, the receiver compares the newly received host key to the

previously received key that was stored in the known_host file.

If the newly received host key matches the key in the known_host file, then the authentication

process (login and password) continues.
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If the newly received host key does not match the key in the known_host file, then the user
receives a warning that they do not match and is asked whether to replace the old host key
information with the new key. (There could be someone trying to impersonate the known host.)

If the newly received host key does not exist in the known_host file, the device warns the user that
the host does not exist (first-time connection) and asks the user if it should add the new key to the
known_host file.

To make an SSH connection to the device CLI:

1. Tolog in to a Virtual Secure Lantronix Management device using SSH, click the SSH
Connection button. A Java applet runs.

2. Inresponse to the prompts, enter the user name and password for the device.

Figure 11-20 SSH Login to SLC

B SSH2 Terminal connected to slc19a2 (172.19.24... g

Edit Terminal Help
ElEEI =B Y Y

8 17:54:40 2012 :

Connected to 172,19,100,17 port 22 T9x 23 (80 % 24)

3. Configure or manage the device as directed by the device's User Guide or online Help.

Making a Web Channel Connection to an SLC

The web channel feature uses the existing secure channel key to the SLC to authenticate through
the web interface. This enables an SLM user to connect to the web interface on an SLC without
having to enter a username and password. The web connection to the SLC filters through the
SLM. The Web Channel button is only active for SLCs that already have a secure channel. No
other device types currently support this feature.

To make a web channel connection:

1. On an SLC that has been set up for a secure channel, click the Web Channel button. The
SLC Web Home Page displays.
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Figure 11-21 Web Channel Connection to an SLC

slLc48 Ul JE1 13 57 911131517192123252729313335373941434547 .
E2 (24 6 B101214161820222426 2830323436 3840424446 48 .

| ] User: sysadmin Select portfor & Configuration O WebS&SH (DF only) O Connected Device (DP anly)
@474 E

Home Help 2

Welcome to the SecureLinx Console Manager

Making a Telnet Connection to an Ethernet device
You can make a Telnet connection to the command line interface of any discovered Ethernet

device.

To make a Telnet connection:
1. Click the Telnet button. A Java applet runs, and then the Telnet command line interface

displays.
Figure 11-22 Telnet Connection

BSSH2 Terminal connected to slc19a2 (172.19.24... EE
Edit Terminal Help

Welcome to the ILC

dmin

79x 23 (80x 24)

Connected to 172,19,100,17 port 22

2. Configure or manage the device as directed by the device's User Guide or online Help.
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Connection Commands

Administrators, Ethernet Users and Menu Only Users

connect device

Syntax

connect device <Device Name or IP Address> <one or more parameterss
Parameters

[<secure|ssh|telnet |tn3270|serial |modem|modemssh|modemtelnet >
modemcallback>] [port <ports]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB, SLC ports, and SLM, and SSH is the default for other devices.

Port is the number of a physical port on the SLC.
SLC48 has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the SLM dials out to the managed device in PPP, and then connects it
via SSH.

With modemtelnet option, the SLM dials outto the managed device in PPP, and then connects it
via Telnet.

With the modemcal 1back option, when the SLM user calls an SLC and logs in, the SLC hangs up
and calls the user back. The SLM then logs in again. This feature is currently available in text
mode only.

Examples

connect device gslc-waimea

connect device slc-waimea-port-1
connect device slc-waimea ssh

connect device slc-waimea port 4
connect device slc-waimea modemssh
connect device slc-waimea modemcallback

Description
Connects to an Ethernet device, managed device, or device port.

connect index <numbers
Note: Type show device all to display the index.

Syntax

connect index <numbers>
<secure|ssh|telnet|serial |modem|modemssh|modemtelnet| modemcallbacks]

Description

Connects a device by index number.
connect persistent

Syntax

connect persistent <persistentConnectionName> [device <devname|IP>]
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Notes: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.

The <devname> following device may be the name of an Ethernet device or the name of
a managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.

Description
Connect to an existing persistent connection.
connect ssh
Syntax
connect ssh <IP Address> [tcpport <TCP Port>] [<SSH flagss>]
Parameters
<SSH flags> is one or more of:
user <Login Names>
version <1|2>
escape <Characters>
The TCP PORT parameter is the TCP port number; the default is 22.
Description
Connect to any machine/device using standard SSH V1 or V2 protocol.
connect telnet
Syntax
connect telnet <IP Address> [tcpport <TCP Port>] [user <Login Name>]
tcpport is the TCP port number; the default is 23.
Description
Connects to a device by means of standard Telnet.
show connection list
Syntax
show connection list
Description

Displays the active user connections in short form.

Managed Device Users
connect device
Syntax

connect device <Device Namex>
[<secure|ssh|telnet|serial |modem|modemssh|modemtelnet |
modemcallbacks>] [port <ports>]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB, SLC ports, and SLM, and SSH is the default for other devices.
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Port is the number of a physical port on the SLC.
SLC48 has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the SLM dials out to the managed device in PPP, and then connects it
via SSH.

With modemtelnet option, the SLM dials outto the managed device in PPP, and then connects it
via Telnet.

With the modemcal 1back option, when the SLM user calls an SLC and logs in, the SLC hangs up
and calls the user back. The SLM then logs in again. This feature is currently available in text
mode only.

Examples

connect device slc-waimea

connect device slc-waimea-port-1
connect device slc-waimea ssh

connect device slc-waimea port 4
connect device slc-waimea modemssh
connect device slc-waimea modemcallback

Description
Connects to a managed device through a secure channel.

connect index
Note: Type show managedevice all to display the index.

Syntax

connect index <numbers>
<secure|ssh|telnet|serial |modem|modemssh|modemtelnet | modemcallbacks>] >

Description

Connects to a device by index number.

Services

The SLM Services page allows administrators to define ways to access the SLM, to configure the
banner for the CLI, and to enable an audit log of the SLM.

To configure services:

1. On the menu, click Configuration > Services. The following page opens:
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Figure 11-23 SLM Services Page

SLM

Tahle Yalue

Ethernet Device

Figld:
~ || Mame >

sysadmin@SLMC413
Logout

LTI (€ [ 3 |

SLM Services

=1 _Aconfiguration
i+ _INetwork Settings
# | Authentication
i+ __|Services
# _|Device Management
[ Jaccounts
__|Events
& _IFiles
[+ __|Ethernst Devices
[+ _IManaged Devices

Configure

HTTPS Only.
Enable Wap: []

Enable Telnet Logins:
Enable Audit Log:

) (K]

=

Enahle S5H Logins Enable 55H V1 Logins:

55H Part |22 Enable Session Logging:
o Yyeh Start
Java Terminal Deployment, g Aap\;jallet e St Java Terminal Buffer Size: | 1000
Upasts

2. Enter the following information:

Table 11-24 SLM Services - Configure Tab

HTTPS Only

Enable Telnet Logins
Enable WAP

Enable Audit Log
Enable SSH Logins
Enable SSH v1 Logins
SSH Port

Enable Session
Logging

Java Terminal
Deployment

Java Terminal Buffer
Size

If selected, allows access to the SLM through HTTPS only and disallows access
through HTTP. Requires a reboot to take effect. Selected by default.

If selected, allows access to the SLM through Telnet. Disabled by default.

If selected, allows you to access the system through a cell phone. For more
information about WAP, see Using the SLM Mobile Browser (on page 288).

If selected, enables the SLM to log all actions that have changed the
configuration of the SLM. Disabled by default.

If selected, enables the SLM to allow users to access the CLI using SSH.
Enabled by default.

If selected, enables the SLM to allow users to access the CLI using SSH version
1.

Allows you to change the SSH TCP port to a value in the range of 1 - 65535. The
default is 22.

If selected, enables the SLM to log data going back and forth between the user
and a device or port.

When starting Java, should the SLM use Java Web Start (stand alone) or a Java
Applet?

Number of lines in the Java terminal buffer

3. Click the Update button.
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Banners

You can maintain text that is used for the CLI.
To enter banner text:

1. On the Services page, click the Banners tab. The following page displays:

Figure 11-25 Services Page - Banners Tab

Table: Field: Walue: sysadmin@SLMC413
Ethernet Device v | Name ~ Logout
SLM
i1 1G] 1% LW Services
= _Aconfiguration Banners

# __INstwark Settings
+ _| authentication
+ _|Services Welcome

# _|Device Management
#_|accounts

__IEvents
# _IFiles
#_|Ethernet Devices
#/_IManaged Devices

Lantronix SLM

Login
Weloome to the Secure Lantronix Management Appliance

Logout
Logging out of Lantronix SLM

2. Enter the following information:

Table 11-26 SLM Services - Banners

Welcome Enter the text to display at CLI connection.
Login Enter the text to display upon successful login to the CLI.
Logout Enter the text to display upon logout from the CLI.

3. Click the Update button.

Note: Use the Reset button to clear the entries.
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SSL

The SLM has a default Secure Socket Layer (SSL) certificate. The SSL tab enables administrators
to view and update SSL certificate information. The SSL certificate, consisting of a public/private
key pair used to encrypt HTTP data, is associated with the web server. You can import a site-
specific SSL certificate, if desired.

To view, reset, import, or change an SSL Certificate:

1. On the Services page, click the SSL tab. The current certificate displays.

Figure 11-27 Services - SSL Tab

Table: Field: Value: sysadming@SLMC413

Ethermet Device v | Mame A Logaut

[ P ] SLM Services
= _Aconfiguration SS5L

+ __|Network Settings

+ __| Authentication

. :

? Seliies Current SSL Certificate (Default)

+ __| Device Management
2 Jeccounts BEGIN CERTIFICATE---—-—

|Events MIIDHDCCAGQCBQwpIMOTMANGCEqGEIL3DQERBQUAMFMxCz ATBgNVBAY TALVTMOsw
+l _IFiles CQYDVOOIEwWIDQTEPMANGAIUEBRMGERIZ2aW 5 1MRIWEAY DVQOKEWIMYWS 0cm Y uaXgn
+ __IEthernet Davices EJAQEgNVEAMTCUxhbnEyb25peDAeFwlaMJAdM Ik eNTEWMz daFwlyOTALMz AXNTEw
+ _IManaged Devices MzdaMFMxCz ATBgNVEBAY TALVTMOswC QY DVOOIEwWIDQTE PMANGALIUEEXMGSX I Z2aW sl

MRIWEAYDVQOKEwWLMYWS DemPuaigxE JAQBgNVEAMT CUxhbnRy b2 S pe DCCAS AwDQY T
Ko ZThveNAQEBBQADggENADCCAQYCygEBEAT L hDNyEdMo AhY 1 UFfQroga/ 2 1GdP0Ee
EfteHoXKiGgbZedt+btrhnvntguc+dDddyEcaldrZMnveDru?XdwRAOy feuTy 7PN 4
SFdafqipmZpMeYjdsZgHFeTICOPsHzCeYYHKBETEEG4c1lTnYZzDT Fh9pkOT1 59
hT=sVb3580cluHDgKO5/ 10t S5qxt 20T EU/ mAzbNz INZgvtmgbt at+ vEE7EujKEBDWp Ty
0+4T=)9PbI41ti0azbOrex3qribua/ K8y Si3ul4THsACVVEER1S5Z21B6UlzLeWER
NEeYJT1l9Adz 0WvOOx2t vNo 6niHY AR QY VETulZ Turp3 0WgddxWmne J1 OMCASMwDQY.J
Ko ZIhveNAQEFBQADGGEBATKNEpKgVeMje vebNwhBT/ BHrQNhCVZTHBpHTVZIQLlayT
TCVRTBWENH/ G13]JJAURMOOv a6l SxKATOKQZFEZ3xhqZyGEXE+dDVEBCZqLOI LG
+wBRz PSQrBEA3LOZ8GhI19v58NnbwiXugqt Zhhhnu9aX88EXuT Qk vWagXIZ04RGEBE]
CE2BY7KIZ1ix3PuzMbwwxz IN4Ms+EZ20s9Yd9D31HOSyERASKsbruYw/ o 39N1HI3ulmI
Euc4Q2ABYW/ vdleJ5EUOE 18HEBeaZnbGL1ITI S I TWinQu+NCE/ 8y pTAZ 4JBAMUY ju
Al8ysUALNAOrOV1saDLbRWGKwe loppWLz lyxTz8f I Pc=

————— END CERTIFICATE-----

Reset to Default Certificate: [ Note: changing the SSL Certificate requires
a reboot for the update to take effect.
Import S5L Certificate: [ Host:
Import via: | SCP -+ Pathr
Certificate Filename Login:
Key Filename Password:

Retype Password:

2. Enter the following:

Table 11-28 SLM Services - SSL Tab

Reset to Default To reset to the default certificate, select the checkbox to reset to the default
Certificate certificate. Unselected by default.

Import SSL Certificate To import your own SSL Certificate, select the checkbox. Unselected by default.

Import via From the drop-down list, select the method of importing the certificate (SCP or
SFTP). The default is SCP.
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Certificate Filename  Filename of the certificate.

Key Filename Filename of the private key for the certificate.

Host Host name or IPaddress of the host from which to import the file.
Path Path of the directory where the certificate will be stored.

Login User User ID to use to SCP or SFTP the file.

Password & Retype  Password to use to SCP or SFTP the file.

Password

3. Click the Submit button.

Note: You must reboot the SLM for the update to take effect.

Status

Administrators can view the system status on the Status tab, and if they desire, email it to another
person.

To view or email the system status:

1. On the Services page, click the Status tab. The following page displays the status information.
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Figure 11-29 Services Page - Status Tab

LTI (€] [ P |

=l _Aconfiguration
+ __IMetwork Settings
+ | Authentication
+_|Services
# _|Device Management
# __laccounts
|Events
# __IFiles
# _|Ethernet Devices
# __IManaged Devices

Tahle: Field:
Ethemnet Device v || Name

Value: sysadmin@SLMC413

SLM Services

Status

Conhtents of /tmp/simsystemstatus.txt

[81M Syste

show datet
Date/Tims:
Timezone:

3LM Up tim

admin vers
Model: SLM
Platform:

Firmware r
Release da
MAC 1: 0O0:
MAC Z: 00:

m Status Reports]

ime

Tue Sep 18 16:43:51 2012

Ug/ Pacific

s: 0 days, 0 hours, 48 minutes

ien

vELM

evision: 3.4bRC4

te: 08/28/2012 09:37:51 EDT
0C:29:24:C4:13
OCc:29:24:C4:1D

Max number of seat: Z5

Enhanced Lantreonix update expiration:

Copyright

Lantronix
167 Techno

Not initialized

(c) 2Z003-201Z2, Lantronix, All rights reserved.

Corporate Headquarters
logy Driwve

Irvine, CA 92518 USA

Tel: +1 (B
Tel: +1 (9
Fax: +1 (9

Technical
Hours: 6:0
Monday - F

Tel: (B0O0)
Tel: (949)
Fax: (949)

FTP: ftp.1l

00) 5zZ6-8768
49) 453-3990
49) 450-7249

Support

O0a - 5:00p PST

riday f{excluding holidays)
422-7044 (U8 only)
453-7198
450-7226

antronix. com

show sysinfo

Max number of seat: Z5

Hardware t

esting: 00

Ethernet address 1: 00:0C:Z25:24:C4:13
Ethernet address 2: 00:0C:289:24:C4:1D

Hard Disk

ID: (Unknown - Virtual Machine)

Firmware update information

(Mone)

System

(Mone)

file information

show net all

IP address Subnet mask Mode IPv4 filter

1 DHCP 172.19.100.17 255.255.0.0 Auto-negotiate (None)
2 Digabled 0.0.0.0 0.0.0.0 Auto-negotiate (None)
Ethernet bonding : disabled

Hostname o BLMC413

Default gateway : 0.0.0.0

Port 1 DHCP gateway o 172.19.0.1

Precedence : Default

Alternate
Alternate
Alternate
Alternate
Alternate
Static DNS
Static DNS
Static DNS
[pert 1]

DHCP-Acqui
DHCP-Acqui
DHCP-Acqui

ethlD

Gateway

Gateway IP Address to ping
Gateway Ethernet Port for ping
Gateway delay between pings
Gateway # of failed pings
server #1

zerver #2

server #3

red DNE server #1
red DNS server #2
red DNS server #3

ot

5o o

S
oo
oo

Second (=)

oCoOOoORWEODO
bt = o o

ooo
ooo
ooo

172.19.1.1
172.19.1.2
0.0.0.0

Link encap:Ethernet Hiladdr 00:0C:25:24:C4:13

inet addr:172.19.100.17 Beast:172.18.255.255
inet6 addr: 2001:db80:acl3:d%le:20c:29ff:fe24

inatf addr: FaRN: 2N~ P0FF: FaPd: ~413/ A4 SBrarma-Tanl

Mask:255.255.0.0
:cd13/64 Scope:Global

Logaut
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Continuation of Figure 11-29 (part 2 of 3)

SLM User Guide

inet6 addr: feB0::20c:29ff:feZ24:c413/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

RX packets:32413 errors:0 dropped:0 overruns:0 frame:0
T¥ packets: 1834 errors:0 dropped:0 overruns:0 carrier:0
colligions: 0 txqueuslen: 1000

R¥ bytes:Z2B76580 (2.7 MiB) TX bytes:816861 (797.7 KiB)
Interrupt: 17 Base address:0x1080

ethl Link encap:Ethernet HWaddr 00:0C:29:24:C4:1D
BROADCAST MULTICAST MTU:1500 Metric:1l
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
T¥ packets:0 errors:0 dropped:0 owerruns:0 carrier:(
colligions: 0 txqueuslen: 1000
R¥ bytes:0 (0.0 b) T¥ bytes:0 (0.0 b)
Interrupt: 18 Base address:0x1800

show service

Audit log: Disabled

Session log: Disabled

Telnet login: Disabled

88H login: Enabled

§8H version 1 login: Enahbled
WAP access: Disabled

HTTPS only: Yes

Open SEH Version: 4.3pZ2

Open S8L Version: 0.9.8a

Linux Version: 2.6.15-1.2054 FCSsmp
Server Version: Apache/Z.Z.3

zhow moden

0 moedem (=) found.

zhow account

1 kansas Administrators Administrator (Mone)
2 gysadmin Administrators Administrator (None)
2 users(g) found.

show connection

Max number of seat: 25

Inkound sessions Ooutbound sessions
ID Type Uszer Location Idle Time ID Type Degtination Uptime MDav
1 web sysadmin 172.20,197.132 00:43:13
2 web sysadmin 172.19.100.41 00:00:02 1 web 172.19.245.10 00:13:47
2 telnet 172.19.245.10 00:08:57
3 cli sysadmin Unknown 00:00:01
4 ¢li eyszadmin Unknown 00:00: 00
4 inbound and 2 outbound connection(z) found.
admin showboot
Current Bank: bank 1 Next Boot Bank: bank 1
Bank 1l: 3.4bRCHZ
Bank 2: 3.4bRC4
show dev all
Ethernet device
Id=z Name IP address Ethernet address Group Modsl g9CC Ver
1 6.8
2 2 6.9
372 172.19.100.129 00:20:4A:9D:01:FE LTRX 2?27 Ne 7.0.
4 avi-dsm 172.19.231.99 00:80:A3:8c:01:61 SPDR  SLS Yes 2.2
5 DEM-358-1 172.19.35.110 00:80:A3:5C:00:14 SPDR SLS Noe 3.1
6 DEM-Access 172.19.39.248 00:80:A3:89:3F:07 SLE SLEOGGE4-01 Yes 5.4
7 EDS1APR 172.19.229.79 00:20:4A:8E:83:C4 EDS EDS16PR Ne 5.0.
8 EDS16FR 172.19.245. 4 00:20:4A: BE:AF: 8B EDS EDS16FR Ne 5.0.
9 EDS16PS 172.19.212. 86 00:20:4A:5E:6B:7A EDS EDS16PS Ne 5.0.
10 EDS16PS 172.19.245.3 00:20:4A: 8E:7E: 3F EDS ED316PS Ne 5.0.
11 EDSZ100 172.19.100.220 00:20:4A:A8:8B:BD EDS EDZZ2100 Ne 5.0.
12 EDSZ100 172.19.212.207 00:20:4Aa:9p:00:7F EDS ED32100 Ne 5.0.
13 EDS3ZPR 172.19.245.6 00:20:4A:8E:55:57 EDS EDS32ER Ne 5.0.
14 EDS3ZFPR 172.19.245.8 00:20:4A: 8E:5E: 2B EDS EDS32FER Ne 5.0.
15 EDS3ZPR 172.19.229.72 00:20:4A:8E:8E: 66 EDS EDS32ER Ne 5.0.
16 EDS3ZFPR 172.19.245.7 00:20:4A:8E:55:25 EDS EDS32FER Ne 5.0.
17 EDS3ZPR 172.19.245.5 00:20:4A:8E:A8:59 EDS EDS32ER Ne 5.0.
18 EDS3ZFPR 172.19.212.157 00:20:4Aa:8E:53: D0 EDS EDS32FER Ne 5.0.
19 EDS3Z2PR 172.19.100.54 00:20:4A:83:7E:2A EDS EDS32ER Ne 5.0.
20 EDS3Z2FR 172.19.212. 156 00:20:4Aa:8E:5D: AC EDS EDS32FER Ne 5.0.
21 EDS3Z2PR 172.19.245.9 00:20:4A: 8E: 5A: 3E EDS EDS32ER Ne 5.0.
22 EDS3Z2FR 172.19.229.8 00:20:4A: 8E:5C:7A EDS EDS32FER Ne 5.0.
5.0.

23 EDS4100 172.19.100.237 00:20:4A:11:41:00 EDS ED54100 No
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Continuation of Figure 11-29 (part 3 of 3)

24 EDS-MDO4 172.19.229,.95 00:20:4A:90:01: B8 EDSMD EDS-MDO4 Ne 7.0.
25 EDE-MDO4 172.19.100. 157 00:20:4A:9D0:01: BA EDSMD EDE-MDO4 No 7.0.
26 EDS-MDOS 172.19.100.216 00:20:4A:90:02: 6F EDSMD EDS-MDOS Ne 7.0.
27 EDE-MDOS 172.19.100.79 00:20:4A:9D:02: 4F EDSMD EDS-MDO8 No 7.0.
28 EDS-MDOZ 172.19.229,.99 00:80:A3:93:80: 06 EDSMD EDS-MDOS Ne 7.0.
29 EDE-MDOS 172.19.100. 152 00:20:4A:11:22:88 EDSMD EDS-MDO8 No 7.0.
30 EDE-MDOZ 172.19.213.112 00:80:A3:93:80: 05 EDSMD ED&S-MDOS Ne 7.0.
31 EDE-MD16 172.19.212.40 00:80:A3:91:0C:FC EDSMD EDE-MDI1A No 7.0.
32 Glenn-VMEC 172.19.38.112 00:80:A3:8C:0C: 05 SPDR  SLS Ne 3.1
33 IntelliBex I/0 2 172.19.100.66 00:20:4A:06:06:11 LTRX IntelliBox Ne 1.0.
34 Linux PC 172.19.39. 21 00:00:00:00:12:36 Other No
35 MatchPort b/g Pr 172.19.213.45 00:20:4A:2A:6F:15 LTRX MatchPert Ne 5.0.
36 patlab_slbl 172.19.212. 153 00:80:A3:80:04:00 SLE SLEOSE4 Yes 5.4
37 patlab_slb2 172.19.229.253 00:80:A3:8D:20:F3 SLE SLEOSB4-02 Yes 5.5
38 PC-182 172.19.100.229 00:80:A3:8C:47:D5 SPDR SLS Ne 3.2
39 Pcon-192 172.19.100. 147 00:80:A3:8C:4F: 64 EPDR  SLE Due No 3.1
40 Premier Wave EN 17Z.19.100.87 00:20:4A:DD:03:38 FWave Premier Wa No 7.0.
41 Premier Wave EN 172.19.100.56 00:20:4A:9D:01:66 PWave Premier Wa No 7.0.
42 Premier Wave EN 17Z.19.212.41 00:20:4A:DA:00:02 FWave Premier Wa No 7.0.
43 Premier Wave ®C 172.19.245.50 00:20:4A:DA:00:33 PWave Premier Wa No 7.0.
44 Premier Wave XN 172.19.100.8 00:80:A3:68:18: 44 PWave FPremisr Wa Neo 7.0.
45 slbldce 172.19.245.2 00:80:A3:8D:04:CC SLE SLEOGE4 Yes 5.3
46 SLB_DW 172.19.221. 4 00:80:A3:89:5B:DF SLE SLEOSE4 Yes 5.3
47 slbusb _glenn 172.19.250. 180 00:80:A3:8D:52: 6D SLE SLEOGGE4-02 Yes 5.5
48 slcl9az 172.19.245.10 00:80:A3:8D:1%:A2 SLC SLC48 Yes 5.5
49 slcz247 172.19.39.247 (00:80:A3:89:42:7D SLE SLEOSB4-01 Yes 5.6R
50 slcB60d_Glenn 172.19.100.81 00:80:A3:89:86:0D0 SLC aLCc32-03 Yes 5.5
51 slm02_1% 172.19.211.19 00:30:48:5B:41:F2 gLM LM No 3.4
52 SLM6AAGR 172.19.100.59 00:30:48:5E: 6A: A6 SLM LM Yes 3.4
53 81LMC413 172.19.100.17 00:0C:29:24:C4:13 gLM LM Yes 3.4
54 3L8 172.19.226.50 00:80:A3:8C:00:25 SPDR SLS Yes 3.0
55 8LEd4aB08c06 172.19.100.68 00:20:4A:80:8C:06 EPDR SLE Yes 3.2
56 SLSA3ZBC4FDO 172.19.100.5 00:80:A3:8C:4F: D0 SPDR 8LS Duo Yes 3.2
57 sls-sunset2 172.19.208.2 00:80:A3:68C:00:17 SPDR SLS Duo No 3.3
58 sls-sun=zet30 172.19.208.30 00:20:4A:80:8D:B3 SPDR SLS Duo No 3.3
59 sls-sunset3l 172.19.208.31 00:20:4A:80:8D:5% SPDR SLS Duo No 3.3
60 =ls-sunset3Z 172.19.208.32 00:20:4A:80:8D:B2 SPDR SLS Duo No 3.3
61 sls-sunseth 172.19.208. 6 00:80:A3:68C:08:06 SPDR  SLS Duo No 3.3
62 Spiders-108 172.19.38.108 00:80:A3:8C:1D:8C SPDR SLS Ne 3.1
63 UDpgZl00 172.19.205.222 00:20:4A:C1:02:05 UDS UDs2100 No 6.8
64 velm_glennl? 172.19.39.19 00:0C:283:D0:ED: B3 SLM SLM Yez 3.4
Managed device
Id=z Name Group Device Serial Powerl Power2 KVM Modem
65 MD-Linux PC Los Angeles Linux PC Yes Yes Yes

64 ethernet device (s) and 1 managed device (s) found.

show persistent-——————————— -

Idx Name Parent Protocol Last Estaklished Active Status
1 pan avi-dsm Secure 03/18/2012 16:55: Yes Up
2 PanZ2 Glenn-VMPC Secure 09/18/2012 16:55: Yes Up

[ELM Bystem Status Reports End]

Email address: Send Report

2. To email the status, enter the recipient's email address and click the Send Report button.

Services Commands

set service auditlog

Syntax

set service auditlog <enable|disables
Description

Enables or disables audit logging.

set service telnet

Syntax

set service telnet <enable|disables>
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Description

Enables or disables Telnet logging to the SLM.
set service ssh

Syntax

set service ssh <enable|disable> version <1|2>
Description

Enables or disables SSH logging to the SLM.
show service

Syntax

set service

Description

Displays service settings.

Maintenance

The SLM Maintenance page allows administrators to:
¢ Reboot or shut down the SLM.

¢ Save a snapshot of all database settings (configuration, configured users, and discovered
devices) on the SLM or the user's client machine.

¢ Restore the configuration, either to a previously saved configuration or to the factory defaults.

¢ Update user passwords on selected SLMs/SLCs/SLBs/SLPs and SCS05/20s (password
synchronization).

¢ View the firmware version on two boot banks, and select the bank to boot from.
To configure maintenance activities:

1. On the menu, click Services > Maintenance. The following page opens:
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Figure 11-30 SLM Maintenance Page

Table Field Walug: sysadmin@SLMC413
Ethernet Device v || Name v [ search ][ Reset | Logout

SLM Maintenance

&1 ICh %0

=l _Aconfiguration Configure
+ _|MNetwork Settings
+) _| duthentication

= _NServices

= General Password Synchronization
(=] Maintenance
ElDate & Time Rehoot, [ Push Passwords: []
[E) SNMP & Syslog Shutdown: [ [SLM, 5LC, 5LP, 5LB, 5C505/20]
[E]Firmware Updates
4 _IDevice Management
=00 Boot Banks
ACCounts X
|Evants Bank 1: 3.4bRC4 (current) Next Boot Bank: 1
% _|Files Bank 2. 34hRC4 Use Bank 2 on Next Boot: [

+ __|Ethernet Devices
) _IManaged Devices Configuration Management
O Restore Configuration From Cliert:
Restore Configuration From Local File
© Restore Factory Defaults
Preserve Netwark Settings
Preserve User ACCounts
Freserve Devices & Ports
Preserve S5H Keys
© Save Configuration To Client
¢ Save Configuration To SL Overwrite existing file

@ No Save / Restore

Submit

Table 11-31 SLM Maintenance - General Maintenance

Reboot Select this option to terminate all connections and reboot the SLM immediately.

Shutdown Select this option to terminate all connections, shut down the SLM immediately, and

turn off the power.

Note: It is recommended that virtual SLMs be shutdown or restarted using the vSLM
reboot and shutdown commands available via the web or CLI, rather than using the
virtualization manager to shutdown or restart the vSLM.

Table 11-32 SLM Maintenance - Password Synchronization

When the Push Passwords check box on the Maintenance page is selected, the
SLM uses the password on all accounts with Synchronize Password enabled to
update accounts on remote SLMs, SLCs, SLBs, SLPs and SCSxx05/20s. The
accounts must have access rights to and local user accounts on the devices.

Push Passwords

For the SCSxx05/20 and SLP, you must store the username and password for
each target device in the SLM, enabling password(s) to be transferred by SSH.
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Table 11-33 SLM Maintenance - Boot Banks

Bank 1

Bank 2
Next Boot Bank

Use Bank n on Next

Boot

Version of SLM firmware in bank 1.

Note: The word "current” displays next to the bank the SLM booted from.
Version of SLM firmware in bank 2.

Current setting for bank to boot from at next reboot.

If desired, select the alternate bank to boot from at next reboot.

From the option list, select one of the following:

Table 11-34 SLM Maintenance - Configuration Management

Restore
Configuration from
Client

Restore
Configuration from
Local File

Restore Factory
Defaults

Returns the SLM settings to a previously saved configuration. If you select this
option, the SLM reboots after you apply the update. If you select this option, the
Browse button becomes available. Browse to the saved configuration.

Restores the configuration to one saved on the SLM. Select the file from the drop-
down list.

Restores factory settings. If you select this option, the SLM reboots after you apply
the update. To keep specific groups of settings rather than restoring defaults,
select one or more of the following options:

¢ Preserve Network Settings
This option preserves the settings on the Network Settings and the Services
page.

¢ Preserve User Accounts

¢ Preserve Devices & Ports
This option preserves Ethernet and managed devices and their groups.

¢ Preserve SSH Keys
This option preserves existing SSH Keys in the database for use with the
restored system.

The four preserve options apply to any of the restore options. If you select a
preserve option, then after restoration, all of the current "preserved" items are
deleted, and the preserved items from before the restore are re-inserted.

Example: You restore to a backup file but elect to preserve user accounts. The
SLM is restored to the contents of the backup file, then all accounts (including any
that were just restored) are deleted, and lastly, all the accounts, account groups,
and notes about account groups that were present before the restore operation are
added to the system.

The same is true for devices and ports. If you preserve devices and ports, all
associations with account groups are lost, even if both accounts and devices are
preserved.

Note: If you select any of the three Restore operations, the SLM saves the current
configuration in the SLM Configuration Files directory using the name
autoConfigSaveYYMMDDHHMMSS.sIm before performing the restore command.
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Save Configuration  Saves all settings to a file on the clientsystem, which you can back up to a location
to Client not on the SLM.
The SLM sends the file containing the state of the system to the client machine for

storage. The default file name is configsave.sIm, but you may save it using any
name. This is the file uploaded to the SLM upon system restore.

Save Configuration  Saves all settings to the SLM. If selected, enter the configuration file name. To
to SLM overwrite the existing field with this configuration file, select the check box.
Unselected by default.

No Save/Restore Does not save or restore a configuration.

Maintenance Commands

admin config

Syntax

admin config factorydefaults

Description

Restores the SLM configuration and device database settings to factory defaults.
admin config rebuilddatabase

Syntax

admin config rebuilddatabase

Description

Removes and rebuilds the SLM configuration and database from scratch, in case of database
corruption that cannot be fixed by the factory.

admin config save file

Syntax

admin config save file <filename>
Description

Saves the SLM configuration to the SLM Configuration Files directory.
admin config showfiles

Syntax

admin config showfiles

Description

Shows saved configuration files.

admin locallog clear

Syntax

admin locallog clear auditlog
admin locallog clear syslog
admin locallog clear traplog device <Device Name or IP Address>
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admin locallog clear traplog group <group names
group name: SLM, SLC, SLK, SLP, SCS, SCSx, SLB, SPDR, WiBox, UDS, EDS,
EDSMD, Xport, PWave, LTRX, or other

Description

Clears all of the entries in the auditlog, syslog, or traplog.

admin quicksetup

Syntax

admin quicksetup

Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.
admin reboot

Syntax

admin reboot

Description

Terminates all connections and reboots the SLM.

admin securechannel regenkey

Syntax

admin securechannel regenkey

Description

Regenerates the secure channel key.

Note: With this command, you lose access to established secure channels; therefore,
the SLM first requests confirmation that you want to regenerate the securechannel key.
admin shutdown

Syntax

admin shutdown

Description

Terminates all connections, shuts down the SLM, and turns off the power.
admin version

Syntax

admin version

Description

Displays current application version information.

show progress

Syntax

show progress
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Description

Shows the progress of background tasks.

show sysconfig

Syntax

show sysconfig [email <Email Address>]
Description

Displays a report of configurable parameters. The output can be emailed.
show sysinfo

Syntax

show sysinfo

Description

Displays general system information.

Date and Time

You can specify the current date, time, and time zone at the SLM's location, or the SLM can use
NTP to synchronize with an NTP server on your network.

To set the local date, time, and time zone:

1. On the menu, click Configuration > Services > Date & Time. The following page opens:

Figure 11-35 Date & Time Page

LAN T N I X Tahle: Field: walue: sysadmin@SLMC413
E( ) | Ethernet Device v H Marne hd H | Search || Reset Logaut

Date 8 Time
= _dconfiguration Cenfigure  ULIES L LEI
[+ __|Network Settings
[+ __| Authentication
=l _dservices ch
= ange
EJMamtenamce DaterTime: O
[Elpate & Time
[E)ShMP & Syslog Date: | | I |
[E|Firmware Updates .
Time: . .
[ _|Device Management I:I I:I l:l
@ [ Jaccounts Tife Zone: | US/Pacific ~|
_JEvents SLM Up Time: 0 days, 3 hours, 54 minutes
+ __|Files

+ __|Ethernet Devices
+ __IManaged Devices

The SLM can synchronize its clock

Enable NTR: [ with @ remote time server using NTP.

Synchronize Broadcast from NTP Server
via: Poll NTP Server:

PUBIIC \

R
——
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2. Enter the following information:

Table 11-36 Date & Time - Configure Tab

Change Date/Time
Date

Time

Time Zone

SLM Up Time

Select the check box to manually enter the date and time at the SLM's location.
From the drop-down lists, select the current month, day, and year.

From the drop-down lists, select the current hour and minute.

From the drop-down list, select the appropriate time zone.

Indicates how long the SLM has been up and running.

3. To save, click the Update button. When the update is complete, a confirmation message

displays.

To synchronize the SLM with a remote timeserver using NTP:

1. Enter the following:

Table 11-37 Date & Time - Configure NTP

Enable NTP

Synchronize via

Select the check box to enable NTP synchronization. NTP is disabled by default.

Select one of the following:

Broadcast from NTP Server: Enables the SLM to accept time information
periodically transmitted by the NTP server. This is the default if you enable NTP.

Poll NTP Server: Enables the SLM to query the NTP Server for the correct time. If
you select this option, complete one of the following:

¢ Public: Select this option if you want to use a public NTP server, and select the
address of the NTP server from the drop-down list. We do not recommend this
because of the high load on many public NTP servers. All servers in the drop-
down list are stratum-2 servers. (See www.ntp.org for more information.)

¢ Local: Select this option if the NTP server is on a local network, and enter the
IP address of the NTP server. This is the default, and we highly recommend it.

2. To save, click the Update button. When the update is complete, a confirmation message

displays.

Date and Time Commands

set datetime

Syntax

set datetime <one parameter>

Parameters

date <MMDDYYhhmm[ss] >
timezone <Time Zone>
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Description

Sets the local date, time, and time zone (one parameter at a time).

Note: If you type an invalid time zone, the system guides you through the process of
selecting a time zone.

show datetime

Syntax

show datetime

Description

Displays the local date, time, and time zone.

SNMP & Syslog

Administrators can configure a Simple Network Management Protocol (SNMP) agent to allow
users read-only access to the system.

1. On the menu, click Configuration > Services > SNMP & Syslog. The following page opens:

Figure 11-38 SNMP & Syslog Page

Tahle: Field walue: sysadmin@SLMC413
Ethernet Device v || Name v [ search | Logout
1] 1C1] SNP & Sysiog
=1 _dConfiguration Configure
iy
+ _IMetwork Settings
# __| authentication
=l _dServices
EIMantenance ShMP Agent. [ Enatle Trap Reception: [
[EIDats & Tima NMS: [0.0.0.0 Read Community: | public
[Z)5MMP 8 Syslag
[EIFirmware Updates Contact Trap Comrmunity: | public
© T ol (NEREEEE V3 User: W3 Password: (eeeseses
#__laccounts
_Events Location: Password Retype. | eeesssee
# _|Files
% | |Ethernet Devices Send Traps to Syslog: [ Authentication: MDS Encryption: DES
#__IManaged Devices
SMTP Server, Remate Syslog Server: [
Syslog Server 10| 0.0.0.0 Syslog Server 20| 0.0.0.0
Gpte

2. Enter the following information:

Table 11-39 SNMP & Syslog - Configure

SNMP Agent Enables read-only access into the SLM. Disabled by default.
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Enable Trap Enables the SLM to receive traps from outside and to store and display them on
Reception the Traps page. Disabled by default.

Traps are notifications of certain critical events. This feature is applicable when
SNMP is enabled. When the SLC or other Secure Lantronix Management
products (SLM, SLP, or SLK) configures the SLM as its NMS, the SLM receives
these traps and displays them on the Traps page.

The Traps page display has three levels:
¢ Level 1: Ethernet device

¢ Level 2: SLM/SLC/SLP/SLK
¢ Level 3: Individual device page

NMS When SNMP is enabled, an NMS acts as a central server, requesting and
receiving SNMP-type information from any computer using SNMP. The NMS can
request information from the SLM and receive traps from the SLM. Enter the IP
address of the NMS server. Required if you selected SNMP Agent.

Read Community An SNMP community is the group to which devices and management stations
running SNMP belong. The default setting is public.

Note: Because SSH-to-SLP authentication may take a long time, this setting
allows the user to choose SNMP support, which is faster.

Contact (optional) Description of the person responsible for maintaining the SLM, for example, a
name.
Trap Community Only management devices that are listening for the specified trap community

process the trap. Management devices that are not listening for that trap
community ignore the trap.

V3 User SNMP v3 is secure and requires user-based authorization to access SLM MIB
objects. Enter a user name. No defaults.

V3 Password and Password for accessing the SNMP v3. No defaults.
Password Retype

Location (optional) Physical location of the SLM. Useful for managing the SLM using SNMP.
Send Traps to Syslog Enables the SLM to receive traps from outside and to display them in the syslog.

Authentication and SLM settings for SNMP v3 protocol. (Read only)
Encryption

SMTP Server IP address of your network's Simple Mail Transfer Protocol (SMTP) relay server.

Remote Syslog Server Select to indicate that the SLM will act as a remote syslog server to receive
syslogs from other Ethernet devices (devices that have the SLM's IP Address
specified as that device's syslog server).

Syslog Server 1 and IP addresses of the main and secondary servers to which the SLM system logs
Syslog Server 2 are being forwarded.

3. To save, click the Update button. When the update is complete, a confirmation message
displays.
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Device Firmware Updates

On these pages, you can update the firmware of Lantronix's Ethernet Devices.

1. On the main menu, click Services > Firmware Updates. The following page opens:

Figure 11-40 Device Firmware Update Page - SLM Tab

Table: Field Value: sysadmin@@SLMC413
Ethemet Device v || Hame > [ search | Logout
T8l 1Ch 6l Device Firmware Update
=1 _dConfiguration SLM
#) _IMetwork Settings
(L] Authenticatien SLM Firmware Update
= _Nservices
B Maintenance Current Version: 3.4bRC4 FTP Server:
e e Load Firmware via, | FTP v Path:
[Z]SNMP B Syslog
= Firmware Updates Firmware Filenarme Login:
1 _|Device Management
& Jaccounts Key: Password. |eeeseees
~JEvent= Lacal File Retype Password: sesessss
#] _IFiles
[+ __|Ethernet Devices Client File Connect Timeout (secs): |60
IR | ol Dy
A RaEss Check Lantronix [ Download Timeout (secs): 180
Update
Enhanced SLM firmware update feature activated for 24 manths

SLM Firmware

Note:  One year of Auto SLM Update comes with your SLM installation. This feature
automatically facilitates new firmware updates from a Lantronix server to your SLM.
Please contact Lantronix Sales at 800-422-7055 for additional information on enabling this
feature after the first included year.

To update SLM firmware:

1. Enter the following information:

Table 11-41 Device Firmware Update - SLM Tab

Current Version Number of the firmware release on the SLM.
(view only)

Load Firmware via From the drop-down list, select the method of loading the firmware. Options are
FTP, SFTP, and Local File. FTP is the default.

Note: The Local File option is active only when at least one file exists in the SLM
FW Upgrade Files directory.

Firmware Filename  The name of the firmware update file downloaded from the Lantronix web site.

Key If the user selects the firmware file from the SLM FW Upgrade Files directory, no
entry is required. Otherwise, enter a key for validating the firmware file. Lantronix
provides the key with the firmware file (32 hex characters).

Local File From the drop-down list, select the firmware update (from the Files > SLM Upgrade
Files directory).
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Client File Enter or browse to the file where the update is stored.
Check Lantronix If you have an active Lantronix service plan for your SLM, you can download
(Only displays for update files directly from the Lantronix server onto your SLM. If you select this

service plan holders)  checkbox, and click the Submit button, the SLM will interrogate the Lantronix
Server to see if a firmware update file is available for your system. If one is present,
then an additional option, Lantronix Server, displays in the Load Firmware via
drop-down list.

Table 11-42 Device Firmware Update - SLM Tab - FTP/SFTP Server

FTP Server The IP address or host name of the server used for obtaining updates. May have
up to 64 alphanumeric characters and may include hyphens and underscores.

Path The default path on the server for obtaining firmware update files. May be blank.
Login The user name for accessing the FTP server.

Password and The FTP user password.

Confirm Password

Connect Timeout The number of seconds after which the connection attempt times out. Default is
(secs) 60.

Download Timeout The number of seconds after which the download attempt times out. Default is
(secs) 180.

2. Click the Update button.

Note: To check the progress of the update, click the Progress [ button above the
menu.
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SLC/SLB Firmware
To update SLC/SLB firmware:
1. On the Device Firmware Updates page, click the SLC/SLB tab. The following page opens:

Figure 11-43 Device Firmware Update Page - SLC/SLB Tab

Tahle: Field WValue: sysadmin@SLMC413
Ethernet Device v | Name v [ search | Lagout
SLM
C] E [:] Device Firmware Update
=1 _dconfiguration SLC/SLB
# __INetwork Settings
+ | duthentication
== EEriEs SLC/SLB Firmware Update
[EIMaintenance
EIDate & Time
[E15MmP & Syslog Load Firmware via. | FTP on SLM v FTP Server.
[Z|Firmware Updates g = el
# _|Device Management frmmware Fllename a
#_Jaccounts Key Login:
_Events
# __JFiles Local File FPassword. eeeessss
[+ __|Ethernet Devices
@ _IManaged Devices Client File: Retype Password.  eeesesss
Connect Timeout (secs). |60
Download Timeout {secs): | 180
DSM-Access (172.19.39.248)
patlab_slb1 (172.19.212.153)
patlab_slb2 (172.19.229.253)
slb0dcc(172.19.245.2)
SLC/SLE Devices o Update: (g g myy (17219221 .4 Use current configuration in new bank?
{use ctri-click for multiple -
selections) | S1bUsb_glenn (172.18.250.180) Reboot device after firmware update?
slc19a2 (172.19.245.10)
slc247 (172.18.39.247)
slc860d_Glenn (172.19.100.81)

2. Enter the following information:

Table 11-44 Device Firmware Update - SLC/SLB Tab

Load Firmware via

Firmware Filename

From the drop-down list, select the method of loading the firmware. You have the
following options:

FTP on SLC/SLB, SFTP on SLC/SLB, and TFTP on SLC/SLB: The SLM
commands the SLC/SLB to download the SLC/SLB firmware file directly from a
server to the SLC/SLB.

FTP on SLM and SFTP on SLM: The SLM first checks to see whether the SLM
firmware file already exists on the SLM local hard disk. If not, the SLM downloads it
using FTP or SFTP. The SLM stores the firmware file locally, securely copies the
file to the selected SLC/SLBs, and runs the firmware update on the SLC/SLBs.

HTTP From Client

Note: The Local File option is active only when at least one file exists in the SLC/
SLB FW Upgrade Files directory.

The name of the firmware update file downloaded from the Lantronix web site.
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Key If the user selects the firmware file from the SLC/SLB FW Upgrade Files directory,
no entry is required. Otherwise, enter a key for validating the firmware file.
Lantronix provides the key with the firmware file (32 hex characters).

Local File From the drop-down list, select the firmware update (from the Files > SLC/SLB FW
Upgrade Files directory.)

Client File Enter or browse to the file where the update is stored.

Table 11-45 Device Firmware Update - SLC/SLB Tab - FTP/SFTP Server

FTP Server The IP address or host name of the server used for obtaining updates. May have
up to 64 alphanumeric characters and may include hyphens and underscores.

Path The default path on the server for obtaining firmware update files. May be blank.
Login The user name for accessing the FTP server.

Password and The FTP user password.

Confirm Password

Connect Timeout The number of seconds after which the connection attempt times out. Default is 60.
(secs)

Download Timeout The number of seconds after which the download attempt times out. Default is 180.
(secs)

Apply firmware Newer SLCs and SLBs use two partitions (should one fail, the user can fall back to
update to inactive the other). Check this option to apply the firmware update to the inactive partition.
bank?

Use current If updating the inactive partition, this will take the configuration from the current
configuration in new | (active) bank and apply it to the updated partition.

bank?

Reboot device after Use this option to force the SLC/SLB to reboot (and come up using the new
firmware update? firmware version).

3. Inthe SLC/SLB Devices to Update area, select one or more of the SLC/SLBs managed by
the SLM. (Use Ctrl+click for multiple selections.)

4. To update the SLC/SLBs, click the Update button. When the update is complete, a
confirmation message displays.

Note: To check the progress of the update, click the Progress [ button above the
menu.
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SLP Firmware
To update SLP firmware:

1. On the Device Firmware Update page, click the SLP tab. The following page opens:

Figure 11-46 Device Firmware Update - SLP Tab

Tahle: Field. WValue: sysadmin@SsLMC413
Ethernet Device v | Name v Logout
SLM
Ixl 0Ch R Device Firmware Update
=1 _Mconfiguration SLP
# I Network Settings
# _| Authentication
= _dServices .
i SLP Firmware Update
[ElMaintenance
Elpatz & Time
[E]shvP & Syslog Load Firmware via:| FTP on SLM b FTP Server
[EIFirmware Updates
8 I evics Managsment Firmware Filename: Path
# _laccounts Key: Login
_Events
+_Files Local File: Password: eeesseee
1 L_|Etharnat Davices Client File: Retype Password: eseseses

+_IManaged Devices
Connect Timeout (secs) |60

80

Download Timeout (secs)

SLP Devices to Update:
(use ctri-click for
multiple selections)

2. Enter the following information:

Table 11-47 Device Firmware Update - SLP Tab

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options:
Select FTP on SLP for the SLM to command the SLP to download the SLP
firmware file to the SLP directly from a server.
Select FTP on SLM or SFTP on SLM for the SLM to first check to see whether the
SLP firmware file already exists on the SLM local hard disk. If not, the SLM
downloads it using FTP or SFTP. The SLM stores the firmware file locally; then the
SLM serves as the FTP server and allows the SLP to download the firmware file
from the SLM, and then runs the firmware update.

HTTP From Client

Note: The Local File option is active only when at least one file exists in the SLP
FW Upgrade Files directory.

Firmware Filename | The name of the firmware update file downloaded from the Lantronix web site.
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Key If the user selects the firmware file from the SLP FW Upgrade Files directory, no
entry is required. Otherwise, enter a key for validating the firmware file. Lantronix
provides the key with the firmware file (32 hex characters).

Local File From the drop-down list, select the firmware update (from the Files > SLP Upgrade
Files directory.)

Client File Enter or browse to the file where the update is stored.

Table 11-48 Device Firmware Update - SLP Tab - FTP/SFTP Server

FTP Server The IP address or host name of the server used for obtaining updates. May have
up to 64 alphanumeric characters and may include hyphens and underscores.

Path The default path on the server for obtaining firmware update files. May be blank.
Login The user name for accessing the FTP server.

Password and The FTP user password.

Confirm Password

Connect Timeout The number of seconds after which the connection attempt times out. Default is 60.
(secs)

Download Timeout The number of seconds after which the download attempt times out. Default is 180.
(secs)

3. Inthe SLP Devices to Update area, select one or more of the SLPs managed by the SLM.
(Use Ctrl+click for multiple selections.)

4. To update the SLPs, click the Update button. When the update is complete, a confirmation
message displays.

Note: To check the progress of the update, click the Progress [ button above the
menu.

Spider Firmware
1. On the Device Firmware Updates page, click the Spider tab. The following page opens.
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Figure 11-49 Device Firmware Update Page - Spider Tab

Table Field value: sysadmin@sLMC413
Ethernet Device v || Mame v [ search | Logout
SLM
E [:] E Device Firmware Update
= _dCanfiguration Spider
# _IMetwork Settings
| Authentication
e ERlzs Spider Firmware Update
[ZI Maintenance
=\ Date & Time
NWP & Syslog Load Firmware Via: | HTTP From Client
[ZI Firmware Updates
# _|Device Management Local File
+__Jiaccounts
Client File Erowse..
i
# _IFiles
:jEme””E‘De“‘FES avi-dsm (172.19.231,99) ~
Rapoedeleed DSM-38-1(172.19.38.110)

Glenn-vMPC [172.19.38.112)
) PC-182 {172.19.100.229)
Spider Devices to Update’ poen 9o (172.19.100.147)
(use ctri-click for .
multiple selections) | SLS (172.19.226.50)
SLS4a808c06 (172.19.100.88)
SLEA38C4AFD0(172.19.100.5)
sls-sunsget2 (172.19.208.2)
sls-sunset3d (172.18.208.30)  +

2. Enter the following information:

Table 11-50 Device Firmware Update - Spider

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options:

HTTP From Client

Note: The Local File option is active only when at least one file exists in the
Spider FW Upgrade Files directory.

Local File From the drop-down list, select the firmware update file stored on the SLM.

Client File Enter or browse to the file where the update is stored.

3. Inthe Spider Devices to Update area, select one or more of the Spiders the SLM is
managing. (Use Ctrl+click for multiple selections.)

4. To update the Spiders, click the Update button. When the update is complete, a confirmation
message displays.

Note: To check the progress of the update, click the Progress [__ I button above the
menu.

WiBox Firmware
To update firmware on a WiBox:

1. On the Device Firmware Updates page, click the WiBox tab.
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Figure 11-51 Device Firmware Update Page - WiBox Tab

Table Field Value: sysadmin@SLMC413
Ethernet Device v | Name v [ search | Lagout
SLM
[:] E [:] Device Firmware Update
= _Aconfiguration WiBox
# _|Network Settings
| Authentication
2i® ERfe WiBox Firmware Update
[EIMaintenance
EIDate & Time
[E)ShmP & Syslog Load Firmware Yia: | HTTP From Client |~ WiBox File Code: W7
[EIFirmware Updates
# _|Device Managerment Local File:
+_JAccounts : y
Client File:
Eltvre
# _IFiles

4l _|Ethernet Devices
# _IManaged Devices

wWiBox Devices to Update:
(use ctri-click for
multiple selections)

2. Enter the following information:

Table 11-52 Device Firmware Update - WiBox

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options:

HTTP From Client

Note: The Local File option is active only when at least one file exists in the
WiBox FW Upgrade Files directory.

Local File From the drop-down list, select the firmware update file stored on the SLM.
Client File Enter or browse to the file where the update is stored.
WiBox File Code Enter the 2-character firmware code that matches your WiBox.

Note: Not all WiBox units share the same code. See the User Guide for your
WiBox to find the correct code.

3. Inthe WiBox Devices to Update area, select one or more of the WiBoxes the SLM is
managing. (Use Ctrl+click for multiple selections.)

4. To update the WiBoxes, click the Update button. When the update is complete, a confirmation
message displays.

Note: To check the progress of the update, click the Progress [ button above the
menu.
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UDS/SDS Firmware Updates
To update firmware on a UDS/SDS:

1. On the Device Firmware Updates page, click the UDS/SDS tab. The following page opens:

Figure 11-53 Firmware Update Page - UDS/SDS Tab

Tahle: Field. WValue: sysadmin@SsLMC413
Ethernet Device v | Name v Logout
SLM
C] E [:] Device Firmware Update
=1 _dconfiguration UDS/SDS
# _|Network Settings
# | Authentication
=% BERIER UDS/3DS Firmware Update
EImaintenance
EIDate & Time
PECPREE Load Firmware Wia: | HTTP Frorm Client v UDSISDS PR
[Z|Firmware Updates Code
# _|Device Management Lacal File:
[ __|Accounts
Slevante Client File:
# _IFiles
[+ __|Ethernet Devices
[ _IManaged Devices UDS2100(172.19.205.222)

UDS/SDS Devices to
Update:

(use ctri-click for
multiple selections)

2. Enter the following information:

Table 11-54 Device Firmware Update - UDS/SDS

Load Firmware via From the drop-down list, select the method of loading the firmware. You have the
following options HTTP From Client

Note: The Local File option is active only when at least one file exists in the UDS/
SDS FW Upgrade Files directory.

Local File From the drop-down list, select the firmware update file stored on the SLM.
Client File Enter or browse to the file where the update is stored.
UDS/SDS File Code  Enter the 2-character firmware code that matches your UDS/SDS.
Note: Not all UDS/SDS units share the same code. See the User Guide for your
UDS/SDS to find the correct code.

3. Inthe UDS/SDS Devices to Update area, select one or more of the UDS/SDS units the SLM is
managing. (Use Ctrl+click for multiple selections.)

4. To update the UDS/SDS units, click the Update button. When the update is complete, a
confirmation message displays.

Note: To check the progress of the update, click the Progress [ ] button above the
menu.
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Managing Alternate SLMs

When Auto save configuration to other SLMs is enabled, the SLM immediately saves its own
configuration to up to eight remote SLMs. After that, every time the SLM configuration has
changed, it waits 60 minutes to make sure there are no more changes before saving another
configuration to the remote SLMs. The remote SLMs keep the most recent 10 configuration files
saved by auto save configuration.

To auto-save a configuration:

1.  On the menu, click Configuration > Device Management. The following page opens:

Figure 11-55 Auto Saving a Configuration

Table: Field Value: sysadmin@SLMC413
Ethernet Device v | Name v [ search | Lagout
SLM
[:] E [:] Manage Alternate SLM
= _Aconfiguration Select
S
# _|Network Settings
# __|authentication
= J?fmces Auto save configuration to other SLMs: | Disabled ~ || Disabled -
EImaintenance
EIDate & Time Disabled ~ || Disabled b
[E)SMvP & Syslog .
EiFirrmware Updates Disabled « || Disabled v
=1 _ADevice Management Disabled ~ || Disabled -
[Z) Auto Detect Devices Baskun Locall 1
e waln_glenn18 (172.19.38.19)
_Events Backup Every.  Database Change v SLMBAAS (172.19.100.59)
+_Files L1
% CJethernet Devlcss SLC/SLE Phone Home: O gnabled @ Disabled
+_IManaged Devices
pets

2. Enter the following information:

Table 11-56 Manage Alternate SLM - Select Tab

Auto save From the drop-down lists, select up to eight SLMs on which automatically saved
configuration to configuration files will be stored. (Disabled by default.)
other SLMs

Note: For SLMs to populate the drop-down lists, they must have a secure channel
connection with your SLM.

Backup Local When creating saved configuration files, copy one to the local machine as well.

Backup Every From the drop-down list, select how often to back up the configuration(s). You can
back up the configuration(s) every time there is a database change or at specific
daily intervals, regardless of whether there was a change.

SLC/SLB Phone Allow SLC/SLB devices to automatically insert themselves into the SLM database
Home without a discovery operation performed.

3. To save, click the Update button. When the update is complete, a confirmation message
displays.

4. To reset to original values, click the Reset button.
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Managing Devices Through the Actions Tab

Administrators can reboot, shutdown, get log, status, and configuration files, restore
configurations, and execute CLI commands.

Depending on the device, different options will be offered.

Using the Actions Tab

The Actions tab is active for the SLC, SLB, Spider and UDS Group pages. It allows you to perform
many tasks related to the discovered devices. You can perform only one action at a time on a
single device, but you may perform the same action on multiple or all devices or different actions
on multiple devices.

1. On the menu, click Ethernet Devices and select a specific device group. The Manage
"selected device group" Group page opens.

2. Click the Actions tab. The following page opens for SLC/SLB. Note that this page will differ
for Spider and UDS devices.

Figure 11-57 Manage "SLC" Group Actions Tab

Tahle Fieldt: Wallg: sysadmin@SLMC413

Sk =il
] #sir19a2 (172.19.245.10)
3 #5860 _Glenn (172.19.11
=T
_lsp

+ _|sSlB

# _lcpider

# _|ups/sos

4 _lEDs

# __|EDS-MD

# _|Premier Wave

# _|Other Lantroni:

# __INon Lantronix

# __IManaged Devices

Ethernet Device v | Name v Logout
i 1c1] % Manage "SLC" Group
# _IConfiguration List
—
# __JAccounts
__|Events Name IP Address Ethernet Device Location Model FW Last FW Login Channel Poll Reach SSH Rack
# _JIFiles Address Type Yer Update Key Fail Port
=l _dEthernet Devices Eeunt
) Device Locator £2 sic19a2 172.19.245 10 00'BO-AZBD 19A2 SLC sLcas 55 sysadmin Yes Yes 0 22
4 |sm £ slc860d_Glenn 172.19.100.81 00:80:A3:89:86:00 SLC 5LC32-03 5.5 sysadmin Yes Yes O 22

2items

3. To perform an action on all of the listed SLCs, select the check box in the column header,

OR

To perform an action on multiple SLCs, select the check box for each desired SLC.

Before performing an action on another group of devices, access the SLM auditlog or SLM

syslog file.

Following are the available actions:

¢ Reboot

¢ Shutdown

¢ Get Syslogs
¢ Get Audit Log
¢ Get Config
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Get Sysconfig

Restore Config

Get SSH/Push SSH

Read Info

CLI Cmd (For CLI Cmd, you may specify any number of devices.)

® 6 6 6 o o

VIP (used to preserve Spider VIP settings during config restore)

4. Click the Progress [ button to view the status of your commands. For more details, view
the SLM auditlog and SLM syslog.

Rebooting or Shutting Down
Use the Actions tab to reboot or shut down one or more SLCs.
To reboot or shut down:
1. Toreboot an SLC, select the Reboot check box for the SLC,
OR
To shut down an SLC, select the Shutdown check box for the SLC.
2. Click the Submit button.

Getting a Log File
Use the Actions tab to get a syslog or audit log file from one or more SLCs.
Notes:

¢ The SLM stores files in the Files directories. You can display a file from the
appropriate Files directory.

¢ The file name format is

[first 8 characters of SLC host name] _[last 8 characters of MAC Address]-
YYMMDD_hhmme-[type of logdfile].

For example, the syslog file retrieved from SLC 'slc32glenn2' (MAC address:
00:11:11:00:11:11) at 15:11 Nov 2, 2006 is

'slc32gle_11001111-061102_1511-slcsyslog'.

To get a syslog or audit log file from an SLC:

1. To get the syslog from an SLC, select the type of syslog from the Get Syslogs drop-down list,
OR

To get the audit log from an SLC, select the Get Audit Log check box for the SLC.

2. Click the Submit button.
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Getting or Restoring a Configuration File
Use the Actions tab to get a specific configuration file from one or more SLCs or to restore a
configuration to one or more SLCs.

Note: The SLM stores files in the Files directories. You can display a file from the

appropriate Files directory.

To get a configuration file from an SLC:

1. Select the Get Config check box for the SLC.

2. Click the Submit button.

To restore a configuration to an SLC:

1. From the Config file drop-down list at the top of the page, select the desired configuration file.
2. Select the Restore Config check box for the SLC.

3. Select the Preserve check boxes to retain the current configuration parameters after the
configuration is restored. You may make multiple selections. (Options are Network, Services,
Date/Time, Local Users, Device Ports, and PC Care.)

4. Click the Submit button.

Getting a Sysconfig File

Use the Actions tab to get a sysconfig file from one or more SLCs.
To get a sysconfig (system status) file:

1. Select the Get Sysconfig check box for the SLC.

2. Click the Submit button.

Getting or Pushing SSH Keys
Use the Actions tab to retrieve or export SSH keys from or to one or more SLCs.

Note: To view SSH keys, click Configuration > Authentication > SSH Keys on the
menu, and then click the SLC Keys tab.

Get SSH key retrieves all the imported public SSH keys from the selected SLC and stores them in
the database. Push SSH key exports the selected SSH keys to the selected SLCs.

When an SLC imports a public key (with a specific user and host name) from a host (could be an
SLM or another PC), this SLC allows that particular user to access the SLC from that particular
host. When you enable Get SSH keys from an SLC, the SLM retrieves all the imported public keys
from that particular SLC and stores them in the SLM database. Then you can push those public
keys retrieved from one SLC to other SLCs, allowing those particular users to access other SLCs
from those particular hosts.

To get SSH keys:
Example: Following is an example of how the user may get and push SSH Keys.

SLC-1 has three imported public keys:
¢ key1: user-A@host-X
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¢ key2: user-B@host-Y

¢ key3: user-C@host-Z

The user enables Get SSH key from SLC-1 on the SLM. As a result, the SLM database has the
three keys above.

The user selects key1 and key3 on the SLC Actions tab on the SLM and enables Push SSH Key
to SLC-20 and SLC-21.

Now SLC-20 and SLC-21 have both key1 and key3. This means that SLC-20 and SLC-21 allow
user-A to access them from host-X, and allow user-C to access them from host-Z.

To push SSH keys:

1. To overwrite SSH keys with the same host and user name currently in the database, select the
Overwrite check box at the top of the page.

2. Select the Get SSH check box for the SLC.
3. Click the Submit button.
To push SSH keys:

1. To overwrite SSH keys with same user name and host name on the SLC where you are
exporting the SSH, select the Overwrite check box at the top of the page.

2. Select the Push SSH check box for the SLC.
3. Click the Submit button.

Reading Information

Use the Actions tab to update the SLM's database with SLC device and port information.
To read information from SLCs:

1. Select the checkboxes for the SLCs to read.

2. Click the Submit button.

Note: This is the same as the Read info from devices check box on the SLC device
page. On the Actions page, you can issue this action for multiple SLC devices at once.

Add Applet
For UDS only.
To send an applet file to one or more UDS devices:

1. Select the applet file from the drop down list. This file is found in the SLM folder "UDS Applet
Files" under Configuration in the Files area. This applet file must be previously placed in this
folder.

2. Check the "Add Applet" box for one or more UDS devices.
3. Click the Submit button.

Note: This applet file will be sent to page 0 of the UDS device. The ability to write to
pages other than zero will be added to a future release.
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Issuing a CLI Command

Use the Actions tab to issue a CLI command to one or more SLCs.
Note: Commands issued from the Actions tab are not interactive.

The following command will not work, because the SLC CLI requires confirmation to continue with
group configuration commands:

set device port 1-3 baud 19200

The following commands will not work, because the SLC CLI requires confirmation to continue
with admin maintenance configuration commands:

admin reboot
admin shutdown
admin config

The following commands will not work because the SLC CLI does not send status "settings
successfully updated”, which lets the SLM know that the command was successful:

show [anything]
Examples of commands that do work are:

se de po 1 baud 9600
set cli terminallines disable

To issue a CLI command:
1. Select the CLI Cmd check box for the SLC.

Figure 11-58 Issuing a CLI Command

Takde Field Walue s admil LMC412
User * || Name L Search || Reset Logout

SLM

LJ [ C] Manage "SLC" Group

+ _Iconfiguration | List | Add | Traps [EUCTITMN PortAccess | Notes | Help |
# _Jhccounts
IEvenits
+ _IFilas
el ErICES e/ Time P
= Methernet Davices S5H Keys Overwrite Canfig file Presrve; O = G R
H_ s Local Users  Device Ports | PC Card
+ s Name 1P addr Reboot Shutdown © Get Syslogs et Audit Log Get Config Get Sysconfig Restore Config Get S5H Push S5HRead Info CLI Cmd
L [ s O O O 0 wl | s OO
s jx SIEBE0E_Glenn 172.19.100,81 =

# _ISpider sic19a2 17210924510 0O 0O | None L m} O ] O O ] =} ]

& _JossDs
5 _lems
B les+0 CLI command: |set do po 1 baud 600

*+ _IPremier Wave MURRIE COMMENGS are SEDaTaled by SEm-COIns
= Other Lantroni

_IManiaged Devices

[‘supmre ] [Reset |

2. Inthe CLI command field at the bottom of the page, enter the command. You can issue
multiple commands, separated by semicolons (;).

3. Click the Submit button.

Viewing Progress of Update FW and CLI Commands

You use the Progress [ I button to view the progress of the Update FW and CLI CMD actions
described above.

Note: For more detailed status, view the SLM auditlog in the Files folder.
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To view the progress of actions running in the background:

1. Click the Progress [ button. The following page opens:

Figure 11-59 Viewing Progress of Update FW and CLI Commands

Background Task Progress
Progress

Name Status Progress
CLI Command 100%
Device Auto Detect 654 devices found (63 new) 100%

File Copy/Celete 100%
Password Synchronization 100%
SLC Update 100%
SLP Update 100%
SNMP Synchronization 100%
Spicer Update 100%
WIBow/UDS/5DS Update 100%

9 items

2. View the following information about each task.

Table 11-60 Manage "SLC" Group - Actions Tab

Name Name of the task.
Status Informational text.
Progress Percentage of the task that is complete.

3. To view details of the last device action status of the SLMs/SLCs/SLPs/SCS, click the Dev.
Status tab. The following page opens:
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Figure 11-61 Background Task Progress - Dev Status Tab

Background Task Progress

Dev Status
Name Command Time Started Status
EA awi-dsm Mo action
fof DSM-38-1 o action

£ DSM-Access  Retrieve SLP status 09/18/2012 17:00 Success
4 Glenn-¥MPC  No action

£ patlab_sini Retrieve SLP status 09/18/2012 1700 Success
£4 patlab_slb2 Retrieve SLP status 09/17/2012 18:05 Success

4 PC-182 Mo action
£ PCoON-192 No action
£ slh0dce Retrieve SLP status 09/17/2012 19:05 Success
4 SLBE_DW Retrieve SLP status 09/17/2012 19:05 Success
£ slbusb_glenn  Retrieve SLP status 0941872012 17.00 Success
£ slc19a2 o action
£ slc247 Retrieve SLP status 09/18/2012 1700 Success
£ slcBB0d_Glenn No action
£ sim02_13 Mo action
A SLMBAAR No action
£ SLMCA13 Mo action
o 5L No action

4 SLS4aB808c06 No action
4 SLSA3BCAFDO No action
EA sls-sunset2 Mo action
£4 sls-sunset30  No action
£4 sls-sunset31  No action
£ sls-sunset32  No action
£ sls-sunset Mo action
£ SpiderG-108  No action
4 UDS2100 Mo action

£4 wslm_glenn19  No action
28 itemns

4. To close the Background Task Progress page, click the Close tab.

Events

Administrators can configure alarms, triggers, and events on the SLM. Examples of events are
receiving an SNMP trap, a system event like network failure, or a text string match in a certain log.
There are several types of logs in the SLM system: data logs (device port buffering), syslogs,
event logs, access logs (user access), and audit logs. The alarm could send an email to a user,
send an SNMP trap, or write to a log file (local syslog or remote syslog).

Event Management

Administrators configure alarms and triggers. An alarm is a notification that may take the form of
an email, trap, or syslog. A trigger is something that happens to set off an alarm assigned to that
trigger. An event is a combination of a trigger and an alarm.

You can map one trigger to multiple alarms and/or multiple triggers to one alarm (saving you from
having to define the same alarm repeatedly for each trigger).
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To define alarms:

1. On the menu, click Events. The following page opens:

Figure 11-62 Event Management Page - Events Tab

Tabile Flei ke SysadmingSLMCA13
Usger ~ | Name - | Search || Reset Logawt
SLM
(5.1 Event Management
* _Iconheuration Evants s | Help
= _lAcoounts.
* et Marm Type  IP/emall addrass cammunity Alarms
5 _IPies % emall
= _letwrret Devices
% _IManagad Devicas trip
O sysiog
| Dafine Alarm
Remeve Alarm
Trigger Type IP Addrass[:port] Aarms Evants
% receher device traps amail judychengiantroni: conm FCIT2ZAZTLI00, 13614024401 -= E judycheng@lantroni conm
POt 10g string match (SLCSUE)
O part connection
st 1y SEnng match (SLM)
) 5LM Ethernst down
part 1og threshols %
) suct log thresnoid %
sysiag thepsnoid %
© device reachabiliy changed old / string / eth-port | %
syslag stnng maten
0 current Ioad threshald %
har disk theeshald 9
O parsistert connection state changs
— Remove Evant
Define Event
Event cenned

2. Enter the following information:

Table 11-63 Event Management - Events Tab - Alarm Type

Alarm Type Select one of the following:

email: Sends an email to the specified email address with details of the event that
has been triggered.

trap: Sends a notification of a critical event to a specified IP address.

syslog: Writes an entry into the syslog with details of the event.
IP/email address For an Email alarm: The email address where notifications go.

For a trap: The IP address of the device to which natifications go.

For a syslog: Leave blank.

Community For a trap: The SNMP community of the device to which the trap is sent. The
default is public.

Example: If the alarm type is Trap, and the IP address is 172.19.100.123, the
SNMP community name should be the SNMP community of the device
172.19.100.123. Otherwise the device will not receive the trap.

3. Click the Define Alarm button. The alarm displays in the Alarm list on the right.

4. Enter the following information:
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Table 11-64 Event Management - Events Tab - Trigger Type

Trigger Type Select one of the following:
received device traps: An incoming trap from a specified IP address.

port log string match (SLC/SLB): A defined string matches a monitored device's
port log. The string match for the port log could be either an exact string match, or
a regular expression. See the string field for an example.

port connection: A defined string matches a monitored device's port connection.
audit log string match (SLM): A defined string matches an entry in the audit log.
SLM Ethernet down: A defined ethernet port has failed (for example, eth-port: 2).
port log threshold %: The SLC port log files have reached a defined percentage
of the SLC Portlog directory's capacity.

audit log threshold %: The SLM or SLC audit log files have reached a defined
percentage of the SLM Auditlog directory's capacity.

syslog threshold %: The SLM or SLC syslog files have reached a defined
percentage of the SLM Syslog directory's capacity.

device reachability changed: If you specify the device's IP Address with this
trigger type, the SLM sets the trigger should polling fail on this device.

If you do not specify the device's IP Address, the SLM sets the trigger on all the
devices on which polling failed.

When polling is enabled on a device (the Poll check box on the device page), the
SLM constantly checks on the device to see if that device is reachable.

syslog string match: Enter the text string for the string match in the oid / string /
eth-port / % field. This is the trigger when a syslog string matches the specified
string.

This is a very powerful trigger because the SLM can act as a syslog server by
receiving a syslog from SLCs and other devices. You can do a string match to all
kinds of syslog messages (e.g., for all SLC events that will send a message to
syslog).

current load threshold %: Enter the IP address and port number (optional) of the
SLP or SLB you want to monitor and its current load threshold %.

If you specify a port number, the trigger is set when the current load (outletLoad) of
the outlet # (port #) reaches the outletLoad theshold on that particular SLP or SLB.
If you do not specify a port number, the trigger is set when the current load
(infeedLoad) of the whole SLP or SLB reaches the infeedLoad threshold.

hard disk threshold %: Enter the percentage of the hard disk threshold of the
SLM. The SLM sends out the alarm when the hard disk usage reaches this
threshold.

persistent connection state change: A persistent connection that has changed
from active to inactive or vice versa.

IP Address|[:port] For a trap, port log, or port connection: Enter the IP address followed by an optional
port number 1-48, for example, 172.19.39.19:15.

Note: The brackets indicate that: port is not always required.
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oid / string / Depending on the trigger type selected, enter one or more of the following:

eth-port /% oid: A unique identifier for an SNMP object. (An SNMP object is anything that can
hold a value and can be read using an SNMP "get" action.) The OID consists of a
string of numbers separated by periods (for example, 1.1.3.2.1). Each number is
part of a group represented by the number on its left.

string: Series of characters that match a monitored device's audit log, syslog, or
port log. The OID string match supports partial match. The string match for a port
log could be an exact string or a regular expression. For example:

¢ String "reboot" will match port logs containing "reboot."

¢ String "RE:abc[0-9]" will match port logs containing any string that matches the
regular expression "abc[0-9]."

¢ OID .3.6.1.4.1.244.1.1 will match any SLC custom traps with OID:
.3.6.1.4.1.244.1.1.0.1 t0 1.3.6.1.4.1.244.1.1.0.4.

eth-port: Ethernet port that is down (for example, 2).
%: Defined percentage of the SLC port log file's capacity.

For detailed instructions on completing the OID for a trap, see the Lantronix web
site www.lantronix.com/support).

5. Inthe Alarms list to the right, select the alarm(s) to be associated with the selected trigger.

6. Click the Define Event button. The event displays in the format Trigger: Alarm in the Events
list on the page. The trigger displays in the Events menu tree.
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Figure 11-65 SNMP Trap Configuration (from Lantronix Tech Support FAQ)

SNMP trap configuration on an SLM

Fublizhed 08/03/2006 03:23 PM | Updated 01/21/2009 05:15 AM

How do I configure SNMP Trap Event Triggers on an SLM? Do I need to specify the full OID for every
trap I want to use as a trigger?

This answer applies to SLM firrmware v2.0 and higher.

Cn the SLM Events page, when you setup a "Trap" as an Event Trigger, you don't have to explicitly describe the QID down to
the last digit.

Example 1:
If you define a trap as shown below:

Trigger Type
[v] Trap IF Address: 172.19.237.10

COIb: 1.3.6.1.4.1.244.1.1

It will match all SLC custom traps received from the specified IP address(172.18.237.10). These include:

1.3.6.1.4.1.244.1.1 [power supply)
1.3.6.1.4.1.244.1.1 [gysadmin password)
1.3.6.1.4.1.244.1.1 {shutdown)
1.5.6.1.4.1.244.1.1 [device port data)

Example 2:
If you define a trap as shown below:

Trigger Type
[v] Trap IP Address: 172.19,237.10

OIDb: 1.3.6.1.6.3.1.1.5

It will match all generic SNMP traps received from the specified IP address(172.19.237.10). These include:

1.3.6.1.6.3.1.1.5.1 (cold start)
1.5.6.1.6.3.1.1.5.2 [warm start)
1.3.6.1.6.3.1.1.5.3 (link down)
1.3.6.1.6.3.1.1.5.4 (link up)
1.3.6.1.6.3.1.1.5.5 {auth failure)
1.35.6.1.6.3.1.1.5.6 [egpNeighborlLoss)

Example 3:
If you define a trap as shown below:

Trigger Type
[v] Trap IP Address: 172.19.237.10
oID: 1.3.6.1.4.1.244.1.1.0.1

This will only match SLC power supply trap received frorm the specified IP address(172.19.237.10).
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Updating and Deleting Events

Administrators and authorized users can update triggers and delete or add alarms for defined
events.

To update information about the alarm, trigger, or event:

1. On the menu, open the Events menu tree and select the event to be managed. The following

page opens:
Figure 11-66 Manage Event Page -Event Tab
Table Field: Walle sysadmin@sLMC413
Uger ¥ || Name ~ Logaut
SLv
L[ /] [<] [ A | Manage Event "port connection: 172.13.11.111, 1.3.6.1.4.1.244.1.1"
+ __IConfiguration Event
+ __JAccounts
-1 _AEvents Trigger Type ipAddressp[:port] oid / string / eth-port# / % Active
¥ PCH72 1311 101,136.14.1.244. 1.1 port connection  172.13.11.111 1.3.6.1.4.1.244.1.1
+ _IFiles
+ __|Ethernet Devices
+ __IManaged Devices
Current Alarms Available Alarms

email. jucychen@lantronix.com

Remove Alarm Add Alarm

2. Update the information about the alarm, trigger, or combination of alarm and trigger as
desired.

Note: If you deactivate an event, it remains in the system but will not send alarms until it
is reactivated.

3. Click the Update button.

To add an additional alarm:

You may add an alarm only if there are available alarms that are not already assigned to the
trigger. You can add more alarms on the main Event Management page.

1. From the Available Alarms list, select another alarm.
2. Click the Add Alarm button. The alarm now displays in the Current Alarms list.
To delete an alarm:

On the Manage Event page you can remove an alarm only if there are more than two alarms to
start with (you may not leave a trigger without an alarm).

1. Select the alarm from the Current Alarms list and click the Remove Alarm button. A
confirmation message displays.

2. Click OK. The alarm is no longer in the Alarms list or in any events that use that alarm.
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To delete an event:

1. Select the event from the Events list and click the Remove Event button. A confirmation
message displays.

2. Click OK. The event is no longer in the Events list.

Viewing the Event Log
Administrators and authorized users view a list of all defined events.
To view all device events:

1. On the menu, click Events and then click the Log tab. The following page opens:

Figure 11-67 Event Management Page - Log Tab

L/\N T Q N I Tahle: Field: value sysadmin@SLMC413
User ¥ || Narme hd Logout
SLM
Manage Event "port connection: 172.13.11.111, 1.3.6.1.4.1.244.1.1"
+ _lconfiguration Loy
# __|Accounts
=l _dEvents Time Trigger Alarm
¥ PCi172.13.11.111,13.6.1.4.1.244.1.1 0 iterns
# _IFiles
+ _|Ethernet Devices
# _IManaged Devices U ciear Event Log

Clearing the Event Log

Administrators can clear the event log.

To display current log information:

1. Click the Refresh button.

To clear the event log:

1. Click the Clear Event Log button. A message requesting confirmation displays.

2. Inresponse to the confirmation message, click OK.

Files

Administrators can display and manage log, upgrade, configuration, session, and trap files of
Ethernet devices.

Note: To retrieve files from the SLC, use the Manage SLC Group Actions tab.

File Types

You can view and store the following files in the SLM database. You can also import or export
them by means of an NFS or CICS mount.

Firmware Upgrade

¢ SLMFW Upgrade Files: Files for upgrading the SLM's firmware.
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SLC/SLB FW Upgrade Files: Files for upgrading the SLC/SLB's firmware.
SLP FW Upgrade Files: Files for upgrading the SLP's firmware.

Spider FW Upgrade Files: Files for upgrading the Spider's firmware.
UDS/SDS FW Upgrade Files: Files for upgrading the UDS's firmware.
WiBox FW Upgrade Files: Files for upgrading the WiBox's firmware.

Note: You can obtain the most up-to-date firmware and release notes for the unit from
the Lantronix web site (www.lantronix.com) or by using anonymous FTP
(ftp.lantronix.com).

Configuration Files

¢ SLM Configuration Files: Contain all of the SLM's settings that have been saved to file. They
can be backed up to a location that is not on the SLM.

¢ SLC/SLB Configuration Files: Contain all of the SLC's settings that have been saved to file.
They can be backed up to a location that is not on the SLC.

¢ SLC/SLB Sysconfig Files: Contain status information about the SLC.

¢ Spider Configuration Files: Contains all of a Spider's settings saved in a file. This can be
used to restore another Spider to the same settings, or backed up and later used to restore the
original Spider.

¢ Spider Sysconfig Files: Viewable system configuration of SLM managed Spider devices.

¢ UDS/SDS Sysconfig Files: Viewable system configuration of SLM managed UDS devices.

¢ UDS/SDS Applet Files: Applet files for installation on UDS devices.

Log Files

¢ SLM Syslog Files: Contain information about all activity on the SLM (for example, login
attempts, alarms, and diagnostics).

¢ SLM Auditlog Files: Every successful login, logout, and command on the command line
interface and web is logged into a database table. The administrator reads this information
from the CLI or web and creates an audit report for one or multiple users.

¢ SLC/SLB Syslog Files: Contain information about all activity on the SLC, for example, login
attempts, alarms, and diagnostics.

¢ SLC/SLB Auditlog Files: Contain a log of all actions that have changed the configuration of
the SLC.

¢ SLC/SLB Portlog Files: Contain a log of all actions and data on a specific port.

¢ Persistent Log Files: Contain data about the activity of persistent connections.

Session Files

L 2

SLC/SLB Port Active Files: Contain session log files for currently active Secure Channel
sessions to SLC device ports.

SLC/SLB Port Saved Files: Contain archived session log files for Secure Channel sessions
to SLC device ports. The files in the SLC/SLB Port Active Files directory move into the SLC/
SLB Port Saved Files directory after the session ends.
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¢ SCS05/20 Port Session Files: Contain session log files for SSH sessions to SCS05/20
device ports. There is no distinction between active and inactive sessions.

¢ Device Session Files: Contain session log files for Telnet/SSH/Secure Channel port
sessions. There is no distinction between active and inactive sessions.

Note: Session log files can be accessed from the Logs tab of Ethernet devices and
certain (SLC, SCS05/20) device ports, as well as through the appropriate folders
under Files>Session.

Trap Files

¢ SLM Exported Trap Files: Contains all or part of the trap log files as specified on the Traps
tab of the All Ethernet Devices page.

File Format

The names of Device Session Files, SLC Port Saved Files, SCS05/20 Port Session Files, Device
Session Files, and SLC Port Active Files have the following format:

<hostname> <host mac_address>-
<device port numbers>=<username>=<connection types>-<date and time>.log,

where:

Table 11-68 File Format

<hostname> Up to the first 8 characters of the hostname of the Ethernet device. If the
hostname is shorter than 8 characters, the hostname section is padded
with ~ characters to reach this length.

<host_mac_address> MAC Address of the Ethernet device. This is used by the SLM to correlate
log files to their corresponding Ethernet devices.

<device_port_number> Device port number connected to for this session. This field is set to 0 "00"
for connections directly to the Ethernet device.

<username> The SLM user ID that initiated this session.

<connection_type> Session connection type: tnt for telnet, ssh for ssh, or scc for secure
channel.

<date_and_time> Date and time string in the format YYMMDD_HHMMSS

For edge device based logging, the filename is made up of only three of these fields:

<hostname> <host mac_address>-<device port numbers.log

Viewing, Deleting, and Renaming Files

In this section, we show how to view, delete, and rename files. In our example, we use an SLM
syslog file.

To view afile:

1. On the menu, click Files and then the file type you want to view. The following page opens:
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Figure 11-69 SLM Syslog Files Page - Files Tab

Tahle: Field: Walue: sysadmin@sSLMC413
User ¥ || Name e Logout
SLM
L[ /R (€] [ (A | SLM Syslog Files
i _lconfiguration Files
# _lAccounts
+ __|Events
fi‘?iirmware Upgrads Capyi audit
= ) boot log
:+: j‘I(L:nﬁﬁgur'atlnn O Delete cron
=l _dLog q
_:ISLM Syzlog Files © View ggg;
[Zlsim auditlog Files
[FISLC/SLE Syslog Files O Upload Ve device
[ElsLe/sLe Auditing Files Y event
[Z15LC/SLB Portiog Files © Downinad mailog
[ClPersistant Log Files messages
#]_lSession ) Rename ta network
) Trap Overwrite existing file ppp.lag
[ _|Ethernet Devices © Checksum Secure
# __IManaged Devices spooler
.
trap
15 Files

The available files (of the selected type) display in the list box.
2. Select View and then the file you want to view.

3. Click the Submit button. The Display tab opens and shows the co

ntents of the selected file.

Figure 11-70 SLM Syslog Files Page - Display Tab

Table: Field walue sysadmin@sLMC413
Ethemet Device v | Name v Logout
SLM
in (2] SLM Syslog Files
+) _|Configuration Display
# __lAccounts
# __|Events Contents of cren.2
fF_”TilrmwareUpgrade Sep 12 05:45:01 SLM crond[l%968]: (root) CMD (run-parts /etc/cron.often)
8 O g gt Sep 12 06:00:01 8LM crond[3966]: (root) CMD (run-parts /etc/cron.often)
= iog Sep 12 06:01:01 SLM crond[4108]: (root) CMD (run-parts /etc/cron.hourly)

) " Sep 12 06:15:01 8ILM crond[5961]: (root) CMD (run-parts /etc/cron.often)
_‘ISLMSyslogFlles Sep 12 06:30:01 SLM crond[7%947]: (root) CMD (run-parts /etc/cron.often)
—‘ISLMAUdiﬂUgF"ES Sep 12 06:45:01 8LM crond[9933]: (root) CMD (run-parts /etc/cron.often)
—‘ISLCELB Syslog Files Sep 12 07:00:01 SLM crond[11942]: (root) CMD (run-parts /etc/cron.often)
—_ISLCI'SLB Auditiog Files Sep 12 07:01:01 SLM crond[12084]: (roet) CMD (run-parts fetc/cron.hourly)
—_ISLCI'SLB Partlog Files Sep 12 07:15:01 SLM crond[13937]: (root) CMD (run-parts /etc/cron.often)
[ZdPersistent Log Files Sep 12 07:30:01 8LM crond[15923]: (root) CMD (run-parts fetc/cron.often)

# __ISession Sep 12 07:45:01 SLM crond[17910]: (root) CMD {(run-parts /etc/cron.often)
+_Trap Sep 12 0B8:00:01 SLM crond[19896]: (root) CMD (run-parts fetc/cron.often)
+ __|Ethernet Devices Sep 12 08:01:01 SILM crond[20038]: (root) CMD i(run-parts /etc/cron.hourly)
# __|Managed Devices gep 12 08:15:01 8LM crond[21892]: (roet) CMD (run-parts /etc/cron.often)
Sep 12 08:30:01 SLM crond[23878]: (root) CMD (run-parts /etc/cron.often)
Sep 12 0B8:45:01 SLM crond[25864]: (root) CMD (run-parts fetc/cron.often)
Sep 12 0%:00:01 SLM crond[27848]: (root) CMD (run-parts /etc/cron.often)
Sep 12 09:01:01 SLM crond[27992]: (root) CMD (run-parts fetc/cron.hourly)
Sep 12 0%:15:01 SLM crond[29845]: (root) CMD (run-parts /etc/cron.often)
Sep 12 09:30:01 SLM crond[31829]: (root) CMD (run-parts fetc/cron.often)
Sep 12 09:45:01 SLM crond[1362]: (root) CMD (run-parts /etc/cron.often)
Sep 12 10:00:01 SLM crond[3419]: (root) CMD (run-parts /etc/cron.often)
Sep 12 10:01:01 SLM crond[3565]: (root) CMD (run-parts /etc/cron.hourly)
Sep 12 10:15:01 8IM crond[5416]: (root) CMD (run-parts /etc/cron.often)
e 3R 12 0L S L G g T Y RS [T st .
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To delete afile:
Note: You cannot delete an active syslog file.
1. On the menu, click Files and then the type of file. The files of that type in the database display

in the list box.

2. Select Delete and then the file you want to delete. To select multiple files, use Shift+click or
Ctrl+click.

3. Click the Submit button.
4. Inresponse to the request for confirmation, click OK. The file is no longer in the list.

5. To see the status of the copy process if you are deleting multiple files at the same time, click
the Progress [ | button above the menu.

To rename a file:

Note: You cannot rename an active syslog file.

1. On the menu, click Files and then the type of file you want to rename. The files of that type
display in the list box.

2. Select Rename and then the file you want to rename.

3. Torename a file to a name already in use in the directory, select the Overwrite existing file
check box.

Note: If you try to rename a file to a name already in use in that directory, the
rename will fail unless you select Overwrite existing file check box.

4. Click the Submit button. A confirmation message displays.

Exporting, Uploading, and Downloading Files
Administrators can export (copy), upload, and download files.
To open the Files page:

1. On the menu, click Files and then the file type you want to export. The following page opens:

SLM User Guide 275



11: Operation and Maintenance

Figure 11-71 Files Page

Table: Field alue: sysadmin@sLMCa13
User v || Name M Logout
SLM
([ [ <] e A SLM Syslog Files
+) __|Configuration Files
+) _JAccounts
#_|Events
:‘F_IITEITWWSTE Upgrade gy i@ audit
) _| Configuration O Delete bootlog
cron
22 (2 V= cron. 1
4SLM Syslog Files aon 2
[ZlsLM auditiog Files )
[ZlsLC/5LE Syslag Files O Upload . device
[FlsLe/Eie auditiog Files Y event
[Z5Le/5LE Portiog Files © Dowinload maillog
[lPersistent Log Files messages
) _|Session & Rename to network.
# | Trap Overwrite existing file ppplog
# _|Ethernet Devices ) Checksum secure
+)_IManaged Davices spooler
u
trap
13 Files

To export (copy) afile from the SLM to a mapped CIFS or NFS directory:

1.

Note:

Select Copy to. The drop-down list box becomes active.

Copy To is only active if CIFS or NFS has been configured or if USB flash

memory is installed.

2.
3.

From the drop-down list, select the location of the file (NFS or CIFS).

From the list box to the right, select the destination directory for the file (CIFS or NFS), and
click the Submit button. To select multiple files, use Shift+click or Ctrl+click. A confirmation
message displays.

To see the status of the copy process if you are copying multiple files at the same time, click
the Progress [ button above the menu.

To upload a file from the client machine to the SLM:

1.
2
3.
4

5.

On the menu, click Files and then the file type you want to upload.
Select Upload.
Click the Browse button and locate the file on your client machine to upload.

If this is an SLM FW Upgrade or SLC FW Upgrade (which also handles SLB), enter the
md5sum value for this file in the Key field.

Click the Submit button. The file displays in the list box.

To download a file from the SLM and to the client machine:

1.

2
3.
4

On the menu, click Files and then the file type you want to download.
Select Download.
Select the file to download from the files list.

Click the Submit button. A confirmation message displays.
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5. If necessary, when requested by your browser, select the destination directory for the file on

your client machine.

Copying Files

The administrator and other authorized users can download SLM and SLC firmware upgrade,

configuration, and log files from an FTP/SFTP server.

To copy afile:

1. On the menu, click Files. The following page opens:

Figure 11-72 File Management Page - Copy Tab

I8l 1Gl| %0

+) _|Configuration Copy
+) _|Accounts
+_|Events
=1 _AFiles
IFirmware Upgrade

0
+ _lconfiguration File type to copy | SLM P Upgrade 3
+_lLog
[ Session Copy file from: | SFTP +
#_ITrap

+ _|Ethernet Devices Filename

+ _IManaged Devices "
Y.

Tatle: Field: walug:
Ethermnet Device v | Name v

File Management

Server

Path

Lagin

Passward

Retyne

Connect Timeout (secs)

Download Timeout (secs)

sysadmin@sLMC413

FTR/SFTP Server

sesessee
sesessee
80

180

Logout

2. Enter the following:

Table 11-73 File Management - Copy Tab

File type to copy From the drop-down list, select the type file to copy. The default setting is SLM FW
Upgrade.
Copy file from Select the type of server from which to copy. The default setting is SFTP.

Note: If you set up NFS and CIFS, or if a USB flash memory is installed, then they

display in this list.

Filename Name of the firmware upgrade or configuration file.
Key A key for validating the firmware file. The key comes with the firmware file (32 hex
characters).

2. Enter the following information about the destination server:

Table 11-74 File Management - Copy Tab - FTP/SFTP Server

Server The IP address or host name of the server used for obtaining upgrades and saving
or restoring configurations. May have up to 64 alphanumeric characters; may
include hyphens and underscores.
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Path The default path on the server forobtaining firmware upgrade files and getting and
putting configuration save files.

Login The user ID for accessing the FTP or SFTP server. May be blank.

Password and Retype The FTP or SFTP user password.

Connect Timeout The number of seconds after which the connection attempt times out. Default is
(secs) 60.

Download Timeout The number of seconds after which the download attempt times out. Default is
(secs) 180.

3. To save, click the Submit button.

4. To see the status of the copy process if you are copying multiple files at the same time, click
the Progress [ button above the menu.

Setting up NFS

You can import files from or export files to a remote NFS server. The administrator defines the
remote and local directories and read/write permissions.

To set up NFS:
1. On the menu, click Files and then the NFS tab. The following page opens:

Figure 11-75 File Management Page - NFS Tab

Tahle Field Walue: sysadmin@SsLMC413
Ethermet Device v || Name v [ search | Logout
SLM
i ol Pl Managemen
# _IConfiguration NFS
# __Accounts
# __|Events
= _dFiles §
@ LI Firmware Upgrads Remote directory Local directory Mount  Read-write NFSv4
*1 ] Configuration #1 Disabled v L] O
#_Jlog
) _JSession #2 Disabled v O O
B Trap
3 _|Ethernet Devices #3 Disahled b g O
# __IManaged Devices
Update Local directory to expart Read-write
#1 | Disabled ¥ | fnfsisharel O
#2 | Disabled ¥ | fnfsishare2 [

2. Enter the following information for importing a file:

Note: The first three lines are for mounting remote NFS directories (the SLM functions
as an NFS client). Once the directory is mounted, the SLM can import files from that share
point.
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Table 11-76 File Management - NFS Tab - Remote Directory

Remote directory The remote NFS share directory in the format:
<nfs server hostname or ipaddr>:/<nfs mount pointx>

where <nfs mount points is the path to the exported NFS directory on the
remote NFS server.

Local directory The local directory on the SLM on which to mount the remote directory. The SLM
creates the local directory automatically.

Mount Select the check box to enable the SLM to import the file by means of the NFS
server. Disabled by default.

Read-write If enabled, indicates that the user can read or write to the exported directory.

NFSv4 Use version 4 of NFS

3. Enter the following information about exporting a file from the SLM:

Note: This information is for exporting NFS shares (the SLM functions as an NFS
server). This allows remote NFS clients to mount these shares and then view/update
the files in the exported directories.

Table 11-77 File Management - NFS Tab - Local Directory

Local directory to From the drop-down list, select up to two directories to export. Disabled by default.
export #1 and #2

Read-write If enabled, indicates that the user can read or write to the exported directory.

3. Click the Update button. When the update is complete, a confirmation message displays in
the bottom part of the page.

Setting up CIFS

Administrators can import files from or export files to a local or remote CIFS server. You define the
remote and local directories, passwords, and read/write permissions.

To set up CIFS:
1. On the menu, click Files and then the CIFS tab. The following page opens:
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Figure 11-78 File Management - CIFS Tab

Table: Field: Value: sysadmih@SLMC413
Ethemet Device v || Name he Logout
R File anagement
+ _IConfiguration CIFS
#_Jaccounts
# _|Events
= _AFiles
B CIFirmwars Upgrade Remote directary Local directory Username Password Retype Mount Read-write
* ] configuration ##1 fvaritifs 1 LYTYITYYY LTTYTYYYS F O
#|_JLog
+ _|Session #2 fvarfcifs2 Iy IXTTTYYYS ¥ [F]
& _1Trap
# [ JEthernat Devices #3 fvaricifs3 esssssss | [ssssscsse [l O
+ _IManaged Devices
Local directory to share: | Disabled v Metwork port 10 [ Network port 2 O
Waorkgroup
CIFS user passwort: |esessess Retype: lessessse

2. Enter the following information for importing a file:

Note: The first three entries are for mounting remote CIFS/Samba shares (the SLM acts
as a CIFS client). The username and password are required to authenticate users on the
remote CIFS server. The second section on this page is for the CIFS share that we can
export (the SLM acts as a CIFS server).

Table 11-79 File Management - CFS Tab - Remote Directory

Remote directory The remote directory to be imported, in the format: /<server_name_or_ip>/
<sharepoint>.

Local directory The local directory on the SLM on which to mount the remote directory. The SLM
creates the local directory automatically.

Username User name required to authenticate the user on the remote CIFS server.

Password and Password required to authenticate the user on the remote CIFS server.

Retype

Mount Select the check box to enable the SLM to import the file from the CIFS server.

Disabled by default.

Read-write If enabled, indicates that the user can read and write to the imported directory.
Disabled by default.

3. Enter the following information about exporting a file from the SLM.

Note: This information is for the CIFS share that we can export (the SLM acts as a
CIFS server).
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Table 11-80 File Management - CFS Tab - Local Directory

Local directory to From the drop-down list, select the directory you want the SLM to export. Disabled

share is the default setting.

Network port 1 and Select the network ports from which you can see the share. Normal usage is to

Network port 2 make the share visible in both network ports, but the boxes are unchecked by
default.

Workgroup The Windows workgroup to which the PC importing the CIFS share belongs. Can

have up to 15 characters.

CIFS user password  Only one special username (cifsuser) can access the CIFS share. Enter the CIFS
and Retype user password in both password fields. The default user password is CIFSPASS.

Note: More than one user can access the share at the same time with the
cifsuser user name and password.

2. Click the Update button. When the update is complete, a confirmation message displays in
the bottom part of the page.

Setting up Log Properties
The administrator specifies the properties of log files.
To set up log properties:

1. On the menu, click Files and then the Logging tab. The following page opens.

Figure 11-81 File Management Page -- Logging Tab

Tahle: Field: Walue: sysadmin@SLMC413

Ethernet Device v || Name b Logout
SLMW
(R E] Fie Management

# __|Configuration Legging
# _laccounts
# _|Events
: "‘JF_H?;H’T]WETE Upgrade Fort Logs

+ | Configuration Maximum log space (GB): |10

+_llog o

5| Session On log space exhausted: - S0P DOGING

I Trap @ Overwrite oldest entries
* _|Ethernet Devices Part Log Type ® User session hased
# __IManaged Devices (&) Edge device based

Audit Logs

Max File Size (KB): |64
Maximum log space [(GB): |5

C stop Ingging

On log space exhausted
@ Overwrite oldest entries

Session Logs

Maximum log space (GB)
System Logs
Max File Size (KB)

ax File Count:

aximum log space (GE)

10

64
1000
5

Persistent Connection Logs

Mas File Size (KE)
Max File Count

aximum log space (GE)

64
100
5
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2. Enter the following:

Table 11-82 File Management - Logging Tab - Port Logs

Maximum log space
(30 GB available)

On log space
exhausted

Port Log Type

Maximum space used for all session log files in gigabytes. It is 30 GB for SLM-01
and 60 GB for SLM-02.

Select one of the following actions the SLM should take when all port log space has
been used:

Stop logging: When log space is exhausted, logging stops.

Overwrite oldest entries: When port log space is exhausted, logging overwrites
the oldest entries.

Select from these options:

User session based: each connection will generate it's own log file, even if
multiple users are connected to the same edge device.

Edge device based: one log file will be created for each edge device, and all user
interaction will be merged into a single log file, and individual user keystrokes will
be identified.

Table 11-83 File Management - Logging Tab - Audit Logs

Maximum File Size
(KB)

Maximum log space
(GB)

On log space
exhausted

Maximum size for each SLM audit log file in kilobytes. The default is 64.

Maximum space used for all SLM audit log files in gigabytes. The default is 5.

Select one of the following actions the SLM should take when all audit log space
has been used:

Stop logging: When audit log space is exhausted, logging stops.

Overwrite oldest entries: When audit log space is exhausted, logging overwrites
the oldest entries.

Table 11-84 File Management - Logging Tab - Session Logs

Maximum log space Maximum space used for all SLC session files in gigabytes. The default is 10.

(GB)

Table 11-85 File Management - Logging Tab - System Logs

Maximum File Size
(KB)

Max File Count

Maximum log space
(GB)

Maximum size for each SLM system log file in kilobytes. The default is 64.

Maximum number of system log files before the SLM starts to overwrite the old
ones. The default is 1000.

Maximum space used for all SLM system log files in gigabytes. The default is 5.
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Table 11-86 File Management - Logging Tab - Persistent Connection Logs

Maximum size for each persistent connection log file in kilobytes. The default is 64.

Maximum File Size
(KB)

Max File Count

Maximum log space
(GB)

Maximum number of persistent connection log files before the SLM starts to
overwrite the old ones. The default is 100.

Maximum space used for all persistent connection log files in gigabytes. The
default is 5.

3. Click the Update button. When the update is complete, a confirmation message displays in
the bottom part of the page.

Logging Commands

admin locallog
Syntax

admin locallog
admin locallog
admin locallog
admin locallog

clear
clear
clear
clear

group name: SLM, SLC,

Description

auditlog
syslog
traplog device <Device Name or IP Address>
traplog group <group names>
SLK, SLP, SCS, SLB, SPDR, WiBox, LTRX, or other

Clears all of the entries in the auditlog, syslog, or traplog.

show auditlog
Syntax

show auditlog

Displays the audit log from the bottom.

show auditlog tail

Displays the audit log from the bottom (tail).

show auditlog top

Displays the audit log from the top.

Description

Displays the audit log. Default is tail.

show portlog
Syntax

show portlog

Lists all port log files.

show portlog <parameterss

Lists port log files as specified by parameters.
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Parameters

[lastminutes <minutess>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists portlog files.

Examples

show portlog lastminutes 5

Lists portlog files modified in last 5 minutes.

show portlog date 0205

Lists portlog files last modified on 0205.

show portlog date 0205-0209

Lists portlog files last modified between 0205 and 0209.

show portlog file
Note: Type show portlog to display index.

Syntax

show portlog file <indexs>

Shows the port log from the top.

show portlog file <index> tail

Displays the port log from the bottom (tail).

show portlog file <index> top

Displays the port log from the top.

Description

Displays the contents of the portlog file by index. Default is top.
show portlog index

Syntax
Note: Type show portlog to display index.

show portlog index <numbers

Displays part of portlog by index from the top.

Index is the number specified by lastminutes and date.
show portlog index <number> <parameterss>
Parameters

[top <number of liness>]

Displays the part of portlog by index from the top.

[tail <number of liness>]
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Displays the part of the portlog by index from the end.

[lastminutes <minutess>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Displays the contents of the portlog file by index.

Note: Index is the number specified by parameters lastminutes and date. If you
specify 0 as number of lines, all lines display. If you specify both date and time, the SLM
ignores the date option.

Examples

show portlog index 3

Displays the specified portlog from top.

show portlog index 3 top 10

Displays the first 10 lines of specified portlog from top.
show portlog index 3 tail 15

Displays the last 15 lines of specified port log from tail.
show portlog index 3 lastminutes 5
Displays port log by the index '3".

To get this index, type show portlog lastminutes 5.
show portlog index 3 date 0205

Displays port log by the index '3".

To get this index, type show portlog date 0205.

show portlog index 3 date 0205-0209
Displays port log by the index '3".

To get this index, type show portlog date 0205-0209.
show portlog index 3 top 10 lastminutes 5
Displays the first 10 lines of portlog by the index '3'.

To get this index, type show portlog lastminutes 5.
show portlog index 3 tail 0 lastminutes 5
Displays the portlog by the index '3' from tail.

To get this index, type show portlog lastminutes 5.
show portlog list

Syntax

show portlog list
show portlog list <parameterss
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Parameters

[lastminutes <minutess>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists portlog files in short form.
show sessionlog

Syntax

show sessionlog type <sessiontype> <parameterss>
sessiontype: <slcportactive|slcportsaved|scsport|devices

Parameters

[lastminutes <minutess]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists session log files.

Examples

show sessionlog

Lists device session log files.

show sessionlog type slcportsaved lastminutes 5
Lists archived SLC port session log files modified in last 5 minutes.
show sessionlog date 0205

Lists session log files last modified on 0205.

show sessionlog type scsport index 3

Displays the specified SCS05/20 port session log from the top.

show sessionlog type device index 3 top 10

Displays the first 10 lines of the specified device session log from the top.
show sessionlog type device index 3 tail 15

Displays the last 15 lines of specified device session log from the end.
show sessionlog type device index 3 lastminutes 5
Displays device session log by the index '3'.

To get this index, type show portlog lastminutes 5.

show sessionlog type slcportsaved index 3 date 0205
Displays archived SLC port sessionlog by the index '3'.

To get this index, type show sessionlog type slcportsaved date 0205.
show sessionlog type device index 3 date 0205-0209
Displays device session log by the index '3'.

To get this index, type show sessionlog type device date 0205-0209.
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show sessionlog type device index 3 top 10 lastminutes 5
Displays the first 10 lines of device session log by the index '3'".
To get this index, type show sessionlog type device lastminutes 5.
show syslog

Syntax

show syslog

Shows the syslog information.

show syslog tail

Displays the syslog from the bottom (tail).

show syslog top

Displays the syslog from the top.

Description

Shows the syslog information. Default is tail.

show traplog index

Syntax

show traplog [index <numbers>]

Description

Displays all current trap log information. The index number displays detailed information about a
selected trap log.

show traplog device
Note: Type show traplog to display the index.

Syntax
show traplog device <Device Name or IP address> [index <numbers>]
Description

Displays the current trap log information for an Ethernet device using name, IP address, or index
number.

show traplog group
Note: Type show traplog to display the index.

Syntax

show traplog group <Device Group Name> [index <numbers]
Group name: SLM, SLC, SLK, SLP, SCS, LTRX, or other
Description

Displays the current trap log information for an Ethernet device group by index number.
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SLM's WAP technology enables you to access the status of your SLM from your mobile phone.
This chapter familiarizes you with how to do this. For more detailed information about the options,
please see the other chapters in this User Guide.

Requirements

¢ To access SLM for mobile web browsers, your phone must meet the following minimum
requirements:

¢ Your phone's web browser must be XHTML Mobile 1.0-compliant, which most mobile
browsers are.

¢ If you want to access the SLM WAP site via SSL (https), your phone browser must support
SSL. An example of such a browser is Opera Mini.

¢ Your phone's browser does not need to support cookies or JavaScript.

¢ Your wireless provider may charge you, Depending on your service plan, Check with your
provider for more information about fees associated with accessing the Internet from your
mobile phone.

Using the SLM Mobile Browser

Logging in to the SLM
To log into the SLM:

1. Enter http://(SLM's IP address)/wap Or https://(SLM IP address) /wap in
your phone's web browser to log in to SLM.

The Login page displays.

¥ SLM Login

5151 Login

Login: |sysacimin |

Password: |a=*** |

Contact Us

Copyright @ Lantronis, Inc. 2012,

Menu 0151 Back

2. Enter your SLM login name and password.

3. Move the cursor to the Submit button and select it.
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The SLM main menu (Home page) displays a list of options:

Z515LM Menu Logout:
M Status

E'_ Devices

& Log

Contact Us
Copyright @ Lantraonis, Inc. 2012,

Menu 0151 Back

Using Links to Select Options
To select an option:

1. Click the link (blue). For example, click Log on the Home page to display a menu of logs.

Using the Keypad to Select Options

Note: Shortcut keys only work with a true WAP browser (not browsers such as IE or
FireFox).

1. When a number precedes an option, tap the number on the keypad to open the link.

IE SLM Devices

L515LM Devices  Logout

1. Ethernet Devices
2. Ethernet Unreachable Devices
3. Managed Devices

Horme
Contact Us
Copyright @ Lantroniz, Inc. 2012,

For example, to select Managed Devices in the example above, tap the 3 key.

Obtaining More Data
A + (plus) and/or a - (minus) button may display at the bottom of a page.
¢ Ifthereis a +, select it or tap the * (star key) to advance to the next page of details.

¢ Ifthere is - (minus), select it or tap the # (pound key) to return to the previous page.
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For example, towards the bottom of the Portlog Details page, the + symbol displays.

¥ Portlog Details

{4 Portlog Detals  Logout

## SLC_ENgi-31FFFF56-01-Port-1-070404.
125119Jog

4 3775 lines (57085 bytes), Last modified:
2007-04-03 14:14:16

«# Filtered by: Last 5 lines

SLM.Engineering login:
Lantranis SLM

Back Home Log
Contact Us

{5 Portlog Detals  Logout

o SLC_ENgi-31FFFFS6-01-Port-1-070404.
125119)0g

## 3775 lines (57085 bytes), Last modified:
2007-04-03 14:14:16

++ Filtered by Last 10 lines
SLM_Engineering login:

Lantraoniz SLM

SLM.Engineering login:

Lantraoniz LM

SLM_Engineering login:

Lantraonis SLM

Back Home Log B (=]

Contact s

If you select the -, the previous page of details displays.

Logging Out
To log out of the SLM:
1. Select Logout (at the top right of each page).

Table 12-1 Navigation Summary

Return to the Home page Home (bottom of page) 0 (zero)

Select menu option Link (blue) When a number precedes an
option, the number on the keypad.

See more details (if available) + * (star key)

Return to previous details - # (pound key)
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Return to the previous page Back (bottom of page) Back or its equivalent on your
phone
Return to a menu Name of menu (if at bottom of
page)
Log out Logout (top of any page)
Main Menu

To use the SLM Menu (main menu):
1. To use the main menu, select one of the following links:
¢ Status: Displays the status of the SLM.
¢ Devices: Displays information about Ethernet and Managed devices.

¢ Log: Displays audit, port, system, and trap logs.

& SLM Menu

SiSLMMenu  Logout
8 Status

E Devices

g Log

Contact Us
Copyright @ Lantronix, Inc. 2012,

Menu 0151 Back

The menu for the selected category opens.
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Status Menu

The SLM Status menu has three options: System Information, Connections, and Routes.

System Information

L5iSLM Status  Logout

1. Systern Infarmation
2. Connections
3. Routes

Home
Contact Us

Menu 0151 Back

To view the status of the system:

1. On the Status Menu, select System Information or tap the 1 key. The system configuration

displays.

B System Configuration @

Si5ystern Configuration  Logout

Date/Tirme setting

Date/Tirme: Mon Apr 2 18:02:27 2007
Tirmezone: US/Pacific

SLM Up timne: 18 days, 2 hours, 30 minutes

Systern informatio

Modek SLM

Platform: Bell Micro

Firmware revision: 3.0RC2

Release date: 02/16/2007 18:00:00 FOT
Max nurnber of seat: 25

Hardware testing: 10

Ethernet address 1: 00:04:23B4:0F 52
Ethernet address 2: 000423 B4:.0F 52
Hard Disk I0: 5J¥LP?ST

Network setting
Port State IP address Subnet mask Mode
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Connections

To view information about the SLM's connections:

1. On the Status Menu, select Connections or tap the 2 key. The Connections menu displays.

I Connections

|15 Cormections  Logout

Max nurnber of seat: 25
Inbound sessions: 6
1 cli sysadmin 67.134.254.10

2 web sysadmin 67.134.254.10
3 web sysadmin 195.139.142.234
4 web sysadmin 195.1539.142.234
5 dli sysadmin £5.126.223.18

Outbound sessions: 1
2.1 55h 67.134.254.10 £5.126.223.18

Status Home
Contact Us

2. To view individual connections, click the blue link on the Connections menu or tap the key
number displayed to the left of the option.

& Connection Details

5] cornection Detals  Logout

Inbound I0: 2

Tupe: web

User: sysadrmin
Location: 67.134.254.10
Idle Time: 00:00:40

Outbound I0: 1

Type: ssh

] devport] 6512622318
00:00:39 Uptirne: 00:00:39
MOy MO-5LM-Eng

Back Status Home
Contact Us
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Route Information

To view SLM route information:

1. On the Status Menu, select Routes, or tap the 3 key.

SiRoute  Logout

Kernel IF routing table

Destination Gatewaly Genmask face
£5.126.223.0 0.0.0.0 255.255.295.224 ethd
172202200 0.00.0 2552552550 ethi
0.0.0.065.126.223.1 0,0.0.0 ethD

Status Home
Contact Us

Copyright © Lantronix, Inc. 2012,

0209

Device Menu

The Device Menu provides access to Ethernet devices, unreachable Ethernet devices, and
Managed Devices.

To view information about the devices the SLM is managing:

1. On the Main menu, select Devices. The Devices menu displays.

¥ S5LM Devices

L5iSLMDevices  Logout

1. Ethernet Devices
2. Ethernet Unreachable Devices
3. Managed Devices

Horne
Contact Us
Copyright @ Lantronix, Inc. 2012,
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Ethernet Devices
To view information about an Ethernet device:

1. From the Devices menu, select Ethernet Devices.

& Ethernet Devices

LSiEthernet Devices  Logout
Murnber of devices: 5
1 SLC_Engineering 65.126.223.19 @

2 slc-waimea 172192081 @
3 SLM 65.126.223.28 @
4 SLM_Engineering 65.126.223.18 @
5 slm-pipe 172.19.208.101 @

Devices Horme
Contact Us
Copyright @ Lantronix, Inc. 2012,

02:10

The green icon to the right of a device indicates that the device is reachable; the red indicates
that the device is unreachable.

2. Select the unit you want to view. Details about the device display.

¥ Ethernet Device Details #

5] Ethernet Device Details Logout
Marne: SLC_Engineering

IP address: 65.126.223.19

Location:

Ethernet address: 00303 1FFFFSR
Group: SLC

mModel: SLC16

SCE: es

Link status: Up [Last checked: 2007-04-11
133507

Version: 4.3

TCF port for 55H: 22

Pall: es

Dialout; Disabled

Back Horne Devices

Contact Us

Copyright @ Lantronix, Inc. 2012,
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Ethernet Unreachable Devices
To view Ethernet devices to which the SLM has not been able to connect:

1. On the Devices menu, select Ethernet Unreachable Devices. The Ethernet Unreachable
Devices page displays a list of unreachable devices.

¥ Ethernet Unreachable Dey®

S{Ethernet Unreachable Devices
Logout

Murnber of devices: 1

1 SLMB3.126.223.28

Devices Homne
Contact Us

LEjEthernet Unreachable Device Details Logout

Marne: SLM
IF address: 65.126.223.28

Location:

Ethernet address: 00:04:23B50BAC

Group: SLM

Madek SLM

SCC Yes

Link status: Down [Last checked: 2007-04-02
18:08:30]

Version: 2.1

TCP port for 55H: 22

Pall: Yes

Back Home Devices

Contact Us

Menu 0211 Back
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Managed Devices
To obtain information about managed devices:

1. Select Managed Devices on the Devices menu. The Managed Devices page displays a list of
managed devices.

E Managed Devices

L5iManaged Devices  Logout

Mumnber of devices: 4
1 MO-5LM Sales

2 MO-Port-1Eng 5
23 MO-SLC-Eng Eng
4 MO-5LM-Eng Eng
Devices Horme

Contact Us
Copyright @ Lantronix, Inc. 2012,

0210

2. Select a managed device to view its details.

[ Managed Device Details #

{HiManaged Device Detals Logout

Marne: MD-Port-1

Serial Part-1

Device type: Unknown

Group: Eng

Perrnission: Connect direct device
Dialout: Disabled

Modern application: Mone

Back Devices Home
Contact Ls
Copyright @ Lantroni:, Inc. 2012,

Menu 02:11 Back
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Log Menu

Filtering Logs

The Log filter page enables you to view logs matching specified criteria (number of lines and date/
time). The settings are for the current session only. Once you save the filter, it applies for all log
commands and is available as long as you are on the system (until logout or timeout).

To define afilter:

1. Click the Filter link at the bottom of the Log menu. The Log Filter page displays.

—

¥ Log filter 7
C4jLog fiter  Logout

¥ Filter by Iastl 15 lines "1

[¥ Filter by datefime
¢ Last 5 minutes
™ Last 15 minutes
7 Last 30 minutes

0 Last !1 hours

@ From|0406  to|0406

Back Log Horne
Contact Us

2. Select one or both of the following:

Table 12-2 Log Filter by Last and Date/Time

Filter by last Select the check box and from the drop-down list, select the number of lines at the
end of the log you want to see.

Filter by date/time | Select the check box and time period you want to see.
3. Select the Save button.
Example:

If you set Filter by last to 5 in log filter page and enable the filter, only the last 5 lines of a log file
displays.

When you select +, it displays 10 (2X5), if available
When a user select + again, it displays 15 (3X5), if available

Minus works in the other direction.
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View Logs

To view audit, trap, system, or port logs:

1. Select Log on the Main menu. The SLM Log menu displays.

5StMLlog  Logout

Log filter: Modified on 0402
1. Syslog

2. Auditlog
3. Traplog

4. Fortlog

Home Filter
Contact Us
Copyright @ Lantronix, Inc. 2012,

Menu 0153 Back

2. Select the type of log you want to see (e.g., tap 2 to see the SLM's audit logs).

.5 Auditlog  Logout

Log filter: Modified from 0402 and 0416

1 slmauditlog-0402 txt 07-04-02 175455
2 slmauditlog-0404 txt 07-04-04 12:45:48
3 slmauditlog =t 07-04-13 10:50:29

Log Home Filter
Contact Ls

Copyright @ Lantroni:, nc. 2012
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3. Select the log to view details.

¥ Auditlog Details

15} Auditlog Details  Logout

o slmauditiog t=t

o+ 132 lines (7203 bytes), Last modified:
2007-04-12 10:50:29

+# Filtered by Last 5 lines, Modified date
0402-0416

Sat Apr 7 16:14:45 2007:CLE{sysadmin] help
Sat Apr 7 16:14:54 2007:CLI{sysadmin] log
Sat Apr 7 16:14:35 2007:CLE{=ysadmin]
Logout

Fri Apr 13 10:50:08 2007:.CLI{sysadmin] login
Fri Apr 13 10:50:29 2007:.CLE sysadmin] help

Horne Lag
Contact s

4. Select the + button to see more details.

¥ Auditlog Details

15} Auditlog Details  Logout

o slrnauditlog txt

s 132 lines (7203 bytes), Last modified:
2007-04-13 10:50:29

+ Filtered by Last 5 lines, Modified date
0402-0416

Sat Apr 7 16:14:45 2007:CLI{sysadmin] help
Sat Apr 7 16:14:54 2007:CLI{sysadmin] lag

Sat Apr 7 16:14:55 2007:CLI{sysadmin] Logout
Fri Apr 13 10:50:08 2007:CLI{sysadmin] login
Fri Apr 13 10:50:29 2007.CLI{sysadmin] help

Horne Log
Eanta_ct s

5. Select the + to scroll to see more lines of details.

Note:

You can set the number of lines you see at a time on the Log filter page.
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After an introduction to using commands, this chapter lists and describes all of the commands
available on the SLM command line interface accessed through SSH, secure channel (SLC only),
Telnet, or a serial connection. The commands are in alphabetical order by category.

Introduction to Commands

Command Syntax

Commands have the following format:

<action> <categorys> <parameter(s) >

where

<actions is set, show, connect, diag, admin, or logout.

<category> is a group of related parameters you want to configure or view. Examples are
devicegroup, account, and network.

<parameter (s) > is one or more hame-value pairs in one of the following formats:

Table A-1 Command Syntax

<parameter Specify one of the values (aa or bb) separated by a vertical line (| ). The values are
name> <aa bbs> all lowercase and must be entered exactly as shown. Bold indicates a default value.

<parameter Specify an appropriate value, for example, a device group name.
name> <Value>  This User Guide shows parameter values in mixed case to indicate they are case

sensitive. For example, if you saved a device group name in mixed case, you must
enter it in mixed case; if you saved it in lowercase, you must enter it in lowercase.

Square brackets [ ] Indicate optional parameters.

Table A-2 Actions and Category Options

set network | service | ipfilter | account | accountgroup |
auth | nis | Idap | radius | kerberos | tacacs+ | secured |
ethernetdevice | manageddevice | mgroup | datetime | cli |
menu | sshkey | history | modem | dialaccount | persistent
| ipmi | ilo

show network | service | ipfilter | iptables | account |
accountgroup | auth | nis | ldap | radius | kerberos |
tacacs+ | secured | device | port | ethernetdevice |
manageddevice | auditlog | syslog | portlog | traplog |
eventlog | sessionlog | datetime | cli | menu | sshkey |
history | connection | progress | sysconfig | sysinfo |
modem | dialaccount | routing | persistent | ipmi | ilo
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connect device | remote | index | ssh | telnet | tn3270 | terminate
| persistent | wakeonlan

diag ping | ping6 | arp | traceroute | netstat | nettrace |
internals

admin autodetect | locallog | version | option | showoptions |

config | quicksetup | securechannel | signature | banner |
reboot | shutdown | showbootbank | switchbank | copybank |
web

logout Terminates CLI session.

Command Help
For general command help, type: help

For more information about a specific command, type help followed by the command, for
example:

help set network

OR

type » after the command:

set network ?

Tips

2

Type enough characters to identify the action, category, or parameter name uniquely. For
parameter values, type the entire value. For example,

set network port 1 state static ipaddr 122.3.10.1 mask 255.255.0.0
can be shortened to:
se net po 1 st static ip 122.3.10.1 ma 255.255.0.0

Use the Tab key to automatically complete action, category, or parameter names. Type a
partial name and press Tab to complete the name if only one is possible, or to display the
possible names if more than one is possible.

Should you make a mistake while typing, backspace by pressing the Backspace key or the
Delete key, depending on how you accessed the interface. Both keys work if you use VT100
emulation in your terminal access program when connecting to the console port. Use the left
and right arrow keys to move within a command.

Use the up and down arrows to scroll through previously entered commands. If desired, select
one and edit it. You can scroll through up to 100 previous commands entered in the session.

When the number of lines displayed by a command exceeds the size of the window (the
default is 20), the "--Type 'm' (more) to see the next page-" message
displays. To display the next page, type more and press Enter. You can override the
number of lines (or disable the feature altogether) with the set c¢1i command.

To clear an IP address, type 0.0.0.0.
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Authentication Commands

set auth

Syntax

set auth <one or more parameterss
Parameters

local <1-7>

nis <1-7>

ldap <1-7>

radius <1-7>

kerberos <1-7>

tacacs+ <1-7>

securid <1-7>

authusenextmethod <enable|disables>
limitsysadmin <enable|disables

Description
Sets ordering of authentication methods and how authentication methods are used.

Authentication can occur using all methods, in the order of their precedence, until a successful
authentication is obtained, or using only the first authentication method that responds (in the event
that a server is down).

Note: If SecurID is used, no other parameters can be used.

Any methods omitted from the set auth command will be disabled if at least one method is
selected

set ldap

Syntax

set ldap <one or more parameterss

Parameters

state <enable|disable>

server <IP Address or Name>
port <TCP Ports>

base <LDAP Base>

bindname <Bind Names>
bindpassword <Bind Passwords>
adsupport <enable|disables>
encrypt <enable|disable>

Description

Configures the SLM to use LDAP to authenticate users who log in to the SLM via SSH, Telnet, the
web, or the console port.

set nis
Syntax

set nis <one or more parameterss
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Parameters

<enable|disable>
domain <NIS Domain Name>
broadcast <enable|disable>

master
slavel
slave2
slave3
slave4
slaveb

<IP
<IP
<IP
<IP
<IP
<IP

Description

Address
Address
Address
Address
Address
Address

or
or
or
or
or
or

Name >
Name >
Name >
Name >
Name >
Name >

Configures the SLM to use NIS to authenticate users who log in to the SLM via SSH, Telnet, the
web, or the console port.

set radius

Syntax

set radius <one or more parameterss

state <enable|disable>
timeout <1-30 seconds>
serverl <IP Address or
portl <TCP Ports>
secretl <Secret>
server2 <IP Address or
port2 <TCP Ports>
secret2 <Secret>

Description

Configures the SLM to use RADIUS to authenticate users who login to the SLM via SSH, Telnet,
the web, or the console port.

set sshkey delete

Syntax

Name >

Name >

set sshkey delete keyuser <SSH Key User> keyhost <SSH Key Host>

Description

Deletes an imported SSH key.

set sshkey import

Syntax

set sshkey import <copypastes

Note: RSA keys must be 1024 bits

Description

Imports an SSH key.

set ilo
Syntax

set ilo
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Parameters

led <on | off>

ipaddr <IP Address>

user <User Name>
[password <Passwords]
Description

Control LED of HP iLO remote device.
show auth

Syntax

show auth

Description

Displays authentication methods in use.
show ldap

Syntax

show ldap

Description

Displays all LDAP information.
show nis

Syntax

show nis

Description

Displays all NIS information.
show radius

Syntax

show radius

Description

Displays all RADIUS information.
show sshkey import

Syntax

show sshkey import <one or more parameterss
Parameters

[keyuser <SSH Key Users>]
[keyhost <SSH Key IP Address or Names>]
[viewkey <enable|disables]

Description
Displays imported SSH keys.

show sysinfo

SLM User Guide 305



Appendix A: Command Reference

Syntax

show sysinfo
Description

Displays system file changes.
show ilo

Syntax

show ilo led status
show ilo health <sensor | fan | alls

Parameters

ipaddr <IP Addresss>
user <User Name>
[password <Passwords]

Description

Display health status of HP iLO remote device.

Account Commands

Use the following commands to configure local accounts (including sysadmin) to authenticate
users who login to the SLM by means of SSH, Telnet, the web, or the console port.

set account add

Syntax

set account add <User Name> group <Group Name|admin> <parameterss
Parameters

[email <Email Address>]

[auth <local|remote|localremote|disables]
[allowdialback <enable|disables]
[dialbacknumber <dial-back numbers>]
[allowpwchange <enable|disables]
[pwneverexpires <enable|disables]
[changepwnextlogin <enable|disables]

Description

Creates a new user account.

set account delete

Syntax

set account delete <User Name>
Description

Deletes a user account.

set account edit
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Syntax

set account edit <User Name> group <Group Name|admin> <parameters>

Parameters

[email <Email Address|CLEAR>]

[auth <local|remote|localremote|disables>
[allowdialback <enable|disables]
[dialbacknumber <dial-back number|CLEAR>]
[allowpwchange <enable|disables]
[pwneverexpires <enable|disables]
[changepwnextlogin <enable|disables]

Description

Modifies a user account.

set account password

Syntax

set account password <User Name>

Note: Administrators with permission to change passwords must enter the username.
Other users may not enter a username (they are changing their own password).
Description

Configures a user account's password for the SLM.

show account

Syntax

show account <User Name>
show account user <User Name>

Description

Displays account information by user name.
show account all

Syntax

show account all
show account

Description
Displays all account names and information.

show account index
Note: Type show account all to display the index.

Syntax

show account index <number>
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Description

Displays accounts by index number.

show account search

Syntax

Note: All searches are case insensitive.

show account search name <names>

show account search email <email address>
Examples

show account search name sys

Description

Searches for accounts by name or email address.

Account Group Commands

set accountgroup add
Syntax

set accountgroup add <Group Name> type <ethernet|managed|menus>
<parameters>

Parameters

[menu <Menu Name>]

Description

Creates a local account group. Group type is Administrators, Ethernet, Managed, or Menu User.
set accountgroup edit

Syntax

set accountgroup edit <Group Name> <one or more parameters>

Parameters

[name <new names>]
[menu <Menu Name | CLEAR>]

Description

Modifies an account group. Group type is Administrators, Ethernet User, Managed User, or Menu
User. CLEAR removes the current menu assignment.

show accountgroup
Syntax

show accountgroup <Group Namesx>
show accountgroup name <Group Name>

SLM User Guide 308



Appendix A: Command Reference

Description

Displays account group information.
show accountgroup all
Syntax

show accountgroup all
show accountgroup

Description
Displays information about all account groups.

show accountgroup index
Note: Type show accountgroup all to display the index.

Syntax
show accountgroup index <numbers>
Description

Displays account groups by index number.

Administrative Commands

admin autodetect filter
Syntax
admin autodetect filter delete

Deletes one of the current auto-detect search filters. The command displays an index of current
filters. Type the index number of the filter you want to delete and press Enter.

admin autodetect filter ltrx <IP subnets>
Sets Lantronix discovery protocol search filters.

admin autodetect filter scs <IP range> [timeout <number of
millisecondss>]

Sets SCS discovery protocol search filters.
Example

IP range: 192.168.0.1-192.168.0.155
timeout : 100ms (default)

admin autodetect filter snmp <IP range> [community <names]

Sets SNMP protocol search filters.
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Example

IP range: 192.168.0.1-192.168.0.155
name: public (default)

admin autodetect filter show
Displays the current auto-detect search filters.
Description

Configures or displays the protocol and filters.
admin autodetect start

Syntax

admin autodetect start

Description

Starts the SLM auto-detect device process, using the protocol and filters configured.
admin banner

Syntax

admin banner welcome <Banner Text>
admin banner login <Banner Text>
admin banner logout <Banner Text>

Description

Configures the banner displayed before login (welcome), after login, or after logout. To insert line
feeds in the banner, use the '\ \n' character sequence.

admin banner show

Syntax

admin banner show

Description

Displays the banner configuration.

admin copybank

Syntax

admin copybank

Description

Copies the SLM firmware running in the current bank to the other bank.
admin config

Syntax

admin config factorydefaults

Description

Restores the SLM configuration and device database settings to factory defaults.

admin config rebuilddatabase
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Syntax
admin config rebuilddatabase
Description

Removes and rebuilds the SLM configuration and database from scratch, in case of database
corruption that cannot be fixed by the factory default.

admin locallog
Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>

admin locallog clear traplog group <group names

group name: SLM, SLC, SLK, SLP, SCS, SLB, SPDR, WiBox, LTRX, or other

Description

Clears all of the entries in the auditlog or syslog or traplog.
admin option

Syntax

admin option <Option Name> value <Option Valuex>
Description

Adds license options.

admin quicksetup

Syntax

admin quicksetup

Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.
admin reboot

Syntax

admin reboot

Description

Terminates all connections and reboots the SLM.

admin securechannel regenkey

Syntax

admin securechannel regenkey

Description

Regenerates the secure channel key.

Note: With this command, you lose access to established secure channels; therefore,
the SLM first requests confirmation that you want to regenerate the secure channel key.

admin showbootbank
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Syntax

admin showbootbank
Description

Displays the SLM boot bank.

admin showoptions

Syntax

admin showoptions

Description

Display license options.

admin shutdown

Syntax

admin shutdown

Description

Terminates all connections, shuts down the SLM, and turns off the power.
admin switch bank

Syntax

admin swithchbank bank [1]2]
Description

Switches the SLM to the next boot bank.
admin signature restore

Syntax

admin signature restore

Description

Restores signature information to the system.
admin signature show

Syntax

admin signature show

Description

Displays signature information.

admin version

Syntax

admin version

Description

Displays current application version information.

admin web certificate
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Syntax

admin web certificate reset
admin web certificate show

Description

Reset SSL web certificate to default.
Displays current SSL web certificate.
show progress

Syntax

show progress

Description

Shows the progress of background tasks.
show sysconfig

Syntax

show sysconfig [email <Email Addresss>]
Description

Displays a report of configurable parameters. The output can be emailed.

All Devices Commands

show device
Note: Entries are not case sensitive.

Syntax
show device <device name>
Description

Searches for and displays Ethernet or managed devices by device name. For example, if you
specify name slc, the SLM searches for all Ethernet and managed devices whose name starts
with slc.

show device all
Syntax

show device all
show device

Description
Displays all Ethernet and managed devices.

show device index

Note: Type show device all to display the index.
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Syntax
show device index <numbers>
Description

Displays Ethernet or managed devices by index.

Auto-Detect Commands

admin autodetect filter delete
Syntax
admin autodetect filter delete

The command displays an index of current filters. Type the index number of the filter you want to
delete and press Enter.

Description

Deletes one of the current auto-detect search filters.

admin autodetect filter ltrx

Syntax

admin autodetect filter ltrx <IP range> [timeout <number of

milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155 timeout 1500
timeout: default is 1000 ms; range is 1000-60000 ms

Description

Sets Lantronix discovery protocol search filters. The ending IP address is optional.
admin autodetect filter scs

Syntax

admin autodetect filter scs <IP range> [timeout <number of

milliseconds>]

Example

IP range: 192.168.0.1-192.168.0.155
timeout: default is 100 msec; range is 100-60000 msec

Description

Sets SCS discovery protocol search filters.
admin autodetect filter show
Displays the current auto-detect search filters.
Syntax

admin autodetect filter show
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Description

Displays the current auto-detect search filters.

admin autodetect filter snmp

Syntax

admin autodetect filter snmp <IP range> [community <name>] [timeout

<number of millisecondss>]

Example

IP range: 92.168.0.1-192.168.0.155
name: public (default)
timeout:default is 100 msec; range is 100-60000 msec

Description

Sets SNMP protocol search filters.

admin autodetect start

Syntax

admin autodetect start <one or more parameterss>
Parameters

[securechannel <default|passwords]
[option <ltrxonly|delnonltrxs}

ltrxonly detects only Lantronix devices

delnonltrx detects only Lantronix devices and removes existing non-Lantronix devices.
Examples

admin autodetect start securechannel default

Attempts secure channel using the default password

admin autodetect start securechannel mypass option delnonltrx

Attempts secure channel using password mypass. Detects only Lantronix devices and removes
existing non-Lantronix devices.

Description

Starts the SLM auto-detect device process, using the protocol and filters configured.
show progress

Syntax

show progress

Description

Shows the progress of background tasks.
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CLI Commands

The following commands relate to the CLI itself.
set cli terminallines

Syntax

set cli terminallines <disable|1-1000>
Description

Sets the number of lines that display in a page for the auditlog, syslog, portlog, traplog, and device
list. Default is 20.

set history clear

Syntax

set history clear
Description

Clears the CLI command history.
show cli

Syntax

show cli

Description

Displays the terminal lines settings.
show history

Syntax

show history

Description

Displays the 100 most recent CLI commands.

Connection Commands

Administrators, Ethernet Users and Menu Only Users

connect device

Syntax

connect device <Device Name or IP Address> <one or more parameterss
Parameters

[<secure|ssh|telnet |tn3270|serial |modem|modemssh|modemtelnet>
modemcallback>] [port <ports]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB, SLC ports, and SLM, and SSH is the default for other devices.

Port is the number of a physical port on the SLC.
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SLC48 has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the SLM dials out to the managed device in PPP, and then connects it
via SSH.

With modemtelnet option, the SLM dials outto the managed device in PPP, and then connects it
via Telnet.

With the modemcal lback option, when the SLM user calls an SLC and logs in, the SLC hangs up
and calls the user back. The SLM then logs in again. This feature is currently available in text
mode only.

Examples

connect device slc-waimea

connect device slc-waimea-port-1
connect device slc-waimea ssh

connect device slc-waimea port 4
connect device slc-waimea modemssh
connect device slc-waimea modemcallback

Description
Connects to an Ethernet device, managed device, or device port.

connect index <numbers>
Note: Type show device all to display the index.

Syntax

connect index <numbers>
[<secure|ssh|telnet|serial |modem|modemssh|modemtelnet | modemcallbacks]

Description

Connects a device by index number.

connect persistent

Syntax

connect persistent <persistentConnectionName> [device <devname|IP>]

Notes: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.

The <devname> following device may be the name of an Ethernet device or the name of
a managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.

Description

Connect to an existing persistent connection.
connect ssh

Syntax

connect ssh <IP Address> [tcpport <TCP Port>] [<SSH flagss>]
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Parameters
<SSH flags> is one or more of:

user <Login Names>
version <1|2>
escape <Character>

The TCP PORT parameter is the TCP port number; the default is 22.
Description

Connect to any machine/device using standard SSH V1 or V2 protocol.
connect telnet

Syntax

connect telnet <IP Address> [tcpport <TCP Port>] [user <Login Names>]
tcpport is the TCP port number; the default is 23.

Description

Connects to a device by means of standard Telnet.

show connection list

Syntax

show connection list

Description

Displays the active user connections in short form.

Managed Device Users
connect device
Syntax

connect device <Device Name>
[<secure|ssh|telnet|serial |modem|modemssh|modemtelnet |modemcallbacks>] [po
rt <ports]

Specify secure to connect through a secure channel. Secure channel is the default method of
connection for SLC/SLB, SLC ports, and SLM, and SSH is the default for other devices.

Port is the number of a physical port on the SLC.
SLCA48 has ports 1 to 48.
Modem connection is available for managed devices only.

With the modemssh option, the SLM dials out to the managed device in PPP, and then connects it
via SSH.

With modemtelnet option, the SLM dials outto the managed device in PPP, and then connects it
via Telnet.

With the modemcal 1back option, when the SLM user calls an SLC and logs in, the SLC hangs up
and calls the user back. The SLM then logs in again. This feature is currently available in text
mode only.
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Examples

connect
connect
connect
connect
connect
connect

device
device
device
device
device
device

Description

slc-waimea
slc-waimea-port-1
slc-waimea ssh
slc-waimea port 4
slc-waimea modemssh
slc-waimea modemcallback

Connects to a managed device through a secure channel.

connect

Note: Type show managedevice all to display the index.

Syntax

index

connect index <numbers>
[<secure|ssh|telnet|serial |modem|modemssh|modemtelnet | modemcallback>] >

Description

Connects to a device by index number.

connect

Syntax

remote

connect remote show connections
connect remote terminate

Parameters

<Device Name or IP Address>
id <connectionids>

Description

Displays or terminates user connections on a remote Ethernet device. The specified device must
exist in the SLM database.

connect wakeonlan

Syntax

connect wakeonlan

Parameters

Device <Device Name or IP Address>
[password <Passwords]

Description

Send a Wake On LAN packet to an Ethernet device. The specified device must exist in the SLM

database.
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Date and Time Commands

set datetime

Syntax

set datetime <one parameters>
Parameters

date <MMDDYYhhmm[ss] >
timezone <Time Zone>

Description

Sets the local date, time, and time zone (one parameter at a time).

Note: If you type an invalid time zone, the system guides you through the process of
selecting a time zone.

show datetime

Syntax

show datetime

Description

Displays the local date, time, and time zone.

Diagnostic Commands
diag arp
Syntax
diag arp
Description
Displays the ARP table for mapping IP addresses to hardware addresses.
diag netstat
Syntax
diag netstat [<tcp|udp|all>] [statistics]
Description
Displays output IP routing table, and optionally, network connections and statistics.
diag nettrace
Syntax
diag nettrace <one or more parameterss
Parameters

[ethport <1]|2>]

[protocol <tcp|udp|icmps]

[host <IP Address or Name>]

[numpackets <number of packets>] [snaplen <capture bytess>]
[verbose <0]1]2]3>]
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Example

diag nettrace protocol udp verbose 2
Description

Displays all network traffic, applying optional filters.
diag ping

Syntax

diag ping <IP Address or Name> <one oOr more parameterss

Parameters

count <Number of Times to Pings>

Default is 5.

packetsize <Size in Bytes>

Default is 64.

Description

Verifies that the SLM can reach a host over the network.
diag pingé

Syntax

diag ping6 <IP Address or Name> <one or more parameterss
Parameters

interface <interface name>
count <Number of Times to Pings>

Default is 5.

packetsize <Size in Bytes>

Default is 64.

Examples

diag ping6 fe80::214:85ff:fec0:928e interface ethl
Description

Verifies that the SLM can reach a host over the network.
diag traceroute

Syntax

diag traceroute <IP Address or Names
Description

Displays the route that packets take to get to a network host.
diag internals

Syntax

diag internals
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Description

Displays information on the internal memory, storage and processes of the SLM.

Dial Account Commands

set dialaccount add
Syntax

set dialaccount add <Dial Account Name> <parameterss

Parameters

modemmode <text |ppp>
Note: If you select text, all other parameters except timeout are ignored.

localipaddr <negotiate|IP Address>
remoteipaddr <negotiate|IP Address>
auth <pap|chap>

username <User Name>

password <Passwords>

nat <enable|disable>

timeout <disable|1-30 minutes>

Default is 20.

Description

Creates a new dial account.

set dialaccount delete

Syntax

set dialaccount delete <Dial Account Namesx>
Description

Delete a dial account.

set dialaccount edit

Syntax

set dialaccount edit <Dial Account Name> <parameterss
Parameters

modemmode <text|ppp>

localipaddr <negotiate|IP Address>

remoteipaddr <negotiate|IP Address>

auth <pap|chap>

username <User Name>

password <Passwords>

nat <enable|disable>

forcedialback <disable|enable> (applies only to text mode)

dialbacknumber <dial-back number |CLEAR> (applies only to text mode)
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CLEAR removes the dial-back number.

userprofile <disable|enable> (apply only text mode)
Uses local user-defined dial-back configuration.

timeout <disable|1-30 minutes>

Description

Modifies a dial account's settings.

set manageddevice config

Syntax

set manageddevice config <Device Name> [dialout <Dial Account
Name | enable |disable> modem <Modem Name> phonenumber <phonenumbers]
application <ssh|telnet |http|nones]

Description
Configures modem and dial account settings for a managed device.

set manageddevice index
Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> [dialout <Dial Account
Name | enable |disable> modem <Modem Name> phonenumber <phonenumbers]
application ssh|telnet |http|none>]

Description

Finds managed device by index and modifies dial account settings.
To set modem parameters, you must specify a dial-out option.

set modem edit

Syntax

set modem edit <Modem Name> dialin <Dial Account
Name | CLEAR |disable |enable>

Description
Modifies a dial-in account name.

show dialaccount
Note: Type show dialaccount to display index.

Syntax
show dialaccount <parameterss
Parameters

[name <Dial Account Name>]
[index <number>]
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Examples

show dialaccount
show dialaccount name ppp-pap
show dialaccount index 2

Description

Displays dial account settings.
show dialaccount mapping
Syntax

show dialaccount mapping
Description

Shows dial account used by dial-in and dial-out.

Ethernet Device Commands

set ethernetdevice assign
Syntax

set ethernetdevice assign <ethernetDevice|IP> group
<ethernetAccoutGroup> [remove]

Description

Assigns or removes permissions for an Ethernet device by name.

set ethernetdevice config

Syntax

set ethernetdevice config <Device Name or IP Address> <one or more parameters>
Parameters

[delete]

[dialout <Dial Account Name|enable|disable> phonenumber <phone numbers]
[disconnect modem]
[name <Device Name>]
[ipaddr <IP Address>]
[location <Location>]
[login <Loginnames>]
[model <Models>]
[readinfo]

[sshport <TCP Port for SSH>]
[tnport < TCP Port for Telnets>
[tn32701u <Logical Units>
[version <Versions]

Description
Finds Ethernet devices by device name or IP address and modifies device parameters.

set ethernetdevice delete
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Syntax
set ethernetdevice delete <Device Name or IP Addresss>
Finds Ethernet device using device name or IP address and deletes the device.

set ethernetdevice delete <Device Name or IP Address> portnumber <port
number or port number range>

port number range, for example, 1-4
Finds a port by Ethernet device name or IP address with the port number and deletes the port.
Examples

set eth delete slc-waimea

set eth delete slc-waimea port 5
set eth delete slc-waimea port 1-5
set eth conf slc-waimea delete

Description

Finds Ethernet device or Ethernet device port and deletes it.
set ethernetdevice port

Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <port
number or list> <one or more parameterss>

Parameters
[name <New Port Name>]
[state <on|off|cyclepowers>] (available for SLP only)

Powers Ethernet device port on or off.
Note: Only SLP outlet action supports a port list.

Examples

To power up SLP outlet 2:

set eth port slp-sunset po 2 state on

To power up SLP outlet port list 1-3,6,8-14

set eth port slp-sunset po 1-3,6,8-14 state on

Description

Finds a port by device name or IP address with the port number and modifies port parameters.
set ethernetdevice sync

Syntax

set ethernetdevice sync <Device Name or IP Address> action <read|writes
Description

Finds an Ethernet device-by-device name or IP address and synchronizes device information.

show device

Note: Entries are not case sensitive.
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Syntax

show device <device names>

Description

Searches for and displays Ethernet or managed devices by device name.
show device all

Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.

show ethernetdevice account

Syntax

show ethernetdevice account <accountName>

Description

Displays all Ethernet devices viewable by the specified user account.
show ethernetdevice accountgroup

Syntax

show ethernetdevice accountgroup

Description

Displays all Ethernet devices viewable by users whose accounts belong to the specified account
group.

show ethernetdevice all

Syntax

show ethernetdevice all

Description

Displays all Ethernet device information.

show ethernetdevice config

Syntax

show ethernetdevice config <Device Name or IP Address>
Description

Finds an Ethernet device-by-device name or IP address and displays device information.
show ethernetdevice firmware

Syntax

show ethernetdevice firmware

Description

Displays firmware versions of all Ethernet devices managed by the SLM.

show ethernetdevice group
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Syntax

show ethernetdevice group <Group Name> [firmware]
group name: SLM, SLC, SLK, SLP, SCS, SLB, SPDR, WiBox, UDS, EDS, EDSMD,
XPORT, PWAVE, LTRX, or other

Note: Ethernet device group names are not case sensitive.

Description

Displays Ethernet devices by device group.
show ethernetdevice index

Syntax

show ethernetdevice index <numbers
Description

Displays Ethernet devices by index.

show ethernetdevice list

Syntax

show ethernetdevice list
Description

Displays all Ethernet devices in short form.
show ethernetdevice port

Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber

<Port Number>

Description

Finds an Ethernet device using device name or IP address and displays port information.
show ethernetdevice search device

Syntax

show ethernetdevice search device <one or more parameterss
Parameters

[name <Device Name>]

[ipaddr <IP Address>]

[location <location>] [firmware <version numbers]

Note: Search entries are not case sensitive.

Example

show ethernetdevice search device name slc firmware 4
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Description

Displays all devices that match the criteria entered. For example, if you specify name slc, the
SLM searches for all devices whose name starts with s1c.

show ethernetdevice unreachablelist
Syntax

show ethernetdevice unreachablelist
Description

Displays unreachable Ethernet devices in short form.

show ethernetdevice unreachablelist index
Note: Type show ethernetdevice unreachablelist to display index.

Syntax
show ethernetdevice unreachablelist index <number>
Description

Displays unreachable ethernet devices by index.

IPv4 Filter Commands
set ipfilter delete

Syntax

set ipfilter delete <Name>

Example

set ipfilter delete MyFilter
Description

Deletes IPv4 filter set by specified name.
set ipfilter delete all

Syntax

set ipfilter delete all
Description

Deletes all references to filters.

set ipfilter delete interactive
Syntax

set ipfilter delete interactive
Description

Deletes IPv4 filters by interactive mode.

set ipfilter name delete
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Note: Type show ipfilter name <Name> or show ipfilter index <number> to display the
rule number.

Syntax

set ipfilter delete name <Name> [rule <rule numbers]

Example

set ipfilter delete MyFilter rule 3

Description

Deletes IPv4 filter rule by specified name and rule number.

set ip filter state

Syntax

set ipfilter state <enable|disables

Description

Enables or disables IPv4 filters.

set ipfilter test

Syntax

set ipfilter test <number of minutess>
Description

Enables or disables IPv4 filter test mode.

show ipfilter
Note: Type show ipfilter to display index.

Syntax
show ipfilter <parameterss
Parameters

[name <Filter Name>]
[index <number>]

Examples

show ipfilter
show ipfilter name MyFilter
show ipfilter index 2

Description

Displays IPv4 filter information.
show iptables

Syntax

show iptables
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Description

Displays all IP filtering rules for all chains.

Logging Commands

admin locallog
Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>

admin locallog clear traplog group <group name>

group name: SLM, SLC, SLK, SLP, SCS, LTRX, SLB, SPDR, WiBox, or other

Description

Clears all of the entries in the auditlog, syslog, or traplog.

Audit Log

show auditlog

Syntax

show auditlog <parameterss
Parameters

[tail] (default)

[topl

[lastminutes <minutess>]
[date <MMDD>]

[date <MMDD-MMDD>]

Description

Lists audit log files.

show auditlog list

Syntax

show auditlog list <parameterss
Parameters

lastminutes <minutes>
date <MMDD>
date <MMDD-MMDD>

Description
Lists auditlog files in short form.

show auditlog index
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Syntax
show auditlog index <number> <parameterss>

index is the number of lines of the log specified by 1astminutes and date. If you specify 0 at
number of lines, all lines display.

Parameters

top <number of lines>]
tail <number of lines>]
lastminutes <minutess]
date <MMDD>]

date <MMDD-MMDD>]
loglastminutes <minutess]
logdate <MMDD>]

logdate <MMDD-MMDD> ]

[
[
[
[
[
[
[
[
If you specify both the date and time, the SLM ignores the date.
Description

Displays the specified part of the auditlog by index.

Examples

show auditlog

Lists auditlog files.

show auditlog lastminutes 5

Lists auditlog files modified in the last 5 minutes.

show auditlog date 0205

Lists auditlog files last modified on 0205.

show auditlog date 0205-0209

Lists auditlog files last modified between 0205 and 0209.

show auditlog index 3

Displays index 3 from the top.

show auditlog index 3 top 10

Displays the first 10 lines of index 3 from the top.

show auditlog index 3 tail 15

Displays the last 15 lines of index 3 from the tail.

show auditlog index 3 lastminutes 5

Displays the lines in index 3 from the last 5 minutes of.

show auditlog index 3 date 0205

Displays the audit log in index 3 for the date 0205.

show auditlog index 3 date 0205-0209

Displays the auditlog by the index 3 between the dates 0205 to 0209.
show auditlog index 3 top 10 lastminutes 5

Displays the first 10 lines of index 3 of the auditlog from the last 5 minutes.
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show auditlog index 3 tail 0 lastminutes 5
Displays all lines of the auditlog in index 3 from the tail.

show auditlog index 3 lastminutes 5 logminutes 10

Displays the part of auditlog in index 3 times tamped in the last 10 minutes.

show auditlog index 3 date 0205

Displays the part of auditlog in index 3 time- stamped on 0205.

Event Log
show eventlog
Syntax

show eventlog
Description

Lists the event log files.

Port Log

show portlog

Syntax

show portlog

Lists all port log files.

show portlog <parameterss

Lists port log files as specified by parameters.
Parameters

[lastminutes <minutess]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists portlog files.

Examples

show portlog lastminutes 5

Lists portlog files modified in last 5 minutes.

show portlog date 0205

Lists portlog files last modified on 0205.

show portlog date 0205-0209

Lists portlog files last modified between 0205 and 0209.

show portlog file

Note: Type show portlog to display index.
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Syntax

show portlog file <index>

Shows the port log from the top.

show portlog file <index> tail

Displays the port log from the bottom (tail).

show portlog file <index> top

Displays the port log from the top.

Description

Displays the contents of the portlog file by index. Default is top.
show portlog index

Syntax
Note: Type show portlog to display index.

show portlog index <numbers

Displays part of portlog by index from the top.

Index is the number specified by lastminutes and date.
show portlog index <number> <parameterss>
Parameters

[top <number of lines>]

Displays the part of portlog by index from the top.
[tail <number of lines>]

Displays the part of the portlog by index from the end.

[lastminutes <minutess]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Displays the contents of the portlog file by index.

Note: Index is the number specified by parameters lastminutes and date. If you
specify 0 as number of lines, all lines display. If you specify both date and time, the SLM
ignores the date option.

Examples

show portlog index 3

Displays the specified portlog from top.

show portlog index 3 top 10

Displays the first 10 lines of specified portlog from top.

show portlog index 3 tail 15

Displays the last 15 lines of specified port log from tail.
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show portlog index 3 lastminutes 5

Displays port log by the index '3'.

To get this index, type show portlog lastminutes 5.
show portlog index 3 date 0205

Displays port log by the index '3'.

To get this index, type show portlog date 0205.
show portlog index 3 date 0205-0209

Displays port log by the index '3'.

To get this index, type show portlog date 0205-0209.
show portlog index 3 top 10 lastminutes 5
Displays the first 10 lines of portlog by the index '3'.

To get this index, type show portlog lastminutes 5.
show portlog index 3 tail 0 lastminutes 5
Displays the portlog by the index '3’ from tail.

To get this index, type show portlog lastminutes 5.
show portlog list

Syntax

show portlog list
show portlog list <parameterss

Parameters

[lastminutes <minutess>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists portlog files in short form.

Session Log
show sessionlog
Syntax

show sessionlog type <sessiontype> <parameterss
sessiontype: <slcportactive|slcportsaved|scsport|devices

Parameters

[lastminutes <minutess>]
[date <MMDD>]
[date <MMDD-MMDD>]

Description

Lists session log files. Note: edge device log files do not use the date as part of the filename
makeup.
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Examples

show sessionlog

Lists device session log files.

show sessionlog type slcportsaved lastminutes 5

Lists archived SLC port session log files modified in last 5 minutes.

show sessionlog date 0205

Lists session log files last modified on 0205.

show sessionlog type scsport index 3

Displays the specified SCS05/20 port session log from the top.

show sessionlog type device index 3 top 10

Displays the first 10 lines of the specified device session log from the top.
show sessionlog type device index 3 tail 15

Displays the last 15 lines of specified device session log from the end.
show sessionlog type device index 3 lastminutes 5
Displays device session log by the index '3'.

To get this index, type show portlog lastminutes 5.

show sessionlog type slcportsaved index 3 date 0205
Displays archived SLC port sessionlog by the index '3'.

To get this index, type show sessionlog type slcportsaved date 0205.
show sessionlog type device index 3 date 0205-0209
Displays device session log by the index '3'.

To get this index, type show sessionlog type device date 0205-0209.
show sessionlog type device index 3 top 10 lastminutes 5
Displays the first 10 lines of device session log by the index '3'".

To get this index, type show sessionlog type device lastminutes 5.

System Log

show syslog

Syntax

show syslog <parameterss
Parameters

[tail] (default)

[top]

[lagstminutes <minutess>]
[date <MMDD>]

[date <MMDD-MMDD>]
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Description

Lists syslog files.

show syslog list

Syntax

show syslog list <parameterss>
Parameters

lastminutes <minutes>
date <MMDD>
date <MMDD-MMDD>

Description

Lists syslog files in short form.

show syslog index

Syntax

show syslog index <number> <parameterss>

index is the number of lines of the log specified by 1astminutes and date. If you specify 0 at
number of lines, all lines display.

Parameters

[top <number of lines>]

[tail <number of lines>]

[lastminutes <minutess>]

[date <MMDD>]

[date <MMDD-MMDD>]

[loglastminutes <minutess>]

[logdate <MMDD>]

[logdate <MMDD-MMDD>]

If you specify both the date and time, the SLM ignores the date.
Description

Displays the specified part of the syslog by index.
Examples

show syslog

Lists syslog files.

show syslog lastminutes 5

Lists syslog files modified in the last 5 minutes.
show syslog date 0205

Lists syslog files last modified on 0205.

show syslog date 0205-0209

Lists syslog files last modified between 0205 and 0209.
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show syslog index 3

Displays index 3 from the top.

show syslog index 3 top 10

Displays the first 10 lines of index 3 from the top.

show syslog index 3 tail 15

Displays the last 15 lines of index 3 from the tail.

show syslog index 3 lastminutes 5

Displays the lines in index 3 from the last 5 minutes of.

show syslog index 3 date 0205

Displays the audit log in index 3 for the date 0205.

show syslog index 3 date 0205-0209

Displays the syslog by the index 3 between the dates 0205 to 0209.
show syslog index 3 top 10 lastminutes 5

Displays the first 10 lines of index 3 of the syslog from the last 5 minutes.
show syslog index 3 tail 0 lastminutes 5

Displays all lines of the syslog in index 3 from the tail.

show syslog index 3 lastminutes 5 logminutes 10
Displays the part of syslog in index 3 time- stamped, in the last 10 minutes.
show syslog index 3 date 0205

Displays the part of syslog in index 3 time stamped, on 0205.

Trap Log

show traplog

Syntax

show traplog <parameterss
Parameters

[tail] (default)

[top]

[lagstminutes <minutesgs>]
[date <MMDD>]

[date <MMDD-MMDD>]

Description
Lists traplog files.

show traplog group

Note: Type show traplog group to display the index.
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Syntax

show traplog group <Device Group Name> [index <numbers]
Group name: SLM, SLC, SLK, SLP, SCS, SLB, SPDR, WiBox, LTRX, or other

Description

Displays the current trap log information for an Ethernet device group by index number.
show traplog list

Syntax

show traplog list <parameters>

Parameters

lastminutes <minutes>
date <MMDD>
date <MMDD-MMDD>

Description

Lists traplog files in short form.

show traplog index

Syntax

show traplog index <number> <parameterss>

index is the number of lines of the log specified by 1astminutes and date. If you specify 0 at
number of lines, all lines display.

Parameters

top <number of lines>]
tail <number of lines>]
lastminutes <minutess]
date <MMDD>]

date <MMDD-MMDD>]
loglastminutes <minutess]
logdate <MMDD>]

logdate <MMDD-MMDD>]

[
[
[
[
[
[
[
[
If you specify both the date and time, the SLM ignores the date.
Description

Displays the specified part of the traplog by index.

Examples

show traplog

Lists traplog files.

show traplog lastminutes 5

Lists traplog files modified in the last 5 minutes.

show traplog date 0205

Lists traplog files last modified on 0205.

show traplog date 0205-0209

Lists traplog files last modified between 0205 and 0209.
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show traplog index 3

Displays index 3 from the top.

show traplog index 3 top 10

Displays the first 10 lines of index 3 from the top.

show traplog index 3 tail 15

Displays the last 15 lines of index 3 from the tail.

show traplog index 3 lastminutes 5

Displays the lines in index 3 from the last 5 minutes of.

show traplog index 3 date 0205

Displays the audit log in index 3 for the date 0205.

show traplog index 3 date 0205-0209

Displays the traplog by the index 3 between the dates 0205 to 0209.
show traplog index 3 top 10 lastminutes 5

Displays the first 10 lines of index 3 of the traplog from the last 5 minutes.
show traplog index 3 tail 0 lastminutes 5

Displays all lines of the traplog in index 3 from the tail.

show traplog index 3 lastminutes 5 logminutes 10
Displays the part of traplog in index 3 times tamped in the last 10 minutes.
show traplog index 3 date 0205

Displays the part of traplog in index 3 times stamped on 0205.

Maintenance Commands

admin config

Syntax

admin config factorydefaults

Description

Restores the SLM configuration and device database settings to factory defaults.
admin config rebuilddatabase

Syntax

admin config rebuilddatabase

Description

Removes and rebuilds the SLM configuration and database from scratch, in case of database
corruption that cannot be fixed by the factory default option.

admin config showfiles
Syntax

admin config showfiles
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Description

Shows saved configuration files.

admin config save file

Syntax

admin config save file <filenames>

Description

Saves the SLM configuration to the SLM Configuration Files directory.
admin locallog clear

Syntax

admin locallog clear auditlog

admin locallog clear syslog

admin locallog clear traplog device <Device Name or IP Address>

admin locallog clear traplog group <group names

group name: SLM, SLC, SLK, SLP, SCS, LTRX, SLB, SPDR, WiBox, or other

Description

Clears all of the entries in the auditlog, syslog, or traplog.

admin quicksetup

Syntax

admin quicksetup

Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.
admin reboot

Syntax

admin reboot

Description

Terminates all connections and reboots the SLM.

admin securechannel regenkey

Syntax

admin securechannel regenkey

Description

Regenerates the secure channel key.

Note: With this command, you lose access to established secure channels; therefore,
the SLM first requests confirmation that you want to regenerate the securechannel key.
admin shutdown

Syntax

admin shutdown
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Description

Terminates all connections, shuts down the SLM, and turns off the power.
admin version

Syntax

admin version

Description

Displays current application version information.
show progress

Syntax

show progress

Description

Shows the progress of background tasks.

show sysconfig

Syntax

show sysconfig [email <Email Addresss>]
Description

Displays a report of configurable parameters. The output can be emailed.

Managed Devices

Administrators, Ethernet Account Users and Menu Only Users

set manageddevice add

Syntax

set manageddevice add <managedDeviceName> group <ManagedDeviceGroup> <parameters>
Parameters

ethernetdevice <ethernetDevice|IP>
[port <portName |portNumbers]

Description

Create a new managed device from the specified Ethernet device or port.
set manageddevice assign

Syntax

set manageddevice assign <managedDeviceNames> group <managedDeviceGroups>
[write|remove]

Description
Assigns or removes permissions for a managed device.

set manageddevice config
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Syntax
set manageddevice config <Device Name> <one or more parameterss
Parameters

name <New Name>

powerport <1|2> state <on|off|cyclepowers]
[dialout <Dial Account Name|enable|disables
modem <Modem Name>

To set modem parameters, you must specify the dial-out option.

disconnect modem

delete

phonenumber <phone numbers]
application <ssh|telnet |http|nones>]

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.
set ma config slp-sunset-portl state off

Specifies a managed device name (slp-sunset-port1) and turns the power off.
Description

Finds a managed device-by-device name and modifies device parameters.
set manageddevice defuse

Syntax

set manageddevice defuse <managedDeviceNames>
device|serial |powerl |power2 |kvm

Description

Defuses an Ethernet device or port from an existing managed device.
set manageddevice fuse

Syntax

set manageddevice fuse <managedDeviceName> ethernetdevice
<ethernetDevice|IP> [port <portName |portNumbers]

Description
Fuses an Ethernet device or port to an existing managed device.

set manageddevice index
Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> <one or more parameters>
Parameters

assign group <managedDeviceGroup> [write|remove]

Assigns or removes permissions.
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name <New Name>

powerport <1|2> state <on|off|cyclepower> (SLP only)
delete

dialout <Dial Account Name|enable|disables

modem <Modem Name>

To set modem parameters, you must specify the dial-out option.

disconnect modem
phonenumber <phone numbers>
application <ssh|telnet|http|nones>

Examples

set ma config port-1 name waimea-port-1

set ma config slp-sunset-portl powerport 1 state off

set ma index 1 delete

set ma index 1 dialout myaccount modem pci-s4 phone 3334444

If you set dialout myaccount first and then decide to set modem and phonenumber later,
you still must specify dialout myaccount or dialout enable.

set ma index 1 dialout myaccount
set ma index 1 dialout enable modem pci-s4 phone 3334444
set ma index 1 disconnect modem

Description

Finds managed device by index and modifies device parameters.

set manageddevice index n defuse

Syntax

set manageddevice index n defuse device|serial|powerl|power2 |kvm
Description

Defuses an Ethernet device or port from an existing managed device.
set mgroup add <newManagedGroupName>

Syntax

set mgroup add <newManagedGroupName>

Description

Creates a new managed device group.

set mgroup delete <existingManagedGroupNames>

Syntax

set mgroup delete <existingManagedGroupName>
Description

Deletes an existing managed device group. The group must be empty.
show device

Syntax

show device <device name>

Note: Entries are not case sensitive.
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Description

Searches for and displays Ethernet or managed devices by device name. For example, if you
specify name slc, the SLM searches for all Ethernet and managed devices whose name starts
with s1c.

show device all
Syntax

show device all
show device

Description

Displays all Ethernet and managed devices.

show manageddevice account

Syntax

show manageddevice account <accountName>
Description

Displays all managed devices viewable by a user account.
show manageddevice accountgroup

Syntax

show manageddevice accountgroup <accountGroupNames>
Description

Displays all managed devices viewable by an account group.
show manageddevice all

Syntax

show manageddevice all
show manageddevice

Description

Displays information about all managed devices.
show manageddevice config

Syntax

show manageddevice config <Device Name>
Description

Displays the configuration of a managed device.

show manageddevice index
Note: Type show manageddevice all to display index.

Syntax
show manageddevice index <numbers>
Description

Displays managed devices by index.
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show manageddevice list

Syntax

show manageddevice list

Description

Displays all managed devices in short form.

show manageddevice search

Syntax

show manageddevice search <one or more parameterss>

Parameters
Note: Search entries are not case sensitive.
[name <Port Names>]

Example

show manageddevice search name waimea-port
Description

Displays all ports that match the criteria entered.

Managed Device Users

set manageddevice config

Syntax

set manageddevice config <Device Name> <one or more parameterss
Parameters

[name <New Name>]

[state <on|off|cyclepower>] (available for SLP only)

Powers managed device on or off.

Examples

set ma config port-1 name waimea-port-1

Specifies a managed device name (port-1) and renames it to waimea-port-1.
set ma config slp-sunset-portl state off

Specifies a managed device name (slp-sunset-port1) and turns the power off.
Description

Finds a managed device-by-device name and modifies device parameters.

set manageddevice index
Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> <one or more parameterss
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Parameters
name <New Name>

powerport <1|2> state <on|off|cyclepower>] (SLP only)

Example

set ma port slp-sunset po 2 state on

Description

Finds managed device by index and modifies device parameters.

set manageddevice config <Device Name> disconnect modem
Syntax

set manageddevice config <Device Name> disconnect modem
Description

Finds managed device by nhame and disconnects modem.

set manageddevice index <number> disconnect modem
Note: Type show manageddevice all to display index.

Syntax

set manageddevice index <number> disconnect modem

Example

set ma index 2 disconnect modem
Description

Finds a managed device by index number and disconnects modem.

Menu Commands

Users can have custom user menus as their command line interface rather than the standard CLI
command set. Each custom user menu can contain up to 50 commands (1logout is always the
last command). Instead of typing each command, the user enters the number associated with the
command. Each command can also have an associated nickname that can be displayed in the
menu instead of the command. You can use the showmenu <Menu Name> and returnmenu
commands to display another menu from a menu or to return to the prior menu.

set menu add

Syntax

set menu add <Menu Name> [command <command numbers]

Description

Creates a new custom user menu or adds a command to an existing custom user menu.

set menu delete
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Syntax

set menu delete <Menu Name> [command <command numbers]
Description

Deletes a custom user menu or one command within a custom user menu.
set menu edit

Syntax

set menu edit <Menu Name> command <command numbers>
Changes a command within an existing custom user menu.

set menu edit <Menu Name> nickname <command numbers
Changes a nickname within an existing custom user menu.

set menu edit <Menu Name> title <menu title>

Sets the optional title for a menu.

set menu edit <Menu Name> shownicknames <enable|disables
Enables or disables display of command nicknames instead of commands.
set menu edit <Menu Name> redisplaymenu <enable|disables
Enables or disables redisplay of menu before each prompt.

Description

Changes menu properties.

show menu

Syntax

show menu <Menu Name>
show menu name <Menu Name>
show menu all

Description

Shows a list of all menu names or all commands for a specific menu.

Note: To see assignments to account group, type help show accountgroup.

Modem Commands

reset modem connection

Note: You may only use this command when the modem is completely stuck. Wait for
minimum timeout period (3 minutes) before you use this command when:

¢ You dial out via PPP and encounter no dial tone.

¢ You dial out via PPP and encounter a busy signal.
Syntax

reset modem connection
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Description

Resets a modem connection.
set modem scan

Syntax

set modem scan
Description

Scans a modem.

set modem disconnect
Note: Type show modem to view the current modem connections.

Syntax

set modem disconnect <Name>

Example

set modem disconnect MyPCIModem
Description

Terminates modem dial-out connection.

set modem edit

Syntax

set modem edit <Modem Name> <parameterss
Parameters

name <New Name>

baud <300-115200>

flowcontrol <none|xon/xoff|rts/cts>

initscript <Modem Initialization Scripts
defaultinitscript <Modem Default Initialization Scripts>
dialin <Dial Account Name|CLEAR|disable|enable>

CLEAR removes the dial account assignment.
disable disables dial-in.

enable enables dial-in

ipfilter <IPv4 Filter Name |CLEAR>
ipfilter CLEAR removes the ipfilter assignment.
Description

Configures a currently loaded modem.

show modem

Syntax

show modem
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Description

Displays all modems.

show modem connection

Syntax

show modem connection <parameterss
Parameters

[index <numbers>]

Description

Displays active (established) modem connections.
show modem settings

Syntax

show modem <parameterss

Parameters

[name <Modem Name->]
[index <numbers>]

Description

Displays modem settings.
show modem status
Syntax

show modem status
Description

Displays the status of the modem.

Network Commands

admin quicksetup

Syntax

admin quicksetup

Description

Displays the quick setup script on the CLI; only the sysadmin account can use this command.
set network bonding

Syntax

set network bonding <disabled|active-backup|802.3ad-2|802.3ad-
34 |adaptive-balancing>

Description
Configures Ethernet bonding.

set network dns
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Syntax

set network dns <1|2|3> ipaddr <IP Address>
Description

Configures up to three DNS servers.

set network gateway

Syntax

set network gateway <parameterss

Parameters

default <IP Address>
precedence <dhcp|defaults>
alternate <IP Address>

pingip <IP Addresss>
ethport <1 or 2>
pingdelay <1-250 secondss>

failedpings <1-250>
Description

Sets the default gateway.

set network host

Syntax

set network host <Hostnamex>
Description

Sets the SLM hostname.

set network port

Syntax

set network port <1|2> <parameters>
Parameters

state <dhcp|bootp|static|disables

[ipaddr <IP Address> mask <Mask>]

mode <auto|lOmbit-half|100mbit-half|l0mbit-full|100mbit-fulls>
[ipfilter <IPv4 Filter Name | CLEARS>]

CLEAR removes the IP filter assignment.
Description

Configures Network Port 1 or 2.

show network all

Syntax

show network all
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Description

Displays all network settings.

show network bonding

Syntax

show network bonding
Description

Displays network bonding information.
show network port

Syntax

show network port <1|2>
Description

Displays Network Port 1 and Network Port 2 connection information.
show network settings

Syntax

show network settings
Description

Displays all network settings.

Persistent Connection Commands

set persistent add
Syntax

set persistent add <persistentConnectionNames> ethernetdevice
<ethernetDeviceName|IP> <one or more parameters)

Parameters

protocol <Secure|SSH|Telnet|TN3270>] (default SSH)
logging <enable|disable>] (default disable)
managed <enable|disable>] (default enable)

active <enable|disable>] (default enable)
parentlogin <enable|disable>] (default disable)
login <loginAccounts]

password <loginPasswords>]

prompt <promptStrings>]

application <applicationNames]

escapesequence <escapeString>] (default is '\x1BC')
reconnectdelay <1-999>] (default is 1)
eoltranslation <1f | cr>]

[
[
[
[
[
[
[
[
[
[
[
[

Description
Creates a new persistent connection

set persistent edit
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Syntax
set persistent edit <persistentConnectionName> <one or more parameters)
Parameters

[ethernetdevice <ethernetDeviceName|IP>]
[protocol <Secure|SSH|Telnet |TN3270>]
[logging <enable|disables]

[managed <enable|disables]

[active <enable|disables]
[parentlogin <enable|disable>]

[login <loginAccount>]

[password <loginPasswords]

[prompt <promptStrings]

[application <applicationName>]
[escapesequence <escapeStrings>]
[reconnectdelay <1-999>]
[eoltranslation <1f | cr>]

Note: For the edit command, the ethernetdevice parameter is necessary only to
discriminate between two or more persistent connections that are visible to the current
user and are using the same name.

Description

Modifies an existing persistent connection.

set persistent delete

Syntax

set persistent delete <persistentConnectionName> [ethernetdevice

<ethernetDeviceName | IP>]

Note: For the delete command, the ethernetdevice parameter is necessary only to
discriminate between two or more persistent connections that are visible to the current
user and are using the same name.

Description

Deletes a persistent connection.

show persistent

Syntax

show persistent [[name] <persistentConnectionNames>] [device

<devname | IP>] [all]

Note: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.

The <devname> following device may be the name of an Ethernet device or the name of a
managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.
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Description

Displays one or more persistent connections

connect persistent

Syntax

connect persistent <persistentConnectionName> [device <devname|IP>]

Note: The device parameter is necessary only to discriminate between two or more
persistent connections that are visible to the current user and are using the same name.

The <devnhame> following device may be the name of an Ethernet device or the name of a
managed device. Persistent connections automatically belong to managed devices that
have an Ethernet device component that has persistent connections defined.

Description

Connect to an existing persistent connection.

Port Commands

set ethernetdevice port
Syntax

set ethernetdevice port <Device Name or IP Address> portnumber <port
number or list> <one or more parameterss>

Parameters
[name <New Port Name>]
[state <on|off|cyclepower>] (available for SLP only)

Powers Ethernet device port on or off.
Note: Only SLP outlet action supports a port list.

Examples

To power up SLP outlet 2:

set eth port slp-sunset po 2 state on

To power up SLP outlet port list 1-3,6,8-14

set eth port slp-sunset po 1-3,6,8-14 state on

Description

Finds a port by device name or IP address with the port number and modifies port parameters.
show ethernetdevice port

Syntax

show ethernetdevice port <Device Name or IP Address> all
show ethernetdevice port <Device Name or IP Address> portnumber
<Port Numbers>
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Description

Finds an Ethernet device using device name or IP address and displays port information.
show ethernetdevice search port

Syntax

show ethernetdevice search port <one or more parameters>

Parameters

Note: Search entries are not case sensitive.
[name <Port Names>]

[portnumber <Port Numbers]
Examples

show ethernetdevice search port name waimea-port
show ethernetdevice search port name waimea portnumber 2

Description
Displays all ports that match the criteria entered.

show port
Note: Type show port all to display index.

Syntax

show port <names>

Example

show port slc displays all Ethernet ports whose name starts with "slc."
Description

Searches Ethernet ports by port name and displays port information.

show port all

Syntax

show port all
show port

Displays all Ethernet ports.
show port index

Syntax

show port index <numbers
Description

Displays Ethernet ports by index.

SLM User Guide 354



Appendix A: Command Reference

Search Commands

show account search email
Syntax

show account search email <email address>

Example

show account search email sys

Displays all accounts whose email address starts with "sys."
Description

Displays accounts that match the email address entered.
show account search name

Syntax

show account search name <user name>

Examples

show account search name sys

Displays all accounts whose name starts with "sys."

Description

Displays accounts that match the name entered.

show ethernetdevice search device

Syntax

show ethernetdevice search device <one or more parameters>

Parameters
Note: Search entries are not case sensitive.

[name <Device Name>]
[ipaddr <IP Address>]
[location <location>] [firmware <version numbers]

Example

show ethernetdevice search device name slc firmware 4
Description

Displays all devices that match the criteria entered. For example, if you specify name slc, the
SLM searches for all devices whose name starts with s1c.

show ethernetdevice search port
Syntax

show ethernetdevice search port <one or more parameterss
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Parameters

Note: Search entries are not case sensitive.
[name <Port Names>]

[portnumber <Port Numbers]
Examples

show ethernetdevice search port name waimea-port
show ethernetdevice search port name waimea portnumber 2

Description

Displays all ports that match the criteria entered.

show manageddevice search

Syntax

show manageddevice search <one or more parameterss>

Parameters
Note: Search entries are not case sensitive.

[name <Port Names>]

Examples

show manageddevice search name waimea-port
Description

Displays all ports that match the criteria entered.

Services Commands

set service auditlog

Syntax

set service auditlog <enable|disables
Description

Enables or disables audit logging.

set service https

Syntax

set service https <enable|disablex>
Description

Enable or disables HTTPS.

set service telnet

Syntax

set service telnet <enable|disablex>
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Description

Enables or disables Telnet logging to the SLM.
set service sessionlog

Syntax

set service sessionlog <enable|disables
Description

Enables or disables session logging.

set service ssh

Syntax

set service ssh <enable|disables> version <1]|2>
Description

Enables or disables SSH logging to the SLM.
set service wap

Syntax

set service wap <enable|disables
Description

Enables or disables WAP access to SLM.
show service

Syntax

set service

Description

Displays service settings.

Session Commands

connect terminate

Syntax

connect terminate <connect ID> <one or more parameterss
Parameters

outbound <outbound ID>

You must specify connection ID (inbound ID) to terminate an outbound connection.
Use show connection to view the current connections and their ID.

Examples

connect terminate 3
connect terminate 3 outbound 1
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Description

Terminates a user connection to the SLM session. Use show connection to view the current
connections and IDs.

show connection
Syntax

show connection
Description

Displays active user connections and connection IDs.

SSH Key Commands

set sshkey delete

Syntax

set sshkey delete keyuser <SSH Key Users> keyhost <SSH Key Host>
Description

Deletes an imported SSH key.

set sshkey import

Syntax

set sshkey import <copypastes>
Note:  RSA keys must be 1024 bits

Description

Imports an SSH key.

show sshkey import

Syntax

show sshkey import <one or more parameterss>
Parameters

[keyuser <SSH Key Users>]
[keyhost <SSH Key IP Address or Name>]
[viewkey <enable|disables]

Description

Displays imported SSH keys.

Task Progress Command

show progress
Syntax

show progress
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Shows the progress of background tasks.
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The SLM provides data path security by means of SSH, Web/SSL, and in the case of SLCs,
secure channel. Even with the use of these protocols, however, do not assume you have complete
security. Securing the data path is only one measure needed to ensure security. This appendix
briefly discusses some important security considerations.

Security Practice

Develop and document a Security Practice. The Security Practice should state:

¢ The dos and don'ts of maintaining security. For example, the power of SSH and SSL is
compromised if users leave sessions open or advertise their password.

¢ The assumptions that users can make about the facility and network infrastructure, for
example, how vulnerable the CAT 5 wiring is to tapping.

Factors Affecting Security

External factors affect the security provided by the SLM, for example:

¢ Aterminal to the SLM may be secure, but the path from the SLM to the end device may not be
secure.

+ With the right tools, a person having physical access to open the SLM may be able to read the
encryption keys.

¢ There is no true test for a denial-of-service attack-there is always a legitimate scenario for a
request storm. A denial-of-service filter locks out some high-performance automated/scripted
requests. The SLM attempts to service all requests and does not filter out potential denial-of-
service attacks.

Available Services and Port Numbers

The SLM supports the services listed below. When installing and configuring an SLM in an
environment where such services are limited, please make sure network equipment configurations
allow access to and from the listed port numbers.

Table B-1 Administration

SSH 22 TCP
HTTP 80 TCP
HTTPS (SSL) 443 TCP
Telnet 23 TCP
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Table B-2 Management

SMTP 25 TCP
BOOTP/DHCP  67/68 TCP
NTP 123 TCP
NIS 111 TCP/UDP
SNMP 161/162 UDP
LDAP 389 TCP
RADIUS 1645/1812 TCP/UDP

Table B-3 Device Access

FTP 20/21 TCP/UDP
SSH/SCP 22 TCP
TFTP 69 UDP
SNMP 161/162 UDP
LDP 30718 UDP
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Safety Precautions

Please follow the safety precautions described below when installing and operating the SLM.

Cover

¢ Do not remove the cover of the chassis. There are no user-serviceable parts inside. Opening
or removing the cover may expose you to dangerous voltage that could cause fire or electric
shock.

¢ Refer all servicing to Lantronix.

Power Plug
¢ When disconnecting the power cable from the socket, pull on the plug, not the cord.

¢ Always connect the power cord to a properly wired and grounded power source. Do not use
adapter plugs or remove the grounding prong from the cord.

¢ Only use a power cord with a voltage and current rating greater than the voltage and current
rating marked on the unit.

¢ Install the unit near an AC outlet that is easily accessible.

¢ Always connect any equipment used with the product to properly wired and grounded power
sources.

¢ To help protect the product from sudden, transient increases and decreases in electrical
power, use a surge suppressor, line conditioner, or uninterruptible power supply (UPS).

¢ Do not connect or disconnect this product during an electrical storm.

Input Supply
¢ Disconnect all power supply sources before servicing to avoid electric shock.

¢ Check nameplate ratings to assure there is no overloading of supply circuits that could affect
overcurrent protection and supply wiring.

Grounding
¢ Maintain reliable grounding of this product.

¢ Pay particular attention to supply connections when connecting to power strips rather than
directly to the branch circuit.

Rack

If rack mounted units are in a closed or multi-unit rack assembly, they may require further
evaluation by Certification Agencies. Consider the following:

¢ Do notinstall the unit in a rack in such a way that a hazardous stability condition results
because of uneven loading. A drop or fall could cause injury.
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2

The ambient temperature inside the rack may be greater than the room ambient temperature.
Make sure to install the SLM in an environment with an ambient temperature less than the
maximum operating temperature of the SLM. (See Appendix D: Technical Specifications.)

Install the equipment in a rack in such a way that the amount of airflow required for safe
operation of the equipment is not compromised.

Mount the equipment in the rack so that a hazardous condition is not achieved due to uneven
mechanical loading.

Maintain reliable earthing of rack-mounted equipment. Give particular attention to supply
connections other than direct connections to the branch circuit (e.g., use of power strips).

Before operating the SLM, make sure the SLM is secured to the rack.

Port Connections

L 2

L 2

Only connect the network ports to an Ethernet network that supports 10Base-T/100Base-T or
10/100/1000Base-T.

Only connect the console port to equipment with serial ports that support EIA-232 (formerly
RS-232C).
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You can install the SLM either in an ElA-standard 19-inch rack (1U tall) or as desktop unit.
Following are specifications for the SLM hardware, which applies to the SLM-01 and SLM-02.

Memory

Network interface
Dimensions
Weight

Console

Power Supply

Temperature

Relative Humidity

Table D-1 Technical Specifications

40 GB Hard Drive

256 MB RAM

One 10/100Base-T (RJ45)

One 10/100/1000Base-T (RJ45)
1U, 43 x 429 x 584 mm

(1.7H x 16.9 x 23 in)

12.7 kg (28 Ib)

RS-232 (DB9)

100-240 VAC

50 -60 Hz

Operating: 10°C to 35°C (50°F to 95°F)
Storage: -40°C to + 70°C (140°F to
158°F)

Operating:

Non-Operating/Storage: 95%, non-
condensing at 30°C

160 GB Hard Drive
512 MB RAM

Two 10/100/1000Base-T (RJ45)

1U, 44 x 424 x 356 mm

(1.7Hx 16.7 x 14 in)

10.5 kg (23 Ib)

RS-232 (DB9)

100-240 VAC

50 -60 Hz

Operating: 10°C to 35°C (50°F to 95°F)
Storage: -40°C to + 70°C (140°F to
158°F)

Operating:

Non-Operating/Storage: 95%, non-
condensing at 30°C
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SLM-01
(according to ISO/IEC Guide 22 and EN 45014)

Manufacturer's Name & Address:

Lantronix Inc., 167 Technology Drive, Irvine, CA 92618 USA
Declares that the following product:

Product Name(s): Secure Lantronix Management Appliance (SLM-01)
Conform to the following standards or other normative documents:
Safety:

UL/CSA 60950-1:2003

EN60950

CE Mark EU Directive 73/23/EEC, IEC

IEC 60 950

EMKO-TSE (74-SEC) 207/94

GOST-R 50377-92 (GOST-R Mark)

Electromagnetic Immunity:

® & 6 ¢ o o

¢ ICES-003 Class A ¢ RRL Class A Certification to MIC Notices 1997-41 & 1997-42
¢ EN55022 Class A ¢ GOST-R 29216-91

¢ EN55024 (Immunity) ¢ GOST-R 50628-95 (GOST-R Mark)

¢ CE Mark (EU Directive 89/336/EEC) & BSMI CNS13438 Class A (DOC

¢ CISPR-22/VCCI Class A *

Supplementary Information:
This Class A digital apparatus complies with ICES-003 (Class A), EN55022 Class A

EN55024 (immunity) and has been verified as being compliant within the Class A limits of the FCC
Radio Frequency Device Rules (FCC Title 47, Part 15, Subpart B CLASS A), measured to CISPR
22: 1993 limits and methods of measurement of Radio Disturbance Characteristics of Information
Technology Equipment. The product complies with the requirements of the Low Voltage Directive
72/23/EEC and the EMC Directive 89/336/EEC.

Additional Agency Approvals and Certifications:

¢ VCCI ¢ C-Tick

¢ TUV ¢ CB Scheme

¢ GS Mark ¢ NIST-certified implementation of AES as specified by FIPS 197
+ UL/CUL

This product carries the CE mark since it has been tested and found compliant with the following
standards:
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Safety: EN 60950

Emissions: EN 55022 Class A

Immunity: EN 55024

Manufacturer's Contact:

Lantronix,Inc.

167 Technology Drive, Irvine, CA 92618USA
Tel: 949-453-3990

Fax: 949-450-7249

SLM-02
(according to ISO/IEC Guide 22 and EN 45014)

Manufacturer's Name & Address:

Lantronix Inc., 167 Technology Drive, Irvine, CA 92618 USA
Declares that the following product:

Product Name(s): Secure Lantronix Management Appliance (SLM-02)
Conform to the following standards or other normative documents:
Safety:

UL 60950

EN 60950

CE Mark EU Directive 73/23/EEC, IEC

IEC 60950

Electromagnetic Immunity:

FCC Class B

EN61000-3-2/3-3

EN55022 Class B

EN55024 (Immunity)

CE Mark (EU Directive 89/336/EEC)

CISPR-22 Class B

CISPR-24

Supplementary Information:

This Class B digital apparatus complies with EN55022 Class B

EN55024 (immunity) and has been verified as being compliant within the Class B limits of the FCC
Radio Frequency Device Rules, measured to CISPR 22.
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Additional Agency Approvals and Certifications:
¢ TUV
¢ UL/CUL

This product carries the CE mark since it has been tested and found compliant with the following
standards:

¢ Safety: EN 60950

¢ Emissions: EN 55022 Class B

¢ Immunity: EN 55024

Manufacturer's Contact:

Lantronix,Inc.

167 Technology Drive, Irvine, CA 92618 USA
Tel: 949-453-3990

Fax: 949-450-7249
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This glossary provides brief definitions of commonly used protocols.

BOOTP (Bootstrap Protocol)

Similar to DHCP, but for smaller networks. Automatically assigns the IP address for a specific
duration of time.

CHAP (Challenge Handshake Authentication Protocol)

A secure protocol for connecting to a system; it is more secure than the PAP.

DHCP (Dynamic Host Configuration Protocol)

Internet protocol for automating the configuration of computers that use TCP/IP.

DNS (Domain Name Servers)

A system that allows a network nameserver to translate text host names into numeric IP
addresses.

FTP (File Transfer Protocol)

A standard network protocol used to transfer files from one host or to another host over a TCP-
based network, such as the Internet.

HTTPS

A widely used communications protocol for secure communication over a computer network, with
especially wide deployment on the Internet.

Kerberos

A network authentication protocol that provides strong authentication for client/server applications
by using secret-key cryptography.

LDAP (Lightweight Directory Access Protocol)

A protocol for accessing directory information.

NAT (Network Address Translation)

An Internet standard that enables a LAN to use one set of IP addresses for internal traffic and a
second set of addresses for external traffic. This enables a company to shield internal addresses
from the public Internet.
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NFS (Network File System)

A protocol that allows file sharing across a network. Users can view, store, and update files on a
remote computer. You can use NFS to mount all or a portion of a file system. Users can access
the portion mounted with the same privileges as the user's access to each file.

NIS (Network Information System)

System developed by Sun Microsystems for distributing system data such as user and host names
among computers on a network.

NMS (Network Management Station)

NMS acts as a central server, requesting and receiving SNMP-type information from any computer
using SNMP.

NTP (Network Time Protocol)

A protocol used to synchronize time on networked computers and equipment.

PAP (Password Authentication Protocol)

A method of user authentication in which the username and password are transmitted over a
network and compared to a table of name-password pairs.

PPP (Point-to-Point Protocol)

A protocol for creating and running IP and other network protocols over a serial link.

RADIUS (Remote Authentication Dial-In User Service)

An authentication and accounting protocol. Enables remote access servers to communicate with a
central server to authenticate dial-in users and their access permissions. A company stores user
profiles in a central database that all remote servers can share.

Secure Channel

The name that Lantronix gave to encrypted password-less connections on the SLM. These
connections use public key encryption for authentication over SSH.

SecurlD

SecurlD is a two-factor authentication method based on the user's SecurlD token and pin number.

SMB/CIFS

(Server Message Block/Common Internet File System): Microsoft's protocol for allowing all
applications as well as Web browsers to share files across the Internet. CIFS runs on TCP/IP and
uses the SMB protocol in Microsoft Windows for accessing files. With CIFS, users with different
platforms and computers can share files without having to install new software.
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SFTP (Secure File Transfer Protocol)

SFTP is a network protocol that provides file access, file transfer, and file management
functionalities over a secure SSH data stream.

SNMP (Simple Network Management Protocol)

A protocol that administrators use to monitor networks and connected devices and to respond to
queries from other network hosts.

SMTP (Simple Mail Transfer Protocol)

TCP/IP protocol for sending email between servers.

SSL (Secure Sockets Layer)

A protocol that provides authentication and encryption services between a web server and a web
browser.

SSH (Secure Shell)

A secure transport protocol based on public-key cryptography.

TACACS+ (Terminal Access Controller Access Control System)

A method of authentication used in UNIX networks. It allows a remote access server to
communicate with an authentication server to determine whether the user has access to the
network.

WAP (Wireless Application Protocol)

WAP is a technical standard for accessing information over a mobile wireless network.
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